Written Comments and Testimony Related to the January 16, 2009 Public
Hearing on 201 CMR 17.00 Amendments
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From: Jeff Fleming [jeff@acmecarpetone.com]

Sent: Tuesday, January 20, 2009 3:08 PM
To: Murray, David (SCA)
Subject: FW: re: data/security implementaion

From: Jeff Fleming [mailto:jeff@acmecarpetone.com]
Sent: Tuesday, January 20, 2009 2:45 PM

To: 'David.Murray@state.ma.us'

Subject: re: data/security implementaion

Office of Consumer Affairs and Business Regulation
Mr. David Murray
General Councll

Thank you if you are reading this. We are a small business that tries to keep all consumer information private. This we
have been doing for the last 40+ years. We are concerned with our ability to conform to the regulations that
Massachusetts is going to require. We are not the size of Walmart, Target, TIMax, Home Depot; we are a small business
of 11 people. The cost in money and time is giving these giant corporations a big advantage over us with their ability to
have people and money to cover this. Please see what can be done to help really small businesses.

Jim Fleming, Acme Cutrate, Inc.
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January 12, 2009

Secretary Daniel O’Connell
Executive Office of Housing & Economic Developement: %
One Ashbuton Place, Room 2102
Boston, MA 02108

S
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Re: Protect Personal Information through Stakeholder Al\l\aB""S"is// //9 ‘ ()) '@ I/ C Q»Q /\/L
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Dear Secretary O’Connell, |

I am writing to you today as a local small business owner who currently employs 5 full time and
2 part time employees, has been conducting business here in Massachusetts since 1946 and am
very concerned about the mandates currently included in 201 CMR 17.00. As written, these
regulations set a perilous course for my business, state agencies and our shared goals to invest
and protect jobs in the Commonwealth. Iurge the Patrick Administration to engage in a rigorous
stakeholder analysis and to provide an opportunity for comment on the entire set of regulations
within 201 CMR 17.00 with the Department, Attorney General, regulated community and
elected officials, to re-issue an entire set of rules by May 1, 2009 with implementation of the

rules over a two year period. . :

In today’s society the access to personal information and the misuse of such is at the forefront of
day to day operations in any small business. As the owner of a small business the protection of
my client’s personal information is a top priority. The delay in the effective date is helpful, as a
practical matter, it is unreasonable to believe that my company has a fair opportunity to reach
full compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s intent and
mandates specific technologies, creates redundant and confusing rules and does not hold public
agencies to the same standards of the private sector. In many instances the regulatory mandates
are not technically or economically feasible for public or private agencies regardless of size or
available resources, especially in these troubling financial times. Further, the regulations do not
envision the national and global business relationships that the Massachusetts economy depends
on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. The promulgation and implementation of these specific
regulations are in sharp contrast with other states and especially other Massachusetts state
agencies that routinely engage in collaborative discussions with the regulated communities. The
state of New Jersey recognized the need for a vigorous stakeholder analysis. Currently, the State
of New Jersey is currently in a two year process just to promulgate a “pre-proposal” of
regulations that do not yet specify actual implementation deadlines. In fact, on December 15,
2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider and
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withdraw the proposed rules it had previously issued on April 16, 2007. New J ersey’s new pre-
proposal provides for a comment period until February 13, 2009. Regrettably, the Massachusetts
regulations do not provide similar time, clarity, recognition of federal regulations nor do they
recognize the significant technological, legal, operational challenges or the significant
investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The regulations should be implemented in a
phased manner to ensure the proper and appropriate level of education and outreach for the
regulated community. The regulations should be further refined and implemented in a phased
manner to ensure the proper and appropriate level of education and outreach for the regulated
community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict or preempt other federal and
state laws without providing any additional substantive protection for Massachusetts consumers,
employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.
Contractual language should be used, not certification, and then on a going forward basis when
contracts with third parties are newly created or renewed. Otherwise the contract and written
certification requirement becomes a never ending, complex, costly, and circular mandate
virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute. A principle or standard should be used
allowing the regulated community to assure an outcome, rather than complying with a single
command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems to identify the potential for the
loss of such data as it moves. The risk assessment approach would be similar to what is required



in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and distracts
focus from the primary goal of ensuring systems are protective of personal privacy

Public sector: Needs to be held to exactly the same standards as the private sector. Personal
data is regularly shared with public entities and is a source of significant data breaches. Failure
of the public sector to adhere to the same standards or requirements undermines public policy
and makes a mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because
these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available
resources.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data privacy
rules that comply with the statute, set standards, recognize existing programs, and invite
innovation. Thank you for considering the long-term implications of these regulations and their
direct impact on my business and the Massachusetts economy.

o WD QIO

President — Hayden Wood Insurance Agency, Inc.

CC: Local Legislators, (Kéryn Polito, Michael W. Morrissey & Michael J. Rodrigues)



Joint Committee on Consumer Protection and Professional Licensure
201 CMR 17.00

Testimony of Joe Moore, Executive Director
International Health, Racquet & Sportsclub Association (IHRSA)

January 16, 2009

Members of the Committee, thank you for the opportunity to submit testimony on the amendments
to 201 CMR 17.00, Standards for the Protection of Personal Information of Residents of the
Commonwealth, which would extend the compliance date for obtaining certification from third
party service providers to January 1, 2010, and for encrypting portable devices other than laptops to
May 1, 2009.

My name is Joe Moore, and I am the Executive Director for the International Health, Racquet &
Sportsclub Association (IHRSA), the leader in education, research and advocacy for the health and
fitness industry. IHRSA represents 187 health clubs throughout Massachusetts, 7,000 worldwide,
and we are opposed to these amendments as currently written.

First of all, I would like to thank you for taking the time to address an issue that is critical to the
business community: the ever-growing need for greater protection and security of personal
information. As technology becomes more advanced and information is shared at a faster and more
frequent pace, businesses must go to greater lengths to ensure that the confidentiality of such
information is not jeopardized. We recognize the good intentions of the sponsors of these
amendments, and the members of this Committee, who clearly have the safety of all Massachusetts
residents in mind.

However, I am concerned that the amendments, as currently written, are not technically or
economically feasible in the time that is allotted for compliance. Compliance with these regulations
will require a significant amount of financial resources, time and personnel, on behalf of all health
clubs. Although the delay in the effective date is helpful, roughly five months to execute all
necessary steps and acquire the necessary resources (financial and otherwise) does not give clubs a
fair opportunity to reach compliance.

The immediacy of the financial investment that would be required to reach compliance would place
an enormous strain on health clubs, many of who are already struggling during this difficult
economic period. While these regulations are well intentioned, they could exacerbate the fiscal
strain that is currently on our economy. Also, business size is not indicative of operational costs.
Many smaller health clubs do not have the financial resources to invest in costly encryption
hardware and software.

Further extending the compliance date will allow time to ensure that all health clubs are aware of
and understand the regulations. We support the idea that health clubs would benefit from greater
clarity regarding compliance according to company size and available resources. This will decrease
the risk of clubs being out of compliance and having to face penalties.

I thank the Committee for your time and I would be happy to answer any questions that you may
have.



INVESTMENT ADVISER
IATION

ASSOC

January 21, 2009

By electronic mail to David.Murray@state.ma.us

David A. Murray, General Counsel

Office of Consumer Affairs and Business Regulation
Suite 5170

10 Park Plaza

Boston MA 02116

Re: Public Hearingson “ Standardsfor the Protection of Personal
Information of Residents of the Commonwealth,” 201 CMR 17.00, held
January 16, 2009

Dear Mr. Murray:

The Investment Adviser Association' welcomes the opportunity to comment on
amendments extending time for compliance with the provisions of Code of
Massachusetts Regulations at 201 CMR 17.00, originally promulgated as emergency
regulations on November 14, 2008. By these amendments, the Office of Consumer
Affairs and Business Regulation (OCABR) has delayed the effective date of this set of
information security rulesto May 1, 2009.

The IAA supports the Commonwealth’s goal of preventing and addressing
security breaches and enhancing the security of its residents personal information. We
respectfully submit, however, that SEC-registered investment advisers already subject to
extensive privacy regulations should be exempted from the requirements of the
Massachusetts 201 CMR 17.00 regulations. In the absence of such exemption, we support
the amendments extending time for compliance but also request additional time beyond
May 1, 2009 to comply with the 201 CMR 17.00 regulations. Finally, we suggest that the
Office of Consumer Affairs and Business Regulation post all comment letters and
responses on its Web site for public review.

! The Investment Adviser Association (IAA) isanot-for-profit association that represents the interests of
SEC-registered investment adviser firms. The Association’s membership consists of investment advisory
firmsthat manage assets for a wide variety of ingtitutional and individua clients, including pension plans,
trusts, investment companies, endowments, foundations, and corporations. Fifty-seven IAA member firms
have headquartersin Massachusetts. For more information, please visit our web site:
www.investmentadviser.org.

2 The OCABR convened a hearing on the extensi ons-of-time amendments on January 16, 2009 and is
accepting written comments until January 21, 20009.

1050 17th Street, N.W., Suite 725 - Washington, DC 20036-5514 - 202.293.4222 ph 202.293.4223 fx - www.investmentadviser.org


http://www.investmentadviser.org
mailto:David.Murray@state.ma.us
http://www.investmentadviser.org

1 M assachusetts should provide an exemption from 201 CMR 17.00
regulationsfor SEC-registered investment advisers.

SEC-registered investment advisers are subject to a strict fiduciary duty that
requires maintaining the confidentiality of client information. In addition, such advisers
are subject to extensive privacy requirements under federal law.

Congress enacted the Gramm-Leach-Bliley Act (GLBA) to ensure the privacy and
security of non-public personal information relating to individual “consumers’ who
become “customers’ of such ingtitutions. 1n 2000, the SEC adopted Regulation S-P,
which implemented the GLBA information safeguards and privacy notice requirements,
aswell asrestrictions on sharing “consumer” and “customer” non-public personal
information.®

Regulation S-P requires investment advisers to adopt written policies and
procedures reasonably designed to ensure the security and confidentiality of customer
records and information, protect against anticipated threats and hazards to the security or
integrity of customer records and information, and protect against unauthorized access to
or use of customer records and information that could result in substantial harm or
inconvenience to any customer. In addition, advisers must provide an initial notice of
their privacy policies and practices upon entering into a customer relationship and prior
to disclosing nonpublic personal information about a consumer to a nonaffiliated third
party. Advisersare required to deliver annual notices to cusomers with whom an
ongoing relationship exists and to permit consumers, via an opt-out notice, to prevent
disclosure of nonpublic personal information to certain nonaffiliated third parties.
Further, under Rule 206(4)-7 of the Investment Advisers Act (the compliance program
rule), advisers are required to review their privacy policies and procedures annually to
evaluate and address their effectiveness.

In addition, the Fair Credit Reporting Act (FCRA) protects the privacy of
individuals who are the subject of consumer reports. FCRA was amended by the Fair and
Accurate Credit Transactions (FACT) Act of 2003, which added to FCRA a requirement
that the relevant federal regulators issue regulations ensuring that any person that
maintains or possesses consumer information derived from “consumer reports’ for a
business purpose “properly dispose” of any such information. The SEC implemented this
requirement by amending Regulation S-P in 2004 to govern disposal of consumer report
information.” In 2008, the SEC proposed amending its rules to impose even more
specific requirements for safeguarding information and responding to information
security breaches and to broaden the scope of information covered by both the safeguard

3 See Privacy of Consumer Financial Information (Regulation S-P), Final Rule, SEC Rel. No. IA-1883,
File No. S7-6-00 (June 22, 2000).

* Disposal of Consumer Report Information, SEC Rel. No. 1A-2332, File No. S7-33-04 (Dec. 2, 2004).



and disposal provisions authorized separately by the GLBA and the FACT Act.’> This
proposal is still pending.

Because SEC-registered investment advisers are already subject to an extensive
federal regulatory regime governing protection of personal information, we respectfully
submit that the Massachusetts requirements are not needed to protect Massachusetts
clients of advisers and would impose unnecessary costs and burdens.® As your office and
the Commonwealth of Massachusetts continue to consider further this legislation and its
implementation, we strongly urge you to provide such an exemption.

2. M assachusetts should provide adequate time for implementation.

If advisers are not exempted from 201 CMR 17.00 regulations, they will require a
significant amount of time to implement the new rules. The IAA supports and commends
the OCABR for providing the current extensions of time for implementation, but requests
alonger period of time for compliance. A phase-in period of at least 18-24 months would
seem appropriate for the extensive requirements of the Massachusetts regulation.

For example, advisers will need to review and revise their policies and procedures
to address specific Massachusetts requirements, identify and inventory information flows
at the firm, fully assess a wide range of internal and external security risks, set up
documentation systems, train staff, and perform ongoing monitoring. Most significantly,
extensive time is needed to identify and implement new technology and any software and
hardware upgrades needed to comply with the Commonwealth’s far-reaching
requirements regarding security procedures for computer systems, including wireless
networks. Such efforts, both in time and cost, should be considered in light of the
stressors of current economic conditions affecting the financial servicesindustry. The
Commonwealth should permit these coststo be incurred over alonger period of time.

Similarly, the Massachusetts regulation imposes exceedingly broad requirements
on firms in overseeing their service providers and their use of appropriate technology to
safeguard personal information, and to obtain certifications of compliance with
Massachusetts requirements. Adviserstypically retain numerous service providers that
may have access to personal information, including employees’ personal information,
such as providers of payroll, tax, accounting, legal, technology, compliance, and
employee benefits services (e.g. retirement plans and health, life, and disability
insurance), not to mention service providers related to the adviser’ s core investment
management services, such as broker-dealers, banks, subadvisers, and portfolio and
accounting system providers. Requiring an adviser to assure that each of these service
providers adequately safeguards personal information consistent with the

® Part 248 - Regulation S-P: Privacy of Consumer Financial Information and Safeguarding Personal
Information, SEC Rel. No. |A-2712, File No. S7-06-08 (Mar. 4, 2008) (Proposing Release).

® ThelAA isalso concerned that the Commonweal th may seek to apply its regulatory requirements beyond
itsjurisdictional reach.



Commonwealth’ s requirements will involve substantial time and effort. Indeed,
Massachusetts should consider a transition rule that would permit amendments to service
provider contracts when contracts are renewed or renegotiated rather than revisions en
masse.

3. The Office of Consumer Affairsand Business Regulation should post all
comment lettersand responses on its Web sitefor public review.

We understand that the OCABR has received numerous comment letters on this
regulation and related hearings. We suggest that the OCABR post all comment letters
and responses on its Web site for public review. The visibility and transparency of the
OCABR deliberative process would be enhanced if members of the public could easily
read and review each comment letter and any response from the OCABR or other
Massachusetts official.

Conclusion
We appreciate the opportunity to provide our views on these important issues.
We would be pleased to provide any additional information that the OCABR or its staff
may request. Please do not hesitate to contact Karen L. Barr, IAA General Counsel, or
the undersigned with any questions regarding these matters.

Respectfully submitted,

(7t N s

Paul D. Glenn
Counsel



TESTIMONY OF THE INVESTMENT COMPANY INSTITUTE
BEFORE THE OFFICE OF CONSUMER AFFAIRS AND BUSINESS REGULATION

My name is Tami Salmon and I am here today representing the mutual fund
members of the Investment Company Institute. The Institute is the national
association of the U.S. mutual fund industry. Members of the Institute operate in all 50
states, as well as internationally; they manage total assets of almost $10 trillion; and they
serve over almost 93 million shareholders. As regards the Commonwealth,
approximately half of the households here own at least one mutual fund and these
shareholders account for approximately $290 billion in mutual fund assets.
Massachusetts remains the epicenter of the mutual fund industry with Massachusetts
investment companies managing $2.4 trillion in assets, or 21% of the total industry
assets. Importantly, these companies are also large employers in the Commonwealth,
employing over 33,000 persons, or approximately 20% of the total employees in the
industry. Many of the Institure’s members have joined me here today. It is because of
the importance of the Commonwealth to the mutual fund industry, and the industry’s
concerns with the new data security standards that I am here today to discuss the recent

extension of the compliant date attached to the Standards.

M

Investment Company Institute, January 16, 2009 Pagel




















