Checklist for Agency Compliance with EO504

December 2008
· Start using the EO504 ITD Mandatory Procurement Standards and Procedures for all contracts solicited for IT Solutions that involve personal information or personal data. 

· Appoint an Agency Information Security Officer (ISO)

January 2009

· January 1, 2009:  Ensure EO504 Vendor Certification included in all contracts involving personal information or personal data (may be on Standard Form Contract by January 1, 2009)

· Train top level manage on general EO504 provisions (feel free to use these training materials)

· Start work on agency security/privacy matrix

March 2009

· Obtain tools developed by the ESB and provided by ITD (e.g. Templates for the ESPs, guidelines for self-audits, other policies and guidelines developed by ESB and provided by ITD to agencies)

Between April and June 2009

· Create an Information Security Program (including an ESP)

· Have Agency Head and ISO certify the ISP

· Submit the ESP to ITD for review of ESP

· Obtain ITD’s approval of ISP (ITD will have 10 business days to review, accept or reject ESP)

Between June 2009 and September 2009

· Train agency head, manager, supervisors and employees (including contract employees) on your agency’s ISP

· (Use training materials from December 2008 and other templates that become available in Spring 2009 for ISP training)

· Perform self-audit against ESP

· Submit first self audit to ITD
Thereafter

· Submit self-audits as required by ITD, but at least annually

