Employee VPN Access Group


□
ADD
COMiT #:  

□
CHANGE
□
DELETE

Departments that can be added to this group:  
  
  
  
  

Number Of Simultaneous Users?  
 (MAXIMUM # OF USERS CONNECTED AT THE SAME TIME)
Application Group (ITD Security)

Required:  

Group Description:   

Agency Name:      

Address:                  


(Attach list if necessary)

For Change requests list all date/day/time & Host information that the group will have access to

	DAY AND TIME RESTRICTIONS

	

	

	


Will this traffic pass thru a FIREWALL?   If YES, please provide FIREWALL Administrator’s information below:  

Name: ITD Enterprise Security____Tel. Num.:
  E-mail:

	ALLOWED IP ADDRESSES AND PORTS

	Destination IP ADDRESS
	SOURCE PORT
	DESTINATION PORT
	PROTOCOL

(tcp, udp, icmp, ip)
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Note:
All Employee Groups have access to ALL Ports and Addresses, unless blocked by
a FIREWALL at the remote location.

Special Instructions:  

Security Officer Name (PRINT):  


Security Officer Name (SIGNATURE):  


VPN Technical Contact:  


Phone Number:         


E-mail Address:        


	INTERNAL USE ONLY

	Access Group ID:  




	DNS & WINS

	DNS   146.243.12.140    UDP  53

DNS   146.243.16.140    UDP  53


	WINS 146.243.12.171    UDP  137

WINS 146.243.16.171    UDP  137



	Address Pool Assignment

	Gateway
	Start
	End
	Net Mask

	
	
	
	

	
	
	
	

	
	
	
	

	ESM/ENS  Approval:  


Signature:  


ISU Approval:  





Return Completed Form to:

Commonwealth of Massachusetts

Information Technology Division

Security Services

200 Arlington Street

Chelsea, MA   02150

FAX: 617-660-4405
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