Instructions for completing and submitting Agency Executive Order 504 Information Security Program (ISP) and Electronic Security Plan (ESP)
Revision: 2.00
Date: October 1, 2013
The ITD EO504 Compliance Application is accessible only from inside the MAGNet Wide-Area Network. 

Using your browser, navigate to the ITD EO504 Compliance Application, the URL is   - EO504 Application. Note: Simultaneous access is not recommended by agency users with editing rights.  This is to prevent possible accidental overwriting of data.
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By clicking on How to use this EO504 Compliance Application you will be linked to the Adminstration and Finance (ANF) EO504 Support page. 

Also from this screen, you are able to review Executive Order 504 and pertinent Massachusetts General Laws concerning the protections of Personal Information (PI).  

To logon to the application, you will need the following information:
· Your application User Name (normally, your MassMail email address)
· Your User Password (the initial default password must be changed at first successful logon)
· Your agency EO504 Code (normally, your agency’s MMARS code) if you have access rights for multiple agencies
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Login Form

User ID:

User Password:





Enter your EO504 User ID and User Password.  Then click Validate User.  If you are a first time user, you will be required to change your password, see next page.  If a repeat user, the main menu screen will display.
First time user password change screen
After you change your password you will be returned to the main login screen.  Also note that in the future if you needed to or wanted to change your password, you will be able to change your password by selecting Tools on the navigation bar at the top of the page.
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EO504 Compliance Application Main Menu
NOTE:  It is not necessary to perform the steps in sequence.
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Completing Agency Information Security Program (ISP) and Electronic Security Plan (ESP)
 Step 1 
From the main menu, click on Step 1: View or Update Secretariat or Agency Information or select Step 1 on the navigation bar.

Verify and correct the information as necessary.  Note that the following is required information:  Agency head (first and last name), Agency head title, Agency Information Security Officer (ISO) (first and last name) and ISO title.  NOTE:  Before continuing to other pages click the Save Agency Info button at the bottom of page, if no changes are made click the appropriate button at the bottom of page.
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Secretariat and Agency Information

Secretariat Name:
Secretariat CIO Name:

Agency Name:

Agency Address:

Contact Information:

Agency Mission:

Agency Head Name:
(‘required)
Title: (‘required)

Contact Information:

Administration and Finance
Marcie Desmond

INFORMATION TECHNOLOGY DIVISION (ITD )

Street address Unit

One Ashburton Place Room 801
city State Zip
Boston MA 02110
Phone Number Ext E-mail

617-626-5555 Web.ITD@ITD.State.Ma.US

The mission of the Information Technology Division is to
enable state government to better serve the public through
the strategic use of technology. The Information Technology

First Name Last Name
John Letchford

‘Commonwealth Chief Information Officer
Phone Number Ext. E-mail
617-626-4434 John Letchford@state ma.us
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*Before Continuing, Please Save Your Changes
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Completing Agency Information Security Program (ISP) and Electronic Security Plan (ESP)

Step 2

From the main menu, click on Step 2: View or Update Agency Security Program Personal Information Profile (ISP) or select Step 2 on the navigation bar.  Shown below is a sample screen shot of an ISP where you can view the ISP information.  To create or modify this information, click the Edit ISP Info button at the bottom of the screen.  To enter locations of hard copy PI click the Address List button at the bottom of the screen.
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The first information you will enter/verify is the type of personal information (PI) your agency uses.

On this screen you select the type of PI your agency uses by clicking on the boxes to the left of the PI categories.  If your agency uses a category of PI that is not listed (e.g., state identification cards), enter this information using the text fields to the right of the default types.  When you are done, click the Add PI Type button.

Next, you will identify the laws and regulations that your agency adheres to regarding PI data.  Make selections from the provided list of drivers, and add any unlisted drivers in the fields to the right.  When you are done, click the Add Drivers button.

When done, click appropriate button at bottom of page.  When you click Next Page the following screen will display.  This will display the agency drivers you previously entered.
A screen with previously entered drivers will display.  For each driver identified, select the functional category (Retention, Minimum Collection & Storage, Access & Dissemination, or Destruction) that corresponds to the driver by clicking in the appropriate checkbox.  When completed, click the Save Info button to save your changes.
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Completing Agency Information Security Program (ISP) and Electronic Security Plan (ESP)

 Step 3

From the main menu, click on the Step 3: View or Update Agency Security Programs (ISP/ESP) or select Step 3 on the navigation bar.  The Agency Application Compliance Assessment page will display showing the list of previously entered Agency Applications.  If you are entering agency applications for the first time, no applications will display.
To add applications, click the Add New Application button.  

[image: image11.png]The Official Intranet for Employees of the Information Technology Division (ITD-Employee)  Hello Emie
il

UL >
ATD E0504 C

Mass.Gov Home ~ State Agencies

Home Menu Step1 Step2 Step3 Step4 Step5 Step6 Step7 Step8 Report Tools

Agency Applications

Agency Applications

Add New Application





[image: image12.png]Return to Menu

< Previous Page Next Step





Below is a blank Add New Application screen used to add agency application information.  
You will enter the compliance drivers for each agency application.  Select the drivers that apply for the application  by clicking on the boxes to the left of the driver names.  If the application is subject to drivers that are not listed, enter this information using the text fields above the default driver names. When you have supplied all the information for the application, click on the Save New Application button, which will return you to the application list.  To enter the information for additional applications, repeat these steps.  When you are finished entering application information and have returned to the Agency Applications screen, click the Return to Menu button to continue. 
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Completing Agency Information Security Program (ISP) and Electronic Security Plan (ESP)

Step 4

From the main menu, click on the Step 4: Attest to Agency Security Program (ISP/ESP) or select Step 4 on the navigation bar.  The Agency ISP/ESP Attestation screen is displayed, as shown below.  Per Executive Order 504, the agency head and the agency Information Security Officer must sign/attest to the submissions.  These two individuals are the only individuals who can sign the attestations for their agency.  To electronically “sign” the attestation, click the Signed radio button in the appropriate section.  Next, click on the Save Head Signature or the Save ISO Signature button, respectively.  When both individuals have separately signed the attestation, either signer may submit the attestation by clicking the Submit Attestation button at the bottom of the screen.
The submitting of the Agency ISP/ESP Attestation completes the submission process for the agency’s ISP-ESP.
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Below is an example of a non-submitted attestation screen.
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Below is an example showing that an agency had previously submitted its ISP/ESP.  This shows when the agency head and agency ISO signed the attestation and who and when submitted the attestation.
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To terminate the application at any time, click the Log Off button in the upper right-hand corner of any screen.  The confirmation/thank you screen shown below will display.
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