INFORMATION TECHNOLOGY DIVISION

 CONTRACTED BUSINESS PARTNER REMOTE ACCESS AGREEMENT

I, _______________________, agree to the following terms and conditions in connection with my use of the Commonwealth’s remote access system:

Definitions.

All terms used in this agreement shall be defined as set forth in the Enterprise Remote Access Policy dated: August 22, 2008.  
Contracted Business Partner Responsibilities.

Contracted Business Partners using remote access must:

1. Read and comply with the Acceptable Use Policy and read, sign and comply with the ITD Telecommuting Policy located at: ITD’s Internal Website under workplace Policies. Contracted Business Partners using remote access, whether or not they do so using their own or ITD’s hardware, software and connectivity, are using Commonwealth Information Technology Resources and are therefore subject to the Acceptable Use Policy with respect to such use. Pursuant to the Acceptable Use Policy, contracted business partners should have no expectation of privacy while they are using remote access. Contracted business partners are exempted from the Acceptable Use Policy’s prohibition against the use of Commonwealth IT Resources for commercial purposes.  

2. Read and comply with the Enterprise Remote Access Policy, dated: August 8, 2008.  If using VPN, back up all files on their computer prior to installing the VPN client.
3. Run the most up-to-date version of Symantec’s Norton Anti-Virus Software on the PC through which they will obtain remote access, and download definition updates to such software weekly from Symantec’s Internet site. Any remote access user whose failure to use the most up-to-date definitions of Symantec’s Norton Anti-Virus Software causing the release of a virus into the Commonwealth’s computer network will be in violation of the Acceptable Use Policy and ineligible for further remote access use.
4. Install and properly configure a PC firewall having regular firewall updates from the manufacturer.
5. Understand that they may be required to purchase new software to maintain remote access use in the future, as remote access technology matures. 
6. Safeguard the password that provides access to their digital certificate or token.  A contracted business partner who has reason to believe that its password or token PIN has been compromised must immediately report this to the agency security office so that its certificate or token access can be revoked.  Contracted business partners are ultimately responsible for all activities performed using their certificates and tokens. Contracted business partners must pay particular attention to compliance with Paragraph 6 of the Commonwealth’s Standard Terms and Conditions, which pertains to the confidentiality and security of Commonwealth Information Technology resources and data.

7. Understand, if they are using VPN, that, while ITD will issue and fund in some cases VPN clients for VPN, ITD will not provide contracted business partners with hardware, software, or connectivity for remote access.  

8. Understand that ITD will provide no PC support to VPN users other than that detailed in ITD’s CommomHelp support procedures for VPN and in the case of other agencies only those agencies supported by CommonHelp. An enterprise agency VPN Technical Contact, established by Verizon and ITD, are to support their VPN users.
9. If they use their own software in connection with remote access, ensure that they use it within the scope of the license under which it is covered.
10. Understand that remote access may be disrupted or unavailable for periods of time due to ITD’s need to perform maintenance, as well as by unplanned systems outages. ITD will post the dates and times of planned and unplanned outages on its home page at http://www.state.ma.us/itd.

11. Use remote access only to access the following Commonwealth systems or databases: ________________________.  If the contracted business partner determines upon using remote access that they have been inadvertently given access by ITD or an agency to additional systems or databases not identified in this agreement, it must contact the agency Security Officer immediately and refrain from accessing the additional databases or systems.  Failure to do so will constitute a violation of the Enterprise Remote Access, ITD Telecommuting and the Acceptable Use Policies and will result in immediate suspension of remote access.
12. Distribute a copy of the Enterprise Remote Access Policy, the ITD Telecommuting and the Acceptable Use Policies and this Agreement to all contracted business partner employees and contractors who will use the Commonwealth’s remote access system, and ensure that they read, understand, and comply with the terms of those documents.  
13. Identify a Remote Access Liaison.  The Remote Access Liaison is __________and he/she can be reached at _________. 

14. Provide ITD with a remote access implementation plan that addresses the contracted business partner’s technical preparedness for accessing remote access, the identity of the contracted business partner’s remote access liaison, the purposes for which the contracted business partner will use remote access, and the contracted business partner’s responsibilities with respect to remote access.   

15. Understand that contracted business partners will not be able to access the Internet and VPN simultaneously. 

16. Comply with any limitations on data or application use provided to them by ITD .

Signature
Date


Print Name
Title
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