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[bookmark: _Toc238018793][bookmark: _Toc438046142]Purpose & Scope
The purpose of this document is to describe MassIT’s Service offerings for Disaster Recovery Services.  

[bookmark: _Toc238018794][bookmark: _Toc438046143]Document Ownership
This document is owned by the Product Manager for Disaster Recovery:
Michael DeGregorio
Michael.DeGregorio@state.ma.us
Disaster Recovery Admin

This document is reviewed and approved by the Line of Business Director for Hosting:
John Merto
John.Merto@state.ma.us
MassIT Director of Engineering
[bookmark: _Toc238018795][bookmark: _Toc438046144]
Service Offerings
[bookmark: _Toc238018796][bookmark: _Toc438046145]Description of Service
Disaster Recovery is defined as the ability of an organization to respond to a disaster or an interruption in services by implementing a disaster recovery plan to stabilize and restore the organizations critical functions.   Disaster Recovery is a specialized service that helps MassIT customers recover their data after their systems are damaged by natural (hurricane, snow-storm) or man-made events (criminal acts, engineering failures).  MassIT Disaster Recovery services consist of;
· Springfield Data Center (SDC) based high availability recovery site.
· Data replication with a one hour data Recovery Point Objective (RPO).
· Six to twelve hour environment Recovery Time Objective (RTO).
· Tape and disk based backup of defined systems with off-site storage.
· Creation of recovery scripts (documentation).
· Testing of recovery processes.
· Assistance with designing / obtaining recovery solutions.
· Recovery timeline analysis included in plan reviews. 

[bookmark: _Toc238018797][bookmark: _Toc438046146]Need for Disaster Recovery and Business Continuity
Disaster recovery services are an integral part of MassIT’s service offerings. The ability to recover a system in a timely fashion following an event is crucial to most IT customers. Commonwealth citizens depend on our systems to provide critical health and human services, public safety, work force development, and many other services. Agencies also require IT service to bring in revenue needed to support state services. 

[bookmark: _Toc238018798][bookmark: _Toc438046147]Service Targets
MassIT provides two levels of service: 

	Service Offerings
	Description

	· Base
	· Full backup of environment done at pre-determined intervals  and stored offsite
Note: This is part of the standard service offering within Backup and Recovery.

	· Level 1*
Full Disaster Recovery
 
	· Recovery services provided at the Springfield Data Center.
· The Springfield Data Center will provide a high availability Disaster Recovery Service with a customer infrastructure recovery time objective of 6 to 12 hours.
· Recovery scripts created and stored offsite.
· Database replication with a Recovery Point Objective of less than 1 hour.
· Full and incremental data backups (If applicable) done at predetermined intervals and stored offsite.
· Annual recovery test will be executed (minimum - annually).
· Validation of Recovery Time Objectives (RTO) / Recovery Point Objectives (RPO).
Note: This service is ideal for customer services that rely on mission-critical applications.



	* BIA’s will have to be completed by requesting Agency prior to any DR planning takes place.
[bookmark: _Toc238018799][bookmark: _Toc438046148]Service Reporting 
The following reporting information is provided to customers as part of this service:
	Report
	Description 
	Report Interval
	Service covered

	Recovery Test reports Metrics for Success Criteria, validation of RTO/RPO measurements
	These are summary reports with results of DR testing.
(Reports will be delivered via e-mail.)
	At completion of testing
	Level 1 

	Plan Walk-throughs / Plan Maintenance
	This is a summary report with results of DR Plan Walk-through.
(Reports will be delivered via e-mail.) 
	At completion of Walk-through
	Level 1

	Plan / Strategy Audit / Certification by 3rd Party
	This is a summary / Evaluation Report with results of DR Strategy / Plan Audit. (Reports will be delivered via e-mail.)
	At completion of Audit
	Level 1




[bookmark: _Toc238018800][bookmark: _Toc438046149]Service Requests

	COMiT Request
	Description
	Lead Time  Business Days

	Disaster Recovery Requests
	This service can be initiated through a Service Account Manager. 
	60-120 business days


[bookmark: _Toc238018801]*For new service requests only. To manage existing requests, please log into COMiT.

[bookmark: _Toc384648462][bookmark: _Toc384651539][bookmark: _Toc438046150]Metrics Reporting 
In the following section please describe your performance and availability metrics:

	Performance
	Description
	Measurements 

	Recovery Time Availability (RTO)

	Production Application recovery time will be 12 hours or less.
	
	Application available to customer

	Data Recovery Point Objective (RPO)
	Production Application databases will be replicated Asynchronously at the Springfield Data Center at 15 minute intervals.
	SDC DR databases will not me more than 15 minutes behind MITC production

	Access to the SDC is via MAGNET and VPN
	The Springfield data center is available to all clients using MAGNET to access MITC based applications. VPN access is also available.
Note: Mainframe 3270 SNA access is not available. Mainframe access is available through an IP connection. 
	SDC access available




	Availability
	Description
	Measurements

	Customers may contract with MassIT for Disaster recovery services  
	 
	





[bookmark: _Toc438046151]Customer vs. MassIT Responsibilities

This section describes scope of responsibility for both customers and MassIT in relation to providing the defined service. This section will be included in a customer Service Level Objective (SLO).
Service Management Responsibilities that are common across many MassIT Services e.g. Facilities Management, Incident Management,  Change Control, are described in the “Service Management Services Guide” (to be defined). 
0. [bookmark: _Toc238018802][bookmark: _Toc438046152]Summary Customer Responsibilities

Customer responsibilities include but are not limited to:
Managed Service customers will work with MassIT to add hardware configurations to the SDC environment. Customers will also participate in pre-test meetings, define the test criteria and participate in recovery testing.

[bookmark: m_customer_detail][bookmark: _Toc238018803][bookmark: _Toc438046153]Detail Customer VS. MassIT Responsibilities

3.2.1 Responsibilities Managed Service

	Responsibilities Managed Service
	Customer  
	MassIT

	Creation of recovery Scripts
	X
	X

	Add hardware to the SDC Environment 
	X
	X

	Schedule SDC recovery testing
	
	X

	Participation in recovery testing/ Plan Walk-throughs
	X
	X

	Pre-Test criteria definition 
	X
	X 

	Pre-Test Staging with using the SDC environment 
	
	X

	Pre-test meetings
	X
	X

	Test coordination
	
	X

	Testing issue tracking
	
	X





[bookmark: _Toc238018804][bookmark: _Toc438046154]Chargeback Rate Information
For more information on current Chargeback costs and for an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
	 Service Level
	Rate

	Base
	Costs are included in Backup & Recovery services.

	Level 1*
Full Disaster Recovery
	Any additional costs (travel, OT, accommodation) for testing disaster recoverability off-site are where not budgeted are direct charged to customers.
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