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[bookmark: _Toc433104436][bookmark: _Toc47357539][bookmark: _Toc110398609][bookmark: _Toc118618601][bookmark: _Toc119758541][bookmark: _Toc238018999][bookmark: _Toc399495065] Introduction

[bookmark: _Toc238019000][bookmark: _Toc399495066]Purpose & Scope
The purpose of this document is to describe MassIT’s Service offerings for the implementation of technical security services for firewalls  

[bookmark: _Toc238019001][bookmark: _Toc399495067]Document Ownership
This document is owned by the Product Manager for Firewall Protection Services
Jim Wentzel
james.wentzel@MassMail.State.MA.US
MassIT Engineering Office

[bookmark: _GoBack]This document is reviewed and approved by the Chief Security Officer
Dennis McDermitt
Dennis.McDermitt@MassMail.State.MA.US 
Chief Security & Technology Officer

[bookmark: _Toc238019002][bookmark: _Toc399495068]
Service Offerings
[bookmark: _Toc238019003][bookmark: _Toc399495069]Description of Service
MassIT provides two tiers of firewall protection services for the Commonwealths assets and resources. The Remote Firewall service supports customer hosted applications requiring remote firewall protection utilizing MAGnet services.  MassIT also provides Secure Remote Device Managed Firewalls for customers requiring remote vendor access to equipment or devices located at the customer site. By using these protection services, MassIT provides customers with secure access while protecting the Commonwealth’s assets and resources.
This Service for Remote Firewall includes:
· Provisioning  and configuring of  a remote firewall;
· Establishing a firewall perimeter with failover capability in MAGnet connections to DMZ's and to the Internet as a whole; 
· Monitoring and changing firewall rules when needed. 

This Service for Remote Device Managed Firewall includes:
· Provisioning and configuring a firewall edge for remote customer locations;
· Providing secure connections for customer vendors to access their devices remotely;
· Monitoring and changing firewall rules when needed.


[bookmark: _Toc238019004][bookmark: _Toc399495070]Supported Versions of Service Components
The MassIT Security Technical Services group uses a major entrant in the network security field and keeps all of the components to the highest revision of the software needed to maintain a security connection.



[bookmark: _Toc238019005][bookmark: _Toc399495071]Service Targets
MassIT provides only 1 level of service: 

	Service Requirement
	Description

	Service Availability
	Service available hours are 24x7

	Infrastructure component availability
	Remote Firewalls:
All firewall components are available 24X7 excluding planned maintenance.

Remote Device Managed Firewalls:
These firewalls are preconfigured and sent to the agency as a plug-and-play device.  Hardware replacement should be performed the next day.  The agency has the option to purchase a preconfigured spare firewall that they can swap and send MassIT the failed device.

	Security Availability
	Remote Firewalls:
The MassIT IP Security equipment will be available and capable of forwarding IP packets 99.999% of the time, as averaged over a calendar month.  The MassIT IP Security includes MassIT-owned and controlled security devices located in the Chelsea/Boston Data Centers and remote agency locations.  

The MassIT Security availability does not include the loop, customer premise, equipment, customer’s local area network (LAN), scheduled maintenance events; customer caused outages and disruptions, or interconnection connectivity with other Internet Service Providers (ISP).

	Security Latency
	Remote Firewalls:
This is included in MassIT’s network core service.

	Planned Maintenance 
	This requires a weekly 1-2 hour window between 7:00 am-5:00 pm Monday through Friday excluding holidays. Ad-hoc maintenance is scheduled though change control and customers are notified though part of the change control process

	Request  Fulfillment*
	Staff will respond to service requests 7:00 am – 5:00 pm Monday through Friday excluding holidays. Customers can make requests though COMiT.

Emergency requests must include Executive approval and be approved by the Security Office prior to implementation. 

	Incident Management*
	
MassIT Service Management Office has standard processes to manage incidents, requests and changes.


*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.


[bookmark: _Toc238019006][bookmark: _Toc399495072]Service Reporting 
Currently, there are no reports available for this service. 




[bookmark: _Toc238019007][bookmark: _Toc399495073]Service Requests
Request fulfillment happens are part of a process with change control. If an emergency change is needed then an emergency change control ticket is opened and the CAB is convened. Non-emergency tickets are brought before the CAB every Thursday and depending on the ticket are acted upon during the next window.
	COMiT Service Request
	Description
	Lead Time Business Days

	Request to Open or Close Firewall Port
	This request is to open a new port or deactivate an existing firewall.
	10 Days


	Request Read-Only Firewall Permissions 
	This request is to allow limited 'read-only' access to a firewall.
	10 Days

	Activate or Deactivate an Agency Firewall
	This request is to activate or deactivate a firewall located at an agency site.
	10 Days

	Request to Verify Firewall Access                      
	This request is to verify current firewall access.
	10 Days

	Submit an Issue with Current Firewall Service     
	This request is for assistance with a firewall issue.
	10 Days

	Add or Remove DNS Entry                               
	This request is to add or delete a DNS entry.
	10 Days


	Change DNS Entry                                            
	This request is to change a DNS entry.
	10 Days

	Submit and Issue with Current DNS Service       
	This request is for assistance with a DNS issue.
	10 Days

	Add or Return a Range of IP Addresses   
	This request is to add new or return existing Commonwealth TCP/IP address space.
	10 Days

	Submit an Issue with Current IP Addressing Service
	This is a request for assistance with an IP address issue.
	10 Days



Request fulfillment happens as part of a process with change control. If an emergency change is needed then an emergency change control ticket is opened and the CAB is convened. Non-emergency tickets are brought before the CAB every Thursday and depending on the ticket, are acted upon during the next window.


[bookmark: _Toc384648462][bookmark: _Toc389813845][bookmark: _Toc399495074]Metrics Reporting 
The following metrics are available on an ad hoc basis. Firewall reports require appropriate executive approval before distribution.

	Performance
	Description
	Measurements 

	Not available at this time. 
	 
	 





	Availability
	Description
	Measurements

	Firewall logs

	A detailed view of firewall activity for 30 days on a rotating basis. Logs will maintain timestamps.
	N/A



[bookmark: _Toc238019008][bookmark: _Toc399495075] Customer vs. MassIT Responsibilities

[bookmark: _Toc238019009][bookmark: _Toc399495076]Summary Customer Responsibilities
Customer responsibilities include but are not limited to:
The customer is responsible for opening change orders to initiate the changes needed to be made. The MassIT Security Office will then open change control tickets examine the request for policy violations, and then plan and schedule the change needed

[bookmark: _Toc238019010][bookmark: _Toc399495077][bookmark: m_customer_detail]Detail Customer VS. MassIT Responsibilities

	Responsibilities
	Customer  
	MassIT

	Open a COMiT service request.
	X
	

	Firewall configuration and implementation. 
	
	X

	Firewall monitoring. 
	
	X

	Firewall troubleshooting. 
	X
	




[bookmark: _Toc238019011][bookmark: _Toc399495078]Chargeback Rate Information
For more information on Chargeback, including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
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