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1. [bookmark: _Toc238275685][bookmark: _Toc428869567][bookmark: _Toc238275686]Introduction	

1.1 [bookmark: _Toc428869568]Purpose & Scope
[bookmark: _Toc238275687]The purpose of this document is to describe MassIT’s Product offering for Interchange (the Shared Application Infrastructure).  

1.2 [bookmark: _Toc428869569]Document Ownership
This document is owned by the Product Manager for Integration Services Infrastructure Team:
Karolina Zdzitowiecka
karolina.zdzitowiecka@state.ma.us
Integration Services Infrastructure Supervisor

This document is reviewed and approved by the Line of Business Director for Integration Services:
Don Price
don.price@MassMail.State.MA.US
Director of Integration Services


0. [bookmark: _Toc238281876][bookmark: _Toc399427553]      Background Information
The Interchange Service Offering involves the use of Service Oriented Architecture (SOA) applications and the sharing of services between connected applications across Commonwealth agencies. It is the objective of MassIT to provide the Commonwealth of Massachusetts customers, business partners and Commonwealth constituents with a secure, efficient and cost effective data transfer service. 

The Interchange Service Offering supports a broad set of communication mechanisms that offer greater visibility into monitoring the environment. It is the goal of this offering to facilitate secure data sharing across agencies, enable efficient reuse and to deliver agile, flexible infrastructure and services. 

Interchange has replaced or subsumed the following prior offerings:
· Commonwealth’s Communications Bridge (Legacy CommBridge)
· Secure File Email Delivery functionality (Legacy SFED)
· XML Gateways





2. [bookmark: _Toc238275688][bookmark: _Toc399427554]Service Offerings

Interchange offers file transfer functionality and a dedicated protocol gateway which enforces Enterprise security policies. This section provides an overview and description of the SAI Service which is delivered through Interchange.


2.1 Description of Service

Interchange 

Interchange is the Commonwealth's secure, efficient, cost effective and flexible service for supporting the exchange of data between agencies of the Commonwealth and their business partners. 

Interchange Features
· Supports standard file transfer protocols including SFTP, MQ/FTE, FTP/ES
· Clients are available for several operating systems, including Windows, Linux, and AIX
· Easy to use web-based interface for transferring ad-hoc files: https://ics.mass.gov/DynIC/
· File transfer status monitoring web based interface for system file transfers: https://ics.mass.gov/Monitoring/ 
· Automated email notifications for transfer success or failure.

Interchange supports several forms of file transfer, including:
 
1. System-to-System (S2S)



System-to-System supports automated (batch) file transfers between two or more systems. This service manages retries for files that cannot be delivered. This Interchange offering works by placing a file in an agreed upon folder on the sender’s machine that will get delivered to the destination machine in an agreed upon folder.  This is an automated process. It is called System-to-System because the intent is that "people" are not required in the process and jobs typically run and get triggered on a scheduled basis. 

A System-to-System file transfer can be implemented using: 
· MQ/FTE Agent - IBM’s WebSphere MQ File Transfer Edition (FTE). This agent can only be installed within MAGNet.
· SFTP over Port 22. This flexible solution is available to agencies and their business partners, regardless of location.
· FTP/ES over Port 21. Limited to MassIT Mainframe connections.
· Any combination of the above, provided the requirements for each are met.
System-to-System file transfers require software to be installed on an agency’s server:

· IBM MQ/FTE Agent (for MQ/FTE transfers)
· An FTE agent is a Java process that runs on a machine and performs file transfers to and from other agents. In order to transfer files to or from a machine using FTE, you must have an agent running on that machine. Every agent connects to a WebSphere MQ queue manager and uses MQ to communicate with other agents.

· Interchange Agent (for MQ/FTE and SFTP transfers)

· An Interchange Agent is a small Java application that acts as a file folder watch, and triggers a call to start the transfer process to another endpoint. 
· MassIT also offers a managed file transfer server that users can connect to using any SFTP client (like Filezilla, WinSCP, etc) to upload/download files.  Users are responsible for initiation of a file transfer if using this SFTP client option as opposed to an Interchange Agent which offers automation.


2. Person-to-Person (P2P) 



Person-to-Person is a web-based system that allows the transfer of files up to 200 MB between two individuals. This is the simplest form of file transfer and doesn't require any additional software at either end of a transfer. This solution is called Person-to-Person since it is designed for more ad-hoc style "one-time" or "occasional" transfers from one person to another. 

Interchange P2P File Transfer web site: https://ics.mass.gov/DynIC/

· A Commonwealth employee can self-register for an account (‘Register User’ link on https://ics.mass.gov/DynIC/)
· Non-state users can be invited by state employees to use this system. A file transfer via Interchange system from a state employee to a non-state user will initiate an account creation for a non-state user.
· In order for a file transfer to be successful, either a sender or a recipient needs to have an email address ending in ‘@state.ma.us’ domain.  
· An email notification is sent to user’s email address each time there is a new file in the system for a user to be downloaded. 

3. System-to-Person(S2P)



A System-to-Person is a component that allows a file to be dropped in an agreed upon system folder and then an email is sent to a person to notify them that they have a file ready for download.  A recipient of a file uses a web-based interface (https://ics.mass.gov/DynIC/) to download a file to their local machine.  Sending messages is an automated process.  Picking up the files is a manual process. 







4. Person-to-System(P2S)



A Person-to-System is a component that allows a person to upload a file using a web-based interface (https://ics.mass.gov/DynIC/) and the file gets delivered to an agreed upon system folder. Sending the files is a manual process. Delivery of the files to the intended system is an automated process. 


Options for external business partners who need to exchange files with a state agency within Commonwealth

In order to exchange files with a state agency, external business partners may use:  
· Any SFTP client (WinSCP, FileZilla) to connect to MassIT’s SFTP Server
· External users are responsible for initiation of a file transfer when using SFTP clients. 
· External users will be provided with a username, a password and access to a folder(s) in order to upload/download files to/from MassIT’s SFTP Server.
· This is standard SFTP transfer over port 22
· MassIT’s Interchange Agent software 
· In order for an external user to use MassIT’s software, a license agreement needs to be signed between MassIT, an agency and an external business partner.  
· Specific firewall ports need to be opened between MassIT’s network and an external user’s network.
· Interchange Agent offers automation as it initiates a transfer. 
· External business partner’s own SFTP Server 
· MassIT will need to be provided with an SFTP account from an external business partner to upload/download files.  Further, MassIT cannot get files from this SFTP server, only put files there.  The customer may put files on an MassIT SFTP server in order to return files to the intended recipient.

XML Gateway

The XML Gateways within the Commonwealth are IBM DataPower XI-50 and XB-60, DMZ-ready appliances that provide agencies with the ability to allow for: 
· Secure transfer of XML data into and out of MAGNet, 
· Transformation between disparate message formats including binary, IBM MQ, and XML
· Message routing
· Security of SOA messages

The appliances themselves are managed through a command line or a web-GUI interface by the Integration Services team to ensure stability, reliability, security and scalability of deployed services in conjunction with the Security Office who provides perimeter security through the general maintenance of firewalls and other security infrastructure.

There are different patterns of using Data Power services within the Commonwealth, as well as among business partners and citizen facing applications. All deployment patterns are supported by using specific XML Gateway Services (e.g. WS-Proxy, Multi-protocol Gateway, Web Application Firewall, etc). Each of the built-in XML Gateway Services has unique features and capabilities that make their use applicable in certain contexts. 

Web Service Proxies enhance the abilities of the XML Firewalls by adding support for WSDL validation. 

Multi-protocol Gateways support protocols other than SOAP – such as MQ, FTP, SMTP, etc - and can be useful in the processing of straight HTTP-based protocols, for instance. 

Web Application Firewalls support session variables which can be useful in contexts where cookies or other session information needs to be preserved as part of a long-lived transaction.

The XML Gateways have been deployed at three different tiers: the Enterprise, Partner/Secretariat, and Remote levels. 


[bookmark: _Toc369783358][bookmark: _Toc399427555]XML Gateway Tiers
[bookmark: _Toc399427556]Enterprise Gateway(s):
· All service requests originating from the Internet will first be processed by the Enterprise XML Gateways which will enforce broad security and enterprise policies (e.g. XDoS attack prevention, virus detection, XML parsing constraints, etc).
· In addition to the "default" and "routing" domains, the XML Gateways have been partitioned into separate ‘Community Domains’ (eg. EOHHS, Enterprise)
· The Enterprise XML Gateway will forward any message attachments to an ICAP -compliant (Internet Content Adaptation Protocol) Enterprise Virus Scanning Server maintained by MassIT
· Internet Clients invoke services through the Enterprise XML Gateways - e.g. https://wsgw.mass.gov/HHS/FileTransferService Based on the message URI (HHS/*), the request is routed to the appropriate Community Domain (EOHHS).
· All SOAP/HTTP(S) XML traffic destined for Secretariat XML Gateways must first be processed by the Enterprise XML Gateways in order to enforce Enterprise Security and other policies.
[bookmark: _Toc399427557]Secretariat Gateway(s):
· The Secretariat Gateways accept traffic relayed from the Enterprise XML Gateways, Secretariat Partner Gateways, or allowed hosts within the EHS Virtual Gateway environments.
· Additional policies can be enforced within the Secretariat Gateways, such as AAA policies.
· Web services are deployed to the Secretariat gateways behind Multi-Protocol Gateways.
In the routing Domain, requests are relayed from the routing Service Multi-Protocol Gateway to web services (Web Service Proxies) in the EHS domain based on a setRoutingRulesXSLT.xsl stylesheet.
[bookmark: _Toc399427558]Partner Gateway(s)
· Partner Gateways accept traffic from a dedicated connection in the Business Partner DMZ in MITC.
· All web service requests entering the Business Partner DMZ will first be processed by the Partner XML Gateways which will enforce broad security and enterprise policies (e.g. XDoS attack prevention, virus detection, XML parsing constraints, etc).
· In addition to the default and routing domains, the Partner XML Gateways include a separate application domain (eg. EOHHS)
· The Partner XML Gateway will forward any message attachments to an ICAP -compliant (Internet Content Adaptation Protocol) Enterprise Virus Scanning Server maintained by MassIT
· Clients invoke services through the Partner XML Gateways - e.g. https://<<hostname>>/HHS/FileTransferService Based on the message URI (HHS/*), the request is routed to the appropriate Application Domain (EOHHS).
· All SOAP/HTTP(S) XML traffic originating from the dedicated Partner link and destined for Secretariat XML Gateways must first be processed by the Partner XML Gateways to ensure enforcement of Enterprise Security and other policies.
[bookmark: _Toc399427559]Remote Gateways
· Remote gateways are hosted outside of MAGNet and are typically dedicated to specific Programs (e.g. HIE External Gateway).
· Remote gateways are authorized to communicate over dedicated connections to Partner Gateways hosted within a Business Partner DMZ at the Commonwealth.



2.2 [bookmark: _Toc238281879][bookmark: _Toc399427560]Supported Versions of Service Components

Interchange
· IBM WebSphere MQ File Transfer Edition Agent version 7.04 or higher
· MassIT Interchange Agent – all versions 
· Standard SFTP Clients (OpenSSH, PSFTP, FileZilla, WinSCP, etc.)
· Standard Web browsers (IE, Firefox, Opera, etc.) for a web-based File Transfer Service access

XML Gateway 
· SOAP messages version 1.1 
· WSDLs
[bookmark: _Toc238275691]
2.3 [bookmark: _Toc399427561]Service Targets

	Service Requirement
	Description

	Service Availability
	Service availability hours are 24x7x52 excluding planned maintenance and unplanned outages.

	Maintenance
	Maintenance is performed bi-weekly.  The maintenance window is one hour and typically is performed before standard business hours of 9:00 am to 5:00 pm.  Bi-weekly maintenance is scheduled through Change Management.  Customers are notified as part of the change control process for any non-standard or ad-ho maintenance window.

	Incident Management*
	MassIT Service Management Office has standard processes to manage incident, service requests and changes.

	Request Fulfillment*
	Staff will respond to service requests between 9:00 am - 5:00 pm excluding holidays. Emergency requests must be opened as incidents to ensure they are acted on immediately out of normal business hours. 



*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.
2.4 [bookmark: _Toc238275692][bookmark: _Toc399427562]
Service Reporting 

We offer an Interchange Status and Reporting tool that allows Interchange customers to monitor and track their data transfers using a web-based interface: https://ics.mass.gov/Monitoring/

2.5 [bookmark: _Toc238275693][bookmark: _Toc399427563]Service Requests

	COMiT Service Request
	Description
	Lead Time-Business Days

	Request New XML Gateway Service
	Request a new service deployment into the XML Gateway.
	15 Days

	Request Modification of  XML Gateway Service
	Request a service change within the XML Gateway. 
	
15 Days

	Request Deletion of  XML Gateway Service
	Request a service deletion within the XML Gateway.
	1 Days

	Request New Interchange Service
	Request a new service within Interchange. Interchange allows the Commonwealth’s diverse applications to exchange files with each other regardless of technologies.  Interchange manages the connections to computer systems to communicate in the same manner without knowing what platform is on the other end.

	25 Days

	Request Interchange Service Modification
	Request a change within Interchange including: 
- Reset password for an existing account.
- Modify/Rename directory structure for an existing service.
- Add/Delete account for an existing service.
- Reinstall Software.
	
15 Days

	Request Interchange Information
	Request information about Interchange.
	7-15 Days



*For new service requests only. To manage existing requests, please log into COMiT.
2.1 [bookmark: _Toc384648462][bookmark: _Toc397433870][bookmark: _Toc399427564]Metrics Reporting
	Performance
	Description
	Measurements 

	File Transfer Status
	File transfer status displayed in Interchange Monitoring Tool within 2 minutes.
	Interchange Monitoring Tool




	Availability
	Description
	Measurements

	Interchange availability 95%
	Interchange service is available to customers 24/7/365 except scheduled in advance maintenance windows. 
	Tivoli Monitoring Service


3. [bookmark: _Toc238275694][bookmark: _Toc399427565]Customer vs. MassIT Responsibilities
	This section describes scope of responsibility for both customers and MassIT in relation to providing the 	defined service. 
3.1 [bookmark: _Toc238275695][bookmark: _Toc399427566]Summary Customer Responsibilities
Customer responsibilities include but are not limited to:
XML Gateway 

· Providing XML schemas, WSDLs, host names and configuration requirements for new service deployments, recommending configuration changes to optimize utilization and coordinate benchmarking activities as required. 
· Reporting service unavailability or performance degradation to MassIT. 
· Maintaining, monitoring, and ensuring availability of backend web services made available through the XML Gateways.
· Identifying any firmware upgrades and configuration modifications and coordinating activities for moving/changing code. 
· Providing deployment task lists for Enterprise Gateway changes.
· Coordinating web services testing activities after configuration changes were implemented on the XML Gateways as requested.
· Reviewing logs provided by MassIT and suggesting service changes or modifications based on review.
· Requesting addition/modification/removal of user accounts on XML Gateways. 
Interchange 
· Providing configuration requirements for new service deployments.
· Providing hosts and network connectivity for communication end points.
· Reporting Interchange service interruption, unavailability or performance degradation to MassIT. 
· Installing, maintaining, monitoring, upgrading and ensuring availability of Interchange software (MQFTE Agent and Interchange Agent) deployed on customer’s servers.
· Identifying and reporting to MassIT any configuration modification requirements. 
· Notifying MassIT of incorrect permissions or expired user accounts. 


3.2 [bookmark: _Toc238275696][bookmark: _Toc399427567][bookmark: m_customer_detail][bookmark: mcustomerdetail]Detail Customer VS. MassIT Responsibilities

3.2.1 [bookmark: _Toc368918678][bookmark: _Toc368918892][bookmark: _Toc368918953][bookmark: _Toc368918985][bookmark: _Toc368919104][bookmark: _Toc369783366]Interchange Administration
Interchange Administration provides support for Interchange system configuration, all installed vendor software, and Interchange MassIT build in-house software problem determination, problem resolution, software fix installation, utilities and security. 
Standard maintenance will be performed during a standard maintenance window agreed to by MassIT and the customer. Emergency maintenance may be performed during a nonstandard maintenance window at a time approved by MassIT and the customer.
[bookmark: _Toc238275697]
	Responsibilities
	Customer  
	MassIT

	Manage the Interchange infrastructure configuration via MassIT Change Management process:
· Modify configuration files
· Document system configuration
· Control access to system configuration files
	
	X

	Install, configure, maintain and upgrade Interchange Infrastructure and perform firmware upgrades.
	
	X

	Monitor Interchange infrastructure including critical log files for utilization reporting and troubleshooting purposes
	
	X

	Configure Interchange software (IBM WMQFTE Agent; Interchange Agent) and provide install instructions to a customer
	
	X

	Install, maintain and upgrade Interchange software (IBM WMQFTE Agent; Interchange Agent) on a customer’s server
	X
	

	Provide support with installation, maintenance and upgrades of the Interchange software (IBM WMQFTE Agent; Interchange Agent)on a customer’s server
	
	X

	Monitor status of IBM WMQFTE Agent and Interchange Agent on customer’s server
	X
	

	Report service unavailability or performance degradation
	X
	X

	Maintain Interchange software configuration information
	X
	X

	Obtain and maintain IBM WMQFTE licenses
	
	X

	Obtain and maintain JSCAPE Licensing
	
	X

	Accommodate new and additional service and requestor configuration
	
	X

	Provide service and requestor configuration requirements
	X
	

	Implement Change Control procedures for scheduled maintenance
	
	X

	Support and install major firmware upgrades as required by customer or internal process in a mutually agreeable time frame 
	
	X

	Request vendor technical support for all vendor provided firmware
	
	X

	Provide Complete XML Schemas and Valid WSDLs for new service deployments on the XML Gateways
	X
	

	Deploy new services to Enterprise XML Gateway Environments as requested.
	
	X




3.2.2 [bookmark: _Toc399427568]Interchange Options
Interchange Operations provide on-site system monitoring and second level incident determination and resolution for Interchange service on a 24x7x52 basis.

	Responsibilities
	Customer
	MassIT

	Provide second  level support for Interchange service
	
	X

	Monitor status of Interchange infrastructure system processes 
	
	X

	Communicate and coordinate Interchange service interruption
	X
	X

	Define Interchange service availability and alert requirements
	X
	

	Maintain Interchange Infrastructure health 
	
	X

	Monitor Interchange, IBM MQFTE Agent health
	X
	

	Troubleshooting and problem resolution
	X
	X

	Develop and document standards and acceptance criteria to promote applications from development to test and into production.
	X
	X

	Coordinate activities for moving code/change from test, to QA and to production environments via Change Management process
	X
	X

	Troubleshoot service degradation and failure of backend services
	X
	

	Troubleshoot service degradation and failure of XML Gateway functionality
	
	X

	Test services on the XML Gateway at the request of MassIT staff
	X
	

	Provide test examples for all XML Gateway-deployed services to MassIT staff wherever possible
	X
	

	Request new web service deployments/modifications through standard Change management process
	X
	

	Request vendor technical support for all vendor provided software
	
	X




3.2.3 [bookmark: _Toc225322969][bookmark: _Toc238871890][bookmark: _Toc272412588]Interchange Performance and Capacity Management
Interchange Performance Management includes monitoring, measuring, analyzing and reporting systems performance within Interchange infrastructure.  Server Capacity Management includes the development and maintenance of tactical and strategic plans to verify that the computing environments meet CUSTOMERS’ growing or changing business requirements.

	Responsibilities
	Customer  
	MassIT

	Recommend corrective action to resolve system performance and capacity problems
	
	X

	Implement corrective actions approved by the Change Management process
	
	X

	Provide analysis of server capacity trends (CPU, Memory, Disk)
	
	X

	Review alternative means to provide functionality and conduct feasibility studies if necessary
	X
	X

	Define performance and alert requirements
	
	X

	Test throughput testing and service tuning
	
	X

	Configure Interchange infrastructure monitoring and alerts
	
	X





3.2.4 [bookmark: _Toc225322970][bookmark: _Toc238871891][bookmark: _Toc272412589]Interchange Access Rights and Control
Interchange Access Rights and Control describes the authority granted to MassIT to use server management and performance/capacity tools.

	Responsibilities
	Customer
	MassIT

	Maintain user accounts within Interchange system to allow system access and application functionality
	X
	X

	Notify MassIT of incorrect permissions, expired user accounts or expired passwords via new Incidents
	X
	

	
	
	




3.2.5 [bookmark: _Toc368918686][bookmark: _Toc368918900][bookmark: _Toc368918961][bookmark: _Toc368918993][bookmark: _Toc368919112][bookmark: _Toc369783370]Interchange Hardware Maintenance
Interchange Hardware Maintenance includes preventative hardware support, repair and/or replacement activities for Interchange Hardware components. Standard maintenance will be performed during a standard maintenance window agreed to by MassIT and the customer. Emergency maintenance may be performed during a nonstandard maintenance window at a time approved by MassIT and the customer.

	Responsibilities
	Customer  
	MassIT

	Coordinate and schedule maintenance activities with customer  according to Change Management process
	X
	X

	Provide corrective maintenance and repair for Interchange XML Gateway Appliances on a 24x7x365 basis
	
	X

	Dispatch hardware maintenance service personnel/technicians in accordance with established Problem Management process
	
	X

	Coordinate warranty/repair service with appropriate equipment manufacturer 
	
	X

	Update the status of hardware maintenance service requests per Problem Management process 
	
	X

	Provide support assistance to MassIT upon request in resolving hardware maintenance issues
	X
	




4. [bookmark: _Toc238275702][bookmark: _Toc399427569][bookmark: _GoBack]Chargeback Rate Information
For more information on Chargeback, including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.  
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