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[bookmark: _Toc421802912]Purpose & Scope
The purpose of this document is to describe MassIT’s Service offering for Security Risk Assessments.  

[bookmark: _Toc421802913]Document Ownership
This document is owned by the Product Manager for Security Risk Assessments:
Jeff Flannery
jeff.flannery@state.ma.us
MassIT Security Office, Security Assessment and Consulting

This document is reviewed and approved by the Line of Business Director for Security Office:
Dennis McDermitt
Dennis.McDermitt@MassMail.State.MA.US 
[bookmark: _GoBack]Chief Security & Technology Officer

[bookmark: _Toc421802914]
Service Offerings
[bookmark: _Toc421802915]Description of Service
MassIT provides Technical Risk Assessment services to those agencies wishing to deploy applications both internal to MAGnet as well as Internet facing.
 
This service uses the NIST Special Publication 800-30 “Risk Management Guide for Information Technology Systems” as its primary reference framework. A written report is produced.

The basic elements of this framework frequently used in our assessments include:
· Executive Summary
· Technical Architecture Description
· Threat & Vulnerability Identification
· Controls
· Likelihood Determination
· Impact Analysis
· Risk Determination
· Recommendation
· Additional Information
· Jurisdiction Statement
· References


[bookmark: _Toc421802916]Supported Versions of Service Components
MassIT-SAC uses elements of national and international risk assessment frameworks and associated standards.

In particular, elements of the “NIST Special Publication 800-30 framework” and ”ISO 27001/2 Information Security Management Standard” are used as reference in addition to enterprise policies, Massachusetts General Laws, and Executive Orders (e.g., EO 504 / EO 510).


[bookmark: _Toc421802917]Service Targets
Initial reviews will be completed within 15 business days.
If a customer’s submission for an assessment is found to be non-Enterprise Policy compliant OR is found to be insecure, additional time will be involved.  The amount of additional time will be dependent upon the complexity of the issue(s) identified and available mitigations.
The MassIT Security Office will provide assistance to the customer with identifying potentially viable mitigation strategies to achieve compliance. 
	Service Requirement
	Description

	Service Availability
	Service availability hours are 8:30 AM - 5:00 PM Monday through Friday, excluding holidays.



[bookmark: _Toc421802918]Product Reporting 
The following reporting information is provided to customers as part of this service:
A written Risk Assessment is completed and provided to the customers.
	Report
	Description
	Reporting Interval

	Risk  Assessment Report
	The breadth and depth of these reports are specific to each assessment.  The standard report would normally include the basic elements enumerated in “2.1 Description of Service”.
	Ad hoc – specific to each Risk Assessment request.



[bookmark: _Toc224460671][bookmark: _Toc421802919]Service Requests

	COMiT Service Request
	Description 
	Lead Time-Business Days

	Conduct a Risk  Assessment
	Request for assistance in assessing system risks relative to: threats; vulnerabilities; controls; likelihood, and impacts.
	5 Days




[bookmark: _Toc421802920]Customer vs. MassIT Responsibilities
[bookmark: _Toc421802076][bookmark: _Toc421802921]Summary Customer Responsibilities 
Customer responsibilities include but are not limited to:
Customers and their business partners are expected to develop applications in conformance with Enterprise Policies and Standards while also adhering to stipulations of Executive Order 504 in their treatment of sensitive data.  
Customers need to also be familiar with the ramifications of MGL Section 93 (related to Data Breach Notifications) for them should a breach of their system(s) occur. 

[bookmark: _Toc421802077][bookmark: _Toc421802922]Detail Customer VS. MassIT Responsibilities 
	Responsibilities
	Customer  
	MassIT

	Clearly identify the scope of a risk assessment and request MassIT-SAC to execute that assessment.
	X
	

	Provide documentation as needed to perform an assessment (e.g., a “Public Access Questionnaire”).
	X
	

	Execute a formal risk assessment within the prescribed framework.
	
	X

	Present written report on results to customer.
	
	X



[bookmark: _Toc421802923]Chargeback Rate Information
For more information on Chargeback, including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
The costs pertaining to this service offering are currently funded out of Overhead.  No additional detail is available for review.
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