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[bookmark: _Toc399506196][bookmark: _Toc399506197]Introduction
Purpose & Scope 
The purpose of this document is to describe MassIT’s Service Offering for Security and Threat Analysis

[bookmark: _Toc399506198]Document Ownership
This document is owned by the Service Delivery Manager for Security and Threat Analysis:
Christopher Velluto
Christopher.Velluto@MassMail.State.MA.US
Director of Security and Threat Analysis 

This document is reviewed and approved by the Line of Business Director for Security and Threat Analysis
Dennis McDermitt
Dennis.McDermitt@MassMail.State.MA.US 
Chief Security & Technology Officer
[bookmark: _GoBack]
0. [bookmark: _Toc399506199] 	Background Information
In previous years the mail filtering and endpoint security services were bundled into our Gateway Services. In FY14 MassIT developed this as a new service with a separate rate for all agencies using this service. 
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[bookmark: _Toc399506201]Description of Service
The Security and Threat Analysis Service is dedicated to the end user and the equipment and data they receive.  The following components below explain what the service is comprised of: 
· Protection of the endpoint against unauthorized access using McAfee Endpoint Protection
· EPO Centralization including centralized licensed tracking
· MassIT will provide the deployment of, or the consulting support on the deployment of, endpoints
· Monitoring, detecting, and alerting of the network for evidence of abnormal activity that may be the result of a network intrusion
· Standard reporting for your secretariat/agency with daily, weekly, and monthly reports
· Ongoing support for troubleshooting or referral to McAfee support if needed
· Remediation and consulting for any customer issues
· Education 
· Cyber Security Portal
· MassIT Twitter account
· Forensics
· Q Radar
· MS-ISAC Monitoring Service  


Education services include:
· Instructor-led Awareness Sessions - MassIT has assembled a stand-alone, mobile training and breach demonstration lab that is used both to acquaint the audience with current trends in the cyber security threat landscape and to demonstrate how easily breaches can occur. Each awareness session consists of 1-2 hours of instructor-led presentation and discussion, followed by one hour of breach/attack demonstration to drive home and personalize the message. An awareness session requires only a room large enough to accommodate the audience and a screen on which to project the presentation and demonstration. Sessions can be scheduled by contacting MassIT's Enterprise Security Office.
· Computer-based training - As a complement to its instructor-led awareness sessions, MassIT has made available a Cyber Security Awareness Training module that is accessible to all users in the MAGNet community. This CBT, consisting of 8 modules, provides a basic, non-technical introduction to important cyber security concepts and techniques that are applicable to both business and personal use of IT. The CBT, accessible at http://cybersecuritycbt.MassIT.state.ma.us:8080/cybersecurity/, can be completed in 3-4 hours and can be started, interrupted, and resumed at the user's leisure.
· On-line training - In addition to the MAGNet-hosted CBT described above, MassIT has arranged for no-cost access to 10 online course offerings that address several important topics in information security. The offerings are divided into three general tracks: non-technical, technical for IT professionals, and management/business professionals. Each course consists of approximately 5 hours of training that can be completed in one or more sittings, at the student's leisure. Registration details are available by contacting MassIT's Enterprise Security Office.


Mass.gov Cyber Security Portal:
MassIT also manages a Cyber Security Portal, which includes cyber security-related alerts, advisories, and news reports at: http://www.mass.gov/anf/research-and-tech/cyber-security/.

MassIT Twitter account:
As an alternative method for rapid dissemination of cyber security-related content, MassIT now publishes via its Twitter account at https://twitter.com/MassCyberAlerts.
	
[bookmark: _Toc392681976][bookmark: _Toc399506202]Service Targets/Hours of Availability

	Service Requirement
	Description

	Infrastructure Components
	EPO Server

	Service Availability
	24x7

	Request Fulfillment
	Staff will respond to service requests during the hours of 9:00 AM – 5:00 PM Monday through Friday excluding holidays. Customers can make requests through COMiT.

	Incident Management*
	MassIT Service Management Office has standard processes to manage incidents, requests and changes. Outages or urgent issues should be reported by phone to receive the quickest response 1-866-888-2808.


*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.

[bookmark: _Toc392681977][bookmark: _Toc399506203]Service Reporting 
The following reporting information is provided to customers as part of this service:

	Report
	Description
	Reporting Interval

	Scanning Report
	Information submitted within application
	Weekly/Monthly

	Inventory
	Information submitted within application
	Weekly/Monthly

	End Point Report
	Inventory and scanning reports that provide detailed information regarding end point services and access.
	Weekly/Monthly


 
[bookmark: _Toc392681978][bookmark: _Toc399506204]Service Requests

	COMiT Service Request
	Description
	Lead Time-Business Days

	Request End Point Access and Support
	This request is for support from the Security and Threat Analysis team. 
	1-2 Days

	Report Security Abuse
	This request is to report security abuse. 
	1-2 Days

	Request Forensic Investigation
	This request is for a forensic investigation to be performed. `
	1-2 Days



[bookmark: _Toc384648462][bookmark: _Toc392681979][bookmark: _Toc399506205]Metrics Reporting 

	Performance
	Description
	Measurements 

	 Malware removed by EPO or Subnet.
	Provide customer customized reports to show how much malware was remediated. 
	Number of infections found.



	Availability
	Description
	Measurements
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3. Customer vs MassIT Responsibilities

1. [bookmark: _Toc399505805][bookmark: _Toc399506207][bookmark: _Toc237854947][bookmark: _Toc399493371]
[bookmark: _Toc399506208]Summary Customer Responsibilities

Customer is required to sync their Enterprise Policy Orchestrator (EPO) to the Main EPO hosted at MassIT for reporting and inventory. 

[bookmark: _Toc399506209]Detail Customer Responsibilities

	Responsibilities
	Customer  
	MassIT

	Managing their own McAfee environments 
	X
	X


[bookmark: _Toc399506210]

Chargeback Rate Information
[bookmark: _Toc399505809][bookmark: _Toc399506211]The cost for this service is $2.00 per license/user fee as reported by McAfee on an annual basis.
For more information on Chargeback, including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
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