

MassIT Services Definition – EO504 Compliance 				     30-Aug-16

COMMONWEALTH OF MASSACHUSETTS
EXECUTIVE OFFICE OF ADMINISTRATION AND FINANCE 
MASSACHUSETTS OFFICE OF INFORMATION TECHNOLOGY





MassIT Services Definition

Security Compliance 
				



















Table of Contents

1.	Introduction	3
1.1	Purpose & Scope	3
1.2	Document Ownership	3
1.3	Background Information	4
2.	Service Offerings	5
2.1	Description of Service	5
2.2	Support Service Components	6
2.3	Supported Versions of Service Components	6
2.4	Service Targets/Hours of Availability	6
2.5	Service Reporting	7
2.6	Service Requests	7
2.7	Metrics Reporting	7
3.	Customer vs MassIT Responsibilities	8
3.1 Summary Customer Responsibilities	8
3.2 Detail Customer Responsibilities	8
4.	Chargeback Information	8


 
[bookmark: _Toc433104436][bookmark: _Toc47357539][bookmark: _Toc110398609][bookmark: _Toc118618601][bookmark: _Toc119758541][bookmark: _Toc438201793]Introduction
Executive order 504
Executive Order 512
[bookmark: _Toc438201794]Purpose & Scope
The purpose of this document is to describe MassIT’s Service offering for Executive Order 504 submissions

[bookmark: _Toc438201795]Document Ownership
	This document is owned by the Service Delivery Manager for E504 submissions:

	Jim Cusson
Jim.Cusson@MassMail.State.MA.US
	IT Compliance Assurance Program Director

	This document is reviewed and approved by the Line of Business Director for Security Services:

	Dennis McDermitt
	Dennis.McDermitt@MassMail.State.MA.US 
	Chief Security & Technology Officer
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0. [bookmark: _Toc438201796]  Background Information

It shall be the policy of the Executive Department of the Commonwealth of Massachusetts to adopt and implement the maximum feasible measures reasonably needed to ensure the security, confidentiality and integrity of personal information, as defined in Chapter 93H, and personal data, as defined in Massachusetts General Laws Chapter 66A, maintained by state agencies (hereafter, collectively, “personal information”).  Each executive officer and agency head serving under the Governor, and all state employees, shall take immediate, affirmative steps to ensure compliance with this policy and with applicable federal and state privacy and information security laws and regulations.     

All state agencies shall develop, implement and maintain written information security programs governing their collection, use, dissemination, storage, retention and destruction of personal information.  The programs shall ensure that agencies collect the minimum quantity of personal information reasonably needed to accomplish the legitimate purpose for which the information is collected; securely store and protect the information against unauthorized access, destruction, use, modification, disclosure or loss; provide access to and disseminate the information only to those persons and entities who reasonably require the information to perform their duties; and destroy the information as soon as it is no longer needed or required to be maintained by state or federal record 	retention requirements.  The security programs shall address, without limitation, administrative, technical and physical safeguards, and shall comply with all federal and state privacy and information security laws and regulations, including but not limited to all applicable rules and regulations issued by the Secretary of State’s Supervisor of Public Records under Chapter 93H.

Each agency shall appoint an Information Security Officer (“ISO”), who may also hold another position within the agency.  ISOs shall report directly to their respective Agency heads and shall coordinate their agency’s compliance with the requirements of this Order, applicable federal and state laws and regulations, and MassIT security standards and policies.  All agency security programs, plans, self-audit, and reports required by this Order shall contain certifications signed by the responsible ISO and the responsible agency head attesting to the accuracy and completeness of the submissions.







[bookmark: _Toc237854940][bookmark: _Toc296512938][bookmark: _Toc438201797]Service Offerings
1.1 [bookmark: _Toc237854941][bookmark: _Toc296512939][bookmark: _Toc438201798]Description of Service

EO504 Services:
MassIT’s EO504 Compliance Product provides agencies access to the on-line Compliance Application for submitting and reporting agency Information Security Program (ISP), Electronic Security Plan (ESP) and their annual Self-Audit Questionnaire (SAQ).  Users can access this application using web browser to the application’s URL EO504 Application .
	
This product allows users to submit and update EO504 submissions online.  In addition, this service allows multiple users from an agency simultaneous access to the application, which shortens the time for submissions or reviews.
Currently there are no forms.  Access is granted to agency users when the agency head or agency Information Security Officer (ISO) requests a user application account through MassIT’s Security Office.

PCI Requirements:
MassIT is primarily involved and responsible for ensuring that it is in compliance with the Data Security Standard (DSS). The standard includes 12 requirements for any business that stores, processes or transmits payment cardholder data. These requirements specify the framework for a secure payments environment. For purposes of PCI compliance, there are three steps:
· Assess
· Remediate
· Report
MassIT as defined by PCI-SSC is a Service Provider. This is a business entity that is not a payment brand, directly involved in the processing, storage, or transmission of cardholder data. This also includes companies that provide services that control or could impact the security of cardholder data. MassIT acts as a central IT service organization (e.g. network, hardware, and application services and hosting) for Commonwealth state agencies.
Beginning in FY12, MassIT will be utilizing the services of a PCI-SSC Qualified Security Assessor (QSA) to provide an on-site PCI-DSS validation. The validation will result in the QSA issuing a Report on Compliance (ROC) to MassIT. PCI attestation/validation is not part of MassIT's standard service offering and not included in MassIT's chargeback rates. Customers requiring these services will be direct charged the costs MassIT incurs to meet PCI requirements. Please see What is PCI  for additional information on PCI requirements.
[bookmark: _Toc438201799]Support Service Components
· A Service Account Manager to answer any questions or concerns regarding MassIT Services.
· Services offered through our Operations Office; including Change Management and customer access to incident management via email, phone (CommonHelp).
· The online COMiT service management portal.
· MassIT’s Chargeback Billing System. 
· For additional Security support services see Security Information Services.


[bookmark: _Toc438201800]Supported Versions of Service Components

The E504 application runs in a virtual environment using a web interface programed with PHP code. 


[bookmark: _Toc438201801]Service Targets/Hours of Availability

	Service Requirement
	Description

	Service Availability
	Service availability is 24x7x52. 

	Incident Management*
	MassIT Service Management Office has standard processes to manage incidents requests, changes and problems. 

	Request Fulfillment* 
	Staff will respond to service requests 9:00 am to 5:00 pm Monday through Friday excluding holidays.  Customers can make requests through COMiT.
Emergency requests are approved by authorized customer contacts and must be opened as incidents to ensure they are acted on immediately out of normal business hours.
 



*MassIT Service Management Office has standard processes to managing incidents, requests, change orders and problems. 




[bookmark: _Toc237854944][bookmark: _Toc296512942][bookmark: _Toc438201802]Service Reporting 

	The following reporting information is provided to customers as part of this service:
	Report
	Description
	Reporting Interval

	Application Documentation 
	Information submitted within the application.
	Within Application 

	Dashboard
	Dashboard for each agency to review submissions inside the application
	Within Application  



[bookmark: _Toc438201803]Service Requests
	COMiT Service Request
	Description
	Lead Time-Business Days

	Request to Add or RemoveEO504 Account Access
	Requesting to grant or revoke access to the application (by user role). 
	3 to 5 Business Days

	Request Password Reset for EO504 Account
	This request is for the reset of a password to an EO504 system account.
	Up to 2 days

	Request E0504 Training
	Request E0504 user training  
	Up to 21 Days 

	Request PCI Vulnerability Scan
	This is a request to have a Vulnerability Scan completed.
	Depends on complexity of request. 

	Request for PCI Vulnerability Remediation Assistance
	This is a request for assistance with Vulnerability Remediation. 
	Depends on complexity of request. 




[bookmark: _Toc384648462][bookmark: _Toc438201804][bookmark: _Toc384718696][bookmark: _Toc395528802]Metrics Reporting 

	Performance
	Description
	Measurements 

	Not available at this time.  
	 
	 






	Availability
	Description
	Measurements

	Not available at this time.  
	 
	





[bookmark: _Toc214270703][bookmark: _Toc438201805]Customer vs MassIT Responsibilities
This section describes scope of responsibility for both customers and MassIT in relation to providing the defined service. This section will be included in a customer Service Level Objective (SLO).


[bookmark: _Toc438201806]3.1 Summary Customer Responsibilities

	Per the Executive Order 504 the agency Information Security officer and Department head must sign 	and attest to the Agency Self-Audit Questionnaire (SAQ).


[bookmark: _Toc438201807]3.2 Detail Customer Responsibilities

	Responsibilities
	Customer  
	MassIT

	Complete all information in E504 Application 
	X
	

	Establish Account and Access
	
	X

	Provide names of Users
	X
	




[bookmark: _Toc438201808]Chargeback Information

For more information on current Chargeback costs and for an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
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