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[bookmark: _Toc238272988][bookmark: _Toc421278863]Purpose & Scope
The purpose of this document is to describe MassIT’s Product offering for Network 

[bookmark: _Toc238272989][bookmark: _Toc421278864]Document Ownership
This document is owned by the Product Managers for Network:

Jim Girardi
jim.girardi@state.ma.us
Manager of Network 

This document is reviewed and approved by the Line of Business Director for Unified Communications:
Brad Steele
brad.steele@state.ma.us
LOB Director, Unified Communications


1.1 [bookmark: _Toc421278865]UC Overview
As part of the Consolidation effort, and taking into consideration the needs of MassIT to continue to offer the best service possible, MassIT will be combining certain work areas into a Unified Communications core.  In the future, this core group will be able to provide Unified Communications to participating agencies and organizations throughout the Commonwealth.

Unified communications (UC) is the integration of real-time communication products such as instant messaging (chat), presence information, telephony (including IP telephony), video conferencing, data sharing, call control and speech recognition; with non-real-time communication products such as unified messaging (integrated voicemail, e-mail, SMS and fax). UC is not a single product, but a set of products that provides a consistent unified user interface and user experience across multiple devices and media types.  It can encompass all forms of communications that are exchanged via the medium of the TCP/IP network.

With this taken into consideration certain groups in the Products Catalog will be renamed, noting the Unified Communications core to which they belong:

· Unified Communications Network  
· Unified Communications Blackberry  
· Unified Communications Gateway  
· Unified Communications ListServ 
· Unified Communications Messaging and MassMail
· Unified Communications Telecommunication 

In the near future and addition Unified Communications Core Group will be added.



[bookmark: _Toc238272990][bookmark: _Toc421278866]Product Offerings
[bookmark: _Toc238272991][bookmark: _Toc421278867]Description of Products
MassIT provides reliable Network products to support to all Commonwealth of Massachusetts customers including network design, network implementation, network installation and network management.   We provide 24x7 managed products to over 400 Wide Area Network (WAN) locations within MAGNet (Massachusetts Access to Government Networks) on infrastructure that is owned and maintained by MassIT and to customers hosted by MassIT.  With these managed products, MassIT provides end-to-end fault resolution, network and application performance analysis and vendor management for all WAN and core backbone infrastructure and equipment. Customers may request high availability as well as server load balancing for mission critical data center applications.
[bookmark: _Toc421278868]WAN and MAGNet connectivity Options Include:
· MPLS 
· Campus Backbone
· Data Center
· Internet

[bookmark: _Toc421278869]MassITConnect Services
Background: 
The Massachusetts Broadband Institute (MBI) built over 1,200 miles of fiber-optic cable to connect over 120 communities in western and north central Massachusetts and expand high-speed Internet access within the region. The MBI territory covers western and north central Massachusetts areas, with approximately 1300 (CAI’s) Community Anchor Institutions connected to the network. The CAI’s include public safety entities, community colleges, K-12 schools, libraries, medical facilities and town halls.
 
MassIT Network Services provides network infrastructure services available to state and local entities in western and north central Massachusetts. MassIT’s service provider will deliver wholesale services on the MBI network to broadband service providers and maintain and refresh the fiber-optic network to ensure its operability and efficiency. The MBI network is open to allow any broadband provider to connect and offer its services, including MassIT’s customers. This will increase competition and affordability for broadband customers.
 
MassITConnect: 
The MBI network services through the MBI offered by MassIT are called MassITConnect Network Services and are available to all entities identified as Community Anchor Institutions (CAI). CAI’s are qualified groups of state, local, and municipal government locations that have had fiber optic cabling installed for connection to the MBI Network. Therefore, only the CAI locations qualify for MassITConnect Network Services identified in this service offering. 
 
MassITConnect Network Services provide secure, IP based broadband connectivity managed by our service provider. Through these service offerings, customers can utilize the multipoint-to-multipoint connections established by a Layer2/Layer3 Virtual Private Network (L2/L3 VPN) to connect from CAI/Customer locations to the Internet, Commonwealth’s MAGNet network, or any state agency network.
 
Service Offerings:
[bookmark: _Toc421278870]MassITConnect Services
2.4.1 MassITConnect Internet:  
This service provides a Community Anchor Institution (CAI) on the MBI network with:
· Direct access to the Internet.
· Access port.
· MassITConnect provided router (one time cost applies).
· Internet bandwidth cannot exceed the port that is provisioned.
· One-time set up cost applies.
· Multiple tenant locations using a single MBI connection will share the cost of the circuit and billing. 
When ordering, access port and virtual private networks must be specified see Section 1.2.6.
 
2.4.2. MassITConnect MAGNet: 
This service provides a CAI on the MBI network direct access to the MassIT’s Springfield Data Center (SDC) and/or Massachusetts Information Technology Center (MITC) with:
· Full access to MAGNet including Internet (capped at 50mbps).
· Fully redundant and managed security firewalls.
· Quality of Services (QoS) to prioritize the traffic on the network for voice and video as an option.
· MassITConnect provided router (one-time cost applies).
· Security port (monthly recurring charge).
· One-time set up cost applies.
When ordering, access port and virtual private networks must be specified see Section 1.2.6.
 
2.4.3.     MassITConnect Direct Connect: 
This service provides a CAI on the MBI network with:
· Direct access to the customer/entity’s network.
· Direct access to internet (capped at 50mbps).
· MBI/MassIT network infrastructure outside of and not connecting through MAGNet.
· Fully redundant and managed security firewalls.
· The capability to transport all data from one network to another.
· Uses routing technology  OR
· Full encryption utilizing *IPsec tunneling.
· Transporting information as encrypted data across the state network.
· Quality of Services (QoS) to prioritize the traffic on the network for voice and video as an option.
· MassITConnect provided router (one-time cost applies).
· Security port (monthly recurring charge).
· One-time set up cost applies.
· IPsec port at an additional cost.
 
*Internet Protocol Security (IPsec) is a method of securing Internet Protocol (IP) communications. Each IP packet in the communication session is authenticated and encrypted. Firewalls on the system provide protocols for establishing mutual authentication between agents at the beginning of the session and negotiation of cryptographic keys to be used during the session.
 
When ordering, access port and virtual private networks must be specified – see Section 1.2.6.
 
2.4.4.     MassITConnect MAGNet MPLS: 
This service provides a Community Anchor Institution (CAI) on the MBI network with:
· Direct access to the MPLS cloud.
· Dull access to all MAGNet services including Internet (capped at 50mbps).
· Access to SIP, VoIP and MassVoice services.
· Quality of Services (QoS) to prioritize the traffic on the network for voice and video.
· MassITConnect provided router (one-time cost applies).
· Security port (monthly recurring charge).
· One-time set up cost applies.
When ordering, access port and virtual private networks must be specified, see Section 1.2.6.
 
2.4.5. MassITConnect Pass-Through:
This service is available for qualified MBI entities to take advantage of the 15% discount afforded when MassIT orders these circuits. 
· This service is for MassIT to order and bill services only.
·  MassIT will pass-through the costs from MBI to the ordering entity directly.
· Does not include MassIT circuit management.
· Does not include circuit monitoring.
· Does not include circuit maintenance.
· One-time set up cost applies.
 
2.4.6 Access Port speeds with Virtual Private Networks:
When ordering any of the above offerings, except the pass-through service, the following can be supported:
· 5     Mbps access port and (1) L2/L3 VPN
· 10   Mbps access port and up to (3) L2/L3 VPN per port
· 20   Mbps access port and up to (3) L2/L3 VPN per port
· 50   Mbps access port and up to (3) L2/L3 VPN per port
· 100 Mbps access port and up to (10) L2/L3 VPN per port - maximum of 2 ports per site.
 
2.4.7 Quality of Services (QoS):
When adding QoS to MassITConnect MAGNet, MassITConnect Direct Connect, and MassITConnect MAGNet MPLS please note:
· QoS is required if transferring VoIP or Video traffic through the Network.
· QoS is added to the circuit an additional cost applies.
· QoS is Class 5 per mbps per month.
· QoS is purchased in 2 mbps increments with a minimum of 2 mbps.

The Network Technical Assistance Center (TAC) provides a complete set of enterprise network management services and utilizes enterprise network management tools to monitor, maintain and manage the network and network devices.   The TAC organization provides tier 2 technical assistance to customers for network problems and manages all aspects of the resolution including initial triage of the problem, root cause determination, resolution co-ordination with customers, and management of engineering/vendor resources, when required. The TAC proactively addresses problem prevention through deployment of enterprise monitoring tools, capacity analysis, and preventive maintenance services for all of the network devices.
This product offering includes:
Provisioning:
· Configure and install WAN routers connecting to circuit and customer LAN. 
· Configure and install LAN routed switches connecting to circuit and customer LAN 
· Configure customer access lists on WAN/LAN and Core routers/switches. 
· Make changes for provider circuits and LAN/WAN hardware 
· Configure and install Core/Edge switches in the Data Center for customer applications 
· Configure Core/Edge switch ports in the Data Center in support of existing and new applications 
· Configure and install campus backbone agency connections 
· Perform software upgrades on MassIT managed Cisco Systems hardware 
· Provide high availability based on customer requirements 
· Provide redundant hardware, circuits and switch ports 
· Evaluate and/or recommend hardware

Administration and Maintenance
· Administer and maintain all routers and switches for all wide area network sites and both data centers
· Internet management of ISP provided circuits 
· Coordinate the installation of Internet Service Provider circuits and IP route load balancing 
· Create and maintain network designs 
· Maintain latest software version for all routers and switches 
· Premium support contract with Cisco TAC for access to Tier I-III engineering staff 
· Research and test new technologies 
· Implement change control procedures

Monitoring - Proactive monitoring of all network devices for the following:
· CPU 
· Memory 
· Utilization 
· Telnet/SSH 
· Connectivity
· Network diagnostics

Cabling Services at MITC and Campus Backbone
· Develop cabling designs 
· Make recommendations on layouts 
· Implement copper and fiber installations 
· Tie, wrap and label all cabling
· Dress all fiber and copper per MassIT Network Engineering Standard Operating Procedures
This product offering does not include coverage for Disaster Recovery.
MassIT Asset and Equipment Policy: 
When a customer requests fully managed services at MassIT, a BAR (Business Application Request) listing all one-time equipment and ongoing chargeback support costs must be approved and processed.  Equipment to support a customer’s request is then procured as a MassIT owned and managed asset.
When a customer no longer requires MassIT’s services, MassIT decommissions the equipment and chargeback costs are discontinued.  If a customer wants to reuse the equipment for a different MassIT supported solution, the equipment remains active and chargeback costs continue.  MassIT determines the future use of all decommissioned equipment.

[bookmark: _Toc238272992][bookmark: _Toc421278871]Supported WAN/LAN Hardware
The following is a list of supported Cisco Systems hardware platforms:
	Data Center and Campus Backbone
· Catalyst 6503 6504, 6506, 6509 and 6513 
· Catalyst 2960, 3560, 3750, 4500X and 4948
· Nexus 7K, 5K and 2K  
· ACE4710, F5 BigIP, and NAM (Network Analysis Module)

WAN and LAN
· Cisco ISR 2811, 2821, 2851, 2911, 3925 and ASR1002
· Catalyst 2960, 3560, 3750, 4948  

[bookmark: _Toc238272993][bookmark: _Toc421278872]Service Targets
	Service Requirement
	Description

	Infrastructure Component Availability
	Individual routers, switches, circuits and ports are available 24x7x52 excluding planned maintenance and unplanned outages.  Overall availability for customer solutions is dependent on the level of redundancy designed into the solution architecture.

	Network Latency 
	The MassIT IP backbone network will have an average round trip packet transit time within the MassIT IP backbone network over a calendar month of 20 ms or less. The average latency is measured as the average of 15-minute samples across the MassIT IP backbone network taken throughout the month. The MassIT Latency objective does not include local loop, Customer Premise Equipment, Customer’s Local Area Network (LAN), scheduled maintenance events, customer caused outages/ disruptions or interconnection connectivity within other Internet Service Provider (ISP) networks.


	Planned Maintenance
	This requires a monthly 4 hour window between 7:00 AM - 5:00 PM Monday through Friday excluding holidays.  Ad-hoc maintenance is scheduled through change control and customers are notified though part of the change control process.

	Request Fulfillment*
	Staff will respond to service requests 7:00 AM - 5:00 PM Monday through Friday excluding holidays.  Customers can make requests through COMiT.  

	Incident Management*
	MassIT Service Management Office has standard processes to manage incidents, requests, and changes. 

	Replacement of Failed Components
	MassIT contracts with hardware vendors to provide on-site "best effort" four hour response.


*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.

[bookmark: _Toc238272994][bookmark: _Toc421278873]Product Reporting 
The following reporting information is provided to customers as part of this product offering:
	[bookmark: _Toc217109348][bookmark: _Toc217109349]Report
	Description
	Reporting Interval

	System Resource Utilization
	By server, the report details:
CPU utilization 
Memory utilization 
Circuit or port utilization
	Submit a request through COMiT.

	Net flow
	A report based on the following information:
“who” the end system causing the traffic 
“what” the application or protocol that is being used 
“when” detailed timeframe
	Submit a request through COMiT. 






[bookmark: _Toc238272995][bookmark: _Toc421278874]Service Requests
	COMiT Service Request
	Description
	Lead Time-Business Days

	Activate Network Data Jack
	Request to provide network access by connecting the requested data jack to an existing edge switch. This request is for activations in the McCormack Bldg., 21st floor as well as MassIT workstations and also at SDC.
 
	1 Day

	Deactivate Network Data Jack
	Request to discontinue network access of the data jack.
	1 Day

	Request Circuit New/Add/Disconnect 
	Request to connect a MAGNet circuit to the Commonwealth’s Wide Area Network (WAN) or upgrade an existing circuit.  Also utilize this request to disconnect an existing circuit.    
	90 – 120 Days*

	Network Services
	Request to have a Vlan configured, cabling of a server, cabling of a SAN connection, installation of a switch, or configure a Server Load Balancing Farm. 
	10 Days

	Request New Campus Backbone Connection 
	Request for customers within the Campus Backbone (State House, McCormack, Hurley, Saltonstall and 10 Park Plaza Buildings) to connect to MAGNet.   
	30 Days

	**Request Disconnect Campus Backbone Connection
	Request to disconnect customers within the Campus Backbone (State House, McCormack, Hurley, Saltonstall and 10 Park Plaza Buildings) from MAGNet.   
	10 Days

	Request Bandwidth Utilization Report
	This request is to analyze and report on network elements performance for a time period specified by a customer using recent customer experiences as guidelines.
	1 Day

	Request Netflow Report
	Request to analyze and report on a customer’s router or switch using Netflow. Netflow is a protocol developed for collecting IP traffic information and examples of network flows include source, destination IP protocol, and IP port information.
	1 Day

	MBI COMiT Service Request 
	Description
	Lead Time-Business Days

	MassITConnect Internet
	For customers in the MBI network area, low cost connectivity to the Internet via the Springfield Data Center in 5mbps, 10mbps, 20mbps, 50mbps and 100mbps speeds. 
	30 Days

	MassITConnect MAGNet
	For customers in the MBI network area, connectivity into the MAGNet network via the Springfield Data Center in 5mbps, 10mbps, 20mbps, 50mbps and 100mbps speeds.  
	30 Days

	MassITConnect MAGNet/MPLS
	For customers in the MBI network area, connectivity into the MAGNet network via the Windstream network in 5mbps, 10mbps, 20mbps, 50mbps and 100mbps speeds.  
	30 Days

	MassITConnect Direct Connect
	For customers in the MBI network area, connectivity from one location on the MBI network to another location on MAGNet, No connection to the Internet.  Circuits available in 5mbps, 10mbps, 20mbps, 50mbps and 100mbps speeds.  
	30 Days

	MassITConnect Passthrough
	For customers in the MBI network area, connectivity among two or more customer locations, without connection to MAGNet or to the Internet
	30 Days


[bookmark: _GoBack]*Ethernet circuits may take the full 120 business days due to installation requirements impacting the infrastructure.
*In most cases, Ethernet upgrades can be handled via a software change from the vendor with a timeframe of 30 to 60 business days. In the event the circuit needs a redesign, the timeframe may go beyond 60 business days. 
**Customers are reminded that MassIT’s policy requires customers to complete a disconnect change order in COMiT any time a circuit has to be disconnected.  This process ensures that the circuit is disconnected based on customer requirements and safeguards against network disruption and additional chargeback costs.   
When a customer requests fully managed network services at MassIT, dedicated network equipment may be required to support the requested network service.  During the design process, customers are informed of all equipment needed and a BAR (Business Application Request) listing equipment and costs must be approved and processed.  Equipment to support the requested network services is then procured as a MassIT owned and managed asset (see MassIT’s Asset Policy above).
Requests related to projects are initiated through the Request Project Services process.



[bookmark: _Toc384648462][bookmark: _Toc421278875][bookmark: _Toc384732434]Metrics Reporting 

	Performance
	Description
	Measurements 

	CPU Usage
	Router and Switch CPU usage 
	 999.99

	Latency

	-End to End Network Latency in the Data Centers

	< 5MS Average


	Fault Detection

	-Network Node fault detection, isolation and remediation

	24x7x365


	Capacity Planning
	-Network usage, node CPU, capacity planning for MassIT Data Centers
	24x7x365

	Configuration  Management
	-Track any all configuration changes to routers and switches, Keep copies of most up to date configuration files for all nodes
	 24x7x365

	Network Monitoring
	-Monitor and alert on critical key performance indicators
	 24x7x365





	Availability
	Description
	Measurements

	Data Center Node Availability 
	The measuring of Network Availability to all routers and switches in the Data Center 
	999.99





[bookmark: _Toc217109350][bookmark: _Toc238272996][bookmark: _Toc421278876]Customer vs. MassIT Responsibilities
This section describes scope of responsibility for both customers and MassIT in relation to providing network products. 
[bookmark: _Toc238272997][bookmark: _Toc421278877]Summary Customer Responsibilities
Customer responsibilities include but are not limited to:
The customer must have a protected conduit installed for Ethernet circuits from the Telco demark to the customer’s LAN room.  It is also the customer’s responsibility to supply the cable and cable ties for the installation.
[bookmark: _Toc238272998][bookmark: _Toc421278878][bookmark: m_customer_detail]Detail Customer VS. MassIT Responsibilities

WAN/LAN 
Provisioning includes a customer signed BAR, supply request for procuring the hardware, configuration, installation and implementing the required equipment for the customer. 

	Responsibilities
	Customer  
	MassIT

	Define supported router and switch infrastructure technologies and standards
	
	X

	Define supported vendor infrastructure products and standards
	
	X

	Publish change request procedures and lead-times for customer to follow for routine hardware installation service requests (e.g. router and circuit install; switch install)
	
	X

	Provide architectural, physical and logical drawings to customer upon request
	
	X

	Change order is opened up in COMiT
	X
	

	BAR is created by the SAM and delivered to the customer for sign off
	
	X

	Supply request is generated to encumber funds for the data circuit
	
	X

	Supply request is signed off by TFG to encumber funds for the data circuit
	
	X

	Supply request is generated to procure hardware for the customer
	
	X

	Supply request is signed off by TFG to procure hardware for the customer
	
	X

	IP request form fulfilled by MassIT Security Engineering
	
	X

	Change control submitted and cut over date coordinated with customer
	
	X

	Customer picks up WAN hardware and delivers it to the location
	X
	

	WAN/LAN equipment received, configured and installed, includes access-lists
	
	X

	Core/Edge equipment received, configured and installed, includes access-lists
	
	X

	Clean up is done, inventory database is updated and Visio diagram is created
	
	X

	WAN hardware is turned over to the MassIT Network TAC for management
	
	X

	Protected conduit must be installed for Ethernet circuits from Telco D-Marc to customers LAN room.
	X
	

	Category 5e/6 cabling must be supplied for any installation off site or in the Data Center
	X
	

	Cable ties, label ties must be supplied for any installation off site or in the Data Center
	X
	

	Provide high availability per the customer requirements
	
	X

	Perform moves, adds and changes for WAN/LAN/Core/Edge hardware
	
	X

	Customer co-location switches configured and installed in the Data Center
	
	X

	Refreshing of End of Life hardware for WAN/LAN/Core/Edge
	
	X

	Coordinate the installation of Internet Service Provider circuits
	
	X

	Evaluate and/or recommend hardware for customers LAN
	
	X

	Monitor and respond to system alerts and events per incident management process
	
	X





[bookmark: _Toc95645629]Cabling Infrastructure 

	Responsibilities
	Customer  
	MassIT

	Category 5e/6 cabling must be supplied for any installation off site or in the Data Center
	X
	

	Cable ties, label ties must be supplied for any installation off site or in the Data Center
	X
	

	Retrieve cabling quotes from the vendors in support of procurement
	
	X

	Design and implement intricate copper and fiber installations
	
	X

	Install copper and fiber cabling in the Data Center as well as the Campus Backbone
	
	X

	Tie wrap and label all cabling per Network Engineering best practices
	
	X

	Make recommendations on the cabling infrastructure in the Data Center as well as the Campus Backbone
	
	X

	Create detailed cabling diagrams and documentation in support of the infrastructure
	
	X







[bookmark: _Toc238272999][bookmark: _Toc421278879] Chargeback Rate Information
For an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage. Note: The above is based upon a federally approved algorithm used for distribution among rates.
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