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OPERATIONAL SERVICES DIVISION

Job Aid:

How to Ensure Document Confidentiality

This Job Aid explains how to:
e Ensure that confidential vendor documents submitted with quotes do not display publicly after award.

Of Special Note:

Documents submitted with quotes during the bid process normally become part of the public record after award. At times
vendors may submit documents with their quote that contain sensitive information. Examples of these documents are:
W9, Standard Contract Form, Commonwealth Terms & Conditions, Electronic Funds Transfer (EFT), and Contractor
Authorized Signatory Listing. In effect, anything that is not subject to the Freedom of Information Act (FOIA) should not
display publicly. Prior to quote submission, vendors should mark these documents as confidential. However at times they
may not. It is incumbent upon the buyer to review all submitted documents and designate any documents that should be
confidential as such - prior to bid award or the creation of the Master Blanket Purchase Order (MBPO).

Screenshot Directions

COMMBEUYS Step 1: Signing in to COMMBUYS

1. Launch the COMMBUYS website by
entering the URL

s Il BUS/% (https://www.commbuys.com) in the
o B browser or by clicking on the hyperlink
- D COMMBUYS,
T 2. Click on the orange Sign In button in the
& upper right hand corner.
7, O
" GovernY
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Step 2: Logging In

(%) 1. Enter your Login ID and Password.

Welcome to COMMBUYS
2. Click on the Sign In button.

LoginID |

Password

Login Assistance

Step 3: Locating Ready to Open Bids

coog [l anonces SECRON
Click on the Bid Solicitation(s) Ready to
_ HKIE-HW “?Mlh Pots) Ready 1o tl-lmw
wytn 2 {.\}::m o 0 o ;:;( :;,p. To Op en box .
News Recent Documents
Date. Category Title Document # Type Description Status Last Viewsd
Mo news. RemTs. RQAT 108005001 Requedtion  test Gone to PO D206
OSDEP-TTA26
BT I0NC B Restytosend 1062015
1080L-8538
R 7-1080- 05001, Requeunon  test Rusacty foe D206
csotpTe Purchasieg
B4 71080 1080C B st Sant D206
108008533
B N7 0B VOSOC B test Sent WOS206
1080L-§532
rae—

Step 4: Locating the Bid

Bid Soliciations (m

Infrogess  Resdybordpprol  Bewmed  Resywlend  Sew  Besdyselpan  Opened  Dukwed  Agped  Gonem PO

Click on the desired blue hyperlink in the Bid
Solicitation # column.

Did Salicisation # & Destription ¢ DdTypeCode O Duyer G Deplle & id Opening Date &
BE-17-1680- 16806 6‘_ 8« Non Satieniche ) )

1is0L4M SolicRation 10ROCONVIVIOROL CWOLN6 D00000
00 17-1980-1005 NS - Mot Steite

108018310 = A T0BOCONVIVICEOL  DGON2006 000000
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Step 5: Opening the Bid

COMMEUYS g csog [ oo 00 0@

Open Market Bid 8D-17-1080-1080C-1080L-8311 suoren 383 tems B The bld OpenS to the Summarypage SCI’O"
S TN SO == to the bottom of the page and click the Open
Bid button.

Header Information
B Numiser

Purchaser.

10008 - Dot S Covmr s L ocaten

UNSPSCCode Cartified Rogured: ~ Acknowledge Inchasion required. o Nour of Acknewledge inclusion: 55
Subconsractor Info: Guote Neeification

Dote Last Updated: Mol User Last Updated os Vann Item Singie Amerd Only. "
Ship 10 Address: 8500 Address: Prin Formac: Sehne

SBPP (Small Business Purchasng Program)
igibie>:

e SUPP requirements and excepuions ot

s GOvIsEp -

Attachments

Item Information

om0 1 e 295 [

UNSPSCCase ZRLMD
Comers! g

Aot Cote

Pre-Bid Approval Path:

Approval Path

Cooe Moo Atarruce el Date aqueond Doee Acwor

£ Operational Services Divisice == | Ocebes & 289 331,11 1 651

Step 6: Opening the Bid Tabulation
Pre:Aid Approval Path: Screen

The Summary page redisplays and note that
—— the bid status changed to 2BO- Opened.

Delete Qe Apiineet et Lol Date Reguesed £ Ay Commets

5 e Scroll to the bottom of the page and click on
i e e the Bid Tab button.
Pl e OURTHEITAY IR Ao o i

Bid Tib Cancil B Clona B Pt
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Step 7: Selecting the Bid
Bid Tabulation for Bid #BD-17-1080-1080C-1080L-8311 . X
- [ N The Bid Tabulation page opens to the Quotes
Tl Humbee of Subrmitted Quste: 1 Tab
2 TR — i o Click on the blue hyperlink in the Quote #
¢ Sovesmcomsm - - e . column to open the vendor quote.
Create New Quote Save Andd Contine
Quote QT-1080-1080C-1080L-15759 - Bane Step 8: LOCatIng the Attachments
e o i sy Click on the Attachments tab.
Header Information
Quote #: 80171003080 00004 Satr o
Organization
Description: DHscount Percent:
d fag: Shpping Terms:
Freight Terms: Ship Via Terms: Payment Termy
Promesed Date Info Contact: Quote Total
b BN RS i e
Print formac:
Attachments.
Agency Files. Wi decr
e R
Agency Forms.
Vendor Files:
Vender Formd
Step 9: Viewing the Quote Attachments
Quote QT-1030-1050C-1080L-15759 - Bane Page
Note the Name and the Confidential
Files
columns.
Name Dirseription Confidential Order Artached By Artached Date
el S ' o - Any documents marked confidential will not
: display publically.
Save & Contre Clese Window
In this example the bidder submitted a
completed W9 but did not check the
Confidential box.
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Step 10: Making the Document
Quote OT-1080.1080C-1080L-15753 - Bane Confidential

PrmibkConioms  Misesssialll Emhuioes  Piwess  Apmeden e

1. Click on the Confidential checkbox

Files
next to the W9 file.
Name Description Confidey Crder Aitached By Attached Date

Widors  {wbew desail} 2 ] P i e

T = : o o 2. Click on the Save & Continue button.

Lave & Conome Clorie Window

3. Click on the Close Window button.

The bid may now be awarded. Confidential
documents will not display publically.

NOTE: If for some reason a confidential
document is not marked as such at this time,
the buyer has another opportunity to mark the
document confidential. This must be during
the creation of the MBPO. Proceed to Step
11.

Step 11: Accessing the PO Creation Page

Bid Tabulation for Bid #8D-17-1080-1080C-1080L-8310 i
. After award, click on the Create PO button.

Bid Tabulation Infermation

! TOBNISUGUE T B3 A ey for Venso Ananding)

BT ik

Deahuation Coe Denerpneny
= = Low ke Frice
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Step 12: Creating the MBPO

EBid BD-17-1080-1080C-1080L-8310 - Purchase Order Creation Preview
e ot e g g The Purchase Order Creation Preview page
: - - displays.
T A0M0 1R0C 10MOL 15761 SOTHTL A SeOve 10 m
(Fr— Leave all the options checked, then click on
: the Continue button.

¥ inciude Bud Tab Armachvmency.

o et g Mones
B et Quote Sbiintraclis

ek e s NOTE: If any options are unchecked they will
— not display in the PO but you will lose the
= o ability to mark the document confidential.

They will display publically in the quote.

If you do not want certain documents
included in the MBPO do not uncheck
them here. Delete the documents from the
MBPO attachment tab.

Step 13: Opening the MBPO

R - e 0@ The PO has been created. Click on the blue
Open Market Bid BD-17-1080-1080C-1080L-8310 F—— hyperllnk in the PO# column to open the PO.

Fymem
- P71 RO SR TR -

COMMBUYS 3
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Step 14: Accessing the Attachments

=)

L] i “Conhdirtul”

Files

N

Parguine-tjgg (e dessil)

LT TR T e———

Wisldocs  fview detaiin)

flawed sanrast
=] Featien
e Pt e
& Pl
Saron & Contee Add Fie

Capyrght © 2014 Parnceps okdngs, Irs . A1 Raghes Bavarvad

Open Market Purchase Order PO-17-1080-1080C-1080L-7800 fnten i beagrens. [ .
I i ey From the PO screen click on the
Attachments tab.
Header Information
Purchase Order Number: 01 7-5080-7080C-1080L- 7800 Fedease Number: Short Description:
Seatus - Pragrems Purchaser: e - Recelpt Mechod: Gt
Fiscal Year: L PO Type: O Marin Mmnce Sratun
Deganization Opermana tarvcm Dwvasan
Deparment: 1DM000MYT - D Cuca Comearion Deparimaet Location: 10801« Dotk Do Comeprion Licacon Type Code:
Alvernace I0: Entered Date: TR oI T AN Control Code:
Days ARD: Retainage W asew Dt W oo
Required By Date: Promined Date Pring Dest Detall: Deren
:::::::u W1 Address
Step 15: Viewing the Attachments
Open Market Purchase Order PO-17-1080-1080C-1080L-7800 Suatu - brogress. [ CI|Ck on the Ven d or Sub'tab tO Vi ew Vendor

Quote attachments.

Open Market Purchase Order PO-17-1080-1080C-1080L-7800

PN v — [rP————— o [ P
O Mariong n mem “Configenaul”
Files

My = [ Jasiraa
Wptrangan gy (veew Setada) rn— [T
Tulipajpy  dview decalh) A B FodMasn
Kealajpy  feiem dataih) = e Fadblama

Save & Conteue Addbie

PRy e— ]

-

Step 16: Making Attached Documents
Confidential

Review all the documents and mark
confidential as required by clicking the
checkbox next to the document name in the
Confidential column.
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Step 17: Saving the Changes

Open Market Purchase Order PO-17-1080-1080C-1080L-7800
. |

) Marking an mem “Configens”

Click on the Save & Continue button.

Files

Je— pr— -
Fytrangeasjpy (v datads) [rsr— . o o
Tubpipy e decai) semrbaran Frabiann i
Koalajpy  rivw detaln) =] e e AL

JA_Buyer_how to ensure document confidentiality_2016-10-18



