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COMMONWEALTH OF MASSACHUSETTS
RESPONSE SUBMITTED FOR THE

REQUEST FOR RESPONSE (RFR)
RFR NUMBER: PRF56DESIGNATEDOSC

TITLE:  AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Sub-Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Compliance
BIDDER NAME: Coalfire Systems, Inc.
	RFR RESPONSE PART E - COST RESPONSE


Coalfire PCI Service Price List for the Commonwealth of Massachusetts

The following is the price list for PCI Services.  Prices are subject to negotiation with each Department and will depend upon the Department’s payment application and negotiated PCI Quote Form/SOW.

	PCI DSS Assessment Services
	2013-2016

	Self-Assessment Questionnaire (SAQ)
	

	SAQ A or B (4 hours)
	$700

	SAQ C or C-VT (8 hours)
	$1,300

	SAQ D (16 hours)
	$2,800

	PCI DSS Report on Compliance (ROC)
	2013-2016

	Level 1 / 2 Service Provider ROC
	Starts from $22,200*

	Level 1 / 2 Merchant ROC
	Starts from $22,200*

	PCI Security Consulting Services
	2013-2016

	· Security network and solutions design

· Data encryption consultation

· Remediation guidance

· Security policies
· Procedures documentation development
· Network attack analysis
	$165 per hour


Table 1: PCI DSS Assessment Services

*Note: Report on Compliance engagements require individual scoping exercises to determine level of effort required to complete the assessment.  Each ROC will be negotiated independently.

Prompt Payment Discount (PPD): 1% discount for prompt payment within 15 days following invoice.

Coalfire PCI Approved Scanning Vendor (ASV) and Penetration Testing Service Price List for the Commonwealth of Massachusetts

The following is a standard price list for PCI Approved Scanning Vendor (ASV) Services, including external (ASV) quarterly scanning, internal quarterly scans.  Prices are subject to negotiation with each Department and will depend upon the Department’s payment application and negotiated PCI Quote Form/SOW.   The table below also includes pricing for various network sizes (as measured by IP address) and two types of forensic engagement.
	PCI Technical Testing Services
	2013-2016

	External (ASV) Scanning – Unlimited Scanning
	

	Base License, license includes 1 External IP Address
	$180

	External (ASV) Scanning – Bulk Pricing, Unlimited Scanning
	2013-2016

	1-10 Additional IP Addresses
	$16/IP/year

	1-50 Additional IP Addresses
	$12/IP/year

	1-250 Additional IP Addresses
	$8/IP/year

	250-1,000 Additional IP Addresses
	$6/IP/year

	1,000+ Additional IP Addresses
	$5.50/IP/year

	ASV Advisory Services for ASV Scans
	$150 per hour

	Internal Scanning – Quarterly Scanning
	2013-2016

	Base License – Includes 20 Internal IPs + Lighthouse Scanner Appliance
	$1,200

	1-50 Additional IP Addresses
	$7.50/IP/year

	1-250 Additional IP Addresses
	$6.50/IP/year

	250-1,000 Additional IP Addresses
	$6.00/IP/year

	1,000+ Additional IP Addresses
	$5.50/IP/year

	Additional Lighthouse Scanner Appliance
	$700

	Non-ASV Advisory Services for non-ASV Scans
	$100 per hour

	Penetration Testing – Internal and External Testing
	2013-2016

	Up to 28 External IP Addresses and 56 Internal IP Addresses
	$6,400

	Up to 128 External IP Addresses and 256 Internal IP Addresses
	$9,600

	Application Security Review
	

	For basic security review of entities or application moving over to HP/EPay  (4 hours and up, depending upon scope)
	$700 minimum


Table 2: Technical Testing Services

Coalfire Rapid SAQ and Rapid Scan Packages for the Commonwealth of Massachusetts

The following is a standard price list for Coalfire’s Rapid SAQ and Rapid Scan on-line portal.  Prices are subject to negotiation with each Department and will depend upon the Department’s payment application and negotiated PCI Quote Form/SOW.

	Service
	Description
	Unit
	Retail

	PCI Services
	
	
	

	RapidSAQ Complete Combo
	Recommended approach for value and completeness of PCI validation support.

Provides facilitated SAQ services along with ASV external and internal scans.  This package allows the entity to choose their own facilitated SAQ service to provide the lowest possible price.  This service would provide:

Cardholder Environment Definition ]

PCI DSS Gap Analysis for each location

Includes internal scans of up to 20 live devices

Lighthouse™ appliance

Includes ASV external scans of up to 10 live devices
	Choose SAQ Service from Table 1

Includes RapidScan Complete Combo in Table 2

Price: $1,900 - $4,000

	RapidSAQ – Enterprise (Annual Subscription)


	Provides facilitation service to complete the PCI Self-Assessment Questionnaire for up to five (5) locations

Cardholder Environment Definition for each location

PCI DSS Gap Analysis for each location

Includes internal scans of up to 20 live devices

Lighthouse™ appliance

Includes ASV external scans of up to 10 live devices
	Each
	$8,500 per year

	Internal & External combo (Annual Subscription)
	Includes 10 external and 20 internal IP addresses. Includes Lighthouse™ appliance.
	Each
	$1,200 per year

	PCI Training & Awareness Services
	Coalfire will create training & awareness content for the Commonwealth and conduct a “webinar” training session specifically designed for statewide employees.  Coalfire will post this session on a secure portal for easy access and performance tracking.  Supports PCI-DSS requirement 12.6
	1
	Included


Coalfire Pricing for General Information Security Compliance and Audit Services for the Commonwealth of Massachusetts

Non-PCI services are charged on a Time & Materials basis.  Each engagement requires a detailed scoping exercise with the customer in order to determine the level of effort required to complete the engagement.  Coalfire does not charge for scoping exercises.  These engagements are billed at $165 per hour for consulting services.

Coalfire provides the following Information Security and IT Risk and Compliance services:

Regulatory Compliance Assessments: 

· The Gramm Leach Bliley Act (GLBA) for financial services 

· The Health Insurance Portability and Accountability Act (HIPAA) for healthcare 

· FedRAMP certified third party assessment organization (3PAO); for Cloud Service Providers to obtain a FedRAMP Provisional Authorization 

· The Federal Information Systems Management Act (FISMA) for certain federal systems and their business partners 

· HITRUST Common Security Framework (CSF) assessments for healthcare 

· The Sarbanes-Oxley Act (‘SOX’) for evaluation of IT controls over financial reporting 

· Red Flags Rule for creditors which must have a formal identity theft prevention program 

· North American Electric Reliability Corp. Critical Infrastructure Protection (NERC CIP) for electric utilities 

· General IT security and risk assessments – in accordance with industry best practices for risk management and IT governance (NIST SP-800 Series, CoBiT, ISB, etc.) 

· SSAE 16 audits - in conjunction with leading accounting firms, to give evidence of operating adequacy covering general and application level controls 

· Incident response & computer forensics - for known or suspected compromise of sensitive data, including personally identifiable information (PII), payment card data, intellectual property and others 
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