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COMMONWEALTH OF MASSACHUSETTS
RESPONSE SUBMITTED FOR THE

REQUEST FOR RESPONSE (RFR)
RFR NUMBER: PRF56DESIGNATEDOSC

TITLE:  AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Sub-Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Compliance
BIDDER NAME: Compass IT Compliance, LLC
	RFR RESPONSE PART E –COST RESPONSE
Compass IT Compliance Best and Final Offer January 7, 2012 


1. Bidders must provide a detailed cost schedule that provides all services and pricing for services which demonstrate the most cost effective pricing for the Commonwealth for each of the service categories bid in Section C and D.  BIDDERS MUST IDENTIFY ANY AND ALL COSTS OR CHARGES THAT CAN BE BILLED UNDER THE STATEWIDE CONTRACT.  COSTS NOT IDENTIFIED MAY NOT BE CHARGED.  

2. Bidder must provide a SEPARATE PRICE PROPOSAL FOR EACH of the separate categories for which the Bidder is submitting a Response, even if the pricing is repetitive.  Each Cost proposal will be reviewed separately.   

a. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  
b. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. 
c. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. 

3. Pricing must be identified for each fiscal year of the contract (FY 2013 – ending June 30, 2013 – FY 2016).  These pricing models will be posted for Eligible Entities to use to select Bidders for specific engagements.  Pricing may be negotiated for each particular engagement; however, pricing may not be increased during the initial period of the Contract without approval from the PMT.   

4. Bidders must provide schedule that includes volume discounts based upon the number of Eligible Entity merchants that participate in purchasing services and how the Bidder would track performance and calculations.  Bidders are also required to provide a Prompt Payment Discount (PPD) if payment is desired to be made in less than the standard forty-five days following invoicing.  Bidders may not calculate discounts or credits as part of individual invoices (other than PPD) without prior approval of the PMT.  

5. State Departments are required to encumber funds to cover the total cost of an engagement.  Therefore, each engagement Statement of Work (SOW) must be documented prior to the start of performance to ensure that costs are contained.  Bidders must be able to cost out engagements in or to support a capped maximum obligation for the entire engagement.  

6. In order to evaluate Bidders under this RFR, Bidders must present their cost proposals with the following options, each with a detailed explanation of how the proposal was developed and ensuring that ALL services have been included and priced.   If the Bidder does not provide a cost proposal for each of the following options, the Bidder must specifically identify which option is not offered and why.  Failure to provide cost proposals for each option will make comparisons more difficult. 

a. Composite Blended Rates with Maximum Obligation.  Bidder must provide option for hourly rates as Composite Blended hourly rates that include all related fringe benefit costs and profit.  All other direct, clerical, administration, indirect, over​head and incidental costs, such as travel, accommodations, meals, non-deliverable related printing, equipment, and supplies must also be included in the blended rate and may not be separately billed. Describe how the pricing for an engagement is calculated.

b. Separately billed Time and Materials services with Maximum Obligation.  Describe how the pricing for an engagement is calculated and demonstrates cost containment.  .

c. Project Based SOW with Maximum Obligation.  Describe how the pricing for a project-based engagement would be calculated that is based not on time and materials actually used, but on a project completion basis that is paid based upon completion of milestones, but not billed on an hourly rate with time and materials and demonstrates cost containment.  
d. Identify other Considerations.  Include any other dependencies, contingencies or considerations that may impact pricing for an engagement.  
e. Preferred Model.  Identify the preferred model for Eligible Entities that provides the highest level of performance at the most cost effective pricing and demonstrates cost containment.  Provide a full explanation of how this model is the preferred model in comparison to the other models proposed and how this model support the most cost effective pricing for the proposed services.
The following is a standard price list.  Prices and packages are subject to negotiation with each Department and will depend upon the Department’s payment application and negotiated PCI Quote Form/SOW. 

	Pre-Assessment Package   Cost is $2500 or $147 an hour 

	· Review of network diagram

· PCI Consulting assistance – on site/travel costs included
· Pre-SAQ readiness (recommendations)
· Quarterly PCI scans (review, SAQ recommendation, 1 IP).
· Recommendations (if apply) in order to be compliant.


	***All remediation is handled outside the scope of this package…


	Annual Assessment Package Cost is $2525 

	· On-site PCI consulting assistance
· Review of network diagram
· SAQ Report
· Quarterly PCI Scans (review, SAQ, 1 IP)
· Offering the previous package (recommendations) and the SAQ report ready to go after implementation of recommendations (If any). 
· All travel costs included 

	***All remediation is handled outside the scope of this package…


	Annual White Box External Penetration Testing (PCI requirement) 

	Cost per External IP Addresses - 1- 3 IP (Cost $500).

Between 4-249 IPs the cost is $25 per each additional IP.

Over >249 IPs the cost is $20 per each additional IP. 


	Security Consulting/PCI/HIPAA/MA Privacy/IT Audit 

	Consulting assistance is $147 an hour/ recommend block of hours agreement. Pricing will depend on the scope of the vulnerability assessment, ROC and penetration test/scan, network environment and number of internal/external IPs. 


	Wireless Scans/ Internal Vulnerability Scanning /Social Engineering 

	$147 an hour block of hours agreement. Pricing will depend on the scope of the vulnerability assessment and penetration test/scan, network environment and number of internal/external IPs.


3.   Other Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance.
The services listed in #1 would all follow the prescribed process defined in #2&3 above, and the cost estimates for these services  are enumerated below;

a. MA 201CMR17 audit and risk services - $1000-$3000

b. Gramm Leach Bliley Act Audits - $1500

c. General Controls and Application Controls audits $1000-$3000

d. ISO and COBIT Framework Assessments $1000-$4000

e. Network and Security Assessments $1000-$3000

f. Internal and External Network Vulnerability and Penetration tests $1000-$5000

g. Social Engineering Audits $1500

h. Security Awareness Training $1000

i. Business Continuity Program Portal (SaaS secured solution) $500-$1000/month

j. Policy and Procedure Portal (SaaS secured solution) ) $400-$1000/month

k. HIPAA/HITECH Audits $1000-$3000

l. Incident Response planning, testing, and training $1000-$3000

m. All facets of remediation ($147/hr)

