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TITLE:  AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Sub-Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Compliance
BIDDER NAME: Deloitte & Touche LLP

INSTRUCTIONS: 

1. The Written RFR Response must be submitted using this “RFR Response Template” so that all Responses appear uniform and consistent for selection purposes and to enable posting on Comm-PASS once selection is completed.  

2. This WORD document must be used and may not be altered, reformatted or changed in any way or the Response will be subject to rejection.  This document must be saved in a WORD format and not in .pdf so that the document may be modified during negotiations if necessary.  Bidders may not save this document as a .pdf format.  A .pdf format will subject the Response to rejection.  Attachments allowable as .pdf submissions will be specifically noted.
3. Bidders must enter, or copy and paste information into the spaces provided for each question.  The space will expand to accommodate the data entered.  The Bidder may open the “footer” and add the Bidder’s Name to print on each page of the Response.  

4. Bidders may not refer to outside attachments for key information related to answering the questions unless the Attachment is one of the Required Attachments for the RFR Response or is an attachment that must be completed as specified under the “Forms and Terms” tab for this RFR on Comm-PASS.  This form will expand to accommodate the addition of response information. 

5. Each item must be addressed specifically by entering information in the required ANSWER space.  If an item is inapplicable, the Response must indicate "N/A" or “Not applicable” or other appropriate explanation.  

6. The questions presented are the best guess of what information is needed to evaluate Bidders and are not exhaustive.  Bidders should be as comprehensive in responding as possible and include all relevant information and considerations to assist in the review of a Response and demonstrate the full capabilities of the Bidder.  

7. Bidders are responsible for reviewing the “Forms & Terms” tab under this RFR in Comm-PASS for all the listed specifications and the required Forms that must be submitted with the RFR Response (in order to be considered for selection) or upon contract award and execution.  Failure to submit the required Forms with the RFR Response, as specified, will be considered sufficient grounds for rejection of the Bidders Response.

Submission of Responses 

Bids will be submitted solely through the www.comm-pass SMARTBID process required for Statewide Contracts as outlined in the RFR. 

Deadline for Submission

Submit Responses through SMARTBID by Submission Deadline Date listed in the RFR. 

	RFR RESPONSE PART A

BIDDER AUTHORIZED CONTACT, INTRODUCTION AND CERTIFICATIONS



	A-1. Authorized Representative and RFR Contact.  Please complete the information below for the Individual who is an Authorized Representative of the Bidder, who can legally bind the Bidder during the RFR Interview and subsequent negotiations, and who shall serve as the RFR Contact for any questions or communication necessary during the procurement.  The Bidder must identify its Legal Name as used for filing Tax Returns to the Internal Revenue Service (IRS) and its Federal Employer Identification Number (FEIN).  

	Bidder Legal Name:  Deloitte & Touche LLP

D/B/A (if operating under this name): 

Legal Address (for Tax Return Purposes):  30 Rockefeller Plaza, New York, NY 10112

FEIN: 13-3891517

Commonwealth of Massachusetts Vendor Code (if previously registered in Massachusetts): VC: VC6000215679

Authorized Representative/RFR Contact Name:  Kiran Mantha

Title: Principal

Telephone: +1.212.436.6155

Cell: +1.201.362.1236

TTY/TTD:

Email Address: kmantha@deloitte.com

Fax:  +1.212.653.5522

	A-2.  INTRODUCTION:  In the space below notes ad “BIDDER’s INTRODUCTION”, please provide a brief introduction (not to exceed 3 pages in length) that demonstrates the Bidder's qualifications and experience to perform the work requested.  Identify which of the categories the Bidder will be bidding on and include a description of the firm philosophy in providing each of the categories that the Bidder is submitting a Response.  

	A-2. ANSWER: 

Bidders will be selected in three major categories.  Identify with an “X” which of the RFR Categories are being submitted under this RFR 
Deloitte & Touche, LLP, is authorized to provide Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance. This Contractor is Not Authorized to perform QSA or ASV services.
       . PCI Security Standards Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs may perform PCI Compliance validation.  
       . PCI Security Standards Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
   X  . Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I and other state and federal data security statutes, and other audits and compliance reviews related to data management systems, and security of Personally Identifiable Information (PII) and other types of confidential and sensitive information.  QSAs may bid under this category to provide non- PCI related audit, compliance review and consulting services for non-PCI related compliance audits and reviews. 
Bidders will be separately reviewed and ranked in each of the categories in which they bid, and Bidders may bid on any or all of the categories.  Bidders will be ranked separately under each category and may or may not be selected to provide more than one category of services, even if a Response has been submitted for more than one category.  

ENTER BIDDER’S INTRODUCTION HERE:
Introduction – Our Experience & Qualifications
Deloitte1 (“Deloitte” or “we” or “our”) understands that the Commonwealth of Massachusetts (“Commonwealth” or “you” ) has the responsibility to safeguard data deemed Personally Identifiable Information (PII), pursuant to G.L.c.93H and G.L.c.93I as well as protections mandated by other state and federal statutes and regulations for other types of confidential data. We understand that the Commonwealth is seeking assistance from qualified suppliers that can assist Commonwealth Eligible Entities with the assessment and testing of systems and protocols to identify potential threats and vulnerabilities that may lead to data breach of sensitive, confidential and PII data, and assist with remediation of vulnerabilities and data breaches.

The Commonwealth seeks an experienced supplier because initiatives of this complexity and importance have to be done effectively, and Deloitte is uniquely qualified to be that service provider. Deloitte offers capabilities and a depth of information security, data protection and privacy understanding that helps differentiate us from our competitors:

· We have a large pool of qualified security and privacy professionals to tackle the variety of security and privacy challenges that the Commonwealth may encounter. The large pool enables us to provide on the Commonwealth requirements with the applicable skill sets from our own internal pool of practitioners instead of having to depend on other staffing methods. Deloitte is uniquely positioned due to our size, scale, multidisciplinary offerings (i.e., security & privacy, enterprise risk management, forensics, technology strategy and implementation), investment capabilities, and commitment to diversity. We have over 1,100 core security and privacy specialists, 4,000 IT risk management specialists, 5,800 enterprise risk management specialists and 5,500 technology strategy and implementation specialists.
1As used in this document, Deloitte means Deloitte & Touche LLP, which provides audit and risk consulting services; Deloitte Tax LLP, which provides tax services; Deloitte Consulting LLP, which provides management consulting services; and Deloitte Financial Advisory Services LLP, which provides financial advisory services.  These entities are separate subsidiaries of Deloitte LLP. Deloitte & Touche LLP will be responsible for the services and the other subsidiaries may act as subcontractors.  Please see www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte LLP and its subsidiaries.

· We practice a portfolio of security and privacy assessment and forensic services that the Commonwealth has asked for, with mature methodologies that are described in our response.  We also have extensive experience in remediation services including security technology implementation (e.g., data protection, infrastructure security, identity and access management technologies, etc.) 

· We have a broad federal and state government focused security and privacy practice that can be drawn upon as needed to address the Commonwealth’s requirements. We have deep experience in state government operations like Health and Human Services, Law and Justice, Education, and Energy and Environment - our ability to provide innovative and insightful advice to the Commonwealth is unmatched.

· Deloitte is a product and technology independent organization with loosely coupled alliances with vendors and beholding to no specific technology or product vendor. Our objective and product neutral position enables us to provide well balanced advice rooted only in your interest. At the same time we leverage our relationships with many vendors to keep abreast of emerging technology and trends, improve the service, and perspectives from our relationships.

Our Security & Privacy Experience in the Public Sector

Deloitte has extensive experience providing security and privacy services to several public sector clients for over 12 years. Our professionals have served a number of public sector and commercial clients across security and privacy domains; bringing a wealth of related domain knowledge and understanding to the Commonwealth of Massachusetts. As a result of our continued commitment to the public sector, we actively stay abreast of current issues, strategies, and challenges within state and local governments. The figure below provides a snapshot of our extensive security and privacy services experience across state agencies:
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Figure 1: Deloitte's Public Sector Security & Privacy Presence

Leader in Security & Risk Consulting Services

Hypatia Research & Advisory recognizes Deloitte as a leader in the Integrated Governance Risk and Compliance (GRC) and Security Management Consulting Services, as illustrated in the figure below. Attributable to this recognition is our selection of security and privacy professionals of which we have specifically selected members to serve the Commonwealth. Our global security practice provides extensive leadership, vision and guidance to the industry. We are happy to bring that experience and leadership to benefit the Commonwealth.
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Figure 2: Analyst Recognition. Source: 2012 Hypatia Research Group, LLC 
Our Philosophy to Delivering Security & Privacy Services

Our Security & Privacy Life Cycle Framework provides our practitioners and clients with demonstrated and efficient methodologies and accelerators for each security domain to help address security and privacy challenges of organizations. As depicted in the figure below, the outer ring describes our categorization of our Security & Privacy offerings. We provide Evaluation (Assessment), Architecture, Implementation, and Sustainment services in each of the security services categories. Note that not all service offerings have been requested by the Commonwealth. Deloitte will bring security and privacy practitioners focused on our specific security and privacy service offerings with deep capability in the specific areas where the Commonwealth has requested assistance. 
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Figure 3: Deloitte Security & Privacy Lifecycle Framework

Our Security & Privacy Lifecycle framework offers the following benefits:

· Evaluate. Deloitte’s deep security experience provides organizations with a solid foundation for understanding of their information security and privacy requirements.

· Architect. Deloitte provides organizations with innovative and broad insights to address their security and privacy requirements.

· Implement. Deloitte brings knowledgeable and experienced professionals to help organizations implement a wide range of security technologies and methodologies to address information security and privacy requirements.

· Sustain. Deloitte understands that a security solution should be sustainable. We use our demonstrated methodologies and accelerators to help organizations sustain and improve upon existing security & privacy practices.



	A-3.  CERTIFICATION OF ACCEPTANCE OF COMMONWEALTH TERMS.

The order of precedence of this Statewide Contract is as follows:

1) Commonwealth Terms and Conditions

2) Standard Contract Form

3) Request for Response PRF56DesignatedOSC (as amended) 

4) This Contractor’s Response, as amended during negotiations

5) Any other non-conflicting provisions, terms or materials incorporated herein by reference by the Contractor

It is expected that any legal review of the required contract forms and attachments will be done PRIOR to submission of the RFR Response and that objections to any language in the RFR or attachments will not be raised after selection and during contract negotiations.  This means that the Bidder can not condition execution upon the “opportunity to negotiate final terms” after selection.

Therefore, if the Bidder has any questions related to the interpretation of any language in the required forms or Attachments, these questions must be identified as part of the “On-line Forum” for this RFR during the question and answer period prior to submission, and questions or objections may not be raised at a later date. 

Any issues or concerns with the language in the Contract Forms or Attachments, or proposed additions or clarifications to this language MUST BE IDENTIFIED IN DETAIL BELOW as part of the Response, which will be evaluated as part of the selection process, and may not be raised after selection.  

Bidders are not authorized to condition execution of a contract with the Commonwealth upon the Commonwealth’s execution of a Bidder contract form, or required use of Bidder Terms and Conditions.  Any additional terms and conditions that the Bidder seeks to apply to this Contract MUST BE SPECIFIED IN DETAIL BELOW with a full explanation for consideration as part of the selection process.  The Commonwealth shall consider any reasonable “clarification” of terms that defines or outlines the parties’ responsibilities, but does not delete or materially change the Commonwealth terms.  Selection for final negotiation of a Contract shall not be interpreted as the Commonwealth’s acceptance of any terms, conditions or recommended clarifications identified in this section and shall be subject to the Commonwealth’s acceptance as part of negotiations.  The Commonwealth reserves the right to redact any submitted terms.  

The listing of numerous conditions, demands for negotiation of terms, conditioning performance on the Commonwealth’s acceptance of Bidder terms or a demonstration of an unwillingness to operate under the Commonwealth’s boilerplates and terms shall be a significant consideration as part of Qualifications for this Statewide Contract and grounds for rejection of the Bidder’s Response or a significant reduction in points.



	A-3. ANSWER: 
All approved Additional Terms and Conditions have been negotiated and included as part of the Contract User Guide specifications for this Statewide Contract Posted on www.comm-pass.com under the Forms and Terms page for PRF56DesignatedOSC.
Our experience has indicated that we have been able to reach agreement with our public sector clients that have awarded us an engagement as to appropriate modification to such terms and conditions. In the vast majority of the cases, we have had some concerns over the proposed terms and conditions included in the RFR. Our experience with the Commonwealth is no different. We have successfully negotiated changes to terms and conditions in the past. 

Our proposal is being made subject to the conditions that (a) the Firm and the Commonwealth subsequently reach and enter into a mutually acceptable definitive written agreement for the proposed services and (b) the Firm completes to its satisfaction its standard client acceptance and continuance procedures with respect to this proposed engagement. Subject to the completion of our client acceptance and continuance procedures, if we are awarded this engagement, we intend to negotiate in good faith with the Commonwealth to reach such an agreement as expeditiously as possible.

In addition to the terms and conditions in the RFR, there are a number of other terms and conditions that are important to set forth the responsibilities and requirements of the parties for a specific project and to comply with our professional standards. 

We would expect that any contract entered into for a specific project would include descriptions of the services to be provided, customary services warranties, deliverables acceptance criteria, project pricing and payment obligations and the delineation of responsibilities of both the contractor and the Commonwealth. In addition, other terms and conditions or clarifications that may be required in connection with a specific project, include: 

· Customary contractor termination or suspension rights

· Clarification of the nature of confidential information and the intended use of any deliverables

· Clarifications of the nature of “other damages” subject to indemnification and the establishment of monetary limitations for such other damages 

· Clarifications of the contractor’s ownership rights in its own technology

We have read the douments that are part of the RFR, including the Commonwealth Terms and Conditions and the Standard Contract Form. We are prepared to comply with the terms of such documents to the extent applicable to an individual project; however, there are additional terms and conditions that are discussed above that may be required for specific projects that we do not believe conflict with the documents. These additional terms and conditions are substantially similar to those agreed upon between the parties with respect to PRF08DesignatedOSC and are exerpted below:

Indemnification and Limitations of Liability.  Pursuant to Section 11. Indemnification of the Commonwealth Terms and Conditions, the term "other damages" shall include, but shall not be limited to, the reasonable costs the Commonwealth incurs to repair, return, replace or seek cover (purchase of comparable substitute commodities and services) under a contract.  "Other damages" shall not include damages to the Commonwealth as a result of third party claims, provided, however, that the foregoing in no way limits the Commonwealth's right of recovery for personal injury or property damages or patent and copyright infringement under Section 11 nor the Commonwealth's ability to join the contractor as a third party defendant for these aforementioned claims.  Further, the term "other damages" shall not include, and in no event shall the Contractor be liable for, damages for the Commonwealth's use of contractor provided products or services, loss of Commonwealth records, or data (or other intangible property), loss of use of equipment, lost revenue, lost savings or lost profits of the Commonwealth.  In no event shall "other damages" exceed two times the value of the product or service (as defined in the contract scope of work) that is the subject of the claim.  Section 11 sets forth the Contractor's entire liability under the contract.  Nothing in this section shall limit the Commonwealth's ability to negotiate higher limitations of liability in a particular contract, provided that any such limitation must specifically reference Section 11 of the Commonwealth Terms and Conditions."  In the event the limitation of liability conflicts with accounting standards which mandated that there can be no cap of damages, the limitation shall be considered waived for that engagement.  

Contract Termination or Suspension. Pursuant to Section 4. Contract Termination or Suspension of the Commonwealth Terms and Conditions, the Contractor shall be provided with prior written notice of any deficiencies and a reasonable opportunity to cure, prior to termination or suspension for cause or without cause to cure any breach.  This section shall not apply to terminations or suspensions resulting from forced allotment reductions due to declining revenues pursuant to M.G.L. c. 29, § 9C or other legislative reductions or changes in spending authority.  In the event an engagement is terminated without cause, an eligible entity shall pay the Contractor, subject to appropriation, for all reasonable expenses and out-of-pocket costs incurred, including start up costs, during the period up to and including the termination date subject to review and acceptance by the eligible entity, which shall not be unduly delay or unreasonably withheld.  Travel costs and other similar charges are not compensable under the contract, but are considered part of the blended rate and should not be billed separately unless approved in writing in advance of the obligation by the eligible entity and the amounts are included as part of the current engagement. The Contractor may not be paid any amounts which exceed the value of the performance provided and accepted by the eligible entity and the Contractor may not adjust invoices or accelerate payments in order to recoup the full value of performance not yet made.  The contractor may terminate an engagement with 60 days prior written notice or with 30 days prior written notice in the event continuing the engagement would trigger the contractor’s violation of any accounting standards or practices which result in a conflict.

Deliverables and Work Product.  The State and Department acknowledge and agree that any advice, recommendations, information or work product provided to them by Contractor in connection with an engagement under this Statewide Contract is for the State and Department's confidential use.  Except as otherwise required by law, the State and Department will not disclose or permit access to such advice, recommendations, information or work product to any other party or summarize or refer to such advice, recommendations, information or work product or to Contractor's engagement hereunder without Contractor's prior written consent.  In that regard, subject to Section 11 of the Commonwealth Terms and Conditions, the State and Department will, subject to appropriation and within the limits imposed by law for claims against the Commonwealth, indemnify, defend and hold Contractor harmless from and against any and all Liabilities asserted against Contractor by any third party to the extent resulting from that party's use or possession of or reliance upon Contractor's advice, recommendations, information or work product proven to be as a direct or indirect result of the State or Department's use or disclosure of such advice, recommendations, information or work product.

The Contractor will retain any copyright or other ownership rights in the software, products or other items owned by the contractor prior to the date of the engagement.  Deliverables paid for with Commonwealth funds will be presumed to be owned by the Commonwealth unless appropriate cost sharing or ownership rights are negotiated by the parties, and amounts may be deducted from the performance costs of the contract of the discount in addition to any other discounts including prompt paid discounts.

Confidential Information.  All contractors are subject to the enhanced privacy terms outlined in Executive Order 504 which have been or are in the process of being included as part of the contract.  The Contractor will be notified at the time of an engagement if the Contractor will be a holder or have direct or indirect access to personal or other restricted data.  The eligible entity and the Contractor will outline in writing the protocols necessary to adequately secure this data which will be incorporated into the engagement and this contract. 

Assignment.  Individual engagements may not be assigned to third-party, even a subsidiary of the contractor, because participation in the statewide contract was competitively procured and 3rd parties have no right to benefit from such an assignment without a competitive procurement.  The eligible entity, in limited unusual circumstances authorize the assignment of the contract in accordance with office of the Comptroller contract amendment policies.  An eligible entity may not assign the contract to another eligible entity unless the assignment is a result of the eligible entity being consolidated, abolished or otherwise having immaterial structural change or when funding has been transferred to another eligible entity.
Contract forms or other agreement terms.  Contractors may not require any additional agreements, engagement letters, contract forms or other additional terms as part of the statewide contract.  Additional non-conflicting terms may be added to an engagement provided the intent or effect of the language does not supersede or replace the language of the Commonwealth willfully contracts and this addendum.



	A-4.  Please list the following information if applicable.  Failure to identify such contingencies as part of a Response will be considered sufficient cause for immediate termination from the Statewide Contract if such information is discovered during the life of the Contract:  Details of the particular incidents do not have to be provided unless to identify mitigation or resolution of the incident.  

a) Penalties and Bankruptcy: A list of all bankruptcy and other similar proceedings within the past five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

b) Litigation: List any outstanding contingencies, such as lawsuits or other claims or charges against the Bidder related to performance of the services sought under this RFR and any and all investigations, indictments or pending litigation by any federal, state or local jurisdiction relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related company and all criminal convictions within the last five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

c) Civil Penalties: A list of all civil penalties, judgments, consent decrees and other sanctions within the last five years, as a result of any violation of any law, rule, regulation or ordinance in connection with its business activities relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

d) Suspensions of any permit or authority to do business: A list of all actions occurring within the last five years which have resulted in revocation or suspension of any permit or authority to do business in any jurisdiction relating to the submitting entity, any officer, director, partner or member thereof, any affiliate or any related entity.

e) Debarment from public bidding: A list of all actions occurring within the last five years that have resulted in the barring from public bidding relating to the Bidder, an officer, director, partner or member thereof, any affiliate or any related entity.

f) Defaults: The Bidder shall list any situation in which the Bidder’s firm (either alone or as part of a joint venture), or a subsidiary of the Bidder’s firm, defaulted or was deemed to be in noncompliance of any contractual obligations, explaining the situation, its outcome and all other relevant facts associated with the event described.  Please also provide the name, title and telephone number of the principal manager of the contract user who asserted the event of default or noncompliance.
g) Other Adverse Situations or Potential Conflicts:  The Bidder shall provide a description of any present facts known to the Bidder that might reasonably be expected to affect adversely its ability to perform any aspect of this Contract or present a conflict of interest or ethical issue.



	A-4. ANSWER:
a)            Penalties and Bankruptcy:

b)
 Litigation:

c)
 Civil Penalties or actions:

d)
 Suspensions of any permit or authority to do business: 

e)
 Debarment from public bidding: 

f)
 Defaults:

Deloitte & Touche LLP has not filed for bankruptcy protection in the past five years nor is it currently in the process of filing or planning to file for bankruptcy protection or financial restructuring or refinancing.

Like all other major accounting firms, Deloitte & Touche LLP has been named as a defendant in a number of civil lawsuits, most of which are premised on allegations that financial statements issued by clients and reported on by us were incorrect.  Based upon our historical experience and our understanding of the circumstances giving rise to such lawsuits, we do not believe that they will have a significant impact on Deloitte & Touche LLP’s ability to provide services, or that they will affect our ability to serve our clients.

There are no lawsuits pending against Deloitte & Touche LLP by the Securities and Exchange Commission (“SEC”) and, during the past five years, Deloitte & Touche LLP has not been named in any enforcement actions by the SEC.  From time to time, the staff of the SEC, the Public Company Accounting Oversight Board (“PCAOB”) and other regulatory or professional authorities or bodies conduct investigations, which include review of professional services provided by Deloitte & Touche LLP; we cannot predict which of these investigations may result in future proceedings.  In some of those investigations, the staff has raised issues relating to our compliance with auditing or other professional standards respecting one or more independent audits carried out by us, or the performance of present or former Deloitte & Touche LLP personnel respecting one or more independent audits carried out by us.  To our knowledge, none of these matters involves any Deloitte & Touche LLP personnel who would be providing services in connection with this proposed engagement for the Commonwealth.
On December 10, 2007, with consent from Deloitte & Touche LLP, the PCAOB issued an order against Deloitte & Touche LLP under Section 105(c) of the Sarbanes-Oxley Act of 2002 and Rules 5300(a)(5), 5300(a)(4) and 5300(a)(9) of the PCAOB’s rules arising out of Deloitte & Touche LLP’s audit of the financial statements of Ligand Pharmaceuticals Incorporated for the year ended December 31, 2003, and supervision of the engagement partner responsible for that audit (“Ligand Order”).  The Ligand Order was based upon findings, which Deloitte & Touche LLP neither admitted nor denied, that Deloitte & Touche LLP failed to comply with certain PCAOB auditing standards in performing the audit, and failed to staff the engagement appropriately.  The remedies provided in the Ligand Order included a censure, a civil monetary penalty of $1 million, and certain record-keeping undertakings.  Based upon the Ligand Order, there have been disciplinary proceedings by certain state boards of accountancy, which, as with the Ligand Order, do not affect our ability to serve our clients.

There are no pending criminal actions concerning Deloitte & Touche LLP’s professional practice.
Deloitte & Touche LLP, like other major professional services firms, provides a broad array of services to its many clients and has a significant position in respect of large scale projects in the public sector.  Occasionally there are disagreements over contract requirements; however, we are not aware of any determination by a court or an independent evaluator that we have defaulted on any contract.


	A-5.  Provide a listing of the Bidder’s concurrent material engagements, as well as its current outstanding proposals or bids that could impact the available resources or the provision of concurrent service to multiple Eligible Entities across the Commonwealth.  Bidder must be able to certify that the key personnel assigned to this contract will be assigned to Eligible Entity engagements and that the Bidder has the capacity and resources to provide concurrent services to multiple Eligible Entities across the Commonwealth.  Bidders must identify in this section if the Bidder seeks to provide services primarily to state department Eligible Entities, or municipalities and local government, or state authorities or to all Eligible Entities.  

	A-5. ANSWER: 

No Single engagement is “material” to Deloitte. Given the size of our firm and resources available, no conflict with either ongoing or potential engagements would preclude us from bidding on and performing services included within this RFR should they be requested.

	A-6 RESPONSE CERTIFICATION: By completion of the information in the space provided below and submission of this RFR Response, the Bidder through its Authorized Representative certifies:

1) that the Response will remain in effect for a period of 120 days from the submission deadline and thereafter until either the Bidder withdraws it, a Contract is executed, or the procurement is canceled, whichever occurs first; and 
2) that the information provided is accurately represented; and 
3) that the Bidder is ready, willing and able to perform the work required as specified, and
4) that if selected for final contract negotiation, the Bidder is willing to have authorized signatories meet during the period for final negotiation and contract execution (as identified in the Procurement Calendar) to execute the contract without protracted contract negotiations; and 
5) that this Response is being submitted in good faith and without any collusion or fraud; and 
6) that the Bidder certifies that it will comply with the Statewide Contract terms including amendments, for the duration of any contract awarded to the Bidder under this RFR; and
7) that the Bidder certifies that this Response is submitted in accordance with the order of precedence outlined in Section A.3, that any legal review of the required contract forms and attachments has been be done PRIOR to submission of the RFR Response, and that any recommended clarifications that do not modify or delete the standard terms have been identified and objections to any language in the RFR or attachments will not be raised after selection or during contract negotiations; and 
8) that this Response is not conditioned upon the Commonwealth’s acceptance of any Bidder standard forms or terms, and the Bidder has not conditioned submission of this Response based upon any stated terms in section A-3, and the Bidder has not condition submission of this Response on the ability to negotiate the standard Commonwealth terms, or the Response may be subject to disqualification or a significant drop in points relative to the Qualifications section, and 
9) that the Bidder certifies that if selected for a contract that the Bidder must obtain a Certificate of Good Standing from the Department of Revenue as part of Contract Execution. (See https://wfb.dor.state.ma.us/webfile/Certificate/Public/WebForms/Help/LearnMore.aspx  and http://www.dor.state.ma.us/rul_reg/AdminProcedure/AP613.htm; and

10) that the Bidder certifies that it must be in good standing for tax compliance and any other requirement for licensing or good standing in the Commonwealth for the duration of the Statewide Contract; including PCI SSC listing of QSA and ASV companies, the Bidder may be disqualified at any time after selection or contract execution if the Bidder is placed on remediation or terminated status by the PCI Council or loses any other required certification.  


	A-6. ANSWER:

Authorized Representative Printed Name: Kiran Mantha
Title: Principal, Deloitte & Touche LLP
Date: November 28, 2012


	RFR RESPONSE PART B - BIDDER QUALIFICATIONS

In this Section of the Response the Bidder is required to outline the Bidder’s “Qualifications”, the experience, expertise and capabilities to provide the Statewide Contract Services.  Details on the specific services and performance details should be included under PART C – WORK PLAN.  Part B is limited to demonstrating the Bidder’s Qualifications, and that the Bidder has the requisite skills, experience and expertise to provide the necessary services to Commonwealth Eligible Entities with details of historical demonstrated performance. 

In order to promote competition and ensure the most cost effective and comprehensive availability of services, the Commonwealth intends to narrow the field of qualified contractors to the most qualified and competitive firms, not solely based upon low cost but based upon qualifications, success rates, willingness to partner with the Commonwealth, state of the art resources, privacy and security protocols, quality assurance, integrity in audit actions and supplier diversity commitments.

See background policies for current PCI program at: http://www.mass.gov/osc/business-functions/accounts-receivable/ecommerce.html. 

Bidders may respond in any of the following three (3) categories of services under this Statewide Contract.  If the Bidder is not submitting a response in a category the Bidder must indicate “N/A” or “Not Applicable” in the ANSWER section for EVERY ANSWER section that is not applicable.  

A. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs can perform PCI Compliance validation.  
B. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
C. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I PII security statutes, or other audits and compliance reviews related to data management systems, and security or Personally Identifiable Information (PII) and other types of confidential information.  QSAs may be qualified under this Category to provide other audit, compliance review and consulting services for non-PCI related compliance audits and reviews.

Subcontractor and Prime Bidders.  When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  

Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for scanning or other services independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Prime Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate independence of QSA services and Scanning Services to ensure the integrity between scan results and QSA service recommendations. 



	B-1.  FIRM PROFILE

In the ANSWER section below:

a. State whether the firm is local, national, or international and the total number of employees.  

b. A brief firm history. 
c. State the location of the office(s) from which the work is to be managed and the location from which the work will be performed. 
d. In-State Presence.  Verify that Bidder is a United States firm able to perform on-site work in Massachusetts, with no services being provided outside the continental US.  Due to the expense of out of state travel and accommodations, as a costs savings consideration, it is preferred that Contractors have an in state presence, with a local office as opposed to a registered agent location.  

e. State the types of work performed by the office and the percentage of effort devoted to each type. 



	B-1. ANSWER:
B-1.a. State whether the firm is local, national, or international and the total number of employees.  

Deloitte is the brand under which 182,000 dedicated professionals in independent firms throughout the world collaborate to provide audit, consulting, financial advisory, risk management, and tax services to selected clients. These firms are members of Deloitte Touche Tohmatsu Limited (DTTL), a UK private company limited by guarantee. Each member firm provides services in a particular geographic area and is subject to the laws and professional regulations of the particular country or countries in which it operates. DTTL does not itself provide services to clients. DTTL and each DTTL member firm are separate and distinct legal entities, which cannot obligate each other. DTTL and each DTTL member firm are liable only for their own acts or omissions and not those of each other. Each DTTL member firm is structured differently in accordance with national laws, regulations, customary practice, and other factors and may secure the provision of professional services in its territory through subsidiaries, affiliates and/or other entities.

In the United States, Deloitte LLP is the member firm of DTTL. Like DTTL, Deloitte LLP does not provide services to clients. Instead, services are primarily provided by the subsidiaries of Deloitte LLP, including:

· Deloitte & Touche LLP 

· Deloitte Consulting LLP 

· Deloitte Financial Advisory Services LLP 

· Deloitte Tax LLP 

Deloitte LLP and these subsidiaries are separate and distinct legal entities. Each of these subsidiaries is organized under Delaware law, is separately capitalized, has its own Chairman and CEO and Board of Directors, and provides a distinct array of services.

When you contract for the provision of services with one of the subsidiaries of Deloitte LLP, only that subsidiary is responsible for the provision of those services and is the only entity with potential liability for any claims that may arise in connection with such services. Certain services may not be available to attest clients under the rules and regulations of public accounting.

Deloitte is known as employers of choice for innovative human resources programs, they are dedicated to helping their clients and their people excel. For more information, please visit the U.S. member firm’s web site at www.deloitte.com/us.

With nearly 51,000 people in 89 U.S. cities, Deloitte is one of the largest professional services firms in the United States. 

The Security & Privacy Services service line of Deloitte was specifically created to address our clients’ needs around information and network security, uniquely positioning us to assist clients with the design, development, and implementation of industry-leading information security solutions for businesses. We have over 1,100 dedicated Security & Privacy Services professionals with significant cumulative experiences, bringing a wealth of experience in the security field from the higher education and public sector, enabling us to consistently provide a full range of security and privacy services across many industries. 
B-1.b. A brief firm history.  

For more than 100 years, clients have relied on Deloitte LLP and its predecessor organizations for solutions to their ever-changing needs. We are a national and global leader today because we have sustained our clients’ trust and exceeded their expectations throughout our history.  A brief history of Deloitte is described below.

· Deloitte LLP’s predecessor organizations of Deloitte Haskins & Sells and Touche Ross & Co. date back more than 166 years.
· In 1989, the practices of Deloitte Haskins & Sells and Touche Ross & Co. combined under the name Deloitte & Touche.

· In 1994, Deloitte & Touche became a Delaware limited liability partnership under the name Deloitte & Touche LLP.  

· In 1997, Deloitte & Touche LLP reorganized. As a result of the reorganization, Deloitte & Touche LLP, a Delaware limited liability partnership, changed its name to Deloitte & Touche USA LLP and ceased providing audit, tax and related services, as well as consulting services. 

· D&T Partners LLP, a Delaware limited liability partnership, changed its name to Deloitte & Touche LLP and began performing audit, tax and related services.  Additionally, Deloitte & Touche Consulting Group Holding LLC and Deloitte & Touche Consulting Group LLC, each a Delaware limited liability company, were formed to provide consulting services previously provided by Deloitte & Touche LLP.  

· Since 2003, these consulting services have been provided by Deloitte Consulting LLP.  

· Since 2004, tax services formerly provided by Deloitte & Touche LLP have been provided by Deloitte Tax LLP. 

· Beginning May 29, 2005, financial advisory services formerly provided by Deloitte & Touche LLP have been provided by Deloitte Financial Advisory Services LLP. 
· Each of these entities is a Delaware limited liability partnership.  Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee, and its network of member firms, each of which is a legally separate and independent entity. In the U.S., services are provided by the subsidiaries of Deloitte LLP (Deloitte & Touche LLP, Deloitte Consulting LLP, Deloitte Tax LLP, Deloitte Financial Advisory Services LLP, and their subsidiaries), and not by Deloitte LLP.
B-1.c. State the location of the office(s) from which the work is to be managed and the location from which the work will be performed. 

The following is a list of cities in the State of Massachusetts where we have offices located:

Boston Location

Waltham Location

200 Berkeley St., 7th Floor

Boston, MA – 02116

100 Fifth Avenue, 4th Floor

Waltham, MA – 02451

While our Boston, MA office will be primarily serving the Commonwealth, Deloitte will draw resources from its offices based on the skill set required to serve the Commonwealth’s requirements. 

B-1.d. In-State Presence.  Verify that Bidder is a United States firm able to perform on-site work in Massachusetts, with no services being provided outside the continental US.  Due to the expense of out of state travel and accommodations, as a costs savings consideration, it is preferred that Contractors have an in state presence, with a local office as opposed to a registered agent location.  

The following is a list of cities where we have offices located:

Deloitte Office Locations

· Birmingham, AL

· Atlanta, GA

· Charlotte, NC

· Camp Hill, PA

· Little Rock, AR

· Honolulu, HI

· Raleigh, NC

· Glen Mills, PA

· Phoenix, AZ

· Cedar Rapids, IA

· Lincoln, NE

· Harrisburg, PA

· Costa Mesa, CA

· Davenport, IA

· Omaha, NE

· Philadelphia, PA

· Foster City, CA

· Des Moines, IA

· East Brunswick, NJ

· Pittsburgh, PA

· Fresno, CA

· Boise, ID

· Parsippany, NJ

· Columbia, SC

· Los Angeles, CA

· Chicago, IL

· Princeton, NJ

· Greenville, SC

· Oakland, CA

· Indianapolis, IN

· Summit, NJ

· Hermitage, TN

· Rancho Cordova, CA

· Louisville, KY

· Westfield, NJ

· Memphis, TN

· San Diego, CA

· New Orleans, LA

· Las Vegas, NV

· Nashville, TN

· San Francisco, CA

· Boston, MA

· Reno, NV

· Austin, TX

· San Jose, CA

· Waltham, MA

· Buffalo, NY

· Dallas, TX

· Denver, CO

· Baltimore, MD

· Jericho, NY

· Fort Worth, TX

· Hartford, CT

· Elkridge, MD

· New York, NY

· Houston, TX

· Stamford, CT

· Ann Arbor, MI

· Rochester, NY

· Irving, TX

· Wilton, CT

· Detroit, MI

· Akron, OH

· San Antonio, TX

· Washington, DC

· Grand Rapids, MI

· Cincinnati, OH

· Salt Lake City, UT

· Boca Raton, FL

· Lansing, MI

· Cleveland, OH

· Arlington, VA

· Jacksonville, FL

· Midland, MI

· Columbus, OH

· McLean, VA

· Miami, FL

· Minneapolis, MN

· Dayton, OH

· Richmond, VA

· Orlando, FL

· Kansas City, MO

· Tulsa, OK

· Seattle, WA

· Tallahassee, FL

· St. Louis, MO

· Portland, OR

· Milwaukee, WI

· Tampa, FL

· Hattiesburg, MS

While our Boston, MA office will be primarily serving the Commonwealth, Deloitte will draw resources from its offices based on the skill set required to serve the Commonwealth’s requirements.
Services provided to the Commonwealth under this contract will be provided by Deloitte professionals within the U.S.
B-1.e. State the types of work performed by the office and the percentage of effort devoted to each type. 

Subsidiaries of Deloitte LLP have a presence in the Boston office.  Deloitte & Touche LLP provides audit and risk consulting services; Deloitte Tax LLP, provides tax services; Deloitte Consulting LLP, provides management consulting services; and Deloitte Financial Advisory Services LLP, provides financial advisory services. Each entity focuses 100 percent of its efforts in the services it delivers. Our security and privacy function located within Deloitte & Touche LLP is dedicated to provide services similar to those requested in the RFR, serving a variety of industries such as financial services, health care, state and local government, consumer and industrial products, federal government, and technology, media, and telecom.

	B-2.  PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES. 

Section B-2 is limited to PCI-related QSA services required for Commonwealth Eligible Entity Merchants required to engage Approved QSAs for PCI Compliance validation (Eligible Entities accepting credit cards for payments).  

By state statute, G.L. c, 93H and 93I Commonwealth Eligible Entities are required to protect Personally Identifiable Information including credit card data.  As part of current Commonwealth policy, The Office of the Comptroller and the Information Technology Division require state agency merchants to engage an Approved QSA to independently validate PCI compliance, even if the merchant is not required to have an independent QSA assessment by the PCI Council. Given the seriousness of a data breach, it has been determined that having an independent compliance audit is essential to prevent the significant costs and resources that would result in the event of a data breach.  

Therefore, this RFR is seeking Bidders qualified to perform traditional QSA services required by the PCI Council and acquiring banks, and also consulting assistance for the completion and independent SAQ review, and any other PCI vulnerability assessments, even if an Eligible Entity Merchant is not required to have an independent evaluation by the PCI Council or their acquiring bank.

Due to the unacceptable risk to the Commonwealth as a whole if a data breach occurs, the Comptroller (CTR) requires that all State Entities that use the Massachusetts Management and Accounting System (for direct activities or summary reporting) annually verify that their accounts receivables processes using credit cards are PCI compliant, and have been independently validated by a QSA.  CTR includes ACH transactions in scope for this validation since NACHA has not identified a specific data security framework for ACH (similar to PCI), 

For compliance validations for Eligible Entities required only to complete a “Self-Assessment”, the review is expected to be less expensive and extensive than a full audit for merchants that are required to have a mandated independent validation of compliance.  Eligible Entities will complete the validation of a SAQ based upon available funding and the extent of the risks identified during an initial evaluation by a QSA and will seek to remediate any risks identified during this evaluation.  

Standards for Payment Card Industry Council approved Vendors are posted at:  https://www.pcisecuritystandards.org/approved_companies_providers/index.php.  

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAs) AND RELATED CONSULTING SERVICES.  The Bidder must provide evidence that it is a certified Qualified Security Assessor (QSA) approved by the PCI Security Standards Council: http://usa.visa.com/download/merchants/cisp-list-of-pcidss-compliant-service-providers.pdf https://www.pcisecuritystandards.org/resources/qualified_security_assessors.htm  as of the date of this RFR to perform on-site PCI Data Security Assessments and validation for a Level 2, 3, or 4 merchant and Level 2 service providers; and Reports on Compliance (ROC) for Level 1 merchants and service providers.  

	B-1.  a)  ANSWER: 

Not Applicable. 



	b) Bidders must demonstrate that the Bidder has continuously for at least five (5) years provided government PCI services providing a full suite of QSA, consulting and remediation services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience.  If the Bidder has performed for less than the five (5) year minimum, demonstrated cumulative experience of not less than five (5) years in state government PCI services and at least five (5) years in other PCI services comparable to the services required under this RFR.  Bidder should demonstrate the ability and capacity to perform the service required with numerous merchant relationships and heterogeneous cardholder data environments.   Describe in detail specific projects and contracts, specifically government engagements, and any other information relevant to demonstrate experience and expertise in this area. 

	B-1.  b)  ANSWER: 

Not Applicable. 



	c) Bidders must demonstrate significant experience with evaluating and providing assessments of the cardholder data environment of large scale and diversified or decentralized merchants, as well as the ability to assess areas of internal risks for these type of organizations such as insider fraud, unattended devices, social engineering, third party hosting risks, data leakage prevention, and other related risks and provide emerging technology and PCI scope reductions trends and any other considerations. Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 


	B-1.  c)  ANSWER: 

Not Applicable. 

	d) Bidders must demonstrate significant experience with payment processing experience and direct payment processing system audit experience and a clear understanding of the payment processing needs unique to government entities.  Audit experience must include the ability to validate that Eligible Entity software and applications are PCI compliant if not already approved by the PCI Council software listing.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area.


	B-1.  d)  ANSWER: 

Not Applicable. 

	e) Bidders must demonstrate ability to efficiently and effectively develop PCI DSS scope assessments and price engagements reasonably for the size and complexity of the engagement, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Department without compromising the duty to identify PCI risks, remediation and recommendations.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 

	B-1.  e)  ANSWER: 

Not Applicable.



	f) Please identify if the Bidder is PA-QSA qualified.  https://www.pcisecuritystandards.org/approved_companies_providers/payment_application_qsas.php.Payment Application Qualified Security Assessor (PA-QSA) companies are organizations that have been qualified by the Council to have their employees assess compliance to the PCI PA-DSS standard. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  


	B-1.  f)  ANSWER: 

Not Applicable. 


	g) Please identify if the Bidder has Pin Transaction Security (PTS).  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-1. g)  ANSWER: 

Not Applicable.



	h) Please identify if the Bidder has PCI PFI Certification. The Council maintains a list of approved PCI Forensic Investigators to replace the individual payment card brand lists as of March 1, 2011. View the list of approved PCI Forensic Investigators.  https://www.pcisecuritystandards.org/approved_companies_providers/pfi_companies.php  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-1. h)  ANSWER: 

Not Applicable. 



	i) Please identify if the Bidder has Point-to-Point Encryption (P2PE) qualifications.  
· Qualified Security Assessors Point to Point Encryption/ (QSA (P2PE)s companies are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions.
· Qualified Security Assessors Point to Point Encryption assessors are employees of these organizations certified by the Council to validate P2PE Solutions. 
· Payment Application Qualified Security Assessors Point to Point Encryption / PA-QSA (P2PE)s are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions and Application.
· PA-QSA (P2PE)s are employees of these organizations who have been certified by the Council to validate P2PE Solutions and P2PE Applications. They are the only assessors who are qualified to perform Domain 2 assessments. 
Identify how long the Bidder has had any of these qualifications and the extent of expertise and experience in this area.   


	B-1. i)  ANSWER: 

Not Applicable.



	j) Please Bidder expertise relative to providing assessments and security reviews for PCI Compliance for emerging mobile payment acceptance solutions as demand for these services increase. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   



	B-1.  j)  ANSWER: 

Not Applicable.



	k) Please identify any other PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide PCI QSA services.  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-1.  k)  ANSWER: 

Not Applicable.



	l) Use of Subcontractors for QSA Services. It is presumed that the selected Bidder will be responsible for and perform all the duties and requirements of this RFR.  In this section, the Bidder must identify any subcontractors that will or may be used to conduct any of the work described in this Section, including the names of subcontractors, summaries of their qualifications, experience and duties and responsibilities for performance.  The Bidder will remain the sole point of contact and will be responsible for all performance under the contract.  For all subcontractors the following information is required in this Response:  the name of the firm that will provide direct services; the anticipated number of Full-Time Equivalent (FTE) hours the subcontractor will be utilized during a work week; and the individual performance area(s) the subcontractor will be used under a resulting contract.


	B-1.  l)  ANSWER: 
Not Applicable.



	m) Qualifications to provide robust Reporting, Results and Analysis for QSA Services.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities.  The Office of the Comptroller and the Information Technology Division track overall PCI compliance for state departments.  Contractors will be required to provide overall state compliance assessments, reduction in PCI scope recommendations, and other information for overall PCI compliance.  

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a QSA engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.   

3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their PCI Security compliance needs (particularly, the PCI Self-Assessment Questionnaire, Report on Compliance, Vulnerability, Scans, and Penetration tests).

4. Describe how Bidder will allow web-based access to CTR and ITD for central monitoring of compliance status for all Commonwealth merchants.

5. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe if reporting applications provide the ability to report compliance status of Commonwealth merchants to the Merchant Services Provider(s).

7. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

8. Describe any other relevant information detailing reporting options and recommendations for QSA engagements.  

9. List the titles of available sample reports and Attach samples of QSA available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-1. m)  ANSWER:

Not Applicable. 



	B-3.  SCANNING SERVICES – QUALIFICATIONS

Bidders selected in this category must have exceptional experience and expertise in providing a full suite of scanning and security testing and penetration services to identify vulnerabilities and test remediation efforts for PCI Compliance and for non-PCI security compliance testing.  
When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for solely scanning or other service independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Primary Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate complete independence of QSA services and Scanning Services.  

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) PCI COUNCIL APPROVED SCANNING VENDOR (ASV).  For PCI Compliance services, the Bidder must provide evidence that it is a certified Approved Scanning Vendor (ASV) approved by the PCI Security Standards Council at:   https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php of the date of this RFR to perform internal and external network vulnerability scans for all merchants and service providers with externally-facing IP addresses.  

	B-3.  a)  ANSWER:  

Not Applicable.



	b) For PCI compliance services, Bidders must demonstrate a minimum level of at least 5 (five) years experience providing the same type of full suite ASV services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   


	B-3.  b)  ANSWER:  

Not Applicable. 



	c) For PCI compliance services, Bidders must demonstrate ability to efficiently and effectively develop ASV scope assessments and price engagements reasonably for the size and complexity of the engagement, the PCI or other level of risk, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Eligible Entity without compromising the duty to identify PCI compliance and other vulnerability risks, remediation and recommendations, and provide emerging technology and PCI or vulnerability risk scope reductions recommendations.

	B-3.  c) ANSWER: 

Not Applicable.



	d) SCANNING SERVICES TYPES: (PCI and Non-PCI related). Bidders must be able to furnish a broad range of scanning services including, but not limited to the scanning types displayed below.  Identify whether the Bidder provides the listed type of scans, how long the Bidder has performed these types of scans and the extent of expertise and experience in EACH area.   :

1. Server Hardening Scans

2. PCI Compliance Scans 

3. Penetration Tests

4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  



	 B-3.  d) ANSWER: 

Not Applicable.

	e) QUALIFICATIONS TO PROVIDE ROBUST REPORTING, RESULTS AND ANALYSIS FOR ASV SCANNING AND PENETRATION TESTING AND OTHER SCANNING SERVICES.  Bidders must demonstrate the capability to provide detailed reports and any other information required by Eligible Entities related to scanning services.  The Office of the Comptroller and the Information Technology Division track overall compliance for state departments.  Contractors will be required to provide reports on compliance and risk assessments. 

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a scanning engagement, or for ongoing engagements, annual year end reporting. 

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will:

3. Identify what reporting or other services are available to assist Eligible Entity merchants with managing their Security compliance needs (particularly Vulnerability Scans and Penetration tests).

4. Identify if Bidder is able to allow web-based access for central monitoring of compliance status for all Commonwealth merchants provided to CTR.

5. Identify how Bidder plan s to provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe any other relevant information detailing reporting options and recommendations for ASV engagements for PCI Compliance and other scanning and testing engagements for non-PCI related security and compliance audits.  

7. List the titles of available sample reports and Attach samples of ASV available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-3.  e) ANSWER:

Not Applicable.



	B-4.  OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY AND COMPLIANCE 
REVIEWS.  

The Commonwealth of Massachusetts, pursuant to G.L. c. 93H and 93I has responsibility to safeguard data deemed Personally Identifiable Information (PII), in addition to protections mandated by other state and federal statutes and regulations for other types of confidential data.  The duties to protect PII under G.L. c. 93H and 93I apply equally to both PCI covered data (credit card holder data) and non-PCI covered data (all other personally identifiable information (PII)). PCI QSA services are covered under Section B-2. Above.  This Section includes NON-PCI related services.

For Executive Departments governed by Executive Order 504, a self-assessment process has been completed to document the types of confidential and PII data collected and retained by Departments.  In addition, the Information Technology Division (ITD) has published Enterprise Security Standards for the protection of confidential, sensitive and PII.  

NOTE:  ACH transactions (electronic check) transactions with bank account information is considered PII under G.L. c. 93 H and 93I.  Therefore, the Commonwealth deems bank account information and ACH transactions to create the same level of data breach risk as credit card holder data.   

Therefore, this Section of the Statewide Contract seeks to qualify contractors that can assist Eligible Entities with the audit and testing of information and data systems and protocols to ensure that all non-PCI related sensitive data, confidential data and PII, as identified under G.L. c. 93H, c. 93I, and other state and federal laws and regulations is properly safeguarded to prevent data breaches, and to provide consulting services to assist with mitigation and remediation of vulnerabilities and data breaches (PCI or non-PCI related).  QSAs seeking to provide non-PCI related security and risk assessments, which can use many of the same evaluation considerations and tools used for PCI assessments, should complete this Section. 

Bidders must demonstrate the qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services and resources available, and details about the various types of audit and compliance related to information management systems and procedures and security management systems and procedures and compliance audits that are geared to business improvements and efficiencies, government compliance, internal controls and quality assurance and to protect personally identifiable information and other sensitive data. 

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) Identify the relevant qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services. NOTE: If the Bidder has completed the QSA portion of this Response, the relevant qualifications listed to QSA should be identified here (not just cross referenced).

	B-4. a) ANSWER:

Deloitte understands that the Commonwealth is seeking assistance from an experienced supplier to perform security and privacy compliance reviews to meet the following objectives:

· Assessing the existing information security and risk management environment to determine that all non-PCI related sensitive data, confidential data and personally identifiable information is properly protected.
· Identifying opportunities to improve the overall information security posture of so that vulnerabilities and threats to information systems containing non-PCI related sensitive data are identified and remediated in timely manner.
· Help review existing processes such as data management, eDiscovery, forensics and breach notification.
Deloitte Information Security Risk Management Framework

Through our extensive experience delivering security and privacy solutions to our clients, we have developed an Information Security Risk Management framework depicted below.  Our Information Security Risk Management framework is based on industry standards and legal and regulatory requirements and allows organizations to organize and understand the relationship between relevant legal and regulatory requirements and acts as a single framework to manage compliance against multiple requirements versus managing compliance against a myriad of requirements.
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Figure 4: Deloitte Information Security Risk Management Framework

Note: All the security domains of our Information Security Risk Management framework do not fall under the services requested by the Commonwealth.

The following is a list of sample Deloitte services that could address the Commonwealth requirements related to non-PCI assessments:

· Privacy & Data Protection Assessment

· Security Risk Assessment

· Compliance Assessment

· Forensics & e-Discovery

· Data Quality Assurance 

Our Privacy & Data Protection services help organizations identify and manage the risks and opportunities associated with information management and data protection—enabling them to respond strategically and tactically to the data asset management issues associated with globalization, diverse and often conflicting legal/regulatory requirements, rapidly changing technology, and the extended enterprise.

We leverage our knowledge of privacy and data protection laws and regulations, deep intellectual capital, collective insights into industry and business process, and leading-edge technologies to promote a holistic approach to data management that helps organizations reduce risk and remain competitive. Our methodology is market-driven, modularized, and flexible to promote maximized efficiency and reduced costs. Our sample service offerings include:

· The assessment and remediation of existing programs, processes, applications and infrastructures, and initiatives including contracting, outsourcing and offshoring;

· The response to, and root cause analysis of, incidents (e.g., identity theft, intellectual property loss) and breach diagnostic services;

· Triage and analysis of and response to data protection incidents, such as privacy/security breach, and identity theft; 

· The evaluation and implementation of data protection technology from monitoring to encryption

· The design, development and implementation of enterprise data protection and privacy programs;

· Conducting Privacy Impact Assessments (PIAs)

· Identity Theft Prevention and Education

As one of the largest global data privacy, information security and IT risk services practice; we have the resources and tools to effectively address Privacy and Data Protection issues from strategy and technology to implementation. We have dedicated staff for privacy and data protection services with more than 100 Certified International Privacy Professionals (CIPP) and more than 1000 Certified Information Systems Security Professionals (CISSPs) globally.
Our security risk assessment service helps clients identify the information security risks by understanding the organization’s core business processes, the assets that support those core business processes, and the impact an adverse event could have on the information processes, and data stored or transmitted by those assets.

Deloitte understands that the Commonwealth is seeking an experienced supplier to assist individual Commonwealth Eligible Entities in performing security risk assessments with respect to handling of PII and other non-PCI sensitive data. We will leverage our Information Security Risk Assessment (ISRA) methodology for conducting security risk assessments for the Commonwealth.  Our ISRA methodology is a component of our overall Information Security Risk Management framework. 

Our professionals have provided similar security assessments services for several commercial sector and public sector clients, helping them understand and prioritize security initiatives to drive growth and support business objectives. For example, we provided tailored security assessment services to client, allowing them to evaluate their preparedness to comply with the Federal Information Security Management Act (FISMA) and the potential to evaluate and propose on new business opportunities requiring this compliance. Additionally, the client was able to benefit from a broad security assessment and strengthen a number of areas in the security management program. 

We have demonstrated methodologies and templates to execute security risk assessments. Our methodology and tools, along with thought leadership, have been developed through similar, hands-on engagement experiences. We are able to decrease the amount of time needed to perform these types of engagements using our standards-based approach. Our ISRA methodology is based on a combination of time tested methods and industry standards:

· Time tested methods — The approach has evolved over years of investment and client projects, incorporating the lessons our teams have learned in conducting various Information Security Risk Assessments across a broad range of industries. We have also incorporated leading practices used in some of the industries that have more maturity in this area, specifically the public sector and some of the more heavily regulated industries (e.g., Financial Services, Oil & Gas, Utilities, Life Sciences & Healthcare).

· Industry standards — The ISRA methodology is based on ISO/IEC 27005 and has been augmented with the National Institute of Standards and Technology (NIST) SP 800-30. ISO/IEC 27005:2008 is an international standard for defining information security risk management and supports the implementation of an information security management system as defined by ISO/IEC 27001 and ISO/IEC 27002. The NIST SP 800-30 Risk Management Guide for Information Technology System is a U.S. national standard for information technology risk management. NIST was selected to augment the ISO/IEC 27005:2008 process in order to accommodate our Federal and Energy Sector clients who need to address specific U.S. regulations that require NIST SP 800 series adoption. Further, our ISO/IEC 27005 / NIST SP 800-30 based Information Security Risk Assessment Methodology was designed to be configurable and modular to a client’s particular security and privacy circumstances. 

IT compliance assessment involves the assessment of business processes, information, and technology used to facilitate compliance with legal and regulatory requirements, industry standards, industry common practices and internal organization IT policies and standards. We have effectively leveraged our Compliance Management Framework to conduct several assessments at public sector agencies and commercial sector clients. The foundation of our Compliance Management Framework is based on Deloitte’s proprietary Requirements Library. It is the product of years of investment and client projects designed to assist organizations with the assessment, implementation, and sustainment of risk and compliance management programs.  Deloitte’s Requirements Library has IT requirements from over 150 requirement sources from federal and state laws/regulations and industry standards. The requirements are rationalized to a common set of integrated requirements with control definitions that will allow organizations to create a common control for multiple risk and compliance requirements. 

Our compliance assessment services help organizations achieve:

· Traceability – Controls are mapped to individual requirements (laws, standards and regulations), allowing a transparent and defendable approach to compliance

· Sustainability – The approach focuses on developing a framework that can support a year-on-year compliance initiatives

· A pragmatic and implementation oriented methodology for identifying and prioritizing compliance gaps

We also have experience in:

· Design and implementation of processes for identifying new/updated laws, regulations and common practices

· Integrating an organization’s IT compliance management activities into the overall operational risk management and/or internal audit and/or regulatory programs

· Reviewing the an organization’s policies and standards to determine if they sufficiently cover the applicable requirements from laws, regulations and industry standards

· Evaluating, on a periodic basis, the organization’s compliance with varied regulatory compliance requirements 

· Establishing a formal process for developing, implementing, and monitoring action plans to remediate gaps identified during various internal and external audits and other examinations

Our Forensic & Dispute Service professionals provide a wide range of forensic and investigative services to help our clients understand and analyze events or issues and address them. To find solutions that meet our clients’ requirements, we tailor our extensive service offerings to the individual circumstances at hand. A summary of selected forensic investigative services is provided below:

· Data Discovery: Deloitte Discovery is a continuum of discovery services − from readiness, to collection, processing, hosting, review and production. With powerful technology and processes, and the right people, Deloitte assists legal counsel in addressing the challenges of today’s complex litigation and investigation environment.

· Business Intelligence Services (Corporate intelligence): Deloitte’s Business Intelligence Services (BIS) practice looks for broad information regarding the background, integrity, and reputation of individuals and entities on a global basis in a variety of contexts including: Fraud Investigations, Investigative Analysis, Intellectual Property Investigations, Cyber-Smear, Asset Searching and Litigation Intelligence.

· Computer Forensic and Electronic Discovery: Our Analytic & Forensic Technology practice helps organizations to manage corporate investigations and litigation with significant forensic and electronic discovery requirements. This practice area has highly experienced professionals who use technologically advanced computer laboratories and cutting-edge software to offer new, innovative approaches to clients’ complex technology infrastructures. We provide consultative and investigative technology services ranging from litigation readiness through data collection, forensic investigation, electronic file processing, and hosting.

· Litigation support & subject matter specialist witness services: Our professionals assess potential risk and damages exposure to help clients manage their case strategies. We also perform financial analyses and develop credible damages theories and models for a variety of business dispute situations. Our professionals provide subject matter specialist testimony, act as neutral arbitrators and provide advice to parties involved in arbitration.

· Forensic Investigations: Using a variety of techniques, including, among others, reviewing documentation, interviewing, investigation, observing business processes, statistical analysis of transactions and the tracing of funds, Deloitte provides factual findings to complex accounting issues, and allegations of wrongdoing such as asset misappropriations and corruption.

Our Analytic & Forensic Technology (AFT) professionals possess a wide range of industry backgrounds and have years of continuous experience providing technology services to our clients. Deloitte Financial Advisory Services (FAS) practice has one of the largest group of EnCase certified computer forensic examiners, and we require certifications, or working towards completion of certifications, for our practitioners who participate in computer forensic and collection disciplines.

By utilizing sophisticated technology, tools and well-documented standard practices, Deloitte collects and preserves data in a forensically sound manner. We create and maintain chain of custody for evidence we handle.

Examples of some of the technologies we currently employ are:

· Forensic bit-stream imaging tools, such as EnCase (Forensic and Enterprise), FTK Imager, Linen, DD, and Helix

· Network collection tools, including EnCase Enterprise, F-Response, SafeCopy2, Kazeon, and Robocopy

· PDA/Phone collection utilities, including Paraben’s PDA Seizure and Device Seizure, Cellebrite, Bitpim and Fernico

· E-mail collection tools, such as ExMerge, Power Shell, Power Controls, Paraben’s Network E-mail Examiner, Kazeon, and Transcend Migrator

While it may be difficult to place a monetary value on an organization’s data, Deloitte believes it is one of the most valued assets associated within an organization. Deloitte takes a risk-based approach to guide the data quality activities. We use the applicable tools to help our clients manage data quality proactively, at or near the time of entry, rather than reactively when a problem is discovered. Our data quality assurance methodology also enables business and technology to actively participate in the data quality assurance activities.

Some of our sample service offerings include:

· Conducting a data quality risk assessment to identify the risks related to quality of data within an organization

· Helping organizations to setup corrective actions and remediation plans to address data quality defects identified

· Define, plan and implement multiple types of data quality initiatives including system implementation focused (ERP, CRM etc.), information management system focused (business intelligence/data warehouse solutions) and point data quality solutions.

· Design and implement a data conversion validation processes

We have over 300 professionals dedicated to serving clients in the areas of data quality assurance and improvement. Over 200 of those professionals are SAS certified and over 50 professionals are ACL certified. We have strong relationships and alliances with several industry leading data analytics technology vendors including (but not limited to):

· SAS - Analytics, Business Intelligence, Data Quality (Dataflux), and Data integration products

· ACL — Analysis and Continuous Controls Monitoring products

· Trillium — Data Quality 

· IBM — Information Server (Data Quality suite), Information Integration, and Business Intelligence products 

· IDEA

· Informatica

· Oversight

· SAP Business Objects 
Deloitte has performed thousands of assessments over the past decade.  A sample set of qualifications are summarized in the table below.

Qualification –  A Large State University
Project Summary:

Deloitte assisted the University by performing System-wide Security Assessments and Compliance Effectiveness Reviews of the 17 institutions and the University’s central Security Program. The primary objectives for the System-wide Information Security Assessments and Effectiveness Reviews include:

· Assess the University’s System Central Program based on State regulations and ISO 17799 (ISO 27002)

· Assess each University System Institution’s security profile using an integrated security framework that rationalizes required Federal regulations (e.g., HIPAA, FERPA), State laws, and industry standards (NIST 800-53, ISO27000)

· Conduct reviews against the Central Program requirements to determine the effectiveness of the Central Program's implementation at each institution

· Recommend initiatives and remediation plans to address identified control gaps and risks at the institutions, and strategic and actionable initiatives for the Board of Regents that will apply system-wide 

· Conduct ongoing knowledge transfer throughout the engagement to enable University System Security Team to maintain a consistent and sustainable program for conducting ongoing information security risk assessments

Deloitte provided detailed recommendations and developed roadmaps for each institution that will assist them in the development of a future state that implements leading practices in terms of design, quality, and effectiveness of deployment.

A customized and normalized framework of security controls was developed for University that included requirements and regulations such as HIPAA, NIST 800-53, ISO 27000, PCI and internal policies. Specific areas of focus included the following areas:

· CISO/ISO Placement

· CISO/ISO Authority

· Information Security Compliance Resources

· Information Security Reporting

· Information Security Culture

· Information Security Program

· Accountability

· Training

· Leading Practices

· Information Security State Visibility

· Pre-emptive Monitoring

· Breach Detection

· Incident Response

Qualification –  One of the Largest  Land Grant and Research University
Project Summary:

A Deloitte senior manager acted as the interim Chief Information Security Officer (CISO) for The State University which is one of the largest land grant and research universities with 60,000 students and 22,000 employees. Duties included:

· Management of security incidents, monitoring including forensic analysis

· Represented the IT security organization with other IT senior leaders and academic departments

· Led the maturity analysis of IT security including the development of a roadmap to achieve the goal state

· Managed the planning and execution of security initiatives including Data Leakage Protection (DLP) and Security Information Event Management (SIEM)

· Managed daily team activities including performance

· Hired and on-boarded two additional team members

· Development of status reports and presentations for the Board of Trustees

Qualification –   A Large State Agency 
Project Summary:

One of the largest state agencies and one of the largest state human service agencies in the nation. The department’s Internet and intranet applications serve to provide healthcare coverage, food stamps, cash assistance, WIC Program, School lunch and breakfast, child care, fuel assistance, and home & community based services. 

Deloitte works with state agency as part of a custom application development and maintenance project. For this project, Deloitte helps state agency manage and provide a successful information security program that includes the following security threads

1. Information security and privacy program development and monitoring

2. Identity and access management (IAM)

3. Risk assessment program

4. Vulnerability assessment and penetration testing

5. Data Privacy (data loss protection) initiatives

6. Regulatory compliance

7. IT Security Systems (Solutions) Support.

Deloitte has been associated with state agency’s Information Security and Privacy program since the early 2000s. We have summarized the activities performed below:

Information security and privacy program development and monitoring: Deloitte assists State Agency in development of an information security program through

· Develop and enhance State Agency’ security policy, standards and guidelines using leading security practices such as NIST standards

· Assist State Agency to prioritize information security and privacy initiatives as part of the annual scoping process

· Establish and monitor Key Performance Indicators (KPIs) from security and privacy domains of the department’s program

· Facilitate a monthly steering team meetings to review the KPIs and security initiatives

· Assist State Agency to monitor leading industry trends and evolving regulatory requirements for continuously enhancing the department’s program

· Assist State Agency in selection of security solutions for security and privacy initiatives.

Risk Assessment Program. Deloitte assisted Agency to create an Enterprise Security Risk Framework that supports an enterprise strategy for managing security risks. State Agency’s enterprise security risk framework rationalizes more than 147 different, authoritative sources and 3,426 individual requirements from State Agency’s standards, Commonwealth information security policies, and State and Federal regulations into 350 integrated security requirements. The risk framework enables State Agency to assess and prioritize security, privacy and compliance risks, and then identify the appropriate risk response strategy (such as reducing risk through controls and accepting risk) to sufficiently protect the enterprise. 

Deloitte assisted State Agency to identify and select a Commercially Off-the-shelf (COTS) Risk Management solution, RSA Archer, to help automate the State Agency Risk Framework. The automated tool is used to:

· Maintain the library of rationalized security and privacy requirements

· Develop risk profiles for critical assets

· Document technical controls and link them to authoritative sources

· Perform continuous risk and compliance monitoring and report assessment results 

· Monitor remediation activities to mitigate gaps and audit findings

Vulnerability Assessment and Penetration Testing. Deloitte assists State Agency to perform infrastructure and web application vulnerability assessments. Our activities includes: 

· Integrate vulnerability testing activities within Development and Component Integration Testing phases of software development life cycle (SDLC), to identify potential security vulnerabilities within the pre-deployment stages

· Perform baseline vulnerability testing against both intranet and public facing web applications & web services

· Perform vulnerability testing of each application release prior to deployment into higher environments in accordance to State Agency’s Web Application Security Scanning Policy 

· Conduct automated and manual web application vulnerability testing to identify vulnerabilities in component integration testing environment

· Conduct detailed manual vulnerability testing of the web application to identify vulnerabilities not normally identifiable by automated tools such as unauthorized access, privilege escalation, Cookie & session based attacks and parameter tampering

· Assist business owners to determine business impact and business risks of each identified vulnerability and formalize strategy to mitigate the vulnerabilities identified

· Work with application development teams as part of Design phase of SDLC to identify security impacts and help design appropriate mitigation controls

· Assist the agency in submission of Policy validation assessment/E-Commerce Security Assessment to address the Commonwealth Application Certification and Accreditation Policy. 

Data Privacy (Data Loss Protection) Initiatives. As part of the application development process, Deloitte documents and maintains an inventory of Personally Identifiable Information (PII) present in reports, correspondences, notices and mailing letters generated by State Agency’s applications. State Agency’s PII catalog helped improve response time for security incident reporting. The analysis of PII elements present in these documents, helped limit data displayed on documents generated the State Agency’s applications. In addition, Deloitte helped State Agency identify the drivers and create a business case for implementation of data loss prevention solutions.

Audit and Compliance. Deloitte works with State Agency to help assess and identify gaps to applicable regulatory and compliance requirements such as Internal Revenue Service (IRS) publication 1075, NIST Special Publication (SP) 800-53, Health Information Portability and Accountability Act (HIPAA) and Social Security Administration (SSA). Recently, we assisted State Agency prepare for an IRS onsite audit by conducting table top exercises with appropriate stakeholders to identify gaps to IRS 1075 requirements. Deloitte continues to help State Agency leverage RSA Archer implementation of the Security Risk Framework to perform periodic security risk assessments.

IT Security Systems (Solutions) Support. Deloitte assists State Agency to maintain the following security infrastructure and solutions:

· Identity and Access Management: Computer Associates (CA) Identity & Access Management Suite – CA SiteMinder, CA Identity Manager and CA Service Oriented Architecture (SOA) Security Manager, IBM Tivoli Identity Manager, Microsoft Active Directory and RadiantLogic RadiantOne Virtual Directory Server (VDS)

· Vulnerability Assessments and Penetration Testing: HP WebInspect and RSA enVision Security Information and Events Monitoring (SIEM)

· Risk Assessment Program: Archer and Security Risk Framework.
Qualification – Leading financial services company
Project Summary:

The client requested assistance from Deloitte to identify the current data protection risks within the organization and strengthen the company’s current posture with respect to security strategy, governance, processes, technology, training & awareness and physical security. 

Specific activities included:

· Assessing the current state

· Identifying gaps, developing a strategic two-year roadmap for remediation,

· Deploying a DLP solution,

· Developing a governance model, and providing training and awareness.

Qualification – Global insurance company
Project Summary:

Client identified a need to assess and understand risks associated with handling personally identifiable information (PII) that is collected, processed, and stored on behalf of its clients to address data privacy laws and regulations, while also meeting business requirements.  Deloitte was engaged to assist with development of the foundational aspects of its Global Privacy Program.

Deloitte assisted the client with the following tasks and activities:

· Identification of global privacy requirements and assessment of client’s current state

· Requirements analysis by rationalizing over 50 global regulations along with internal contracts and policies

· Assessment of the current state of client's privacy program

· Analysis of high-risk business processes to identify data flows, control requirements and potential gaps

· Conducted cross-border transfer mechanism strategy analysis

· Development of a strategic roadmap which will support and guide client as it begins to implement and monitor its privacy program

· Development of a privacy incident response strategy, procedure and supporting forms which were integrated with the existing computer security incident response process

This approach has allowed the client to move towards managing its privacy office in a programmatic and sustainable fashion. 

Qualification – Major Upstream Oil company
Project Summary:

The client is a major  upstream oil company and had the following requirements:

· Identify security risk for high value intellectual property

· Determine strategies to protect exposure to high value intellectual property

Deloitte assisted the client with the following tasks and activities:

· Conducted an information security risk assessment through a mapping of sensitive data across life cycle and determining risks to data

· Evaluated the data protection controls (using ISO 17799 (now 27002) as a starting framework

· Provided prioritized gaps and recommendations

· Worked with business process owners to determine remediation strategies based on cost vs. exposure

Qualification –  A Major American Defense Contractor and Industrial Corporation
Project Summary:

Deloitte Financial Advisory Service (FAS) practice has been retained since 2008 by the Corporation to provide forensic collection, evidence handling, and data processing, review hosting and document review services for non-classified matters. 

During that time Deloitte FAS has assisted The Corporation in the identification of relevant data, managed collection and chain of custody for over 15 terabytes of data across multiple matters. We managed the data processing, hosting and productions for these projects working efficiently with outside counsel and the Corporation to substantially reduce the review population through the application of culling techniques.


	b) Please identify if the Bidder has Patient Safety and Quality Improvement Act of 2005 Statute and Rule qualifications.  The Patient Safety and Quality Improvement Act of 2005 (PSQIA) establishes a voluntary reporting system designed to enhance the data available to assess and resolve patient safety and health care quality issues.  To encourage the reporting and analysis of medical errors, PSQIA provides Federal privilege and confidentiality protections for patient safety information, called patient safety work product.  PSQIA authorizes HHS to impose civil money penalties for violations of patient safety confidentiality.  PSQIA also authorizes the Agency for Healthcare Research and Quality (AHRQ) to list patient safety organizations (PSOs).  PSOs are the external experts that collect and review patient safety. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    


	B-4. b) ANSWER:

Deloitte has been serving the health care industry for more than a decade and understands the Patient Safety and Quality Improvement Act of 2005 Statue and Rule. We understand the anonymity and confidential requirements for reporting patient safety issues for the purposes of improving quality outcomes.

The foundation of our Compliance Management Framework is based on Deloitte’s proprietary Requirements Library. It is the product of years of investment and client projects designed to assist organizations with the assessment, implementation, and sustainment of risk and compliance management programs.  Deloitte’s Requirements Library has IT requirements from over 150 requirement sources from federal and state laws/regulations (e.g., HIPAA, GLBA, etc.) and industry standards (e.g., NIST 800-53, ISO 27001/02, PCI, etc.). The requirements are rationalized to a common set of integrated requirements with control definitions that will allow organizations to create a common control for multiple risk and compliance requirements. 

Our requirements library is flexible to accommodate changes to current laws/regulations or addition of new requirements such as the Patient Safety and Quality Improvement Act of 2005 Statue and Rule.


	c) Please identify if the Bidder has HIPAA SECURITY GUIDANCE qualifications.  HHS has developed guidance to assist HIPAA covered entities in complying with the risk analysis requirements of the Security Rule for entities handling health records.  http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf . Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-4. c) ANSWER:
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Deloitte makes significant investments in the healthcare industry so we remain an active participant in the debate. The Deloitte Center for Health Solutions (DCHS) is the health services research arm of Deloitte LLP. Our goal is to inform stakeholders in the health care system about emerging trends, challenges, and opportunities using rigorous research. Through our research, roundtables, and other forms of engagement, we seek to be a trusted source for relevant, timely, and reliable insights. 

DCHS produces research and other thought leadership that is objective, data-driven and embraces a diversity of viewpoints on trends and issues affecting U.S. health care.

Our research is focused in four major areas:

· Health policy and health reforms in the U.S. health care system

· Disruptive innovations that result in innovative solutions to improve efficiency and effectiveness

· Consumerism, incorporating how end users of health goods and services think and behave

· Incentive alignment, examining how incentive structures are shifting in the U.S. health system

[image: image47.emf]Did you know

Deloitte has extensive experience in assisting our clients with evaluating their information security programs against many aspects of regulatory compliance, business objectives, and industry standards/benchmarking.  Deloitte has assisted over 40 (forty) healthcare clients over the past twelve (12) months with understanding risk as it relates to compliance with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) privacy and security provisions and the Health Information Technology for Economic and Clinical Health Act (‘HITECH Act”) within their organizations.

We are the recognized leader in professional services across the health sector including health providers, managed care, life sciences, academic healthcare, and government health. We were recently recognized by Kennedy Information as having the largest health consulting practice in total, as well as the largest individual practice in each of the four sectors. This recognition and market achievements are a testament to the quality of our services, as well as the depth of our experience across these sectors.

Because of the depth and breadth of our healthcare practice, we have significant experience working with both non-profit and for profit leading health systems, physicians, managed care payers, pharmaceutical, medical device companies and diagnostic, /testing companies.

Our clients include:

· 10 of the 10 largest Health Care Systems (as ranked by Modern Healthcare)

· 8 of the 10 largest For-Profit Health Care Systems (as ranked by Modern Healthcare)

· 8 of the 10 largest Secular Not-for-Profit Health Care Systems (as ranked by Modern Healthcare)

· 10 of the 10 largest Catholic Health Care Systems (as ranked by Modern Healthcare)

· 8 of the 10 largest Non-Catholic Health Care Systems (as ranked by Modern Healthcare)

· 60% of the top Pediatric Hospitals (as ranked by U.S. News & World Report)

· Over 70% of the Major Teaching Hospitals (as ranked by Thomson Reuters Top 100 list)

· Nearly 80% of Fortune 1000 Life Sciences and Health Care companies

· Nearly 90% of the largest Managed Care Organizations (as ranked by AIS's Directory of Health Plans)

· Nearly 90% of Managed Care Organizations (as ranked by HealthLeaders — Interstudy)

· 75% of the nation's Blue Cross Blue Shield Plans

· 15 of the 15 largest Pharmaceutical Manufacturers (as ranked by MedAd News)

· 10 of the 10 largest Medical Equipment Manufacturers (as ranked by Medical Product Outsourcing)

A sample set of qualifications are provided below. 
Large Healthcare System focused on Healthcare, Research, and Education based in New York
Services provided
Deloitte was engaged to perform an HIPAA/HITECH Security and Privacy assessment related to 45 CFR 164.308 Meaningful Use Stage 1 with focus on the following:

· Evaluated their overall Information Program and Strategy
· Evaluated several Electronic Health Record (EHR) applications and business processes involved in the handling of Protected Health Information (PHI) against HIPAA Security and Privacy, HITECH, and HITRUST

· Provided a gap analysis and identified areas for improvement

· Identified recommended remediation actions and developed a remediation roadmap aligned to the client’s business objectives and information security strategy

Large Health Plan/Blues Organizations
Services provided
To assist the Large Health Plan, Deloitte conducted a HITRUST readiness assessment.  This included the following:

· Working with the Plan to scope the assessment and select the appropriate business process, applications and infrastructure for the assessment including completing the HITRUST scoping document

· Identifying stakeholders for each of the HITRUST domains and conduct interviews and process and policy documentation review

· Identify their current it controls in place as it relates to the HITRUST implementation guidance and domains for all HITRUST levels (Level 1, Level 2, Level 3)

· Identify the gaps in the current control process and current controls for each of the HITRUST controls

· Develop remediation plans that would address control gaps as it relates to the HITRUST implementation guidance

· Developing detailed Corrective Action Plans and reviewing with the key stakeholders

· Developing a plan with the key stakeholders to address identified gaps

· Developed executive dashboards and key metrics for monitoring overall remediation status

Large Healthcare System focused on Healthcare, Research, and Education based in Connecticut
Services provided
Deloitte was engaged to perform an Information Security Program assessment with focus on the following:

· Evaluated the client’s current information security program governance & management, organizational structure, and security and risk management capabilities

· Determined the overall maturity of the Information Security Program

· Identified potential gaps that may limit the client’s ability to effectively govern and deploy information security and data protection practices

· Developed prioritized recommendations to assist the client in addressing identified gaps and objectives.


	d) Please identify if the Bidder has any of the following certifications. Identify how long the Bidder has had the qualification and the extent of expertise and experience in this area.  
1) Certified Information Privacy Professional (CIPP) by International Association Of Privacy Professionals (IAPP) is a privacy and data protection certification in compliance within the US. IAPP provide other certifications as well.

2) Certified Information Privacy Professional/Information Technology (CIPP/IT)
Certified Information Privacy Professional/Government (CIPP/G) 

3) Certified Information Security Auditor (CISA) is a professional IT security certification governed by ISACA. CISA is suited for IT security auditors, or anyone who has an interest in this area. 

4) Certified Information Security Manager (CISM) by ISACA is aimed towards security professionals with IT Security management responsibilities. 

5) Certified in the Governance of Enterprise IT (CGEIT)
Certified in Risk and Information Systems Control (CRISC)

6) Certified Information System Security Professional (CISSP) certification by ISC2 is a globally recognized standard of achievement. CISSP is a senior certification for IT professionals throughout the world. 

7) ACA International (Association of Credit and Collection Professionals);

8) FISMA, Federal Information Security Management Act (FISMA);

9) SAS-70 Audit documenting control objectives and control activities examined by an independent accounting and auditing firm)

10) other awards or professional affiliations that demonstrate qualifications to provide Contract services.

	B-4.  d) ANSWER:

Deloitte has:

· More than 2,000 Certified Information Security Auditors and Certified Information Security Mangers (CISA/CISM)

· One of the largest pools of CISSPs and CIPPs among professionals services firms in United States

· More than 1,000 Certified Information System Security Professionals (CISSP)

· More than 150 Certified Information Privacy Professionals (CIPP)

· Over 1,000 PMP certified resources

· Numerous awards and accolades as evidence of its leadership in the market



	e) Please identify any other Non-PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide data management, security, compliance and other data security audit services. Bidders must provide a detailed explanation of the experience, types of projects that have been performed and any additional details supporting a significant level of expertise in auditing compliance and security protocols for other types of information and data management systems to protect personally identifiable information and other sensitive data.  

	B-4.  e) ANSWER: 

In addition the services described in section B.4.a, Deloitte has experience and qualifications delivering the following services which we believe will benefit the Commonwealth to achieve its objectives:

1. Cyber Threat Diagnostics

A description of each service along with our experience and qualifications is provided below:
Cyber Threat Diagnostics

Description

Deloitte’s approach for detecting advanced persistent threats is based on a demonstrated methodology that leverages cyber intelligence fusion techniques and data sources. The methodology has been used effectively to identify hundreds of active threats that traditional information security controls failed to detect. Deloitte has a Cyber Threat Management (CTM) practice that focuses on developing and refining detection techniques using our continued effort to research and understand how cyber criminals are able to bypass traditional information security controls. We take a holistic view of the changing threat landscape that covers several focus areas including how the underground economy is organized, cyber-criminal tools and techniques, threat vector assessments, residual risks, emerging cyber threats, and threat agents.   Our view of the cyber threat landscape is summarized in the following diagram.
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Figure 5: Deloitte’s Cyber Threat Landscape

Our Experience 

Our practitioners have industry operational-level experience supporting and defending multi-platform, enterprise global networks. They specialize in network and computer forensic level analysis of emerging threats, and also have a demonstrated track record developing custom automation solutions required for detecting and analyzing advanced exploits and Cyber Criminal attack techniques. The following figure highlights our skills.
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Figure 6: Cyber Threat Intelligence Practice Skills

Our methodologies are based on collecting, enriching, and correlating network behavior intelligence, security event logs, technology configuration files, and computer forensic data in order to identify and detect evidence of miscreant activities. Not only can our cyber intelligence data be used to identify advanced persistent threats, but it also can be used to make better decisions in areas such as user authentication, human resources, vendor management, and technology acquisition.    Our cyber intelligence collection methodology is depicted in the following diagram.
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Figure 7: Deloitte’s Cyber Intelligence Collection Methodology

Our practice continues to research and identify new cyber threat intelligence sources that are added to our intelligence collection engines and industry specific use case scenarios as the threat landscape changes. As of October 2010, we have identified and referenced over 300 different sources for cyber threat information. This information is categorized into 16 different intelligence source classifications as shown in the following diagram.
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Figure 8: Intelligence Source Classifications

Deloitte’s CTM practice utilizes a set of 20+ focused diagnostic methodologies that have been developed to collect internal and external intelligence that can be used to help identify exploits and miscreant activities that are operating “under the radar”.
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Figure 9: Deloitte's Cyber Threat Intelligence Diagnostic & Assessment Coverage

	f) Qualifications to provide robust Reporting Requirements, Results and Analysis for Non-PCI Compliance Audits.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities for a Non-PCI related audit.  

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of an engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.   

3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their non-PCI Security compliance needs (particularly application reviews, internal protocols, Vulnerability, Scans, and Penetration tests).

4. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

5. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

6. Describe any other relevant information detailing reporting options and recommendations for non-PCI related engagements.  

7. List the titles of available sample reports and Attach samples of available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)



	B-4. f) ANSWER:

Deloitte’s reporting framework provides audience-specific reporting that provides a summary of compliance-related issues and the actions underway to remediate them. The framework supports reports that can be generated at multiple levels to suit the needs of individual engagements. Typically reports can be generated at the following levels based on the requirements of each engagement:

1. Executive Reporting

2. Technical Reporting

3. Automated Tool Reporting

4. Status Reporting
The reports shown below are illustrative only. The actual reports will vary be based on the individual projects contracted by the Commonwealth and the scope and deliverables specifically negotiated within those contracts.
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Figure 10: Deloitte Reporting Framework

The following types of reports are typically produced during the course of an assessment engagement that aligns with our reporting framework:

Report Type

Description

Compliance Dashboard
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The compliance dashboard provides a single snapshot of compliance across the business units. It also helps business owners to make risk based decisions. Sample risk indicators combined with a dashboard monitoring capability provide management visibility into how compliance is being addressed in the organization’s daily operations.

Security and privacy compliance report
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Security and privacy compliance report provides an aggregated view of various functional risk areas across the organization. This report assists executive management with identifying areas which may need immediate attention.

Detailed Assessment Report
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Detailed assessment report provides risk scores based on each functional risk areas. This allows organizations to identify areas that need immediate attention versus areas that have requisite controls. As an illustration, the picture on the left shows the risk scores of an organization within the functional risk area of “Human Resources Security” which is further divided into “Prior to Employment” and “During Employment”, etc., and risk scores are assigned to each of these areas.  

Compliance review report
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Compliance review report lists key observations from compliance reviews and also the maturity rating of the current capabilities within the organization. 

Action Plans
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The action plan lists various compliance gaps of the organization and specific initiatives recommended to remediate them. The report can be organized by functional risk areas or applicable laws and regulations. The action plan also contains milestones, owner information, tasks, status and communication triggers.

Status Report
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Status reporting will be completed on a bi-weekly basis. The content of the status report include activities completed this period; activities planned but not completed this period; activities planned for next period; risks and issues requiring management attention; deliverables completion status; and project schedule analysis. Additionally, these status reports identify upcoming meetings and needs for participation by client stakeholders.



	B-5.  BIDDER SECURITY AND PRIVACY QUALIFICATIONS.  

a) Describe in detail the security that you have in place to safeguard the confidentiality of Commonwealth data and systems that may be accessed during performance.  With certain merchant Departments, access to data and systems is restricted by state and federal law.  Personnel conducting performance may be required to sign confidentiality agreements and undergo a CORI Criminal Offender Report.
b) Describe in detail the ability to communicate, send files, and download files, etc. from the Internet at all times in a secure manner.

c) Identify resources that Bidder has to ensure adequate security of its own employees’ conduct and behavior while working with Commonwealth Eligible and Entity information and systems and at Commonwealth locations.

d) The Bidder must describe their procedures for informing a client when the client’s data has been, or may have been, inadvertently disclosed/compromised and its data breach support protocols. 

e) Describe the Bidder’s Disaster Recovery Capabilities.

f) Describe in detail any other Security and Privacy standards and protocols that support the services under this Statewide Contract and Eligible Entity compliance with G.L. c. 93H and G.L. c. 93I and other data security requirements.  



	B-5. ANSWER:

a) Describe in detail the security that you have in place to safeguard the confidentiality of Commonwealth data and systems that may be accessed during performance.  With certain merchant Departments, access to data and systems is restricted by state and federal law.  Personnel conducting performance may be required to sign confidentiality agreements and undergo a CORI Criminal Offender Report.

Deloitte has endeavored to design and implement an Information Technology (“IT”) infrastructure that is generally aligned with industry standards. The security boundary of the IT infrastructure includes Deloitte-issued laptops, as well as back-end services, such as document collaboration, email, and backup systems. The IT infrastructure security controls and associated information security processes were developed to protect confidential information while making it available in appropriate circumstances.
Deloitte maintains an information security program which includes policies, standards, and procedures. This program is informed by several industry guidelines and industry leading practices including ISO27000, COBIT, ITIL, and the BITS Financial Institution Shared Assessment Program.  Deloitte’s CIO is responsible for this program.

Deloitte’s IT leaders meet on a regular basis to consider strategic and tactical direction for the information security policies, standards, and procedures.  

Information security policies are drafted with input from internal information security resources and are based upon industry leading practices. The drafts are reviewed and approved by Deloitte’s Information Security, Risk & Compliance (IRC) leadership, Office of General Counsel, and the CIO. Once approved, the policies are published on Deloitte’s intranet and communicated to all personnel.        

All individuals who have access to Deloitte’s intranet are presented with an information security policy awareness statement three times each year, which they are required to acknowledge.
b) Describe in detail the ability to communicate, send files, download files, etc. from the Internet at all times in a secure manner.

Deloitte Internet mail gateways are configured to attempt to transmit all email in an encrypted manner if the recipient of the transmission can support such encryption methodology. Opportunistic Transport Layer Security (TLS) is enabled on the Deloitte e-mail gateways. If TLS is enabled on the recipient email gateway, the email will be encrypted between the gateways. This encryption method is Federal Information Processing Standard (FIPS) 140-2 compliant.

Secure File Transfer Protocol (SFTP) is an available option for the transfer of client data. SFTP securely encrypts and compresses files during transmission. This encryption method is FIPS 140-2 compliant.
c) Identify resources that Bidder has to ensure adequate security of its own employees’ conduct and behavior while working with Commonwealth Eligible and Entity information and systems and at Commonwealth locations.

Upon hire, all personnel agree to comply with Deloitte’s policies, including those relating to confidentiality and privacy. In addition, all Deloitte personnel are required to complete security awareness training during the new hire on-boarding process.
Background Checks for Personnel

Deloitte generally requires that background investigations be conducted for all personnel at the time that they join Deloitte. Potential issues that are identified in the background investigations are reviewed to determine if they are job related or pose a risk to Deloitte, its personnel, or clients.  The type of background investigation performed depends on whether the individual joining Deloitte is a partner, principal, or employee, and the level of the employee. While background investigations were not always performed on Deloitte’s personnel and may not always have covered the same information, all background investigations of Deloitte’s personnel in the U.S. currently include the following, at a minimum: 

· Social Security Number verification: confirms a valid number and that it belongs to the individual 

· Felony and misdemeanor conviction searches: searches for felony and misdemeanor convictions are performed for the last five years at the following levels: federal, state (where available and reasonable) and counties of residence, work, and school 

· Education confirmation: all education beyond high school confirmed

· Employment confirmation: all professional employment in the last five years is confirmed -- minimum of dates of employment and position held, and an attempt is made to obtain rehire status, reason for leaving, and salary

· Securities and Exchange Commission (SEC) search, Office of Foreign Assets Control (OFAC) search (suspected drug dealers, money launderers, terrorists), General Services Administration (GSA) search (barred from working on or receiving government contracts), Food and Drug Administration (FDA) search (barred from working at or being associated with pharmaceutical companies), Federal Bureau of Investigation (FBI) Most Wanted search, European Union (EU) Terrorist Watch List search, and Interpol Watch List search 

· Professional licenses confirmation and searches: confirm professional licenses and search for any professional sanctions or disciplinary actions
d) The Bidder must describe their procedures for informing a client when the client’s data has been, or may have been, inadvertently disclosed/compromised and its data breach support protocols.

Deloitte has built an integrated incident response team that brings together the appropriate subject matter specialists from various disciplines to address each specific incident.  The Security Incident Response Procedures (“ SIR Procedures”) describe how various types of incidents are handled.  The SIR Procedures identify resources and communications that will take place based on various incident types.  The SIR Procedures identify to whom suspected incidents should be reported and describe the escalation path from the entry point in the process.  Security awareness training is in place to make Deloitte personnel aware of their responsibilities concerning security incidents.  Each incident is logged and the relevant facts are captured.  When necessary, data related to the incident is maintained in a forensically sound manner and appropriate chain of custody is documented.

The incident response team has a variety of tools available to assist them in the analysis of incidents.  These include standard security tools from software and hardware providers as well as commercial forensic tools specifically targeted for such matters.

The SIR Procedures are executed periodically so the teams remain prepared for response should the need arise.  At the completion of each significant incident, a post incident review is conducted to identify areas for improvement as well as areas that went well. These findings are used to adjust and improve the SIR Procedures.  

e) Describe the Bidder’s Disaster Recovery Capabilities.

Business Continuity and Disaster Recovery

While the goal of the overall security program is to reduce the likelihood of a disruption, Deloitte has developed and implemented a Disaster Recovery / Business Continuity Program that enables the recovery of the IT infrastructure used to provide IT Services so that the end-to-end business process can continue should a disruption occur.  Deloitte’s program includes the following basic activities:

· Prioritizing the activities to be recovered by conducting a Business Impact Analysis

· Performing a risk assessment for each of the IT services to identify the assets, threats, vulnerabilities and countermeasures for each IT service

· Evaluating the options for recovery; producing a contingency plan; and testing, reviewing, and revising that contingency plan on a regular basis.

These activities are documented and referred to by Deloitte as a Business Continuity Plans (BCP). The BCP contains emergency response procedures that go into effect within a reasonable period of time following the occurrence of a disaster or other unplanned interruption, including assessing the well-being of personnel, providing for the continuity of essential business functions, and utilizing recovery procedures for critical business processes. 

A BCP is provided for IT services which include technical and business contact call lists as well as notification and escalation procedures. Data flow diagrams and third party information may also be included. Recovery Time Objectives are identified and documented in each BCP. BCPs are subject to a review every 12 months and are tested every within 24 months.  Test scenarios may include the unavailability of technology, critical staff or both. Test results are reviewed and recorded.  In the event of a pandemic, there are plans that address the unavailability of critical staffing levels for IT staff as well as Deloitte’s vendor relationships.

One objective of the BCP is to have business technology resources (such as WAN, LAN, e-mail and servers) available at non-affected sites so that normal business functions can continue when an unplanned interruption does occur and that these same resources can be restored within a reasonable period of time at the site of the interruption.  Because certain application data may reside on servers located at remote Deloitte offices (“local servers”), most local servers are backed up on a daily basis to a primary data center. A copy of the backup data is kept on-line, on-site in the secure data center.  For offices that still have local backups, the local backup copy is kept on-line in that office in a secure location.  In both cases, a copy of the backup data is encrypted and copied to media that is moved off site to a storage facility owned and operated by a vendor whose primary business is providing off-site storage and retrieval for backup media.

If a remote office server was unavailable due to an unplanned interruption, the backup data would be restored from the local media to a server providing users access to the application data. Restoration to an alternate local server generally would be within 24 to 48 hours. For offices that store backup data in the primary data center, the data is restored at the primary data center and then shipped to the remote office while a local server with a local backup might be restored to a local server.

In some cases application data may also reside on end users laptop computer, which are also used to access data stored on the local servers. When connected to a local server, laptops are backed up on a regular basis to an off-site storage facility. Restoration of application data on a laptop generally would be within 24 hours or less. 

In summary, Deloitte has a Disaster Recovery / Business Continuity Program that provides emergency response procedures for the continuity of essential business functions, and recovery procedures for critical business processes within a reasonable period of time following the occurrence of a disaster or other unplanned interruptions.
Pandemic Planning

As described above, Deloitte takes disaster and contingency planning very seriously, including planning for a possible flu pandemic. The planning undertaken by Deloitte to address a possible flu pandemic involves endeavoring to maintain the continuity of essential business functions, and current plans address, specifically, issues such as technology, communications, travel, resource allocation, and alternate work sites. Deloitte’s ongoing planning encompasses the following areas:

· Communications 

· Client Service 

· Office Services/Operations/Facilities 

· Human Resources and Benefits 

· Information Technology 

· Procurement and travel 

· Finance 

· Risk Management 

In that regard, the following is a brief summary of some specific activities completed or currently underway:

· A Pandemic Response Committee was established to monitor potential pandemic flu developments and Deloitte’s planning. 

· Specific action steps and activities were identified in the various areas listed above, and more detailed action plans were developed. 

· Deloitte initiated pandemic awareness education for its personnel, including training for local, regional, and national leadership teams. 

· Deloitte has ongoing communications with Deloitte Touche Tohmatsu Limited’s Global Security Office, which is monitoring developments in countries outside of the U.S.  

· Deloitte is working with outside advisors who are recognized in the field of infectious diseases and, specifically, for their knowledge regarding the possible effects of a flu pandemic. 

Deloitte believes that communications with its personnel and clients will be important in the event of a flu pandemic. In that regard, planning activities provide for targeted and general communications within the Deloitte organization, as well as with vendors, clients, and governmental agencies. 

Deloitte anticipates that the planning process and its activities will continue to evolve. Deloitte will continue to monitor information and news sources regarding current threats, including the progression of human infections, and, as the circumstances and facts warrant, Deloitte expects to adjust its plans as it believes appropriate. Accordingly, there will not be a “final” plan, but rather a plan that can be adjusted to the extent warranted. In that regard, a Pandemic Planning Council has been established to periodically review and recommend updates to Deloitte’s plans. Deloitte has teams in place that are ready to respond to such threats and to implement plans should the situation warrant.
Limits to BCP and Pandemic Planning

Due to the significant uncertainties associated with a possible flu pandemic or other disaster, Deloitte can make no representations or warranties, nor can Deloitte provide any assurances, that its plans will be adequate to respond to any possible consequences, or that the plans of any third parties to deal with a possible flu pandemic or other disaster are or will be sufficient to address any situations or problems that might arise during a pandemic or other disaster. Deloitte’s objective is to prepare for a possible flu pandemic or other disaster based on the information and data that it has at this time, and to possibly modify those plans as it believes conditions or facts may warrant.  

Every organization needs to develop its own preparedness plan based on its specific circumstances, business functions, and operational factors. Consequently, a plan developed for one function or business cannot be expected to address the potential issues that may be faced by another business enterprise. Business continuity plans and documentation contain information about Deloitte that is proprietary. Accordingly, Deloitte cannot provide third parties with copies of such plans or documentation.
f) Describe in detail any other Security and Privacy standards and protocols that support the services under this Statewide Contract and Eligible Entity compliance with G.L. c. 93H and G.L. c. 93I and other data security requirements.  

Apart from the areas described above, Deloitte’s information security program covers the following:

Access Control

Access to Deloitte information contained on Deloitte IT systems is granted on a need to know basis and must be approved by the Deloitte data owner. 

Vendor access is requested via a formal procedure that involves Deloitte’s Talent and IT Infrastructure groups. Upon approval, the vendor user accounts are created in a controlled domain organizational unit giving access necessary to perform their defined duties. The remote access method is provided via a SSL VPN solution with account activity being logged to Deloitte’s logging/alerting infrastructure. Depending on the level and type of maintenance required, the SSL VPN solution would provide a virtual session or web interface into the needed application(s).

Contractor access is granted on a temporary basis requiring regular renewal approval by management. 

Privileged user accounts to Deloitte IT systems are established and administered in accordance with a role-based access scheme that organizes system and network privileges into roles (e.g., key management, network, system administration, database administration, web administration). 

Identification and Authentication

All users must authenticate to the Deloitte network using a unique user ID and a strong password prior to gaining access to the information system. 

Deloitte strong passwords contain the following characteristics: 

· At least seven characters in length 

· Not be any of 10 previous passwords 

· Expire every 90 days

· Contain at least three of the following four classes: 

· English uppercase letters (A,B,C,…) 

· English lowercase letters (a,b,c,…) 

· Westernized Arabic numerals (0,1,2,…) 

· Non-alphanumeric (special) characters (#, &, !, %,@,?,*, et al.)
Asset Management

Deloitte has a technology asset team that follows approved processes for asset management. There are tools and controls in place that manage all hardware and software assets which are reviewed on an annual basis. Deloitte has policies and procedures in place to manage licensed software and deter unapproved software from being loaded. A software and hardware inventory system is maintained, which identifies hardware and software components used within the information systems. Multiple controls are used to manage the configuration baselines. These controls are supported by automated tools that provide configuration and inventory information on a continuous basis specific to configuration compliance, vulnerabilities, inventory by IP/device name and operational status.
Awareness and Training

Deloitte has implemented training and awareness programs for its personnel related to information security policies, privacy policies, and information protection standards. All Deloitte personnel are required to complete information security awareness training during the new hire on-boarding process.
All Deloitte personnel are also required to complete a privacy training course.
Deloitte has a dedicated security awareness committee. The committee is responsible for developing ideas to enhance Deloitte’s awareness of security risks and issues through policy development and training. The committee is comprised of delegates from Deloitte’s IRC, National Office of Security, National Office of Privacy, Federal Security, Talent, and Office of General Counsel, who regularly meet to discuss new or recurring security issues, devise strategies and implementation plans, and provide progress reports on existing projects.

System Security 

System and Communications Protection

An intrusion detection/prevention system (“IPS/IDS”) is employed at the point of entry to the Deloitte network environment. The logs for the IPS/IDS, firewall, and VPN are sent to a log aggregator. Access control lists are placed on firewalls controlling the inbound and outbound flow of traffic. Traffic is denied by protocol unless approved by the gateway protocols as configured and approved by the Deloitte security team. DMZ and trusted zones are used to segment traffic to areas that are protected in accordance with the accepted risk.

System and Information Integrity

Firewall, IPS/IDS, and VPN audit logs are sent to the log aggregator, which checks for abnormal activity and anomalous behavior, which would trigger an information security review.  Hardware and software checks are done by automated tools with identified alert levels that trigger a notification to the system administrators in case of a system flaw. Anti-virus is managed by enterprise policy and distributed by a server located in the environment. Anti-virus is configured to scan external devices attached to the information system as well as email traffic.  

System & Data Back-up

Deloitte systems are backed up daily with incremental hourly backups. Deloitte laptops are scheduled for daily backup. If a backup is interrupted for any reason, it will resume where it left off the next time the laptop connects to the internet. Two iterations of data are retained as back up, one onsite and one offsite. A reputable vendor is utilized for offsite backup storage and disposal. All backup media is encrypted prior to shipment to the vendor and a controlled process exists for turnover. The vendor is subject to obligations of confidentiality. The vendor has security practices in place and uses a tracking application for all media it handles on Deloitte’s behalf. Deloitte is provided with reports of the media status. The vendor stores the media in a secure, environmentally controlled storage facility. 

Information Systems Acquisition, Development and Maintenance

Security Planning

The information security plan is reviewed and updated annually: the rules of behavior and security operating procedures are reviewed and updated annually.  

Acquisition of System and Services 

Acquisition of systems and services does not occur until the IRC has reviewed the product/service to determine whether it meets guidelines in regards to security and encryption. Software installation requests are submitted for risk assessment and approval. Software is not implemented unless it meets applicable Information Technology Security (ITS) standards. There is a Change Control Board that discusses any additions that may affect the security posture of the environment.   

Application Development 

Deloitte follows secure coding industry leading practices during the system development lifecycle. Deloitte’s applications undergo security reviews and vulnerability scans prior to being placed in production.

Change Control

Deloitte has a change management process in place. Proposed changes are submitted, tested, and reviewed during regularly scheduled meetings. Approved changes are tested and vulnerability scans are performed prior to deployment. Deployment windows are scheduled. Back out plans are in place should they be needed.

Maintenance

Deloitte ITS performs software and hardware maintenance on Deloitte’s environment servers.  Information system backups are performed daily.  Performance reports are initiated via automated tools which specify certain levels of performance to trigger the report (i.e., % of CPU processor utilization, etc.).
Third party contractor maintenance personnel must be approved prior to receiving access to the information system servers. Third party maintenance personnel are escorted into the facility and accompanied during the period of access. A log is maintained which documents the name, date, length of time, justification, and escort name for each maintenance personnel who is granted access to the information system(s).
Physical and Environmental Security

Only authorized personnel with a Deloitte electronic badge are granted access to Deloitte’s facilities. Deloitte data centers are further restricted to only those personnel with the need to access restricted areas.  Procedures exist for controlling visitor access and maintaining a detailed log of all visitors to the computing facility. Data centers have the following physical protection measures: security guards, man-trap rotating door to be electronically opened by an authorized electronic Deloitte badge, video cameras, sign-in and sign-out sheets. 

The electricity, water, and temperature controls are all pre-approved for use by the facilities administrator in the data centers. Each utility has a control in place to monitor its usage and to notify an administrator in case of failure. Automatic emergency lighting is installed in areas necessary to maintain personnel safety.  

Emergency exits are located in various places in the data centers. Automatic fire suppression systems have been installed to protect the data centers; type is pre-action hydraulic, and detection method is temperature. Master water shut off valves are present. Temperature and humidity controls have been implemented to protect against temperature fluctuations in all areas of the data centers containing IT equipment.
Vendor Assessment Process 

The Vendor Assessment process is designed to reduce vendor-related risk by:

· Building a repository of acceptable vendors

· Assessing the vendor security posture

· Tracking identified remediation of issues 

· Reviewing and assisting with the negotiation of variances to our standard security language in contracts with vendors
Privacy Program

Background

Deloitte has designed and developed an organization-wide privacy program (the “Privacy Program”) to address potential privacy risks and has taken the following steps to implement the Privacy Program:

· Deloitte created a National Office of Privacy to manage the Privacy Program and appointed a Chief Privacy Officer to lead the Privacy Program.

· Deloitte adopted a Privacy Policy and guidelines.

· Mandatory online training and communications were developed and deployed to educate Deloitte personnel regarding the Privacy Program and Privacy Policy.

· Deloitte put a process in place to verify, on an annual basis, adherence to the Safe Harbor Agreement between the U.S. Department of Commerce and the European Commission with respect to personally identifiable information that is transferred from the European Economic Area to the United States within the scope of Deloitte's Safe Harbor certification.
Description of the Privacy Program

· The National Office of Privacy is responsible for the overall management of the Privacy Program. Included in its roles are: 

· development and maintenance of the Privacy Policy and guidelines; 

· management of an incident response process; 

· development and presentation of online and instructor-led privacy training; 

· creation and deployment of an ongoing communication program to raise the awareness of privacy issues; 

· management of activities that support the annual recertification of compliance with the Safe Harbor principles; and 

· coordination with Deloitte’s IT leadership to identify and deploy technologies that support the Privacy Program.

· A Privacy Advisory Council, consisting of Privacy Liaisons from 15 business areas of Deloitte, was created to provide advice and guidance to the Chief Privacy Officer and the National Office of Privacy. 

· An ongoing process is in place to monitor, assess, and address the Privacy Program. In addition, an annual review of the Privacy Program is made to determine that requisite resources have been allocated to the Privacy Program.
Compliance

System Audit and Accountability

Audit records are created to monitor:
· anti-virus services

· intrusion prevention services

· remote access services, web proxy services

· domain authentication

· router events

· firewall events, VPN access

· application logs 

Audit records are maintained to support analysis and investigations. Logs are maintained based on file size and the retention time may vary. Logs are also maintained based on regulatory requirements. 

Audit record content includes: (i) date and time of the event; (ii) the component of the information system (e.g., software component, hardware component) where the event occurred; (iii) type of event; (iv) unique user/subject identity; and (v) the outcome (success or failure) of the event. 

System Audits

Internal security control reviews are performed periodically based on the business impact of the systems. Deloitte’s internal audit team performs audits on various aspects of Deloitte’s systems, processes, and policies. 

Application Configuration Management

Software baseline configurations are created in accordance with Deloitte policies and standards. Software is tested against the baseline requirements prior to being placed in the production environment. Continued monitoring is conducted while in operation.  

Wireless Access

Deloitte supports an internal wireless network within the organization. A wireless security policy is in place. Only Deloitte approved access points will be connected to Deloitte's network. 

· For wireless access to Deloitte's networks, personnel are required to use Wi-Fi Protected Access (WPA2 or stronger protection) where it is available. 

· For the convenience of visitors, clients, or guests, a wireless network providing controlled access to the Internet may be made available in Deloitte's facilities.

Data Protection

PII

Deloitte personnel receive training covering the proper handling of personally identifiable information (“PII”). In the instances in which Deloitte may transmit client PII outside of the Deloitte environment, Deloitte requires its personnel to transmit the data in an encrypted format (i.e., encrypted emails, encrypted file transfers, encrypted USB drives, and encrypted CDs/DVDs). 

Media Protection

Secure printing is available at multiple locations within each Deloitte office. Deloitte issued USB drives to its personnel that meet the encryption standards outlined in Federal Information Processing Standard (FIPS) 140-2. In addition, software has been deployed to Deloitte personnel as part of the standard tool set that allows the creation of encrypted CDs (FIPS 140-2 compliant) and encrypted WinZip files (FIPS 140-2 compliant). 

Laptops are encrypted and are required to be secured at all times. Physical access to servers is restricted to authorized parties. Magnetic drives are wiped/over-written with a minimum of three passes with a Department of Defense approved tool prior to being released for re-use and disposal.

Deloitte has employed two methods of PDA protection: 1) forced access PINs; and 2) remote wipe (through vendor).

Data Destruction

Policies and practices are in place with regard to the destruction of confidential information and PII and vary depending on type of media. For example, hard disks, CD/DVD, USB drives are required to be wiped using a Department of Defense approved disk cleaning tool, while tapes are required to be destroyed at end of life. Paper is required to be shredded.
Encryption

Whole-disk encryption has been deployed on Deloitte- issued laptops. Deloitte has deployed encryption with 128-bit Advanced Encryption Standard (“AES”) algorithm together with a secondary 128-bit Diffuser algorithm, creating the equivalent of a 256-bit key encryption solution. 

Deloitte has deployed encrypted USB drives intended for use in transporting sensitive data. This encryption method is FIPS 140-2 compliant.

Software is installed on Deloitte-issued laptops for the creation of encrypted CDs. This encryption method is FIPS 140-2 compliant.

WinZip is installed on Deloitte-issued laptop. This encryption method is FIPS 197 compliant.

Records Management

Deloitte maintains and retains records in accordance with applicable legal and regulatory requirements and professional standards.


	B-6.  QUALIFICATIONS - KEY PERSONNEL ASSIGNED TO CONTRACT.  Key personnel include principals/partners, managers, and onsite supervisors; all other staff are consid​ered non-key personnel.  The Bidder must certify that all named key personnel in the Response are the Bidder's employees or subcontractors.  These specific individuals shall perform the Contract services unless they becomes unavailable for performance under the Contract for reasons of the individual's death, disability, incapacity, relocation, retirement, resignation or termination of the underlying employment relationship.  The Bidder will be required to notify the Office of the Comptroller immediately in the event of the unavailability of any key personnel. Key personnel designated or assigned to the valuation engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders submitting a response to this RFR shall be considered to have accepted this condition.  

During the period of the Contract, key personnel assigned to the performance of the Contract services may be removed or replaced from work on this Contract by the Bidder only upon the prior written approval of the engaging agency.  A significant change in the key personnel listed in the Response prior to, or after, the execution of the Contract, which is unsatisfactory to the engaging agency, shall be grounds for disqualification of the Response or termination of the Contract.  Key personnel designated or assigned to the engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders in response to this RFR shall be considered to have accepted this condition.  Bidders should describe resources available to replace or supplement assigned personnel should circumstances dictate at some stage of the multi-year contract period. 

In the spaces provided below, list the key personnel who will be assigned to this project and identify the following information for each individual.  Do not refer to or attach resumes.  All relevant information must be contained here for the Contract Manager and separate cells for all principals/partners, managers and on-site supervisors.



	CONTRACT MANAGER NAME: Kiran Mantha
Title: Principal, Deloitte & Touche LLP
Telephone: +1.212.436.6155
Mobile Phone: +1.201.362.1236
Email Address: kmantha@deloitte.com
Fax: +1.212.653.5522

Qualifications and Experience:

Kiran Mantha is a Principal with Deloitte & Touche LLP within our Enterprise Risk Services practice. He has over twelve years of experience in helping companies implement identity management solutions and manage business and information risks through information systems and security consulting. 

Kiran’s experience also includes environmental scans, information security strategy and program development, IT risk and controls, program management, and data privacy and protection. He has experience serving in multiple industries, notably in the Health Care Payer and Provider space, Retail and Life Sciences. He is a member of the Deloitte & Touche Retail Fellow program and also a Certified Information System Security Professional (CISSP).

	Individual Name: Srini Subramanian
Title: Principal, Deloitte & Touche LLP
Telephone: +1.717.651.6277
Mobile Phone: +1.717.805.0364
Email Address: ssubramanian@deloitte.com
Fax: +1.717.412.9677
Qualifications and Experience:

Srini is a Principal from Deloitte & Touche LLP’s Security and Privacy practice. Srini has over 23 years of Information technology experience and over 13 years of security and privacy experience. He has delivered a number of engagements in the technology transformation, shared services, and information security and innovation areas. 

Srini leads Deloitte & Touche’s state sector Security and Privacy market offering. He has delivered a number of security strategy, architecture, and implementation engagements in various states. He also advices and performs quality assurance role for various state agency security projects at Pennsylvania, Texas, Michigan, Massachusetts, Florida, Indiana, Kentucky, Illinois and California.

	Individual Name: E.J. Landry
Title: Partner, Deloitte & Touche LLP
Telephone: +1.617.437.2157
Mobile Phone: +1.781.929.2452
Email Address: elandry@deloitte.com
Fax: +1.617.437.4157
Qualifications and Experience:

E.J. is a Partner in the Enterprise Risk Services practice in the Boston office.  His experience includes conducting enterprise risk assessments, conducting business process and IT controls reviews, assessing the security risks within networks and systems applications, addressing data quality and integrity issues, and providing overall risk management consultation for his clients. E.J. is one of our New England leaders regarding Sarbanes-Oxley Section 404 compliance issues and has led several Sarbanes-Oxley engagements.  He is a CPA and has been with Deloitte & Touche LLP for over 23 years. 

	Individual Name: Ani Ekbote

Title: Sr. Manager, Deloitte & Touche LLP

Telephone: +1.703.251.1090

Mobile Phone: +1.571.249.7403

Email Address: aekbote@deloitte.com
Fax: +1.703.332.7325

Qualifications and Experience:

Ani is a Senior Manager from Deloitte & Touche LLP’s Security and Privacy practice. Ani has over 18 years of experience delivering in delivering security and privacy consulting, infrastructure and systems design and integration services.  He has led and managed several large projects delivering a cross spectrum of security and privacy services including IT Risk Management Program Development, IT Risk Management framework development, Risk Assessments, Information Security Strategy, IT Governance Risk & Compliance (GRC) implementation, Identity Management implementations, Role Based Access Control strategy, Application Security Assessments, etc. He has deployed risk and compliance solutions, policy management and vendor risk management solutions on technology platforms such as Archer and MEGA. He has led and managed large security transformation programs such as Sarbanes Oxley testing, controls remediation and data analysis effort to develop security models.

	Identify other specialists or individuals within the firm who will be assigned to this contract, the functions they will perform and hourly rates.

	ANSWER:
Individual Name: Peter Kolchmeyer

Title: Senior Manager, Deloitte & Touche LLP

Telephone: +1.973.602.6108

Mobile Phone: +1.732.742.2729

Email Address: pkolchmeyer@deloitte.com
Fax: +1.973.451.5403

Qualifications and Experience:

Peter is a Senior Manager from Deloitte & Touche LLP’s Security and Privacy practice. Peter has over 33 years of Information Technology experience and over 26 years of security and privacy experience. He has delivered a number of engagements including the information security assessment, security event management, identity management implementation, security policy development and network security architecture areas. In addition, Peter’s work experience includes the management of the security infrastructure for a global network

Peter has acted as the trusted advisor to client executive management on security topics and has functioned as the acting Chief Information Security Officer (CISO) for several clients. His government clients include federal, state (Massachusetts, Connecticut, Ohio, New York, Georgia) and local agencies.
Percentage of time/number of hours devoted will be determined on a project-by-project basis. 

Hourly Rate: $352

Individual Name: Rebecca Chasen 

Title: Partner, Deloitte Financial Advisory Services LLP

Telephone: 617-437-2315

Email Address: rchasen@deloitte.com
Fax: 617-437-4896

Rebecca advises clients on managing business controversy and conflict, executing deals, and maintaining regulatory compliance, and investigating fraud. She helps clients address serious business concerns involving fraud, forensic investigations, litigation and reorganizations. We also advise businesses on valuation issues and other matters to help them remain compliant in today’s rigorous regulatory environment. 

Percentage of time/number of hours devoted will be determined on a project-by-project basis. 

Hourly Rate: $450

Individual Name: Alex Evashoff

Title: Sr. Consultant, Deloitte & Touche LLP

Telephone: +1.617.437.2479

Mobile Phone: +1.617.678.9065

Email Address: aevashoff@deloitte.com
Alex is a Senior Consultant from Deloitte & Touche LLP’s Security and Privacy practice. Alex has over 10 years of Information Technology experience and over 5 years of security and privacy experience. He has delivered a number of engagements nationally in the Healthcare and Life Science industry. His recent engagements include HIPAA/HITECH, PCI DSS Compliance readiness assessments and remediation, Information security program reviews and IT risk assessments, Integrated security controls framework development and physical security reviews.

Percentage of time/number of hours devoted will be determined on a project-by-project basis. 

Hourly Rate: $274



	B.7. References: The Response must include a MINIMUM of two (2) references for EACH category of services that the Bidder is submitting a Response under this RFR.  The References should be from references for which the Bidder performed the most relevant, comparable work of the type requested in this RFR (a state or large local government entity).  The Office of the Comptroller reserves the right to verify references included in the Response and to conduct other reference checks as deemed appropriate.

	REFERENCE #1.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES – Not Applicable
Reference name:

Firm/Agency:

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:




	REFERENCE #2.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES – Not Applicable
Reference name:

Firm/Agency 

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #3.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES - Not Applicable
Reference name:

Firm/Agency 

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #1.  SCANNING SERVICES - Not Applicable
Reference name:

Firm/Agency:

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:




	REFERENCE #2.  SCANNING SERVICES - Not Applicable
Reference name:

Firm/Agency 

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #3.  SCANNING SERVICES - Not Applicable

Reference name:

Firm/Agency 

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #1.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name: Lewis Watkins, Chief Information Security Officer 

Firm/Agency: The University of Texas System

Phone: # (512) 499-4540


Fax: N/A
Email Address: lwatkins@utsystem.edu

Description and date(s) of services provided:


Deloitte assisted the University of Texas System (UTS) from April 2011 to June 2011 by performing System-wide Security Assessments and Compliance Effectiveness Reviews of the 17 UTS institutions and the UTS Central (Security) Program. The primary objectives for the System-wide Information Security Assessments and Effectiveness Reviews include:

· Assess the UTS Central Program based on TAC 202, UTS 165 and ISO 17799 (ISO 27002)

· Assess each UTS Institution’s security profile using an integrated security framework that rationalizes required Federal regulations (e.g., HIPAA, FERPA), Texas laws (TAC 202), and industry standards (NIST 800-53, ISO27000)

· Conduct reviews against the Central Program requirements to determine the effectiveness of the Central Program's implementation at each institution

· Recommend specific initiatives and remediation plans to address identified control gaps and risks at the institutions, and strategic and actionable initiatives for the Board of Regents that will apply system-wide 

· Conduct ongoing knowledge transfer throughout the engagement to enable UTS Security Team to maintain a consistent and sustainable program for conducting ongoing information security risk assessments

Deloitte provided detailed recommendations and developed roadmaps for each institution that will assist them in the development of a future state that implements leading practices in terms of design, quality, and effectiveness of deployment.

A customized and normalized framework of security controls was developed for UTS that included requirements and regulations such as HIPAA, NIST 800-53, ISO 27000, PCI and internal policies. Specific areas of focus included the following areas:

· CISO/ISO Placement

· CISO/ISO Authority

· Information Security Compliance Resources

· Information Security Reporting

· Information Security Culture

· Information Security Program

· Accountability

· Training

· Leading Practices

· Information Security State Visibility

· Pre-emptive Monitoring

· Breach Detection

· Incident Response

· Threat Environment

· Information Security Responsibilities

· Information Security Across an Institution

· Third Party Security

· Telecommuting

Three Deloitte teams worked concurrently to perform individual assessments on each of the institutions, as well as the system administration program itself. Deloitte developed detailed gap analyses for each institution, UTIMCO, and the UTS Central Program. The gap analyses, along with prioritized, recommended initiatives and roadmaps formed the basis of the institutional/entity reports.  Exit meetings were held with institutions to review the results and recommended actions giving UTS the information/tools/knowledge to drive change in the information security program as well as a repeatable risk assessment process. A system-wide report that consolidates and summarizes the results of entities has been developed and presented to the Board of Regents in November. 

Deloitte implemented a knowledge transfer process throughout the project, providing client training on the tools and the assessment/compliance effectiveness review process. Additionally, to facilitate a repeatable process for the client post engagement, UTS participated in many institutional kick-off meetings, and in activities from each phase of the approach.


	REFERENCE #2.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name: Shari Watkins, Director, Fiscal Operations

Firm/Agency: Utah - Department of Health

Phone: # (801) 538-6601


Fax: N/A
Email Address: swatkins@utah.gov

Description and date(s) of services provided:

The State of Utah (State) requested that Deloitte perform an enterprise-wide security assessment (June 2012 to November 2012) on the information systems and processes that comprise the State's IT security infrastructure services for those agencies managed by Department of Technology Services. The objective of this project is to assess security practices and controls of the State Agencies against regulatory requirements and industry-standards.  A security assessment framework based on selected regulations and industry standards was customized for, and approved by the State.  The framework was used to assess each in-scope State Agency’s security policies, processes and controls. Reports were generated for each in-scope State Agency documenting the Agency’s adherence to the security framework noting any process or control gaps.  Additionally, a State-Wide report was generated documenting common results and trends State-Wide.
The reports provided detailed findings and recommendations to address both tactical and strategic security concerns while enhancing current capabilities and elevating maturity levels in protecting information assets and achieving compliance.


	REFERENCE #3.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name: Clifton Van Scyoc, Chief Information Security Officer 
Firm/Agency: Commonwealth of Pennsylvania, Department of Labor and Industry
Phone: # (717) 783-1674


Fax: (717) 783-6379
Email Address: cvanscyoc @pa.gov
Description and date(s) of services provided:
The Department of Public Welfare (DPW) is Pennsylvania’s largest state agency and one of the largest state human service agencies in the nation. The department’s Internet and intranet applications serve to provide healthcare coverage, food stamps, cash assistance, WIC Program, School lunch and breakfast, child care, fuel assistance, and home & community based services. 

Deloitte works with DPW as part of a custom application development and maintenance project. For this project, Deloitte helps DPW manage and deliver an successful information security program that includes the following security threads

· Information security and privacy program development and monitoring

· Identity and access management (IAM)

· Risk assessment program

· Vulnerability assessment and penetration testing

· Data Privacy (data loss protection) initiatives

· Regulatory compliance

· IT Security Systems (Solutions) Support.

Deloitte has been associated with DPW’s Information Security and Privacy program since the early 2000s. We have summarized the activities performed below:
Information security and privacy program development and monitoring: Deloitte assists DPW in development of an information security program through

· Develop and enhance DPW’s security policy, standards and guidelines using leading security practices such as National Institute of Standards and Technology (NIST) standards

· Assist DPW to prioritize information security and privacy initiatives as part of the annual scoping process

· Establish and monitor Key Performance Indicators (KPIs) from security and privacy domains of the department’s program

· Facilitate a monthly steering team meetings to review the KPIs and security initiatives

· Assist DPW to monitor leading industry trends and evolving regulatory requirements for continuously enhancing the department’s program

· Assist DPW in selection of security solutions for security and privacy initiatives.

Identity and Access Management. Deloitte helped DPW select, design, implement and continue to maintain DPW’s enterprise identity and access management solution based on the Computer Associate (CA) IAM suite. This is one of the most broad public sector implementation that spans authenticating and authorizing DPW employees, contractors, business partners and citizen users across more than 40 applications and 258,000 users. DPW’s IAM infrastructure supports over 67,000 user authentication and 4.4 million authorizations daily (average). 

Risk Assessment Program. Deloitte assisted DPW to create an Enterprise Security Risk Framework that supports an enterprise strategy for managing security risks. DPW’s enterprise security risk framework rationalizes more than 147 different, authoritative sources and 3,426 individual requirements from DPW standards, Commonwealth information security policies, and State and Federal regulations into 350 integrated security requirements. The risk framework enables DPW to assess and prioritize security, privacy and compliance risks, and then identify the appropriate risk response strategy (such as reducing risk through controls and accepting risk) to sufficiently protect the enterprise. 

Deloitte assisted DPW to identify and select a Commercially Off-the-shelf (COTS) Risk Management solution, RSA Archer, to help automate the DPW Risk Framework. The automated tool is used to:

· Maintain the library of rationalized security and privacy requirements

· Develop risk profiles for critical assets

· Document technical controls and link them to authoritative sources

· Perform continuous risk and compliance monitoring and report assessment results 

· Monitor remediation activities to mitigate gaps and audit findings.
Audit and Compliance. Deloitte works with DPW to help assess and identify gaps to applicable regulatory and compliance requirements such as Internal Revenue Service (IRS) publication 1075, National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Health Information Portability and Accountability Act (HIPAA) and Social Security Administration (SSA). Recently, we assisted DPW prepare for an IRS onsite audit by conducting table top exercises with appropriate stakeholders to identify gaps to IRS 1075 requirements. We continue to help DPW leverage RSA Archer implementation of the Security Risk Framework to perform periodic security risk assessments.

IT Security Systems (Solutions) Support. Deloitte assists DPW to maintain the following security infrastructure and solutions:

· Identity and Access Management: CA IAM Suite – CA SiteMinder, CA Identity Manager and CA SOA Security Manager, IBM Tivoli Identity Manager, Microsoft Active Directory and RadiantLogic RadiantOne Virtual Directory Server (VDS)
· Vulnerability Assessments and Penetration Testing: HP WebInspect and RSA enVision Security Information and Events Monitoring (SIEM)

· Risk Assessment Program: RSA Archer and DPW Security Risk Framework.



	RFR RESPONSE PART C – WORK PLAN 

SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS

	C.1 This section provides Bidders with the opportunity to outline their full suite of available services.  However, the Bidder may not merely attach a brochure or listing of services.  This section should be presented in a logical way to guide an Eligible Entity through the process of how an actual engagement would unfold.  

This section of the Bidder’s Response should identify in DETAIL the complete range/suite of services available in each of the Categories for which the Bidder completed qualifications under Part B- Qualifications.  Please identify a work plan of how your firm would approach an engagement and perform the services.  It is understood that specific engagements have not yet been identified or scoped; therefore Bidders should identify a work plan model that can be adapted to individual engagements identifying how the Bidder approaches an engagement, what resources and information are required, what dependencies need to be considered, what types of questions should an Eligible Entity be prepared to address, the process for implementation and expected outcomes.  

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the items listed below.  The Responses should not be a simple statement that the Bidder can provide the listed service.  Note that the questions listed are not exhaustive but identify only some of the key questions that the Bidder should address.  The Bidder should incorporate each of the questions into the Response.  Answers to questions do not have to be answered in the order of the questions presented but can be answered in any order provided the content is addressed in detail. 

It is expected that the Response will provide more depth and breadth than the listed questions below.  Bidders will be qualified based upon the most comprehensive and best value work plans for each of the categories that they are submitting a bid. 

Note also that if the Bidder is submitting a response for more than one category that each category is a stand-alone category and will be reviewed and ranked separately from other categories, so each section should be submitted with a complete and detailed work plan. 



	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS 

A. PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES.   

1. For new Eligible Entity merchants using credit cards, identify how the Bidder will assist the merchant with the successful completion of the PCI Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC) for all Commonwealth merchants and/or service providers. 

2. The PCI SAQ must be used to address any system(s) or system resource component(s) involved in processing, storing, or transmitting cardholder data. Identify what the process is to kick-off an engagement and whether the Bidder has an intake or engagement form to develop a Statement of Work (SOW) scope for a project.

3. Describe what tasks /work would be performed, step-by-step, when completing a QSA project. 

4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth PCI and other Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve PCI compliance and security compliance for PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor).

9. Describe how the Bidder will identify issues of concern and communicate to the merchant entity potential deficiencies or lack of controls that may result in a potential data breach or failure to achieve PCI compliance.  Describe how Bidder will present alternate remediation or compensating control options.

10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  

12. Describe how Bidder will prepare SAQ and ROC documents for submission to merchant banks and the Attestation of Compliance to the Office of the Comptroller.

13. Describe how Bidder will provide regular status reports for Eligible Entity compliance on a Statewide basis to the Office of the Comptroller including accomplishments, issues and concerns, and future activities. 

14. Describe how Bidder will consult and advise the Commonwealth on information security in the emerging mobile payment acceptance solutions landscape as demand for these services increase.

15. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  What “staging” or emergency preparation could be established ahead of time to prepare or mitigate a data breach.  What services does the Bidder provide to establish this preparedness plan ahead of time.  

	C-1. A.  ANSWER:  [Insert Work Plan – Full Service Description Here]

Not Applicable.



	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS
A. PCI COUNCIL APPROVED SCANNING VENDOR (ASV) AND INTERNAL AND EXTERNAL SECURITY AND VULNERABILITY SCANS 
Bidders selected in this category must provide the broadest and most sophisticated state of the art suite of scanning and internal and external security and vulnerability audits and penetration testing resources and tools.  In this section 

Bidder must provide a very detailed description of all available scanning, internal and external penetration testing resources and tools, and any other manual or automated tools and resources available by the Bidder for testing security compliance and vulnerabilities.

Bidder should specifically address the following types of tools and a complete work plan and description of how each is implemented, including what resources are needed from an Eligible Entity to use these tools. 

1. Hardening Scans

2. PCI Compliance Scans (all available)

3. Penetration Tests (network, application, other)

4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  



	C-1. B. ANSWER:  [Insert Work Plan – Full Service Description Here]

Not Applicable.



	B. OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY, REMEDIATION AND COMPLIANCE REVIEWS.  Services under this category include information security audits and compliance reviews of standards, systems and controls to protect personally identifiable information and other sensitive data.  Includes all types of audits, compliance and quality assurance reviews and testing for information and data management systems (paper or electronic), security compliance, Executive Order 504 compliance validation, PCI compliance, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, or other audits and compliance reviews related to data management systems and security.  

1. Describe a detailed work plan of all the various types of Non-PCI related audit, internal control, quality assurance, security and compliance services available for Eligible Entities. 

2. Describe what level of E-Discovery, forensic audit, data breach management, and other specialized services are available that are related to the audit of confidential data, information management systems (paper and electronic) and how these services are used and managed.  
3. Describe what tasks / work is to be performed by your company for completing a Non-PCI related audit or compliance or security review project. 

4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve security compliance for non-PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor).

9. Describe how the Bidder will identify issues of concern and communicate to the Eligible Entity potential deficiencies or lack of controls that may result in a potential data breach.  Describe how Bidder will present alternate remediation or compensating control options.

10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  

12. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  
13. What “staging” or emergency preparation for a data breach or E-Discovery could be established ahead of time to prepare or mitigate a data breach?  What services does the Bidder provide to establish this preparedness plan ahead of time.  




	Step 3 – Develop Assessment Framework
A Microsoft Excel based assessment framework will be developed by selecting the target regulatory requirements from Deloitte’s Risk Catalog Requirements Library that the Commonwealth Eligible Entity needs to comply with. These authoritative sources could be internal security policy, standards, legal and regulatory sources like 201 CMR 17, G.L.C 93H, HIPAA, or industry sources like ISO 27001. The selected compliance requirements are rationalized into a common repository of control requirements. Deloitte has an established process that can be used to efficiently incorporate additional sources into our requirements library.

Step 4 – Conduct Compliance Assessment 

In this step, Deloitte will work with Commonwealth to leverage the compliance framework that is customized based on requirements applicable to the Commonwealth. The tasks identified in this phase are given below:

· Conduct facilitated sessions with Commonwealth subject matter specialists, stakeholders, and management to gather information regarding the existing security controls and practices in place, steps specifically taken to adhere to current security policies and practices, and management’s perception of their needs with regard to information security. 

· Review existing security and data protection documentation like policies, standards and other relevant documents.

· Once we have identified the relevant security program and practices in place at Commonwealth, we will aggregate and analyze the assessments to identify gaps in the existing security controls and practices.

· After the detailed assessments are conducted, remediation options need to be determined. Deloitte will work with the Commonwealth to help determine a remediation strategy by selecting and implementing appropriate actions to address the compliance gaps identified. Deloitte will also identify the owners of the action plans, due dates and milestones for these action plans. 

Step 5 – Reporting

Deloitte will work with Commonwealth Eligible Entity to establish a process for communicating information about compliance issues that needs to be exchanged and/or shared between the decision-maker and other stakeholders across the organization. This process will involve establishing alerts for identifying new compliance issues and the resulting changes in the risk posture.

This step will also involve defining the reporting requirements for the Commonwealth Eligible Entity. These include reporting to the Management and Executives. Deloitte will also work with Commonwealth Eligibility Entity to establish a process to define compliance alerts that are identified and sent to the specified stakeholders.

Tools & Accelerators

The table below illustrates a sample of our tools and accelerators that we will use to perform these assessments:

Tools and Accelerators

Description 

Risk Catalog

[image: image38.png]Risk
Catalog

“Assess Once, Test Once. Satisfy Many.”




· The Risk catalog has a common repository of information security requirements containing authoritative sources from more than 300 different laws and industry sources.

· Some of the laws, regulations and standards include:

· ISO27002:2005
· ISO27001
· NIST 800-53a/FISMA
· COBIT 4.1
· These sources can be customized to meet the needs of Commonwealth of Massachusetts.

Assessment Questionnaires
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· Assessment questionnaires help structure the interviews and workshops during the compliance assessments.

· The questionnaires can be customized by specific laws, regulations and industry standards, and can be filtered by functional risk areas.

Engagement Options

Deloitte’s compliance assessment service methodology and the associated framework are flexible to tailor engagements to suit Commonwealth’s needs. The following table illustrates the various ways in which a compliance assessment engagement can be structured:
Engagement Option

Description 

Assessment Requirements

Deloitte’s compliance assessment framework can be customized to individual engagement needs to limit requirements from one or more specific laws, regulations, industry standards and common practices.

For example, a compliance assessment can be conducted against one specific industry standard like ISO27002 or a harmonized assessment could be conducted against applicable federal and state laws within the US.

Assessment Domains

Deloitte’s compliance assessment framework is organized into functional risk areas including but not limited to:

· Privacy and Data Protection

· Vulnerability Management

· Crisis and Incident Management

· Infrastructure Security

Compliance assessment engagements can be tailored to assess requirements from specific risk areas depending on the time and budget available and on the risk levels of the domains.

Assessment Mode

Deloitte will work with the stakeholders from Commonwealth to determine the appropriate assessment mode to suit specific requirements. Assessments can be conducted based on:

· Document reviews

· Offline surveys and questionnaires

· Facilitated interviews and workshops

· Facilitated testing of controls

Each of the above methods requires progressively higher involvement on the part of Commonwealth and can be tailored to suit individual needs.

Data Quality Assurance

Work Plan

Deloitte will leverage its overall Data Quality methodology to perform data quality assessments and remediation activities for Commonwealth of Massachusetts. Deloitte’s data quality methodology takes a risk-based approach to identifying, remediating and monitoring data quality issues.

Based on our understanding of your requirements, we suggest a 5 step approach to data quality assurance:

· Step 1 – Data quality risk assessment

· Step 2 – Data quality analysis

· Step 3 – Data quality remediation

· Step 4 – Data conversion validation

· Step 5 – Sustainable data quality monitoring
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Figure 24: Deloitte’s Data Quality Methodology

Step 1 – Data Quality Risk Assessment

An effective risk assessment process is key to establishing the scope, extent, and prioritization of the assessment and remediation processes. Our risk assessment process begins by developing an inventory of risks associated with the data. The risks will be driven by the project type, nature of the data, and industry specific risks. 

The risks are categorized in the following areas:

· Operational risk

· Financial risk

· Compliance risk

· Project risk

After the risks are classified, a detailed inventory of in-scope data objects is prepared. This inventory includes information about the perceived complexity of the data and the approximate volume of the data along with other pertinent information about the data source. Using this information, the overall risk for each category is assigned. This assessment includes a cross-functional team of both business and IT personnel.

Step 2 – Data Quality Analysis

Data quality analysis is a crucial first step in any data migration, consolidation, reporting, and compliance initiatives. One of our guiding principles in this step is to “Assess, not Assume.” In this step, we use a profiling approach that focuses on the following areas:

· Profiling: This step involves the identification and prioritization of data quality problems.  The following types of problems are typically identified in this step.

· Summaries

· Completeness of datasets and records

· Issues organized by importance

· A distribution of issues in and across datasets

· Detailed lists

· Missing data records

· Data issues in existing records

· Business rules based assessment: This step involves the capture and validation existing business rules. It includes the following activities:

· Create a centralized repository of existing business rules and policies

· Document business rules through process modeling

· Analyze business rules with end users and data analysis

Step 3 – Data Quality Remediation

Once the assessment has been completed, the next step is to begin the data quality remediation process. The remediation process involves utilizing the analysis results and rules that were documented at the assessment stage and applying them to the data as a whole. Deloitte’s remediation methods are tailored to an individual organization’s requirements and needs. Typical methods for data quality remediation include, but are not limited to: 

· Business rule-based cleansing: It is an automated cleansing that utilizes analytic results obtained during the assessment phase and approaches data cleaning on the holistic level. It is based on establishing (or sometimes inferring, extrapolating) correct data values based on complex analysis. This technique usually traverses multiple attributes in a database, often multiple databases and multiple entities. 

· Standardization: Standardization is the process of determining the data of the same class or type conform to an established convention.

· De-Duplicating: De-duplication eliminates multiple records for the same entity often caused by misspellings, lack of naming conventions, lack of data definition standards, etc. For example, Deloitte and Deloitte & Touche are identified as two separate or multiple records. 

· Manual cleansing: It is a technique of data cleansing where business users manually update exceptions within a database. Manual cleansing requires well developed controls.

Step 4 – Data Conversion Validation

Deloitte will work with Commonwealth of Massachusetts to analyze and correct a variety of data issues and potential errors during the data conversion process. Deloitte’s data conversion validation process would supplement management’s conversion-reconciliation procedures with the following methods and techniques:

· Compare source and target transaction data and master-table data at a detailed level for critical fields

· Analyze data at multiple steps along the path of conversion

· Look at detail records for accuracy instead of control totals for the tables

· Re-perform the data mapping and conversion logic within the data analysis tools

· Analyze the population based on a risk-based approach as a primary test and limiting the sampling of voluminous and less critical data

Step 4 – Sustainable Data Quality Monitoring

Once data has been cleansed, it is critical to implement an ongoing process to monitor and sustain data quality throughout the enterprise through the timely identification of conditions affecting data quality. It includes the following high level activities:

· Design and develop monitoring strategy 

· Establish ownership

· Perform risk assessment and gap analysis

· Design, develop, and execute data quality analytics

· Develop data quality scorecard for monitoring 

· Establish data quality baseline

· Measure current data quality

· Identify enhancements

· Implement enhancements as appropriate

Engagement Options

Deloitte’s data quality assurance methodology is flexible to tailor engagements to suit Commonwealth of Massachusetts’ needs. The following table illustrates the various ways in which a data quality assurance engagement can be structured:

Engagement Option

Description 

Data subset

Deloitte data quality methodology can be applied to a subset of data based on the classification of data. For example, based on the available budget and schedule constraints, engagements can be structured to only assess and remediate “High Risk” data.

Deloitte will work with relevant stakeholders to define the scope of each data quality assurance engagement.

Our Project Management Approach 

6.    Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

10.   Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11.  Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects. 

Deloitte has experience managing large contracts that encompass multiple Statements of Work (SOWs) and work orders, and will work with Commonwealth Eligible Entities to tailor our approach to the needs of the individual SOWs. After a SOW is signed with Commonwealth Eligible Entity, we will leverage our market-leading program management methodology, leading practices, and time trusted experiences in order to provide overall project oversight.  Deloitte uses a program management approach (PMM4), which is based on the concepts embodied in the generally accepted project management framework, the Project Management Body of Knowledge (PMBOK) and is depicted in the following figure:
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Figure 25: Project Management Approach

The PMM4 approach is a project management environment that includes a single, adaptable project management method and toolset to promote effective project management. Deloitte’s extensive project management experience will be used in this engagement to monitor completion of the scope of services, accomplish required objectives, and adhere to Commonwealth’s project schedule. Typical activities include developing a project charter, establishing the project management office, identifying the project team and resource levels, developing a budget strategy and a well-rounded change management methodology.  Deloitte’s PMM4TM Methodology will be tailored to Commonwealth to manage multiple and varying SOW requirements.  Deloitte will provide services in the required areas in accordance with the contract and specific work efforts. will be detailed in separate SOWs as per the requirements laid out by the Commonwealth. 

Project Management Planning

During the project’s initial planning, Deloitte will prepare a project management plan (PMP). The PMP will detail our tailored project management process for Commonwealth based upon the Deloitte’s past experience with similar security engagements. The plan provides some of the initial governance for the program describing how project processes are expected to operate and is designed to help orient project resources, both Deloitte and Commonwealth resources.

The PMP includes details on cost and resource tracking, schedule management, project status, communications, and deliverables management.  Each section is designed to provide required information in an easy-to-read document that clearly communicates how the project will operate and what Commonwealth can expect.

Project Management Plan Section 

PMBOK Knowledge Area

Benefits for Commonwealth

Integration Management – Integration of the Deloitte team with Commonwealth Eligible Entity’s  support organizations

Project Integration Management 

Deloitte understands how to work with Commonwealth Eligible Entity’s staff

Scope Management – Project scope definitions, scope management strategy, deliverable acceptance process

Project Scope Management 

Deloitte’s Change Control process will use a collaborative process for making decisions on changes

Project Plan – Process by which the Project Plan will be created and description of how, when, and why updates to the Project Plan will be made 

Project Time Management 

Promotes understanding of the timelines, dependencies and priorities of the Project

Cost Management – Cost management performance metrics

Project Cost Management 

Tight controls along with effective management using Deloitte’s Project Management Center (PMC) so that Commonwealth Eligible Entity is aware of where efforts is being expended

Communications Management – Internal project Team and External Team communications, roles and responsibilities, tools, and processes

Project Communications Management 

Promotes project awareness across Commonwealth Eligible Entity’s stakeholder groups and assists in knowledge sharing

Resource Management – Project organization, roles and responsibilities, staffing estimates, on-boarding and off-boarding processes, staffing and resource management processes

Project Human Resource Management 

Clearly defined responsibilities so that Commonwealth Eligible Entity understands who is responsible for various aspects of the project

Risk Management – Identification, and internal Deloitte escalation processes

Project Risk Management 

Identifies risks early so that they can be mitigated without affecting project schedules and quality

Quality Management – Deloitte internal quality review processes and associated quality standards and checklists

Project Quality Management 

Has internal project team and external quality reviews to provide for quality throughout the project

Project Oversight

Deloitte recognizes the importance of having a clear, documented governance structure in support of strong program management in order to facilitate communications and decision making across various security initiatives, between various project team and between the Deloitte team and stakeholders from Commonwealth Eligible Entities. Our proposed governance model increases cross-team accountability and shared ownership for decisions along the critical path by:

· Identifying or defining the joint team governance bodies and gaining alignment on their scope of decision authority

· Pushing decision making to the lowest possible level within Commonwealth Eligible Entities and the Deloitte project team

· Teams to increase the timeliness of decisions made on the project’s critical path

· Defining clear escalation procedures and fallback decisions in the case of stalemates

· Providing decision support tools and templates to increase cross-team visibility into issue, risk, and decision status and also to facilitate leadership understanding of project drivers that may negatively impact the critical path of the project

The levels within the initial escalation process will be designed to provide increased accountability, control, and resolution. Therefore, it is important that the right people within Commonwealth Eligible Entity and our team are involved and empowered to make decisions using the following tools:

· Accountability. We clearly define change controls roles and responsibilities and the enforcement of these roles.

· Decision making. We define the decision making and input process along with the responsibilities of each major constituent. Each constituent group will be held accountable for timely decisions.

· Issue Resolution. We delineate the human resources and financial management processes required to identify, plan for, escalate (if necessary), and resolve issues in a timely manner. An issue is defined as a situation arising during the performance of the project that cannot be efficiently or effectively resolved. If left unresolved, an issue impedes or prohibits financial management progress.

· Communication. We include a clearly defined process for communications across the project team, Commonwealth Eligible Entity stakeholders, and staff.

Work and Resource Planning

Acquiring and maintaining the right resources with the right skill sets at the right times to meet the needs of the project is another of Deloitte’s critical success factors. We are confident that we have the right team proposed to be effective and are fully prepared to make staffing changes as appropriate to meet changes in needs during project execution.

Resource planning and staffing is the duty of the Deloitte Project Manager. This is an ongoing activity to monitor staffing levels and staff performance. We have personnel with the requisite experience, background, and qualifications assigned to fill roles in the initial staffing plan. Other specialists will have temporary or part-time assignments to deliver the skills and experience we need on a task-by-task basis over time. The Deloitte Project Manager will be responsible for conveying staffing changes to Commonwealth Eligible Entity in Project Plan updates, as well as in the bi-weekly status reports. 

Status Reporting

Status reporting for the various SOWs will be completed on a bi-weekly basis. The project teams will complete status reports and conduct status meetings on a regular basis. These written status reports will keep the Commonwealth Eligible Entity’s stakeholders aware of the status of project activities. The content of the status reports include activities completed this period; activities planned but not completed this period; activities planned for next period; risks and issues requiring management attention; deliverables completion status; and project schedule analysis. Additionally, these status reports will identify upcoming meetings and needs for participation by the Commonwealth Eligible Entity’s staff.

Schedule Management

Tasks, efforts, and resources required from the Deloitte team to successfully complete the Commonwealth Eligible Entity’s projects are outlined in detail in the project plan portion of the PMP for the specific SOW. As required by the SOW, the plan will be developed in MS-Project to covers the scope defined by the individual SOW. This plan is developed in accordance with the anticipated implementation timeline set forth by Commonwealth Eligible Entity and is a critical deliverable for the program management task. The Project Plan identifies of the tasks covered by the SOW as well as tasks and activities from our various methodologies used to execute the project that we feel are necessary for a successful implementation. 

Issue, Problem, and Risk Management

We recognize that the preferred approach to risk management begins with risk prevention. This begins with identifying and addressing project issues as they arise, well in advance of becoming risks. Our approach is based on providing identifying risks early and working with project stakeholders to implement effective corrective actions. At the beginning of a project, we will develop and communicate a risk and issue management plan that defines a project’s risk and issue categories; severity and impact thresholds; potential response strategies; roles and responsibilities for issue and risk management activities, standards, processes, and tools for tracking or risks and issues.

The risk and issue management process is shown in figure below. As we drive the risk and issue management process, we will adhere to guiding principles from previous experience and create a culture and process that promotes proactive and collaborative risk management (reinforcing that risk is the entire team’s responsibility); considers a vast set of risk categories; uses multiple risk identification techniques, such as brainstorming, task analysis, critical path, workshops, lessons learned reviews, external practitioners, and benchmarks; develops actionable and measurable mitigation plans; and assigns clear ownership and accountability for risks. We understand that risk management is a vital part of project management and our project team will bring to the Commonwealth Eligible Entities the benefit of our broad enterprise risk management service offering, including an entire suite of risk management and analysis tools and techniques, such as “heat maps,” diagnostics, and standards-based risk analysis frameworks. An issues management plan and a risk management plan will be developed as part of the project start-up activities. Both plans will be developed and delivered in draft form within the first few weeks of the project after project kickoff. Once accepted by Commonwealth Eligible Entity, the plans will be incorporated into and maintained as parts of the PMP.
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Figure 26: Risk and Issue Management Approach

Quality Management

Quality management is integral to our project management methodology, and, as such, our activities and deliverables will be closely followed and reviewed by our internal Quality and Risk Management (QRM) function to confirm that they comply with our professional delivery standards. Our QRM process includes several levels of review for each deliverable, which will provide Commonwealth with high-quality, timely, and accurate deliverables. Deloitte is committed to providing a high-quality security support and deliverables that will provide Commonwealth Eligible Entities with the information required to make informed decisions.

In addition, Deloitte provides the Commonwealth Eligible Entity with a Quality Assurance Review (QAR) Partner, Principal, or Director (PPD), who will periodically review SOWs, meet with the Commonwealth Eligible Entity’s stakeholders, and perform client satisfaction meetings as needed. The QAR also provides Commonwealth Entity with the added benefit of the oversight an experienced and knowledgeable quality professional to enhance the overall quality of the security initiatives. Our quality activities can be further broken down into the subtasks defined in the figure below. The activities contained in each of the quality process steps provide a deeper level of control of the quality of our deliverables.
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Figure 27: Quality Management Approach

Quality Process Steps

Activities 

Define Quality

Identify deliverables by phases

Set deliverable standards

Review and accept process design with Commonwealth Eligible Entity

Set quality expectations

Monitor Quality

Review deliverables against standards

Conduct peer reviews

Perform management reviews

Informal deliverable reviews 

Improve Quality

Produce quality deliverables

Complete deliverable walk-through

Submit quality deliverables

Post deliverable submission debriefs

Contract Management

We understand and accept the responsibility of executing a project that has full compliance with the terms of the contract. From the project kickoff meeting through the completion of project, the Deloitte project manager will work with appropriate Commonwealth representatives to monitor and track contract requirements. We understand the importance of executing a project that has full compliance with the terms of the contract. 

4.  What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

It is expected that Commonwealth Eligible Entity will assign a Project Manager or Lead who will oversee the project, working side-by-side with the Deloitte team. Adequate working space; workstations; and LAN, Internet/intranet, telephone, and printer access will be provided to Deloitte project team members. Commonwealth Eligible Entity will provide reasonable availability and access to buildings, equipment, network, remote access, and product vendors, as necessary for Deloitte to complete the project. As part of resourcing planning phase of each project, the Deloitte project manager will work with Commonwealth Eligible Entity’s Project Manager or other designated staff to estimate and plan for such resources required from Entity. 

7.  It is presumed that Bidders will not charge for their learning curve on overall Commonwealth Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

Deloitte recognizes the Commonwealth as a strategic client with a history of long standing relationship. We will develop and implement an onboarding program for new Deloitte professionals who will be assigned to any project under this contract. Such training programs will include Commonwealth’s philosophy, history, Information Security Vision, policies and procedures, organization structure and stakeholders and other information helpful to familiarize with Commonwealth’s culture and current information security program. Such internal training will be provided to Deloitte professionals within first two weeks of their joining Commonwealth project. Cost of such trainings will be borne by Deloitte and would not be charged to the Commonwealth.

9.  Describe how the Bidder will identify issues of concern and communicate to the Eligible Entity potential deficiencies or lack of controls that may result in a potential data breach.  Describe how Bidder will present alternate remediation or compensating control options

Deloitte’s risk and compliance review dashboard (Figure 28) provides a single snapshot of governance, risk and compliance view across the environment. It also helps appropriate owners to make risk based decisions. Key risk indicators combined with a dashboard monitoring capability provide management visibility into how important risks are being addressed in the organization’s daily operations.
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Figure 28: Risk and Compliance Dashboard

An automated risk management platform will help streamlining processes to enable Commonwealth to perform repeatable, consistent assessments and compliance reviews in a timely fashion and meet applicable regulatory requirements thus unveiling potential deficiencies or lack of controls that may result in a potential data breach.

The risks/gaps identified are reported bi-weekly on the status reports (Figure 29).
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Figure 29: Status Report

Risks/gaps reported on a status report are tracked on an action plan (Figure 30) till either remediated or accepted.
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Figure 30: Action Plan


	C-2.  CUSTOMER SERVICE AND TRAINING SERVICES

This section provides Bidders with the opportunity to outline their full suite of available customer service and training services.  Statewide Contracts are required to provide training and support to the Commonwealth merchant community.  Include in this description how the Bidder will meet the following requirements:

1. Identify what Bidder provides as basic training at no additional cost on the use of the Bidder’s on-line systems.  The Bidder may deliver the initial training via an interactive web-based training solution or in person at a training facility, which at the discretion of the Commonwealth, may include multiple Regional/geographical locations within the Commonwealth of Massachusetts.  Training must be available to all Eligible Entities falling under the scope of this solicitation.  

2. Identify available customer service arrangements available to the Office of the State Comptroller and the Commonwealth’s merchant community.  Most servicing needs of the merchant community are anticipated to be coordinated through the Eligible Entities themselves.

3. Identify whether the Bidder provides technical support to Eligible Entities via a toll-free telephone number during normal business hours, which are between 8:00 a.m. and 5:00 p.m. Eastern Time, Monday through Friday.

4. Identify all other relevant customer service information. Eligible Entities will use this section to contact Bidders for issues, therefore, this section should be as detailed as possible with the range of available services.



	C-2. ANSWER: 

Since the Commonwealth is requesting assessment services and does not include any implementation services, customer service, technical support and training is not applicable. 

At Deloitte, we work with our clients very closely to establish expectations, familiarize our approach and methods, socialize results of assessments and elaborate next steps to the client stakeholders. Our approach to provide knowledge transition provides the necessary support at the right times during and after engagements to client stakeholders. Deloitte will tailor its knowledge transition activities to meet the specific requirements of Commonwealth and its eligible entities. 

If contracted specifically, Deloitte can support the Commonwealth with its knowledge transition activities through all the phases of engagements as defined in each SOW. The following table illustrates the typical activities performed:

Engagement Phase

Activities

Planning

· Deloitte with work with the relevant stakeholders from eligible entities to determine the knowledge transition requirements for each engagement.
Execution

· Deloitte will work closely with the identified engagement stakeholders to provide periodic updates on the progress of engagements, interim findings, methodology used and next steps.

Close

· Depending upon the type of engagement/assessment delivered and scope, we may conduct one or more of the following types of knowledge transition sessions:

· Final presentation to stakeholders (online or in-person)

· Facilitated workshops to operations personnel and security engineers

· Ongoing support to IT and business stakeholders to implement recommendations

· Depending on the type of engagement, Deloitte may also provide post engagement support to the Commonwealth personnel to answer questions, resolve issues and clarify findings. The window of support will be agreed with the relevant stakeholders of the Commonwealth based on the engagement type, scope and requirements described in the SOW.



	

	PART D. OTHER RELEVANT INFORMATION AND VALUE-ADDED SERVICES.

Describe any related value-added services that have not been included already that would be advantageous to the Commonwealth and Eligible Entities.  Include any value-added services, specialties, enhanced reporting, cost-effective fees and services, experience, employee training, etc. that you feel sets your company apart. 
Describe why the Bidder is the preferred Bidder since the PMT will be selecting only the highest qualified Bidders who are committed to a continuing and increasingly successful partnership with the Commonwealth.  Successful past performance will not guarantee continued selection under this Statewide Contract.  Describe the performance being offered that sets the Bidder apart from competitors and what resources, services, or specialties are being offered that demonstrate qualifications, commitment to partnership, best interests of the Commonwealth, or a level of service that is exceptional in comparison to other competitors that supports selection of the Bidder.

Partnership Commitment.  Bidders must demonstrate a significant commitment to partner with the Commonwealth and Eligible Entities to achieve the highest level of compliance and ensuring that methods prevent fraud, waste and abuse of Commonwealth funds and resources.  

This section should be detailed, since this section may be used as a primary section for making final selections of Qualified Bidders after reviews of Qualifications, Work Plans and Pricing.  



	C. ANSWER: 

As a leader in Security & Privacy Services and Information Risk Consulting services, we will bring our wealth of thought ware and industry insights to the Commonwealth.  In addition, we also have research centers dedicated to developing industry leading security and privacy solutions.  We are committed to collaborating with the Commonwealth and Eligible Entities and will bring these resources as applicable to the table.

Dbriefs

Dbriefs are live webcasts where we invite our clients to provide them valuable insights on important developments affecting their business. The Dbriefs webcast platform is designed to help our clients and targets stay on top of the latest issues and strategies in their industry. Dbriefs currently offers over 60 webcasts each quarter geared towards an executive level audience in the business functions, industries, and markets.

Anticipating tomorrow's complex issues and new strategies is a challenge. Be ready with Dbriefs - live webcasts that give you valuable insights on important developments affecting your business. The Dbriefs webcast platform is designed to help our clients and targets stay on top of the latest issues and strategies in their industry. 

The Federal and State Government Dbriefs program is a series of 60 minute webcasts focused on topics of interest to government executives.

· Informative, with a variety of timely, relevant business topics aimed at an executive-level audience; 

· Interactive, with immediate and measurable feedback through polls and surveys, including real-time benchmarking with your peers; 

· Convenient, presenting 60 minute live webcasts in the comfort of your own office; 

· Flexible, offering archived Webcasts available anytime, anywhere, for up to 180 days after the live presentation 

· Educational, with Continuing Professional Education (CPE) credit available toward career development

Center for Cyber Innovations

The Deloitte Center for Cyber Innovation (CCI), part of Deloitte LLP, develops cyber solutions for clients in the public and private sectors who are seeking to improve information sharing, collaboration and performance by harnessing the power of increasingly interdependent networks. Located in Arlington, Virginia, the Center helps clients plan for, execute and manage an integrated cyber business strategy to enhance operations, mitigate risks, empower personnel and strengthen customer support.

Some of recent activities in the space for cyber innovation include:

· Succeeding in a Cyber World – A discussion that was attended by over 35 representatives from various agencies. Including state senator, chairman of the Indiana state committees on Homeland Security, Veteran’s Affairs and Transportation.

· Netcentricity - Improving mission performance through the power of networks

· Fending Off Digital Attacks: A Holistic Approach to Cybersecurity – A discussion on the Power of Cyber Innovation.  A new Deloitte Insights podcast about the ever growing cyber threat to government agencies and private industries was launched on February 3, 2012.

Center for Security & Privacy Solutions

The Deloitte Center for Security & Privacy Solutions (“Center”) has been created to build innovative, transformational and sustainable solutions that address management challenges posed by emerging security and privacy issues. The Center will develop new ways to help organizations align strategies, processes, and operations to better combat cybercrime, integrate leading edge technologies for process efficiency and effectiveness, and to improve operational resilience in uncertain environments.

· Transformative solutions.  The Center has been formed to help our clients across all industries face security and privacy threats by having access to the newest and most informed thinking and solutions available today and into the future. Our Center mandate includes creating new solutions and approaches demanded by the marketplace, as well as retooling and making continuous improvements to existing, demonstrated solutions. This includes developing practical, sustainable management strategies and technical and operational architectures.

· Collaboration in the ongoing battle for security. We’ve assembled a formidable team of internal and external industry leaders to reinforce our efforts, as well as others from academia and industry associations who will join our Center Advisory Council. In this capacity, they will both inform and collaborate with Deloitte practitioners on Center programs, tools, and solutions that are necessary to keep our industries, organizations and even our country secure.

· Research, innovation, insight. Building on Deloitte’s reputation as the security market leader, you’ll find new research, insights, and thought leadership from the Center, and be able to follow us on social networking sites such as YouTube and Twitter. You’ll have the opportunity to attend our webinars, listen to podcasts, and even attend Center security events across the United States. These programs will drive dialogue and debate on critical issues and focus on the development of real solutions to protect the brands and information assets of organizations.

Current featured Insights include the following:

2012 Deloitte-NASCIO cybersecurity study. The second biennial Deloitte-NASCIO Cybersecurity 2012 survey highlights the challenges that state enterprises and security personnel face in protecting state’s’ critically important systems and data.

Wall Street Journal CIO Journal compendium. Learn more about Deloitte’s perspective on a variety of IT risk and security challenges that organizations are facing, as published in The Wall Street Journal CIO professional edition. This compendium from the Center for Security & Privacy Solutions carries articles published between March and June 2012.

2012 Global Financial Services Industry (GFSI) security study. Deloitte’s eighth survey of information security practices in the financial services industry.

Cyber risk is an ever-present risk. Alarmed by a proliferation of cyber-attacks on high-profile businesses, many boards of directors are asking their executive teams, “Could it happen to us?”

Common mobile security mistakes. In study after study, IT professionals cite security and data privacy concerns as the top inhibitor to mobility adoption.




	RFR RESPONSE PART E - COST RESPONSE


1. Bidders must provide a detailed cost schedule that provides all services and pricing for services which demonstrate the most cost effective pricing for the Commonwealth for each of the service categories bid in Section C and D.  BIDDERS MUST IDENTIFY ANY AND ALL COSTS OR CHARGES THAT CAN BE BILLED UNDER THE STATEWIDE CONTRACT.  COSTS NOT IDENTIFIED MAY NOT BE CHARGED.  

2. Bidder must provide a SEPARATE PRICE PROPOSAL FOR EACH of the separate categories for which the Bidder is submitting a Response, even if the pricing is repetitive.  Each Cost proposal will be reviewed separately.   

a. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  
b. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. 
c. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. 

3. Pricing must be identified for each fiscal year of the contract (FY 2013 – ending June 30, 2013 – FY 2016).  These pricing models will be posted for Eligible Entities to use to select Bidders for specific engagements.  Pricing may be negotiated for each particular engagement; however, pricing may not be increased during the initial period of the Contract without approval from the PMT.   

4. Bidders must provide schedule that includes volume discounts based upon the number of Eligible Entity merchants that participate in purchasing services and how the Bidder would track performance and calculations.  Bidders are also required to provide a Prompt Payment Discount (PPD) if payment is desired to be made in less than the standard forty-five days following invoicing.  Bidders may not calculate discounts or credits as part of individual invoices (other than PPD) without prior approval of the PMT.  

5. State Departments are required to encumber funds to cover the total cost of an engagement.  Therefore, each engagement Statement of Work (SOW) must be documented prior to the start of performance to ensure that costs are contained.  Bidders must be able to cost out engagements in or to support a capped maximum obligation for the entire engagement.  

6. In order to evaluate Bidders under this RFR, Bidders must present their cost proposals with the following options, each with a detailed explanation of how the proposal was developed and ensuring that ALL services have been included and priced.   If the Bidder does not provide a cost proposal for each of the following options, the Bidder must specifically identify which option is not offered and why.  Failure to provide cost proposals for each option will make comparisons more difficult. 

a. Composite Blended Rates with Maximum Obligation.  Bidder must provide option for hourly rates as Composite Blended hourly rates that include all related fringe benefit costs and profit.  All other direct, clerical, administration, indirect, over​head and incidental costs, such as travel, accommodations, meals, non-deliverable related printing, equipment, and supplies must also be included in the blended rate and may not be separately billed. Describe how the pricing for an engagement is calculated.

b. Separately billed Time and Materials services with Maximum Obligation.  Describe how the pricing for an engagement is calculated and demonstrates cost containment.  .

c. Project Based SOW with Maximum Obligation.  Describe how the pricing for a project-based engagement would be calculated that is based not on time and materials actually used, but on a project completion basis that is paid based upon completion of milestones, but not billed on an hourly rate with time and materials and demonstrates cost containment.  
d. Identify other Considerations.  Include any other dependencies, contingencies or considerations that may impact pricing for an engagement.  
e. Preferred Model.  Identify the preferred model for Eligible Entities that provides the highest level of performance at the most cost effective pricing and demonstrates cost containment.  Provide a full explanation of how this model is the preferred model in comparison to the other models proposed and how this model support the most cost effective pricing for the proposed services.
	D. ANSWER: 

Deloitte is bidding for the following major category:

Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. 

In compliance with the Request for Response (RFR) requirements, the Deloitte cost proposal consists of the following three (3) options:
Option A - Composite Blended Rates with Maximum Obligation
Bidder must provide option for hourly rates as Composite Blended hourly rates that include all related fringe benefit costs and profit.  All other direct, clerical, administration, indirect, overhead and incidental costs, such as travel, accommodations, meals, non-deliverable related printing, equipment, and supplies must also be included in the blended rate and may not be separately billed. Describe how the pricing for an engagement is calculated.

Our blended hourly rates inclusive of all expenses are provided below.  These rates are based on an assumption of hourly rates increase at five percent (5%) each year for the duration of the contract, including the possible extension years:
Services
Blended Hourly Rate for Service FY 2013 – ending June 30, 2013
Blended Hourly Rate for Service FY 2014 – ending June 30, 2014
Blended Hourly Rate for Service FY 2015 – ending June 30, 2015
Blended Hourly Rate for Service FY 2016 – ending June 30, 2016
Privacy & Data Protection Assessment

$300 

$315

$331

$347

Forensics & e-Discovery Services

$350

$368

$386

$405

Security Risk Assessment

$300 

$315

$331

$347

Compliance Assessment

$300 

$315

$331

$347

Data Quality Assurance Assessment

$300 

$315

$331

$347

Cyber Threat Services

$300 

$315

$331

$347

Other Security Assessment (Assistance) Services

$300 

$315

$331

$347

Option B - Separately billed Time and Materials services with Maximum Obligation.  
Describe how the pricing for an engagement is calculated and demonstrates cost containment. 

Our cost proposals for engagements is driven by the estimates for resources, effort, assumptions, and timing for services areas including project management, quality management, technical skills, scope and deliverables requested etc.

We use our project estimation methodology to estimate engagement costs, effort, and resources.
Our methodology helps us to:

· Drive teams to think through scope, and how scope directly impacts the schedule, resources and costs

· Produce effort levels by resource based on scope inputs and schedule (includes both Commonwealth and Deloitte resources)
In order to contain costs, we establish a standard rate card for the types of skills required to perform the work required. Based on the services requested by the Commonwealth, we have established a standard rate card that could be used for separately billed Time and Materials services. The maximum obligation is dependent upon the scope of and deliverables associated with the individual SOWs. The composition of resources for each engagement varies and is based on the scope and deliverable requested by the Commonwealth as agreed to in a separate SOW.
Title

Hourly Rate for Service FY 2013 – ending June 30, 2013
Hourly Rate for Service FY 2014 – ending June 30, 2014
Hourly Rate for Service FY 2015 – ending June 30, 2015
Hourly Rate for Service FY 2016 – ending June 30, 2016
Engagement Principal and Advisory Partner/Principal/Director

$410

$431

$452

$475

Project Manager or Team leads for core competencies / Security, Compliance, and Data Quality Senior Manager

$352

$370

$388

$407

Forensic/Investigative/E-Discovery Partner/Principal

$450

$473

$496

$521

Forensics/Investigative Sr. Manager

$400

$420

$441

$463

E-Discovery / Forensics Subject Matter Specialist

$350

$368

$386

$405

E-Discovery / Forensics Analyst

$300

$315

$331

$347

Security Risk Assessment Analyst

$225

$236

$248

$260

Security Risk Assessment Specialist

$274

$288

$302

$317

Security Risk Assessment  Lead

$322

$338

$355

$373

Compliance Analyst

$225

$236

$248

$260

Compliance Senior Analyst

$274

$288

$302

$317

Compliance  Lead

$322

$338

$355

$373

Data Quality Analyst

$225

$236

$248

$260

Data Quality Senior Analyst

$274

$288

$302

$317

Data Quality Lead

$322

$338

$355

$373

Option C - Project Based SOW with Maximum Obligation
Describe how the pricing for a project-based engagement would be calculated that is based not on time and materials actually used, but on a project completion basis that is paid based upon completion of milestones, but not billed on an hourly rate with time and materials and demonstrates cost containment.  

We will provide project-based engagement pricing based on the scope, timelines and deliverables associated with each SOW.  We will determine the level of effort and provide our pricing based on certain assumptions regarding the scope of the engagement. Our price milestones using a parametric-driven approach to produce consistent estimation of effort, resources, and costs based on the scope, deliverables, and assumptions. We also provide a detailed listing of staff proposed to work on the project, by function along with the proposed time each person would be dedicated to the project during the engagement. 
Deloitte is flexible and can work with the Commonwealth to determine a mutually agreeable pricing option for a give type of engagement depending on the Commonwealth needs and type and scope of services requested. 
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�


In 2009, DPW Information Technology Shared Services (ITSS) was recognized by the National Association of State Chief Information Officers (NASCIO) for its “Enterprise IT Management Initiatives”. Deloitte assists DPW information security program as part of ITSS.





�


Deloitte helped establish the DPW Security Risk Framework that rationalizes over 147 unique, authoritative sources and around 3,500 individual requirements from State, Federal regulations and leading security standards into 350 integrated security requirements.





�


Computerworld 2010 recognized the Commonwealth of Pennsylvania’s Department of Public Welfare (DPW) security Vulnerability Assessment Shared Services Program as a Laureate. 


�





�


Deloitte maintains and operates a, Tier III data facility in Hermitage, Tennessee, the Electronic Discovery Solutions Center (EDSC), that operates 24 x 7, and leverages distributed processing via virtual environments.
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Bidder Name:  Deloitte & Touche LLP
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