RESPONSE SUBMITTED FOR RFR NUMBER: PRF56DESIGNATEDOSC

AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND RECOVERY SERVICES

Category: Information Management, Security and Compliance Audits, Including

Payment Card Industry (PCI) Compliance
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Our Approach: Working with Clients
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The EY approach starts with establishing agreed procedures for access to people, technologies, and systems. Recognizing the sensitivity of investigations, we are careful to agree 

working protocols for all investigative activities from daily updates to providing access to evidence for legal or regulatoryrepresentatives and their agents or counsel.


COMMONWEALTH OF MASSACHUSETTS
RESPONSE SUBMITTED FOR THE

REQUEST FOR RESPONSE (RFR)
RFR NUMBER: PRF56DESIGNATEDOSC

TITLE:  AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Sub-Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Compliance
BIDDER NAME: Ernst & Young LLP
INSTRUCTIONS: 

1. The Written RFR Response must be submitted using this “RFR Response Template” so that all Responses appear uniform and consistent for selection purposes and to enable posting on Comm-PASS once selection is completed.  

2. This WORD document must be used and may not be altered, reformatted or changed in any way or the Response will be subject to rejection.  This document must be saved in a WORD format and not in .pdf so that the document may be modified during negotiations if necessary.  Bidders may not save this document as a .pdf format.  A .pdf format will subject the Response to rejection.  Attachments allowable as .pdf submissions will be specifically noted.
3. Bidders must enter, or copy and paste information into the spaces provided for each question.  The space will expand to accommodate the data entered.  The Bidder may open the “footer” and add the Bidder’s Name to print on each page of the Response.  

4. Bidders may not refer to outside attachments for key information related to answering the questions unless the Attachment is one of the Required Attachments for the RFR Response or is an attachment that must be completed as specified under the “Forms and Terms” tab for this RFR on Comm-PASS.  This form will expand to accommodate the addition of response information. 
5. Each item must be addressed specifically by entering information in the required ANSWER space.  If an item is inapplicable, the Response must indicate "N/A" or “Not applicable” or other appropriate explanation.  
6. The questions presented are the best guess of what information is needed to evaluate Bidders and are not exhaustive.  Bidders should be as comprehensive in responding as possible and include all relevant information and considerations to assist in the review of a Response and demonstrate the full capabilities of the Bidder.  
7. Bidders are responsible for reviewing the “Forms & Terms” tab under this RFR in Comm-PASS for all the listed specifications and the required Forms that must be submitted with the RFR Response (in order to be considered for selection) or upon contract award and execution.  Failure to submit the required Forms with the RFR Response, as specified, will be considered sufficient grounds for rejection of the Bidders Response.

Submission of Responses 

Bids will be submitted solely through the www.comm-pass SMARTBID process required for Statewide Contracts as outlined in the RFR. 

Deadline for Submission

Submit Responses through SMARTBID by Submission Deadline Date listed in the RFR. 

	RFR RESPONSE PART A

BIDDER AUTHORIZED CONTACT, INTRODUCTION AND CERTIFICATIONS


	A-1. Authorized Representative and RFR Contact.  Please complete the information below for the Individual who is an Authorized Representative of the Bidder, who can legally bind the Bidder during the RFR Interview and subsequent negotiations, and who shall serve as the RFR Contact for any questions or communication necessary during the procurement.  The Bidder must identify its Legal Name as used for filing Tax Returns to the Internal Revenue Service (IRS) and its Federal Employer Identification Number (FEIN).  

	Bidder Legal Name: Ernst & Young LLP
Legal Address (for Tax Return Purposes): 200 Clarendon Street, Boston MA 02116

FEIN: 346565596 
Commonwealth of Massachusetts Vendor Code (if previously registered in Massachusetts): VC: VC6000238223
Authorized Representative/RFR Contact Name: Francis J. Nemia

Title: Partner
Telephone: (617) 585-3496
Cell: (617) 901-5788
TTY/TTD: N/A

Email Address: francis.nemia@ey.com

Fax:   (617) 266-5843

	A-2.  INTRODUCTION:  In the space below notes ad “BIDDER’s INTRODUCTION”, please provide a brief introduction (not to exceed 3 pages in length) that demonstrates the Bidder's qualifications and experience to perform the work requested.  Identify which of the categories the Bidder will be bidding on and include a description of the firm philosophy in providing each of the categories that the Bidder is submitting a Response.  

	A-2. ANSWER: 

Bidders will be selected in three major categories.  Identify with an “X” which of the RFR Categories are being submitted under this RFR 

Ernst & Young U.S. LLP, is authorized to provide Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance. This Contractor is Not Authorized to perform QSA or ASV services.
       . PCI Security Standards Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs may perform PCI Compliance validation.  
       . PCI Security Standards Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
X    . 
Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I and other state and federal data security statutes, and other audits and compliance reviews related to data management systems, and security of Personally Identifiable Information (PII) and other types of confidential and sensitive information.  QSAs may bid under this category to provide non- PCI related audit, compliance review and consulting services for non-PCI related compliance audits and reviews. 
Bidders will be separately reviewed and ranked in each of the categories in which they bid, and Bidders may bid on any or all of the categories.  Bidders will be ranked separately under each category and may or may not be selected to provide more than one category of services, even if a Response has been submitted for more than one category.  

ENTER BIDDER’S INTRODUCTION HERE:

Understanding of Your Needs
As you have stated in your Request for Response (RFR), the Commonwealth of Massachusetts (the Commonwealth) is seeking to pre-qualify firms that can perform services at the request of any state department or other Commonwealth Eligible Entities (Eligible Entity or Eligible Entities). We understand the scope of the services to be performed are information security based and include specialty government audits that address Information Management, Security and Compliance Audits, with a focus on PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services; PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing; and other Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance. It is this last form of audit, the Non-PCI, which we are proposing for. 
With regards to the non-PCI related work, we understand the scope of services to be performed include the auditing of non-PCI related PII information (protected under G.L. c. 93H and 93I and other state and federal laws and regulations protecting confidential and sensitive information). Our proposed services will focus on the audits of data security and system management, compliance audits, consulting services, remediation services, on-site and on-line audit and assessment capabilities, provision or coordination of scanning testing, penetration testing and other vulnerability testing, forensic investigations, internal controls and quality assurance audits, and other specialized services such as E-discovery assistance, data breach remediation services required under G.L. c. 93H, data storage and destruction recommendations under G.L. c. 93I, and other support services related to secure data management. 

With qualifications that include extensive experience in information security, compliance audits, risk and vulnerability assessments, internal controls and quality assurance audits, combined with our firm’s focus on assisting public sector clients, we are very confident in our firm’s ability to serve the Commonwealth on this contract.

About Ernst & Young 

Ernst & Young is a leading global professional services firm. We help organizations like the Commonwealth improve performance and meet many business requirements through a range of services in advisory, tax, assurance and transactions. 

In Advisory we have 25,000 people globally. Advisory works with large enterprises and government institutions on their most pressing management and operational challenges. Advisory helps clients protect their business, improve performance and enable change. Advisory has three sub-service lines (Performance Improvement, Risk and IT Risk and Assurance) with deep competencies in information technology, risk, finance and supply chain. 

Ernst & Young has been providing information security services for more than 20 years. Over this time we have developed industry-leading methods, tools and resources that are based on accepted standards of information security (e.g. ISO 27002, NIST 800-53), as well as new threats facing organizations (e.g. Advanced Persistent Threat, Stuxnet). We have more than 3,500 people who provide security services to our clients. Our professionals have worked with companies of all sizes, across multiple industries and have a range of experience in information security, strategy, risk management framework and threat assessment. 
Our Commitment to the Public Sector 

Our Government & Public Sector practice aims to be the preferred partner in driving transformational change for governments around the world. In countries large and small, developed and emerging, we understand the issues and can provide you solutions that will have lasting impact. Our multidisciplinary teams, proven methodology and deep cross platform technical knowhow accelerate our client’s organizational performance through technology transformation, data analytics and business intelligence, while managing technology risks and security.

Ernst & Young is committed to serving the public sector. We have developed one of the largest local and national Public Sector practices, dedicated to serving government clients. Our Northeast Sub Area Public Sector Practice, which includes an office at 200 Clarendon Street, Boston, utilizes a creative business-minded approach to client service, which we have provided to many public sector clients in the area. Throughout the nation Ernst & Young has significant experience in serving government clients similar to the Commonwealth. The breadth of our service capabilities, our dedicated and experienced team and our deep industry qualifications make Ernst & Young the right firm to serve the Commonwealth. At the federal level, we have performed one or more services for nearly every major agency or department, (e.g., US Department of Education, the Health Care Financing Administration, Centers for Disease Control and Prevention, Patent and Trademark Office, and the US Postal Service). We have served some of the most varied, complex, and prestigious public sector organizations in the world. Ernst & Young has conducted audits for half of the states whose activities are audited by independent auditors (including Ohio, Pennsylvania, Maryland, Maine, New Hampshire, Vermont, Delaware, Hawaii, West Virginia and New York). 

Ernst & Young is widely recognized as the most technologically advanced of the major accounting firms, including receiving the highest ranking of any of the Big Four in InformationWeek’s annual list of the top information technology innovators. While we are proud of the industry recognition we have received for our technology innovation, we understand that technology is only valuable when it supports our engagements in delivering value to our clients. As such, the technology tools are focused on providing differentiating enablers to allow our teams to efficiently deliver superior client service, to assist in the ongoing development of skills relevant in the market and to facilitate a collaborative, knowledge-based culture.
Our Commitment to the Commonwealth
Ernst & Young has enjoyed a strong relationship with the Commonwealth since 2011, working with you on several projects for MassDOT and as the auditor for Massport.

Thought Leadership 

Our clients appreciate the efforts we make to maintain our status as “thought leaders” to both the profession and industry. 
Here are some experiences that illustrate our leadership role and form the basis of the quality of service you will receive over the period of our security audit contract: 

· Insights on IT risk: Privacy trends for 2012 - Since 2001, when Ernst & Young published our first annual update on privacy concerns and the top issues that organizations would face in the year ahead, one thing became clear – many issues are persistent and don’t neatly expire at the end of a year. That being said, these issues do evolve and manifest themselves differently to fit the current state of events. Top privacy trend for 2012 details those developments in light of the ongoing changes in the privacy and data protection landscape.
Click on link below for more information: 

http://www.ey.com/Publication/vwLUAssets/Privacy_trends_2012/$FILE/Privacy-trends-2012_AU1064.pdf
· Advanced Security Centers - The Firm's Advanced Security Center was formed to perform Infrastructure security reviews, Internet communications security reviews (dial-up and wireless), Application security including Black Box and Gray Box security reviews, and Security training for clients.
Click on link below for more information: http://www.ey.com/Publication/vwLUAssets/Advanced_Security_Centers/$FILE/Advanced_security_threats.pdf
· 2012 IT Security Survey - The Ernst & Young Global Information Security Survey is one of the longest running, most recognized and respected annual surveys of its kind. Our 15th annual Global Information Security Survey suggests that organizations are taking steps to enhance their information security capabilities, but few are keeping up with an ever-changing risk landscape.
Click on link below for more information: 

http://www.ey.com/GL/en/Services/Advisory/2012-GISS---Fighting-to-close-the-gap---Overview
· Insights on IT risk: Countering cyber attacks - Companies worldwide are being targeted by high profile IT attacks to steal their intellectual property and corporate secrets. In this latest issue of Insights on IT risk, we describe a new threat called "Advanced Persistent Threat" attacks or APT, they are concentrated against a single target and last until access is gained to the organization’s IT environment. Traditional methods of providing security are not enough to protect against these threats and organizations need help to better understand the risk, how best to protect their businesses and to put in place measures to detect and react to successful attacks.
Click on link below for more information: 
http://www.ey.com/Publication/vwLUAssets/Countering_cyber_attacks/$FILE/Countering_cyber_attacks_March2011.pdf
Participation in Professional Organizations 

A continual effort is made to meet frequently with all organizations whose pronouncements can affect you, your accounting and your audit. Ernst & Young actively supports and participates in the professional activities of both the accounting and governmental finance professions. The firm’s involvement includes leadership positions, committee and task force service, research, training, and responses to such Governmental Accounting Standards Board (GASB) and American Institute of Certified Public Accountants (AICPA) technical proposals as discussion memoranda and exposure drafts affecting governmental accounting, financial reporting, and auditing. This involvement means that Ernst & Young’s advice will be as current as the latest meeting of these standards-setting organizations. 

We actively produce comment letters on GASB exposure drafts and discussion memoranda. These comment letters are available in each of our offices and are mailed directly to many of our governmental clients. In fact, we routinely solicit comments from our clients as we develop our responses.  We also support and participate in the professional activities of the major public sector interest groups including: 

· Governmental Accounting Standards Board (GASB)

· Government Finance Officers Association (GFOA)
· International Association of School Business Officials (ASBO)
· Association of Government Accountants (AGA)
Our Approach to Serving the Commonwealth
As you have stated in your Request for Response (RFR), the Commonwealth is seeking to pre-qualify firms that can perform services at the request of any state department or other Eligible Entities. We understand the scope of the services to be performed are broad based and may include: the audits of data security and system management, compliance audits, consulting services, remediation services, on-site and on-line audit and assessment capabilities, provision or coordination of scanning testing, penetration testing and other vulnerability testing, forensic investigations, internal controls and quality assurance audits, and other specialized services such E-discovery assistance, data breach remediation services required under G.L. c. 93H, data storage and destruction recommendations under G.L. c. 93I, and other support services related to secure data management, as well as other advisory services. 

We are confident that our team’s qualifications and experience makes Ernst & Young the best choice to serve the Commonwealth.
By selecting Ernst & Young as your dedicated provider for the non-PCI portion of this contract, the Commonwealth and Eligible Entities will benefit in the following ways: 

· Consistent, high-quality service from one firm and one team that knows the Commonwealth

· A dedicated service delivery team that knows your business and is committed to a long-term relationship with you 
· Streamlined service delivery through a single point of contact
· Knowledge transfer among team members for increased efficiencies
· A firm focused on assisting the Commonwealth
Our information security team has dedicated people, defined processes and innovative technology developed to provide these services. Frank Nemia, your Coordinating Partner, will be your day-to-day contact and will work with you to determine the right resources for the specific service area you have requested. 

Ernst & Young will perform the services in accordance with applicable standards established by the AICPA.


	A-3.  CERTIFICATION OF ACCEPTANCE OF COMMONWEALTH TERMS.
The order of precedence of this Statewide Contract is as follows:

1) Commonwealth Terms and Conditions

2) Standard Contract Form

3) Request for Response PRF56DesignatedOSC (as amended) 
4) This Contractor’s Response, as amended during negotiations

5) Any other non-conflicting provisions, terms or materials incorporated herein by reference by the Contractor

It is expected that any legal review of the required contract forms and attachments will be done PRIOR to submission of the RFR Response and that objections to any language in the RFR or attachments will not be raised after selection and during contract negotiations.  This means that the Bidder can not condition execution upon the “opportunity to negotiate final terms” after selection.

Therefore, if the Bidder has any questions related to the interpretation of any language in the required forms or Attachments, these questions must be identified as part of the “On-line Forum” for this RFR during the question and answer period prior to submission, and questions or objections may not be raised at a later date. 
Any issues or concerns with the language in the Contract Forms or Attachments, or proposed additions or clarifications to this language MUST BE IDENTIFIED IN DETAIL BELOW as part of the Response, which will be evaluated as part of the selection process, and may not be raised after selection.  
Bidders are not authorized to condition execution of a contract with the Commonwealth upon the Commonwealth’s execution of a Bidder contract form, or required use of Bidder Terms and Conditions.  Any additional terms and conditions that the Bidder seeks to apply to this Contract MUST BE SPECIFIED IN DETAIL BELOW with a full explanation for consideration as part of the selection process.  The Commonwealth shall consider any reasonable “clarification” of terms that defines or outlines the parties’ responsibilities, but does not delete or materially change the Commonwealth terms.  Selection for final negotiation of a Contract shall not be interpreted as the Commonwealth’s acceptance of any terms, conditions or recommended clarifications identified in this section and shall be subject to the Commonwealth’s acceptance as part of negotiations.  The Commonwealth reserves the right to redact any submitted terms.  

The listing of numerous conditions, demands for negotiation of terms, conditioning performance on the Commonwealth’s acceptance of Bidder terms or a demonstration of an unwillingness to operate under the Commonwealth’s boilerplates and terms shall be a significant consideration as part of Qualifications for this Statewide Contract and grounds for rejection of the Bidder’s Response or a significant reduction in points.


	A-3. ANSWER: 

All approved Additional Terms and Conditions have been negotiated and included as part of the Contract User Guide specifications for this Statewide Contract Posted on www.comm-pass.com under the Forms and Terms page for PRF56DesignatedOSC.
Ernst & Young is currently working with the Commonwealth under Terms and Conditions which were reviewed and updated in 2011 and we are prepared to provide our services in accordance with this current document. 




	A-4.  Please list the following information if applicable.  Failure to identify such contingencies as part of a Response will be considered sufficient cause for immediate termination from the Statewide Contract if such information is discovered during the life of the Contract:  Details of the particular incidents do not have to be provided unless to identify mitigation or resolution of the incident.  
a) Penalties and Bankruptcy: A list of all bankruptcy and other similar proceedings within the past five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

b) Litigation: List any outstanding contingencies, such as lawsuits or other claims or charges against the Bidder related to performance of the services sought under this RFR and any and all investigations, indictments or pending litigation by any federal, state or local jurisdiction relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related company and all criminal convictions within the last five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

c) Civil Penalties: A list of all civil penalties, judgments, consent decrees and other sanctions within the last five years, as a result of any violation of any law, rule, regulation or ordinance in connection with its business activities relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

d) Suspensions of any permit or authority to do business: A list of all actions occurring within the last five years which have resulted in revocation or suspension of any permit or authority to do business in any jurisdiction relating to the submitting entity, any officer, director, partner or member thereof, any affiliate or any related entity.

e) Debarment from public bidding: A list of all actions occurring within the last five years that have resulted in the barring from public bidding relating to the Bidder, an officer, director, partner or member thereof, any affiliate or any related entity.

f) Defaults: The Bidder shall list any situation in which the Bidder’s firm (either alone or as part of a joint venture), or a subsidiary of the Bidder’s firm, defaulted or was deemed to be in noncompliance of any contractual obligations, explaining the situation, its outcome and all other relevant facts associated with the event described.  Please also provide the name, title and telephone number of the principal manager of the contract user who asserted the event of default or noncompliance.
g) Other Adverse Situations or Potential Conflicts:  The Bidder shall provide a description of any present facts known to the Bidder that might reasonably be expected to affect adversely its ability to perform any aspect of this Contract or present a conflict of interest or ethical issue.



	A-4. ANSWER:

a) Penalties and Bankruptcy: Ernst & Young has not filed (or had filed against it) within the past five years any bankruptcy or insolvency proceeding, voluntary or involuntary, or undergone the appointment of a receiver, trustee or assignee for the benefit of creditors.
b) Litigation: Ernst & Young, as is true of all major accounting firms, is involved in litigation in the normal course of our professional activities. We believe the mere filing of a suit against a firm provides no meaningful indication of the quality of work, since the complaint represents merely the unproven allegations of a plaintiff. The outcome, moreover, may not bear a meaningful relationship to quality. We believe that the quality of our firm’s work meets the applicable professional standards of the profession. We have tried and won numerous lawsuits before both judges and juries, most of them in the last decade of increased litigation against accounting firms. We are proud of our record. It supports our assessment that litigation has not reflected adversely upon the quality of our professional work; nor has it ever impaired our ability to serve our clients.
c) Civil Penalties or actions: (see a. above)
d) Suspensions of any permit or authority to do business:  In the last five years Ernst & Young has not been suspended from doing business.
e) Debarment from public bidding: In the last five years Ernst & Young has not been barred from public bidding.
f) Defaults: Ernst & Young, as is true of all major accounting firms, is involved in contract disputes and litigation in the normal course of our professional activities. The terms of our contracts, as well as the facts surrounding any dispute or claim, are confidential. In any event, we believe the mere existence of a contractual dispute or filing of a claim against a firm provides no meaningful indication of the quality of our work since the complaint represents merely unproven allegations. The outcome of any dispute or litigation, moreover, may not bear a meaningful relationship to quality. We believe that the quality of our firm’s work meets the applicable professional standards of the profession.
g) Other Adverse Situations or Potential Conflicts: At this time we see no adverse situations and potential conflicts that would prevent us from performing services for the Commonwealth.

	A-5.  Provide a listing of the Bidder’s concurrent material engagements, as well as its current outstanding proposals or bids that could impact the available resources or the provision of concurrent service to multiple Eligible Entities across the Commonwealth.  Bidder must be able to certify that the key personnel assigned to this contract will be assigned to Eligible Entity engagements and that the Bidder has the capacity and resources to provide concurrent services to multiple Eligible Entities across the Commonwealth.  Bidders must identify in this section if the Bidder seeks to provide services primarily to state department Eligible Entities, or municipalities and local government, or state authorities or to all Eligible Entities.  

	A-5. ANSWER: 

We are not aware of concurrent material engagements or current outstanding proposals or bids that could impact the resources available to the Commonwealth as the result of this bid.

Based on our current workload, project backlog and staff availability estimates, we are confident that we will have the resources to respond to the needs of the Commonwealth for this contract. 

	A-6 RESPONSE CERTIFICATION: By completion of the information in the space provided below and submission of this RFR Response, the Bidder through its Authorized Representative certifies:

1) that the Response will remain in effect for a period of 120 days from the submission deadline and thereafter until either the Bidder withdraws it, a Contract is executed, or the procurement is canceled, whichever occurs first; and 
2) that the information provided is accurately represented; and 
3) that the Bidder is ready, willing and able to perform the work required as specified, and
4) that if selected for final contract negotiation, the Bidder is willing to have authorized signatories meet during the period for final negotiation and contract execution (as identified in the Procurement Calendar) to execute the contract without protracted contract negotiations; and 
5) that this Response is being submitted in good faith and without any collusion or fraud; and 
6) that the Bidder certifies that it will comply with the Statewide Contract terms including amendments, for the duration of any contract awarded to the Bidder under this RFR; and
7) that the Bidder certifies that this Response is submitted in accordance with the order of precedence outlined in Section A.3, that any legal review of the required contract forms and attachments has been be done PRIOR to submission of the RFR Response, and that any recommended clarifications that do not modify or delete the standard terms have been identified and objections to any language in the RFR or attachments will not be raised after selection or during contract negotiations; and 
8) that this Response is not conditioned upon the Commonwealth’s acceptance of any Bidder standard forms or terms, and the Bidder has not conditioned submission of this Response based upon any stated terms in section A-3, and the Bidder has not condition submission of this Response on the ability to negotiate the standard Commonwealth terms, or the Response may be subject to disqualification or a significant drop in points relative to the Qualifications section, and 
9) that the Bidder certifies that if selected for a contract that the Bidder must obtain a Certificate of Good Standing from the Department of Revenue as part of Contract Execution. (See https://wfb.dor.state.ma.us/webfile/Certificate/Public/WebForms/Help/LearnMore.aspx  and http://www.dor.state.ma.us/rul_reg/AdminProcedure/AP613.htm; and

10) that the Bidder certifies that it must be in good standing for tax compliance and any other requirement for licensing or good standing in the Commonwealth for the duration of the Statewide Contract; including PCI SSC listing of QSA and ASV companies, the Bidder may be disqualified at any time after selection or contract execution if the Bidder is placed on remediation or terminated status by the PCI Council or loses any other required certification.  


	A-6. ANSWER:

Authorized Representative Printed Name: Francis J. Nemia

Title: Partner

Date: November 28, 2012


	RFR RESPONSE PART B - BIDDER QUALIFICATIONS
In this Section of the Response the Bidder is required to outline the Bidder’s “Qualifications”, the experience, expertise and capabilities to provide the Statewide Contract Services.  Details on the specific services and performance details should be included under PART C – WORK PLAN.  Part B is limited to demonstrating the Bidder’s Qualifications, and that the Bidder has the requisite skills, experience and expertise to provide the necessary services to Commonwealth Eligible Entities with details of historical demonstrated performance. 

In order to promote competition and ensure the most cost effective and comprehensive availability of services, the Commonwealth intends to narrow the field of qualified contractors to the most qualified and competitive firms, not solely based upon low cost but based upon qualifications, success rates, willingness to partner with the Commonwealth, state of the art resources, privacy and security protocols, quality assurance, integrity in audit actions and supplier diversity commitments.
See background policies for current PCI program at: http://www.mass.gov/osc/business-functions/accounts-receivable/ecommerce.html. 

Bidders may respond in any of the following three (3) categories of services under this Statewide Contract.  If the Bidder is not submitting a response in a category the Bidder must indicate “N/A” or “Not Applicable” in the ANSWER section for EVERY ANSWER section that is not applicable.  

A. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs can perform PCI Compliance validation.  
B. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
C. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I PII security statutes, or other audits and compliance reviews related to data management systems, and security or Personally Identifiable Information (PII) and other types of confidential information.  QSAs may be qualified under this Category to provide other audit, compliance review and consulting services for non-PCI related compliance audits and reviews.

Subcontractor and Prime Bidders.  When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  

Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for scanning or other services independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Prime Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate independence of QSA services and Scanning Services to ensure the integrity between scan results and QSA service recommendations. 


	B-1.  FIRM PROFILE
In the ANSWER section below:
a. State whether the firm is local, national, or international and the total number of employees.  

b. A brief firm history. 
c. State the location of the office(s) from which the work is to be managed and the location from which the work will be performed. 
d. In-State Presence.  Verify that Bidder is a United States firm able to perform on-site work in Massachusetts, with no services being provided outside the continental US.  Due to the expense of out of state travel and accommodations, as a costs savings consideration, it is preferred that Contractors have an in state presence, with a local office as opposed to a registered agent location.  

e. State the types of work performed by the office and the percentage of effort devoted to each type. 



	B-1. ANSWER:

a. Ernst & Young is a global professional services firm, with approximately 167,000 employees.

b. The roots of Ernst & Young date back to the late 1800s and the legacies of three visionaries: Arthur Young, A.C. Ernst and Thomas Clarkson. Since then, the firm has been through three mergers, culminating in 1989 when Ernst & Whinney merged with Arthur Young to create Ernst & Young. The new firm quickly positioned itself at the leading edge of rapid globalization, new business technologies and continuous business change. Our firm serves thousands of clients globally and provides a broad range of assurance, tax, transaction and other advisory services.
c. As with all our current work for the Commonwealth, any projects resulting from this contract would be managed out of our Boston office, located at 200 Clarendon Street, Boston MA 02116.
d. As stated above, we have an In-State Presence. 

e. Generally, our services fall into the five major areas described below: Advisory, Assurance, Tax, Transactions and Strategic Growth Markets. We have aligned our knowledge, insights and people and have established relationships with our clients in each of these areas. These services are provided by Ernst & Young globally, without regard to individual offices. Ernst & Young has significant resources in each of our service lines, but we do not publicly disclose what percentage of our business each of them comprises.


	B-2.  PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES. 

Section B-2 is limited to PCI-related QSA services required for Commonwealth Eligible Entity Merchants required to engage Approved QSAs for PCI Compliance validation (Eligible Entities accepting credit cards for payments).  
By state statute, G.L. c, 93H and 93I Commonwealth Eligible Entities are required to protect Personally Identifiable Information including credit card data.  As part of current Commonwealth policy, The Office of the Comptroller and the Information Technology Division require state agency merchants to engage an Approved QSA to independently validate PCI compliance, even if the merchant is not required to have an independent QSA assessment by the PCI Council. Given the seriousness of a data breach, it has been determined that having an independent compliance audit is essential to prevent the significant costs and resources that would result in the event of a data breach.  

Therefore, this RFR is seeking Bidders qualified to perform traditional QSA services required by the PCI Council and acquiring banks, and also consulting assistance for the completion and independent SAQ review, and any other PCI vulnerability assessments, even if an Eligible Entity Merchant is not required to have an independent evaluation by the PCI Council or their acquiring bank.

Due to the unacceptable risk to the Commonwealth as a whole if a data breach occurs, the Comptroller (CTR) requires that all State Entities that use the Massachusetts Management and Accounting System (for direct activities or summary reporting) annually verify that their accounts receivables processes using credit cards are PCI compliant, and have been independently validated by a QSA.  CTR includes ACH transactions in scope for this validation since NACHA has not identified a specific data security framework for ACH (similar to PCI), 

For compliance validations for Eligible Entities required only to complete a “Self-Assessment”, the review is expected to be less expensive and extensive than a full audit for merchants that are required to have a mandated independent validation of compliance.  Eligible Entities will complete the validation of a SAQ based upon available funding and the extent of the risks identified during an initial evaluation by a QSA and will seek to remediate any risks identified during this evaluation.  

Standards for Payment Card Industry Council approved Vendors are posted at:  https://www.pcisecuritystandards.org/approved_companies_providers/index.php.  

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAs) AND RELATED CONSULTING SERVICES.  The Bidder must provide evidence that it is a certified Qualified Security Assessor (QSA) approved by the PCI Security Standards Council: http://usa.visa.com/download/merchants/cisp-list-of-pcidss-compliant-service-providers.pdf https://www.pcisecuritystandards.org/resources/qualified_security_assessors.htm  as of the date of this RFR to perform on-site PCI Data Security Assessments and validation for a Level 2, 3, or 4 merchant and Level 2 service providers; and Reports on Compliance (ROC) for Level 1 merchants and service providers.  

	B-2.  a)  ANSWER: N/A


	b) Bidders must demonstrate that the Bidder has continuously for at least five (5) years provided government PCI services providing a full suite of QSA, consulting and remediation services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience.  If the Bidder has performed for less than the five (5) year minimum, demonstrated cumulative experience of not less than five (5) years in state government PCI services and at least five (5) years in other PCI services comparable to the services required under this RFR.  Bidder should demonstrate the ability and capacity to perform the service required with numerous merchant relationships and heterogeneous cardholder data environments.   Describe in detail specific projects and contracts, specifically government engagements, and any other information relevant to demonstrate experience and expertise in this area. 

	B-2.  b)  ANSWER: N/A


	c) Bidders must demonstrate significant experience with evaluating and providing assessments of the cardholder data environment of large scale and diversified or decentralized merchants, as well as the ability to assess areas of internal risks for these type of organizations such as insider fraud, unattended devices, social engineering, third party hosting risks, data leakage prevention, and other related risks and provide emerging technology and PCI scope reductions trends and any other considerations. Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 


	B-2.  c)  ANSWER: N/A


	d) Bidders must demonstrate significant experience with payment processing experience and direct payment processing system audit experience and a clear understanding of the payment processing needs unique to government entities.  Audit experience must include the ability to validate that Eligible Entity software and applications are PCI compliant if not already approved by the PCI Council software listing.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area.


	B-2.  d)  ANSWER: N/A


	e) Bidders must demonstrate ability to efficiently and effectively develop PCI DSS scope assessments and price engagements reasonably for the size and complexity of the engagement, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Department without compromising the duty to identify PCI risks, remediation and recommendations.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 

	B-2.  e)  ANSWER: N/A


	f) Please identify if the Bidder is PA-QSA qualified.  https://www.pcisecuritystandards.org/approved_companies_providers/payment_application_qsas.php.Payment Application Qualified Security Assessor (PA-QSA) companies are organizations that have been qualified by the Council to have their employees assess compliance to the PCI PA-DSS standard. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  


	B-2.  f)  ANSWER: N/A


	g) Please identify if the Bidder has Pin Transaction Security (PTS).  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-2. g)  ANSWER: N/A


	h) Please identify if the Bidder has PCI PFI Certification. The Council maintains a list of approved PCI Forensic Investigators to replace the individual payment card brand lists as of March 1, 2011. View the list of approved PCI Forensic Investigators.  https://www.pcisecuritystandards.org/approved_companies_providers/pfi_companies.php  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-2. h)  ANSWER: N/A


	i) Please identify if the Bidder has Point-to-Point Encryption (P2PE) qualifications.  
· Qualified Security Assessors Point to Point Encryption/ (QSA (P2PE)s companies are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions.
· Qualified Security Assessors Point to Point Encryption assessors are employees of these organizations certified by the Council to validate P2PE Solutions. 
· Payment Application Qualified Security Assessors Point to Point Encryption / PA-QSA (P2PE)s are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions and Application.
· PA-QSA (P2PE)s are employees of these organizations who have been certified by the Council to validate P2PE Solutions and P2PE Applications. They are the only assessors who are qualified to perform Domain 2 assessments. 
Identify how long the Bidder has had any of these qualifications and the extent of expertise and experience in this area.   


	B-2. i)  ANSWER: N/A


	j) Please Bidder expertise relative to providing assessments and security reviews for PCI Compliance for emerging mobile payment acceptance solutions as demand for these services increase. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   


	B-2.  j)  ANSWER: N/A


	k) Please identify any other PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide PCI QSA services.  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-12.  k)  ANSWER: N/A


	l) Use of Subcontractors for QSA Services. It is presumed that the selected Bidder will be responsible for and perform all the duties and requirements of this RFR.  In this section, the Bidder must identify any subcontractors that will or may be used to conduct any of the work described in this Section, including the names of subcontractors, summaries of their qualifications, experience and duties and responsibilities for performance.  The Bidder will remain the sole point of contact and will be responsible for all performance under the contract.  For all subcontractors the following information is required in this Response:  the name of the firm that will provide direct services; the anticipated number of Full-Time Equivalent (FTE) hours the subcontractor will be utilized during a work week; and the individual performance area(s) the subcontractor will be used under a resulting contract.


	B-2.  l)  ANSWER: N/A


	m) Qualifications to provide robust Reporting, Results and Analysis for QSA Services.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities.  The Office of the Comptroller and the Information Technology Division track overall PCI compliance for state departments.  Contractors will be required to provide overall state compliance assessments, reduction in PCI scope recommendations, and other information for overall PCI compliance.  

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a QSA engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.   
3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their PCI Security compliance needs (particularly, the PCI Self-Assessment Questionnaire, Report on Compliance, Vulnerability, Scans, and Penetration tests).

4. Describe how Bidder will allow web-based access to CTR and ITD for central monitoring of compliance status for all Commonwealth merchants.
5. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe if reporting applications provide the ability to report compliance status of Commonwealth merchants to the Merchant Services Provider(s).

7. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

8. Describe any other relevant information detailing reporting options and recommendations for QSA engagements.  

9. List the titles of available sample reports and Attach samples of QSA available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-2. m)  ANSWER: N/A


	B-3.  SCANNING SERVICES – QUALIFICATIONS

Bidders selected in this category must have exceptional experience and expertise in providing a full suite of scanning and security testing and penetration services to identify vulnerabilities and test remediation efforts for PCI Compliance and for non-PCI security compliance testing.  
When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for solely scanning or other service independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Primary Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate complete independence of QSA services and Scanning Services.  
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) PCI COUNCIL APPROVED SCANNING VENDOR (ASV).  For PCI Compliance services, the Bidder must provide evidence that it is a certified Approved Scanning Vendor (ASV) approved by the PCI Security Standards Council at:   https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php of the date of this RFR to perform internal and external network vulnerability scans for all merchants and service providers with externally-facing IP addresses.  

	B-3.  a)  ANSWER: N/A


	b) For PCI compliance services, Bidders must demonstrate a minimum level of at least 5 (five) years experience providing the same type of full suite ASV services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   


	B-3.  b)  ANSWER: N/A


	c) For PCI compliance services, Bidders must demonstrate ability to efficiently and effectively develop ASV scope assessments and price engagements reasonably for the size and complexity of the engagement, the PCI or other level of risk, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Eligible Entity without compromising the duty to identify PCI compliance and other vulnerability risks, remediation and recommendations, and provide emerging technology and PCI or vulnerability risk scope reductions recommendations.

	B-3.  c) ANSWER: N/A


	d) SCANNING SERVICES TYPES: (PCI and Non-PCI related). Bidders must be able to furnish a broad range of scanning services including, but not limited to the scanning types displayed below.  Identify whether the Bidder provides the listed type of scans, how long the Bidder has performed these types of scans and the extent of expertise and experience in EACH area.   :

1. Server Hardening Scans

2. PCI Compliance Scans 

3. Penetration Tests
4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  



	B-3.  d) ANSWER: N/A


	e) QUALIFICATIONS TO PROVIDE ROBUST REPORTING, RESULTS AND ANALYSIS FOR ASV SCANNING AND PENETRATION TESTING AND OTHER SCANNING SERVICES.  Bidders must demonstrate the capability to provide detailed reports and any other information required by Eligible Entities related to scanning services.  The Office of the Comptroller and the Information Technology Division track overall compliance for state departments.  Contractors will be required to provide reports on compliance and risk assessments. 
Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a scanning engagement, or for ongoing engagements, annual year end reporting. 
2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will:

3. Identify what reporting or other services are available to assist Eligible Entity merchants with managing their Security compliance needs (particularly Vulnerability Scans and Penetration tests).

4. Identify if Bidder is able to allow web-based access for central monitoring of compliance status for all Commonwealth merchants provided to CTR.

5. Identify how Bidder plan s to provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe any other relevant information detailing reporting options and recommendations for ASV engagements for PCI Compliance and other scanning and testing engagements for non-PCI related security and compliance audits.  

7. List the titles of available sample reports and Attach samples of ASV available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-3.  e) ANSWER: N/A


	B-4.  OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY AND COMPLIANCE 
REVIEWS.  
The Commonwealth of Massachusetts, pursuant to G.L. c. 93H and 93I has responsibility to safeguard data deemed Personally Identifiable Information (PII), in addition to protections mandated by other state and federal statutes and regulations for other types of confidential data.  The duties to protect PII under G.L. c. 93H and 93I apply equally to both PCI covered data (credit card holder data) and non-PCI covered data (all other personally identifiable information (PII)). PCI QSA services are covered under Section B-2. Above.  This Section includes NON-PCI related services.

For Executive Departments governed by Executive Order 504, a self-assessment process has been completed to document the types of confidential and PII data collected and retained by Departments.  In addition, the Information Technology Division (ITD) has published Enterprise Security Standards for the protection of confidential, sensitive and PII.  

NOTE:  ACH transactions (electronic check) transactions with bank account information is considered PII under G.L. c. 93 H and 93I.  Therefore, the Commonwealth deems bank account information and ACH transactions to create the same level of data breach risk as credit card holder data.   

Therefore, this Section of the Statewide Contract seeks to qualify contractors that can assist Eligible Entities with the audit and testing of information and data systems and protocols to ensure that all non-PCI related sensitive data, confidential data and PII, as identified under G.L. c. 93H, c. 93I, and other state and federal laws and regulations is properly safeguarded to prevent data breaches, and to provide consulting services to assist with mitigation and remediation of vulnerabilities and data breaches (PCI or non-PCI related).  QSAs seeking to provide non-PCI related security and risk assessments, which can use many of the same evaluation considerations and tools used for PCI assessments, should complete this Section. 

Bidders must demonstrate the qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services and resources available, and details about the various types of audit and compliance related to information management systems and procedures and security management systems and procedures and compliance audits that are geared to business improvements and efficiencies, government compliance, internal controls and quality assurance and to protect personally identifiable information and other sensitive data. 
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) Identify the relevant qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services. NOTE: If the Bidder has completed the QSA portion of this Response, the relevant qualifications listed to QSA should be identified here (not just cross referenced).


	B-4. a) ANSWER: 

Ernst & Young is a leading global professional services firm. We help organizations like the Commonwealth improve performance and meet many business requirements through a range of services in advisory, tax, assurance and transactions. 

In Advisory we have 25,000 people globally. Advisory works with large enterprises and government institutions on their most pressing management and operational challenges. Advisory helps clients protect their business, improve performance and enable change. Advisory has three sub-service lines (Performance Improvement, Risk and IT Risk and Assurance) with deep competencies in information technology, risk, finance and supply chain. 

Ernst & Young has been providing information security services for more than 20 years. Over this time we have developed industry-leading methods, tools and resources that are based on accepted standards of information security (e.g. ISO 27002, NIST 800-53), as well as new threats facing organizations (e.g. Advanced Persistent Threat, Stuxnet). We have more than 3,500 people who provide security services. Our professionals have worked with companies and municipalities of all sizes, across multiple industries and have a range of experience in information security, strategy, risk management framework and threat assessment. 

	b) Please identify if the Bidder has Patient Safety and Quality Improvement Act of 2005 Statute and Rule qualifications.  The Patient Safety and Quality Improvement Act of 2005 (PSQIA) establishes a voluntary reporting system designed to enhance the data available to assess and resolve patient safety and health care quality issues.  To encourage the reporting and analysis of medical errors, PSQIA provides Federal privilege and confidentiality protections for patient safety information, called patient safety work product.  PSQIA authorizes HHS to impose civil money penalties for violations of patient safety confidentiality.  PSQIA also authorizes the Agency for Healthcare Research and Quality (AHRQ) to list patient safety organizations (PSOs).  PSOs are the external experts that collect and review patient safety. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    


	B-4. b) ANSWER: 

Our experience involving the PSQIA is limited; therefore we do not have significant qualifications to share with you at this time.

	c) Please identify if the Bidder has HIPAA SECURITY GUIDANCE qualifications.  HHS has developed guidance to assist HIPAA covered entities in complying with the risk analysis requirements of the Security Rule for entities handling health records.  http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf . Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-4. c) ANSWER: 

Ernst & Young has helped our clients interpret and respond to the passing of the Health Information Technology for Economic and Clinical Health Act, as part of the American Recovery and Reinvestment Act augmented the Health Insurance Portability and Accountability Act (HIPAA), requiring both covered entities and their business associates to change processes, as well as develop and implement new controls over protected health information. We help our clients to navigate the changes in the regulatory landscape such as breach notification for incidents involving health information, limitations on using and disclosing health information and expanding HIPAA’s regulatory impact (including its enforcement) outside of the healthcare industry. We work side-by-side with our clients to respond to these new changes, provide a point of view and leverage our global network to help define best practices.
 

	d) Please identify if the Bidder has any of the following certifications. Identify how long the Bidder has had the qualification and the extent of expertise and experience in this area.  
1) Certified Information Privacy Professional (CIPP) by International Association Of Privacy Professionals (IAPP) is a privacy and data protection certification in compliance within the US. IAPP provide other certifications as well.

2) Certified Information Privacy Professional/Information Technology (CIPP/IT)
Certified Information Privacy Professional/Government (CIPP/G) 

3) Certified Information Security Auditor (CISA) is a professional IT security certification governed by ISACA. CISA is suited for IT security auditors, or anyone who has an interest in this area. 

4) Certified Information Security Manager (CISM) by ISACA is aimed towards security professionals with IT Security management responsibilities. 

5) Certified in the Governance of Enterprise IT (CGEIT)
Certified in Risk and Information Systems Control (CRISC)

6) Certified Information System Security Professional (CISSP) certification by ISC2 is a globally recognized standard of achievement. CISSP is a senior certification for IT professionals throughout the world. 

7) ACA International (Association of Credit and Collection Professionals);

8) FISMA, Federal Information Security Management Act (FISMA);

9) SAS-70 Audit documenting control objectives and control activities examined by an independent accounting and auditing firm)
10) other awards or professional affiliations that demonstrate qualifications to provide Contract services.


	B-4.  d) ANSWER:

Ernst & Young understands the importance of industry recognized certifications and as such it is a priority for individual advancement within our Firm. We support the training and education process necessary to achieve certification, regularly conducting "boot camp" training sessions to continually broaden our resource certification coverage. 
Below is a representation of our team’s certification(s) and experience working within certification guidelines.
1. CIPP and IAPP: Staff certification, experience and qualifications to perform this type of engagement. Certification since inception.
2. CIPP/IT: Staff certification, experience and qualifications to perform this type of engagement. Certification since inception.
3. CISA: Staff certification, experience and qualifications to perform this type of engagement. Certification since inception.
4. CISM: Staff certification, experience and qualifications to perform this type of engagement. Certification since inception.
5. CGEIT & CRISC: Staff experience and qualifications to perform this type of engagement. Experience since inception.
6. CISSP: Staff certification, experience and qualifications to perform this type of engagement. Certification since inception.
7. ACA: Staff experience and qualifications to perform this type of engagement. Experience since inception.
8. FISMA: Staff experience and qualifications to perform this type of engagement. Experience since inception.
9. SAS70/SSAE16: Staff experience and qualifications to perform this type of engagement. Certification since inception.

10. Ernst & Young is an active participant in industry working groups/task forces dedicated to privacy, for example, the AICPA/CICA Privacy Task Force responsible for producing the Generally Accepted Privacy Principles (GAPP).

	e) Please identify any other Non-PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide data management, security, compliance and other data security audit services. Bidders must provide a detailed explanation of the experience, types of projects that have been performed and any additional details supporting a significant level of expertise in auditing compliance and security protocols for other types of information and data management systems to protect personally identifiable information and other sensitive data.  

	B-4.  e) ANSWER: 
Below we have highlighted other Non-PCI related qualifications not previously mentioned, that relate to data management, security, compliance and other data security audit services and which Ernst & Young could to provide to the Eligible Entities.
HIPAA & HITRUST

Covered entities including health plans, health care providers and related business associates that transmit health information electronically are increasingly interested in demonstrating assurance related to their compliance with HIPAA. While the HIPAA regulations, including the Privacy Rule and Security Rule, have been in effect since the early 2000’s only recently has there been sufficient energy on behalf of regulators (through HITECH) to take enforcement seriously. Specific to health care providers, meaningful use incentives require compliance with HIPAA security safeguards related to risk analysis. These incentives and increased enforcement activity is driving our organizations to look carefully at their information security and data privacy control environment and to take steps to demonstrate their compliance with HIPAA in the event of audit by the Office for Civil Rights (OCR), the government agency responsible for enforcement. 

Covered entities vary in their preparedness and ability to demonstrate HIPAA compliance to OCR and other covered entities with which they do business. Generally speaking, health plans employ more mature security and privacy programs and are better prepared to demonstrate compliance than health care providers. All covered entities and business associates can benefit from improved security and privacy controls program and a formal, sustainable approach to assessing and demonstrating compliance. SOC 2, SOC 3 and HITRUST assurance options offer an excellent solution path for these covered entities. 

HITRUST assurance options include Common Security Framework (CSF) Validated and CSF Certified options. CSF Validated allows both healthcare organizations and their business associates to realize the benefits of more assurance with fewer resources. CSF Validated assessments are designed to occur along an incremental path towards certification. CSF Certified is a means of recognizing that an organization has met all of the certification requirements of the CSF as defined by the industry. CSF Certified provides internal and external parties with the greatest level of assurance that an organization is appropriately managing risk by meeting those industry-defined and accepted security requirements. 

(As a CSF Assessor, Ernst & Young is able to provide these assurance options.)
Our service delivery team includes dedicated professionals with significant experience performing HIPAA assessments and HITRUST engagements. This allows us to serve our clients with a geographically dispersed of experienced team employing a consistent approach. 

PCI Readiness Assessment

The Payment Card Industry (PCI) Data Security Standard (DSS) was developed to encourage and enhance cardholder data security and facilitate the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technical and operational requirements designed to protect cardholder data. PCI DSS applies to all entities involved in payment card processing – including merchants, processors, acquirers, issuers, and service providers, as well as all other entities that store, process or transmit cardholder data. PCI DSS comprises a minimum set of requirements for protecting cardholder data, and may be enhanced by additional controls and practices to further mitigate risks. 

Cardholder data is comprised of the card number (PAN); the magnetic stripe data captured when the card is swiped and the 3-4 digit security code imprinted on the physical card (also known as the card-verification code) and the personal identification number (PIN).  PCI DSS requirements are applicable if a Primary Account Number (PAN) is stored, processed, or transmitted. If a PAN is not stored, processed, or transmitted, PCI DSS requirements do not apply.
The current landscape of enforcement exists between the acquiring banks, payment processors, QSAs and merchants. The lack of consistency across these organizations in their evaluation interpretations and audit process rigor is causing confusion, wasted resources, and distracted focus on completing RoCs rather than compliance and risk reduction.

Our Readiness Review services provide an alternative to the clients being railroaded through inconvenient and immature audit process offered by the boutique companies currently in the QSA realm.  Our experience and direction in crafting a program, applying consistent interpretations and communicating those messages in the assessor’s language can reduce the cost of audit and remediation typically experienced year over year.
Helping our clients refocus their efforts on reducing business risk, reducing data loss risk and ultimately reducing the risk to the banks and card brands, drives a communication strategy that allows for appreciation and leniency from the banks with a focus on risk reduction without the impedance of distractions from inconsistent auditors and fines associated with lack of compliance.

We propose and deliver transformational solutions and unique compensating controls to reduce the scope of the assessments, along with the risk of breach, dramatically. We can offer a range of custom crafted pragmatic solutions that are achievable within timelines the enforcement bodies are typically comfortable with. Our clients appreciate a renewed focus on business, IT and information security strategy with compliance and firefighting costs reduced significantly.

FISMA/FedRAMP

FISMA legislation consolidates many federal IT security requirements and guidance into an overall framework for managing information security and protecting the nation’s critical information infrastructure.

FISMA requires federal government including those provided or managed by another agency, contractor, or other source to: 1) Plan for security, 2) Make certain that appropriate officials are assigned security responsibility and 3) Review periodically the security controls in their information systems.

All clients that process maintain or hold government data are required to be FISMA compliant.  Examples are Aerospace and Defense sector, Student loan processing or guaranteeing, Health sector and others.  Ernst & Young has provided FISMA services for commercial clients such as Google, Microsoft, Amazon, Salesforce.com, GE Aviation, Abt Associates, Oshkosh. We also provided services to public sector clients such as HHS, USDA, VA, OCC, Federal Reserve and State of Florida.

FedRAMP is a government-wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services. The primary purpose is to:

1) Make certain that cloud based services have adequate information security; 

2) Eliminate duplication of effort and reduce risk management costs; and 

3) Enable rapid and cost-effective procurement of information systems/services for Federal agencies.  
Since June 2012, over 50 vendors have applied for a security review under the FedRAMP program. The security reviews are to be performed by a 3PAO, 3rd Party Assessor Organization.”  Ernst & Young is applying to be a 3PAO. 

FISMA requirements are consistent and closely aligned with the information security standards set forth in the international standards for information security set by the International Standards Organization. Organizations that have already implemented the international standards will be ready for aligning their controls to demonstrate FISMA compliance. The risk of non-compliance is the potential suspension and (or) termination of government contracts.  

Service Organization Controls Reporting (SOCR)

A SOC report is an examination (similar to an audit) of a description produced by the service organization of the system(s) operated on behalf of clients which are relevant to their internal control processes related to financial reporting. There are three types: 

· SOC 1 engagements are performed in accordance with Statement on Standards for Attestation Engagements (SSAE) 16, Reporting on Controls at a Service Organization. SOC 1 reports focus solely on controls at a service organization that are likely to be relevant to an audit of a user entity’s financial statements
· SOC 2 and SOC 3 engagements address controls at the service organization that relate to operations and compliance
One of the key questions both in choosing a service organization and in managing that relationship is whether that service organization operates in a well controlled environment. The SOCR is not just a tool for meeting clients’ requirements; it is usually the single best description of a service organization’s processes and procedures that can be provided to clients. Ernst and Young advises a service organization on how to leverage this communication to enhance clients’ understanding of their processes. This perspective is a major part of the Ernst & Young difference.

Our global service delivery team includes dedicated professionals with significant experience performing SOCR engagements.

Trust and confidence in your organization, processes and controls is critical to your customers. Communicating your trustworthiness is not just a desirable support activity; it is a key component of the services you provide. While many of the aspects of a service organization controls (SOC) reporting engagement are required by the applicable professional standards, differences in the application of those requirements can result in significant differences in the SOC reports and the associated costs. 
The Ernst & Young SOC reporting methodology is designed to:

· Meet customer needs - Like any other service component, SOC reports should be designed to be consistent with your contractual obligations and the underlying client needs. However, those needs (and sometimes auditing standards) may change over time. By obtaining a thorough understanding of user needs and your services on an annual basis, we assist you in maintaining your reports to meet the requirements
· Manage costs - like any other component of service, the internal and external costs of SOC reports should be controlled. SOC report costs are driven by: 

The scope of the report, including the system description, the control objectives identified and the controls selected for testing

Effective and efficient project management and execution of testing 

Efficient issue and problem resolution

Our methodology is designed to help both the Commonwealth and Ernst & Young manage these cost drivers
· Meet business objectives - SOC reports are a part of your services and need to be consistent with your business objectives. Our SOC reporting methodology is designed to understand your business objectives and to leverage our procedures and knowledge to assist you in meeting your objectives
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	f) Qualifications to provide robust Reporting Requirements, Results and Analysis for Non-PCI Compliance Audits.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities for a Non-PCI related audit.  
Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a an engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.
3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their non-PCI Security compliance needs (particularly application reviews, internal protocols, Vulnerability, Scans, and Penetration tests).

4. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

5. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

6. Describe any other relevant information detailing reporting options and recommendations for non-PCI related engagements.  

7. List the titles of available sample reports and Attach samples of available reports (Attachment). (Sample reports may be submitted as .pdf Attachments) 


	B-4. f) ANSWER:

1. Ernst & Young employs a transparent and collaborative approach to all engagements. We will work with each Eligible Entity to agree a set of reports and other work products as required for each engagement. At a minimum, a defined statement of work would be developed and regular project status reporting would also be provided throughout the engagement. In addition, a set of core work products, as agreed upon by the Eligible Entities, would be delivered prior to completion of a potential project. For this contract, we would provide the following standard reports to the Commonwealth eligible entities:

· Executive summary report - The executive summary PII or Non-PCI specific risk assessment report communicates findings and recommendations to executive management in the context of business impact to Eligible Entities. This report also communicates the scope and approach applied during the assessment in non-technical terms (or “plain English”)
· Detailed technical report - Separate detailed technical sections will be included in the report for each assessment area. Each assessment section includes scope and listing of detailed findings and recommendations
2. Ernst & Young is able to rely on several tools to assist the Eligible Entities with on-line monitoring and reporting. These tools are accessible 24/7 and at no additional cost to the Commonwealth. They include: 

· eRoom - is a web-enabled collaboration environment that provides shared access to data. As such, the Commonwealth, Eligible Entities and your Ernst & Young team will share a secure, web-enabled platform that can be accessed from anywhere 24 hours a day. Together with our standardized processes, this virtual file allows you to have real-time and shared access to relevant documentation and support for compliance, advisory and security audit purposes.
3. AND 4.  Ernst & Young has been performing ‘attack and penetration’ tests and assessments for more than 15 years. In this time, Ernst & Young has delivered a broad-base of technical assessment across all major operating systems and platforms.

At the conclusion of our testing engagements, Ernst & Young provides a single findings and recommendations report, consisting of the following sections:

· Executive summary- This summary communicates security issues to executive management and includes the steps that were performed during the assessment, discusses the significant findings of the assessment and their business impact and offers recommendations to reduce or eliminate exposures to the vulnerabilities
· Detailed technical section - Separate detailed technical sections will be included in the report for each assessment area. Each assessment section includes review methodology, screen shots of exploited systems, a complete list of findings that are categorized by risk level and resource requirement ratings and recommendations to resolve issues. Underlying causes of technical vulnerabilities are examined in the context of specific findings

Each assessment section will include a separate detailed findings and recommendations matrix that is structured to facilitate remediation by technical staff, listing the following information for each vulnerability that is identified:

· A text description of the vulnerability

· The host(s) affected by the vulnerability

· The business and technical risks and potential impacts inherent in the vulnerability
· A recommended approach of how to reduce or eliminate the exposures inherent in the vulnerabilities
Additionally, at the completion of the report preparation, Ernst & Young participates in both a technical and executive-level walk-through of the results of the testing process. These walk-throughs are structured to provide a level of depth and technical detail commensurate with the audience. A technical walk-through may include application development teams, network engineers and support staff and any other key technical stakeholders.
4. Please see above.

5. and 6. Our reports do not include on-line certification of compliance validation. Our reports are available to you and you only. These reports could be converted to SOC 3 reports. SOC 3 reports are agreed upon procedures (AUP), which can be customized according to the Commonwealth’s requirements. We do not provide certification of compliance. If required, we could provide the Commonwealth. 

In the event that specific reports may require more extensive distribution, our team includes CPA’s and other professionals familiar with issuing SOC reports such as Agreed Upon Procedures reports. We will work with you to design and execute such reports should this become necessary.
6. We have included the following selection of report examples for your use and review: 1. Vulnerability assessment report. 2. PCI footprint analysis report; Information security assessment report; Internal audit report. (sample reports are included as an attachment to this documents)



	B-5.  BIDDER SECURITY AND PRIVACY QUALIFICATIONS.  
a) Describe in detail the security that you have in place to safeguard the confidentiality of Commonwealth data and systems that may be accessed during performance.  With certain merchant Departments, access to data and systems is restricted by state and federal law.  Personnel conducting performance may be required to sign confidentiality agreements and undergo a CORI Criminal Offender Report.
b) Describe in detail the ability to communicate, send files, download files, etc. from the Internet at all times in a secure manner.
c) Identify resources that Bidder has to ensure adequate security of its own employees’ conduct and behavior while working with Commonwealth Eligible and Entity information and systems and at Commonwealth locations.
d) The Bidder must describe their procedures for informing a client when the client’s data has been, or may have been, inadvertently disclosed/compromised and its data breach support protocols. Describe the Bidder’s Disaster Recovery Capabilities.

e) Describe in detail any other Security and Privacy standards and protocols that support the services under this Statewide Contract and Eligible Entity compliance with G.L. c. 93H and G.L. c. 93I and other data security requirements.  ANSWERED IN REPSONSES ABOVE.



	B-5. ANSWER:

a) Ernst & Young secures information assets for our clients through the use of an integrated data privacy and information security strategy, summarized as follows:

· Our information security governance aligns with our data privacy governance to provide a consistent, cohesive vision around the protection of our information assets, personal data and client information
· Our global applications and systems are subject to both data privacy and security certification reviews, which enable data privacy and information security recommendations
· Personal data is protected within our network by appropriate physical, technical and organizational security measures
· Contracts with third party processors contain terms and/or activities so that client data is managed properly and securely, in accordance with legal and regulatory requirements

Clients and individuals rightfully demand accountability from any organization handling their personal and confidential data. We understand the importance of taking appropriate steps to safeguard information assets and are committed to protecting information relating to our clients and to our people.
If the Commonwealth has any questions or requires further information on the ways in which we protect our clients’ business, please contact Frank Nemia at (617) 585-3496.
b) Ernst & Young’s eRoom is a web-enabled collaboration environment that provides shared access to data. As such, the Commonwealth, Eligible Entities and your Ernst & Young team will share a secure, web-enabled platform that can be accessed from anywhere 24 hours a day. Together with our standardized processes, this virtual file allows you to have real-time and shared access to relevant documentation and support for compliance, advisory and security audit purposes. 

Secure FTP – To address the confidentiality concern for our client data, Ernst & Young has established Secure FTP sites and provision clients access to this site so that information can be shared securely.

Parcel Post – Another way of exchanging large files in a secure manner so that client information is stored securely. The information is directed to specific individuals helping retain the confidentiality of the information exchanged with our clients.

Email – We have the ability to encrypt and password-protect files using the Winzip software, or by employing TLS (Transport Layer Security). Using the Winzip encryption feature, a password is created and sent in a separate email to the client. The client can then download the file and using the password, open and view the file.


USB Flash Drive w/Pointsec Protector – a software application which comes loaded on computers of all Ernst & Young staff members. Once plugged into an Ernst & Young computer, it works to encrypt all data.

c) Ernst & Young has a Global Code of Conduct that helps to guide our staff’s behavior across all areas of our activity: working with one another, working with clients and others, acting with professional integrity, maintaining our objectivity and independence and respecting intellectual capital. All employees of our firm are required to affirm in writing their understanding of the principles contained in our Global Code of Conduct and commit to abiding by them.

d) Like other organizations, we do experience thefts of computers, misdirected documents, and similar incidents from time to time. We are aware of no such incidents leading to any misuse or wrongful access to data. We encrypt our computers and mobile data storage devices to protect our clients' data. In addition to firewalls Ernst & Young has in place, the security infrastructure is constantly monitored by our technology department to detect any hacks or intrusions. Ernst & Young has implemented intrusion detection components to monitor our networks. This intrusion detection software monitors our network and notifies the security team if any questionable traffic is detected. The event logs are reviewed on a daily basis. Further, we have an incident response policy in place requiring employees, contractors, volunteers (and other parties as appropriate) to notify our Americas Office of Ethics & Compliance Privacy team in conjunction with our General Counsel's office as appropriate in the event of an actual or suspected data incident including electronic and hard copy documentation. The Vice Chairman of Quality and Risk Management has developed and oversees the response process to address security breaches and incidents. These processes include prompt notification of the client representative where client data has been improperly used or disclosed.  We work closely with the client to resolve the incident and provide appropriate notification to individuals and regulators.
e) Ernst & Young maintains several data centers around the world. For this engagement, we would rely on our Global Data Center in Northern New Jersey which could be used to provide back-up and recreate the environment and provide appropriate client service in case of system failure.
Back-ups of client data are made for disaster recovery purposes. Symantec NetBackup 7.0.1 and LTO4 media is used to create full back-ups on a weekly basis. These back-ups are maintained offsite at Iron Mountain for three weeks. Our back-up system is tested on a monthly basis. Back-ups made for disaster recovery purposes that are held for three weeks do not segregate client data, unless segregation is required by our clients, or for specific engagements.
Our disaster recovery plan centers on the architected redundancy that we have built into our solution. Each component of our system has redundant equipment to support failover. This equipment includes additional servers, fiber switches, network switches and disks. We have teams that monitor the infrastructure on a 24/7 basis, including systems and environment. If the entire infrastructure fails due to a disaster, we have backup data centers in place from which we would recreate the environment and provide appropriate client service. Further documentation can be made available for inspection.

	B-6.  QUALIFICATIONS - KEY PERSONNEL ASSIGNED TO CONTRACT.  Key personnel include principals/partners, managers, and onsite supervisors; all other staff are consid​ered non-key personnel.  The Bidder must certify that all named key personnel in the Response are the Bidder's employees or subcontractors.  These specific individuals shall perform the Contract services unless they becomes unavailable for performance under the Contract for reasons of the individual's death, disability, incapacity, relocation, retirement, resignation or termination of the underlying employment relationship.  The Bidder will be required to notify the Office of the Comptroller immediately in the event of the unavailability of any key personnel. Key personnel designated or assigned to the valuation engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders submitting a response to this RFR shall be considered to have accepted this condition.  

During the period of the Contract, key personnel assigned to the performance of the Contract services may be removed or replaced from work on this Contract by the Bidder only upon the prior written approval of the engaging agency.  A significant change in the key personnel listed in the Response prior to, or after, the execution of the Contract, which is unsatisfactory to the engaging agency, shall be grounds for disqualification of the Response or termination of the Contract.  Key personnel designated or assigned to the engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders in response to this RFR shall be considered to have accepted this condition.  Bidders should describe resources available to replace or supplement assigned personnel should circumstances dictate at some stage of the multi-year contract period. 

In the spaces provided below, list the key personnel who will be assigned to this project and identify the following information for each individual.  Do not refer to or attach resumes.  All relevant information must be contained here for the Contract Manager and separate cells for all principals/partners, managers and on-site supervisors.


	CONTRACT MANAGER NAME: Francis Nemia

Title: Partner, Advisory Services / Coordinating Partner

Telephone: + 1 617 585 3496

Mobile Phone: + 1 617 901 5788

Email Address: francis.nemia@ey.com

Fax:

Qualifications and Experience:

Frank is a Partner in Ernst & Young’s Northeast Area Technology and Securities Risk practice. He has more than 30 years of experience in dealing with operational, auditing and advisory technology issues. He has been a Partner with Ernst & Young for 18 years. Frank is responsible for the overall direction of our professionals who conduct the information technology audit procedures for our provider care clients in New England. He has been responsible for the reviews and evaluations of controls over various applications and platforms.  In addition, he has been responsible for assessing the logical access control, program development and business continuity in support of the integrated financial audit. He has also been responsible for developing the information system internal and external audit approach as well as supporting operational reviews of Order to Cash, Procure to Pay, Human Resource and Payroll Systems and Inventory Management. 

He has led advisory engagements such as, technical and application reviews, project management, pre and post ERP system implementations, SOX 404 control development and testing, Internal Audit Outsourcing, Enterprise Risk Assessments, Business Continuity and Disaster Recovery and Security Assessments. 

Frank’s clients have included Hartford HealthCare Corporation, Yale-New Haven Hospital System, Saint Francis Hospital and Medical Center and the Dana-Farber Cancer Institute.

Frank received his MBA from Fordham University. He also participated in the Kellogg School of Management Executive Program in 1995 and 2006. He is a Certified Information System Auditor (CISA): Certified in Risk and Information Systems Control (CRISC).



	Individual Name: Marios Damianides
Title: Partner, Advisory Services / Engagement Partner
Telephone: +1 212 773 5776
Mobile Phone: +1 917 816 0400
Email Address:  marios.damianides@ey.com
Fax: +1 866 275 1557
Qualifications and Experience:

Marios has over 25 years of experience working with clients in risk management, governance, information systems, information security and business and IT processes, in a variety of industries, and is a key resource for Ernst & Young’s clients worldwide. He has been responsible for developing and overseeing the firm’s strategy, sales, marketing and thought leadership for IT, risk advisory and security services in New York and the Americas.  He is a past International President of the IT Governance Institute and the Information Systems Audit and Controls Association. He is a winner of the Wasserman award, is on the Board of Directors of Lighthouse International, is active in the NY business community and is a sought after speaker and commentator on several topics in the IT and risk professions.

Marios has a Bachelor of Commerce degree with majors in Economics, Business Administration, Accounting, Information Systems from the University of Natal; Post Graduate Degree in Accounting, Rand Afrikaans University, Masters in Information Systems
He is a Chartered Accountant (CA); Certified Public Accountant (CPA); Certified Information Security Manager (CISM); Certified Information Systems Auditor (CISA)


	Individual Name: Frank Bresz
Title: Executive Director, Advisory Services / Engagement Partner
Telephone: +1 732 516 4674
Mobile Phone: + 1 412 370 2250
Email Address: frank.bresz@ey.com
Fax: + 1 866 433 1493
Qualifications and Experience:
Frank is an Executive Director in Ernst & Young’s IT Risk & Assurance Practice based in New York and focusing in our Information Security area. He has over 25 years of experience including over twelve years providing IT risk and security consulting. Frank is a Certified Information Systems Security Professional and Certified Software Systems Lifecycle Professional. Frank has worked with some of the world’s largest companies helping them develop strategic plans to improve their operational efficiencies and effectiveness, manage compliance and risk mitigation in light of numerous regulatory pressures and ever changing IT and business landscape and improve the alignment of IT and the business. Frank has been the technical lead for several enterprise-wide risk assessments and IT risk transformation efforts for Fortune 100 companies. He has also helped several clients develop their information security programs including the development and operation of strategic information security PMOs. He has also led teams responsible for design, testing and installation of firewall software and intrusion detection systems. He is a frequent presenter for ISACA, IIA and other IT Risk management and security focused conferences. He co-authored the IIA - “Global Technology Audit Guide (GTAG) 9: Identity and Access Management”.
Prior to joining Ernst & Young Frank was responsible for information systems management in Pittsburgh for over 10 years at Westinghouse, FORE Systems and Transarc. Frank was primarily responsible for the deployment of new technologies within these companies and maintaining security during introduction.  Frank has an extensive hands-on background in the installation of various network equipment and computer hardware, including PBX and voice mail systems. He has also managed upgrade and reengineering projects involving local and wide area network connectivity. Frank helped to establish regional support centers through wide area links throughout the world. 

Prior to focusing on telecommunications and network administration Frank was a DBA for Westinghouse helping to design and implement new database applications. 
Frank received his B.S. in Computer Science from the University of Pittsburgh.



	Individual Name: Elizabeth Mann
Title: Executive Director, Advisory Services / Engagement Partner
Telephone: +1 917 847 6304
Mobile Phone: N/A
Email Address: liz.mann@ey.com
Fax: N/A
Qualifications and Experience:
Liz focuses on identity management and security and has more than 20 years of experience providing IT risk and security consulting. She has worked on developing and delivering new and transformative solutions in Information Security to Fortune 100 clients in numerous sectors. Liz takes a “business-first” approach to technology advisory services, aligning priorities and keeping focused on the business drivers and associated results.

Liz’s experience includes:
State Government Department of Health 
· Advised the department on optimizing a new IAM program to serve as a model for other programs in the State 

· Assessed the needs both internally and externally facing, with a special focus on privacy data and worldwide access to secure registries 

· Assisted in product selection and supervised full scale deployment of products from multiple vendors, achieving a cohesive solution leveraging a best of breed architecture. 
Fortune 100 Financial Services Institution 
· Led IAM strategy including a multi-year program for IAM Transformation as the firm became a Bank Holding Company 

· Senior Advisor to the client team seeking to remediate a significant audit deficiency around separation of duties

· Established a Sustain organization, providing a multi-tiered sustain and advance program for the implemented solutions
Fortune 10 Consumer Products Conglomerate 
· Multi-year advisory relationship, with projects covering virtualization, Active Directory design, advanced authentication, and remediation of strong authentication failure 

· Led requirements gathering team, including interviews across multiple business units, and every business level 

	Individual Name: Rakesh Thakur
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone: +1-617-585-6873
Mobile Phone: +1-617-275-1626
Email Address: rakesh.thakur@ey.com
Fax: +1-866-458-3852
Qualifications and Experience:
Rakesh Thakur is a Senior Manager in the Advisory Services practice of Ernst & Young LLP.  As a member of this group, Rakesh has experience in Information Security Implementation and Assessments, ISO 27001, SOX 404 testing, ITGC Audit, Application Review, Data Analytics and Third Party reporting (Agreed Upon Procedures and SysTrust).

He has over 7 years of professional services experience at Ernst & Young with 5 years spent on Information Security Advisory. He also has various technical certifications like, Certified Information Security Auditor (CISA), Archer Certified Consultant, Cisco Certified Network Associate (CCNA), Checkpoint Certified Security Engineer (CCSE), Checkpoint Certified Security Administrator (CCSA), Sun Certified Systems Administrator (SCSA), BS 7799 (Lead Auditor-IT), ISS (now IBM ISS) among others.

Prior to joining Ernst and Young, Rakesh has worked in various consulting roles in Australia and India for 9 years. These roles included Security Consulting, Network/Security Audits, IT Implementation/Support, Systems development. 

Rakesh received his Masters in Computer Application from Madurai Kamraj University, and his Bachelors in Commerce from Delhi University he is an 

 DOCPROPERTY  Certifications  \* MERGEFORMAT Archer Certified Consultant, a Certified Information Systems Auditor (CISA) and a BS 7799 Lead Auditor (aka ISO 27001)


	Individual Name: Nirvik Nandy
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone: +1 617 283 9643
Mobile Phone:

Email Address: Nirvik.nandy@ey.com
Fax:
Qualifications and Experience:

Nirvik Nandy is a Senior Manager in Ernst & Young’s Advisory practice. He has more than 18 years of experience in information security management, information security architecture including application implementation, network and system infrastructure design and implementation, data protection, enterprise data and application architecture, risk management and operations.
Nirvik’s experience encompasses the following:
· Assisted a number of Fortune 500 companies develop their information security and risk management programs

· Led numerous high profile security projects for  client organization including that required interfacing with business leaders and to align IT initiative to managing their business risks

· Developed information security strategy and operations roadmap including staffing, vendor management strategy for end to end data and telecommunication security for numerous Fortune 500 companies in financial services, healthcare, utility and manufacturing industries

· CISO for global manufacturing organization overseeing security strategy, operations including vendor selection and management

· Create and implement a get-well plan for the ailing IT Support organization and align IT organization to functional groups to ensure better service delivery model

· Architected and implemented information security strategy plan for global manufacturing company, including data protection strategy, IAM strategy security organization and security operation center

· Led cyber resilience assessment and remediation strategy for Fortune 50 company



	Individual Name: Chris Winn
Title: Senior Manager / Engagement Manager
Telephone: +1 617 375 1422
Mobile Phone: N/A
Email Address: christopher.winn@ey.com
Fax:

Qualifications and Experience:
Chris Winn is part of Ernst & Young’s Northeast Advisory team, and provides expertise to Ernst & Young’s Americas Information Technology and Risk Transformation practice. In this role, he focuses on addressing the challenges organizations face around Security, Identity Management and Data Protection both on premise and in the cloud. He has broad technical knowledge of Enterprise Security Architecture including Network Infrastructure, Identity and Access Management, Data Protection and GRC.  

Prior to Ernst & Young, Chris was a Program Manager for Microsoft’s Identity and Security Engineering team, responsible for architecting the next generation technology solutions. In this role, he was responsible for overall product planning and analysis, design and validation, integration and testing, deployment and operational best practices, and communication. In addition, he spent 4 years as Microsoft’s Strategic Security Advisor developing, integrating and communicating Enterprise Security Architecture Frameworks to fortune 500 clients. 
Chris’s project experience includes: 

Designed and deployed enterprise security architecture for multiple Fortune 100 Hi-tech manufacturing companies, including Network Instrumentation, Core Infrastructure, Application and Mobile technology. Also, led the design review of DMZ’s, Firewall’s and ADFS infrastructure.

Designed and deployed PKI and Smart Card Infrastructure for Engineering Group for a global software development company.

Led Identity based data protection strategy for automotive engineering consortium. Responsibilities also included leading scenario based design requirements gathering and architecture development and integration programs.

Developed and deployed enterprise cyber security assessment methodology for fortune 100 defense contractor.
Re-Architected Enterprise IAM, Directory Services and Credential Management Infrastructure for Fortune 50 Manufacturer and Logistics organization.  Responsibilities included current state IAM Assessment, Forest and Domain Design, Access Management, ADFS, Cross Trust Certifications and Saas Integration.

Developed Client and Server Security Optimization plan for enterprise security framework, including, endpoint protection, configuration and patch management.
Chris holds bachelor ’s degrees in Business Administration from Bryant College, in Smithfield

	Individual Name: Gary Babick
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone: + 1 860 725 3989
Mobile Phone: + 1 860 918 0622
Email Address: gary.babick@ey.com
Fax: + 1 866 447 4902
Qualifications and Experience:
Gary Babick is a Senior Manager in the Advisory Services practice of Ernst & Young LLP.  As a member of this group, Gary has a strong working knowledge of security standards (e.g. ISO 27002, HIPAA, PCI), global project team management including scoping & budgeting, and experience with many aspects of information security including policy, training and awareness, technical standards, business continuity and compliance.

Gary’s experience includes 22 years in Information Technology and Information Security, covering health care, manufacturing, educational, government, retail and legal sectors.  His duties have included client, server, network and application support, business continuity planning, information security strategy development, program assessment, vendor risk management, compliance activities, and technical leadership for large scale security product deployments. He frequently speaks on security and privacy topics including identity theft, emerging security technologies and security program strategies
Prior to joining Ernst & Young, Gary worked as an Information Security Manager at a global managed healthcare company responsible for confidentiality, integrity and availability of Information assets.

Gary has a Masters in Information Systems from Drexel University and BS in Business Administration from the University of Connecticut. He is CISSP certified.



	Individual Name: Mike Janosko
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone:

Mobile Phone:

Email Address: mike.janosko@ey.com
Fax:

Qualifications and Experience:
Michael is a senior manager in EY’s Advanced Security Center and has been with Ernst & Young for eight years.  He acts as the primary ASC representative for identifying, scoping and managing security assessment needs for clients out of the North East and East Central geographic regions. While with the ASC, Michael has both managed and acted as technical lead for many attack and penetration security assessments for Fortune 50 clients including web application reviews, infrastructure reviews, social engineering reviews and mobile device assessments.  
Prior to joining EY, Michael worked as a contractor to the Air Force where he created forensic and remote administration tools for mobile devices. These tools would often take advantage of unpublished “zero-day” vulnerabilities for elevated system access. During his tenure as a contractor, he performed work with a Secret level of government clearance.
While at EY, Michael has led multiple ASC A&P security assessments for Fortune 50 clients including web application reviews, infrastructure, and customized security assessments. Recently, he lead a multi-month external vulnerability assessment of a defense contractor’s multiple lines of business, including many with aero-space industry focus. Michael also leads up Ernst & Young’s mobile security services.


	Individual Name: Brad Routhier
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone: + 1 617 585 3421
Mobile Phone:+ 1 617 413 1853
Email Address: brad.routhier@ey.com
Fax: + 1 866 672 3605
Qualifications and Experience:

Brad Routhier is a Senior Manager in the Advisory Services practice of Ernst & Young LLP. As a member of this group, Brad has over 9 years of experience in IT and Public Accounting, focusing in advising companies on ways to assess, improve, and monitor risk. His experience includes IT risk management, evaluation of internal controls over complex IT environments, analysis of automated business processes over financial reporting and project management.   

Brad has extensive experience from external and regulatory audits (e.g. Financial Statement audits, Sarbanes & Oxley Act. 404 compliance, and the standards of the Public Company Accounting Oversight Board), Internal Audit functions, and third party reporting standards (e.g. SAS 70, SSAE 16, SOC 2, SOC 3 (SysTrust), WebTrust for CA).  Brad has substantial experience conducting executive interviews to gather information and assess IT environments, processes and a variety of IT systems.  In his role at the firm he has managed large projects and proved effective communication with stakeholders across Finance, Accounting, and Information Technology departments. Brad also serves on Ernst & Young’s Service Organization Reporting leadership team for the Northeast Area to support market activities, service delivery approach and engagement resource staffing. 
Brad’s experience include:
· Assessments of internal controls over business and IT processes for financial statement audit and SOX404 opinion purposes on various private and public companies ranging from $100 Million to $90 Billion in revenue.  Experiences include working with various applications such as Oracle, SAP, PeopleSoft, Great Plains and internally developed systems, including a variety of supporting infrastructure, such as Mainframe, AS400, UNIX, and Windows operating systems, and Oracle and Microsoft SQL Server databases.

· Several service auditor engagements in accordance with the AICPA’s services for ‘Statement on Standards for Attestation Examinations No. 16 (SSAE 16) (previously ‘Statement on Auditing Standards (SAS) No. 70’) and ‘Trust Services Principles and Criteria’ (e.g., WebTrust®, SysTrust®, SOC 2, SOC 3).  These engagements range from small private companies to large SEC registered companies with locations both domestically and globally and cover services such as: digital certification management, documentation storage, application security, data center hosting, lottery management, pharmacy claims and prescription processing, credit and cash collections, and inventory management.
· Internal Audit services over security control and compliance for a global organization.  Responsibilities included: working remotely and onsite with other Ernst & Young colleagues through traveling to various countries in the Americas, Europe, Middle East, Asia and Australia; conducting interviews with executive management representatives from each country.  

Brad has a BS in Business Administration in Accounting Information Systems. He is a Certified Information Systems Auditor (CISA) and Certified Risk and Information System Control (CRISC).


	Individual Name: Jenna McAuley
Title: Senior Manager, Advisory Services / Engagement Manager
Telephone: + 1 212 773 0757
Mobile Phone:+ 1 781 856 0555
Email Address: jenna.mcauley@ey.com
Fax: + 1 866 672 3605
Qualifications and Experience:
Jenna McAuley is a Senior Manager in the Advisory Services practice of Ernst & Young LLP.  She has expertise in the design and delivery of cost-effective, high-performance enterprise security. While Ms. McAuley specializes in the delivery of threat and vulnerability management programs, she is skilled in all phases of the security life cycle, from application development and code analysis through compliance monitoring incident management and remediation. Prior to joining Ernst & Young, Ms. McAuley spent 13 years at Accenture, including 6 years with the Security Consulting practice.  She earned a Bachelor of Arts Degree from Mount Holyoke College and has obtained the following certifications: CISSP, CEH, CEPT, MCSA.



	Individual Name: Riyaz Mohiadeen
Title: Manager, Advisory Services / Engagement Manager
Telephone: +1 617 585 1953
Mobile Phone:

Email Address: riyaz.mohiadeen@ey.com
Fax: + 1 866 509 5622
Qualifications and Experience:
Riyaz Mohiadeen Is a Manager in the Advisory Services practice of Ernst & Young LLP. Riyaz has over 9 years experience in IT and Systems Engineering and Project Management. Prior to joining Ernst & Young, Riyaz was a Project Manager in the Information Technology (IT) industry. He is a security professional with over eight years of experience in planning, conducting and managing security and audit engagements. Exposure to a wide range of technologies coupled with thorough knowledge of risk and governance frameworks. He has a strong experience in regulatory compliance work that includes SOX, data protection, PCI-DSS and HIPAA. Good track record of managing successful projects within planned timeframes and budgets. Riyaz holds the CISA and CISSP certifications.  He also has an MBA from the Hult International Business School and received his Bachelors in Computer Science from the National University of Singapore.



	Individual Name: Dave Swanson
Title: Manager, Advisory Services / Engagement Manager
Telephone: + 1 860 725 3823
Mobile Phone: + 1 860 539 6067
Email Address: david.swanson@ey.com
Fax: + 1 866 797 2902
Qualifications and Experience:
David Swanson is a Manager in the Advisory Services practice of Ernst & Young LLP.  As a member of Ernst & Young's Information Technology Risk Transformation (ITRT) Practice he strives to provide world-class advice and service to clients in the areas of Information Technology Risk Management and Information Security.  He is a retired Lieutenant Commander in the United States Navy Reserve and a designated Information Warfare Officer with over 20 years of professional experience in Information Technology (IT), Information Security, Information Risk Management and Threat Intelligence in both Commercial and Military/Defense Sectors.  Highlights of his experience include: 
· 15 years experience with 3 full lifecycle implementations of Network and Host based Firewall systems.

· 15 years experience with over 20 full lifecycle implementations of voice and data networks. 

· 15 years experience with 3 full lifecycle implementations of Intrusion Detection/Prevention Systems (IDS/IPS).  

· 5 years experience with 1 full lifecycle implementation of Data Leak Prevention (DLP) and Anomaly Detection (ADS) Systems. 

· 10 years experience with 3 full lifecycle implementations of Two-Factor Authentication Systems (RSA SecurID). 

· 10 years experience with 2 full lifecycle implementations of Vulnerability Scanning and Management Systems.  

· 10 years experience with 2 full lifecycle implementations of Incident Response Management and Security Operations. 

· 7 years experience with 2 full lifecycle implementations of Electronic Discovery and Investigations.

· 20 years experience in all phases of the threat intelligence lifecycle including collection, dissemination and reporting.
David received his B.S. in Telecommunications at SUNY Institute of Technology and a Graduate Certificate from United States Naval War College.  He is a Certified Information Systems Security Professional (CISSP) and a SANS GIAC Computer Forensic Analyst (GCFA)


	Individual Name: Pankaj Sharan
Title: Manager, Advisory Services / Engagement Manager
Telephone: + 1 732 516 4129
Mobile Phone: + 1 908 812 1347
Email Address: pankaj.sharan@ey.com
Fax:

Qualifications and Experience:
Pankaj Sharan is a Manager in the Advisory Services practice of Ernst & Young LLP.  He has over 15 years of experience with enterprise IT security and solutions. Pankaj has extensive business and technology experience in providing end to end solution on SIEM practices, Risk Assessments, Incident Response, Application and Network Security.

He has provided these services in a wide range of industries including: Managed Services Provider, Telecom, Technologies, Healthcare, Banking and Retail industries.


Pankaj has a BS in Electronics & Communications and a Diploma in Network Technologies. He is also as 

Certified Information Systems Security Professional (CISSP), a Certified Unicenter Engineer (CUE) and is a member of ISACA


	Individual Name: Aleta Ricciardi
Title: Manager, Advisory Services / Engagement Manager
Telephone: + 1 732 516 4351
Mobile Phone: + 1 609 532 8272 
Email Address: aleta.ricciardi@ey.com
Fax:

Qualifications and Experience:
Aleta Ricciardi is a Manager in the Advisory Services practice of Ernst & Young LLP in its Information Technology Risk Transformation group.  She brings deep technical expertise in reliable computing and a diverse business and management background to Advisory’s Center of Excellence. At Ernst & Young, she has concentrated on risk assessment and transformation associated with  Cyber Security Resiliency, and Identity and Access Management (IAM).  She also has extensive experience in computer security: prior to joining the firm, she spent 3 years as strategic advisor to the US Special Operations Command on malware and insider threat detection. She has a PhD in Computer Science (distributed systems, fault tolerance, and software reliability) and has leveraged that over 13 years in her roles as a technology strategist in the telecommunications, mobile communications and entertainment, broadcast media, and digital video sectors.  She founded venture-backed companies in 2000 and 2003, and had responsibilities in every area of corporate creation and growth.  
Aleta holds a PhD Computer Science and a BA in Mathematics, both from Cornell University and holds the following certifications: CISSP, TS/SCI clearances


	Individual Name: Dan Joughlin
Title: Manager, Advisory Services / Engagement Manager
Telephone: + 1 617 375 1253
Mobile Phone: N/A 
Email Address: dan.joughlin@ey.com
Fax: + 1 866 665 5606
Qualifications and Experience:

Dan Joughlin is a Manager in the Advisory Services practice of Ernst & Young LLP. He has over 7 years of experience.

The majority of Dan’s time has been spent on third party reporting under the old SAS70 standards as well as working with clients as they transition to the new SSAE 16 standards. He has performed SOC1, SOC2, and SOC3 engagements to meet client’s financial reporting, security, confidentiality, availability, and processing integrity obligations. The remainder of Dan’s time has been spent performing general IT audits.

His engagement experience includes: 
· Managed a system assessment to test compliance with Drug Enforcement Administration rules for a Fortune 50 client.

· Managed the third party audits over pharmacy benefits management controls for a Fortune 50 client.

· Managed the third party audits over security, confidentiality, and availability of a chronic and rare disease management system for a Fortune 50 client.

· Managed the third party audits over hosted services controls for a cloud computing client.

· Managed the third party audits over data center operation controls for a major investment banking client.

· Managed the third party audits over pricing and cash management controls for a major investment banking client.

· Managed the third party audits over transfer agency controls for a major investment banking client.

· Managed numerous IT audits throughout the life science, retail, and technology industries.

Dan has his BS from Bryant University with an Accounting Information Systems Major. He is holds certifications as a Information Systems Auditor (CISA) and an Information Systems Security Professional (CISSP)



	Individual Name: Nicole Mendolera
Title: Manager, Advisory Services / Team Member
Telephone: + 1 212 773 9312 
Mobile Phone:

Email Address: nicole.mendolera@ey.com
Fax: + 1 212 773 6350
Qualifications and Experience:
Nicole Mendolera is a Manager DOCPROPERTY  ChooseLevel  \* MERGEFORMAT  in the Advisory Services practice of Ernst & Young LLP.  As engagement Manager, Nicole will manage the efforts of our team in the field. She will provide technical guidance and insight and liaise with your staff to promote consistent service.  Nicole has spent the past five years gaining a diverse range of experience in areas including Information Security / Privacy Assessments, IT General & Application Controls, Disaster Recovery/Business Continuity Evaluations and Implementations, and ERP IT Assessments & Advisory.  Nicole is a Certified Information Systems Security Professional Associate and a Certified Public Accountant licensed in New York. She received her Master of Business Administration with a concentration in Accounting as well as her Bachelors in Computer Science from Binghamton University 


	Individual Name: Brian De Persiis
Title: Manager, Advisory Services / Team Member
Telephone: + 1 212 773 7893
Mobile Phone: + 1 607 760 1308
Email Address: brian.depersiis@ey.com
Fax: + 1 866 275 9853

Qualifications and Experience:
Brian DePersiis is an experienced Manager in Ernst & Young’s Northeast Advisory Services practice who focuses the majority of his time within the IT Risk & Assurance (ITRA) service line. He joined the practice upon completing his Bachelor’s degree in MIS and Management and has spent the last seven years focusing on client’s needs for both internal and external risk and control audit, information security and data privacy projects.
Since joining Ernst & Young, Brian has focused on IT risk management and integrated business process / information technology and security control reviews for a variety of clients within a variety of industries. He has focused on several areas including the execution of IT and business process controls testing in support of Section 404 of the Sarbanes-Oxley Act, assessments of clients’ data privacy and information security controls as they relate to the protection of information assets, performance of risk based vulnerability and threat model assessments as well as the performance of privacy inventories and assessments for his clients. Brian has also conducted multiple IT general control (“ITGC”) reviews and application system control reviews for the following environments: AS/400, UNIX, JD Edwards, Oracle, SAP, Telecommunication Systems, VPNs, LAN/WANs, Data Centers and fat / thin client server systems. 
Brian received his Bachelors degree in Management Information Systems (MIS) and Management from the University at Albany. He is a Certified Information Systems Auditor (CISA), a Certified Information Privacy Professional (CIPP) and is also Six Sigma Green Belt Certified


	Individual Name: Ankur Desai
Title: Manager, Advisory Services / Team Member
Telephone: + 1 212 773 1123
Mobile Phone: + 1 516 776 3703
Email Address: ankur.desai@ey.com
Fax: + 1 866 338 0728
Qualifications and Experience: 

Ankur DeSai is a Manager in the Advisory Services practice of Ernst & Young LLP based out of New York office.  He is an innovative enterprise security, privacy and compliance advisor with experience in all aspects of Enterprise Security with a primary focus on developing Enterprise Security architecture based on Data Privacy, Compliance & Assurance programs based on Risk. He has held Architectural & Program management positions in implementing Information technology solutions & security Solutions for complex application and infrastructure portfolios to meet various Compliance PCI, SOX, FFIEC & industry best Practices NIST 800, ISO 2700X guidelines.  Ankur has more than 18 years of experience with more than 10 years in information security, and has assisted in building strong teams & structuring them to achieve peak performance.  He is also a Certified Information Systems Auditor - CISA


	Individual Name: Chayan Chakrabarti
Title: Staff, Advisory Services / Team Member
Telephone: + 1 617 585 0726
Mobile Phone: + 315 523 4160
Email Address: chayan.chakrabarti@ey.com
Fax: + 1 866 421 9616
Qualifications and Experience:
Chayan Chakrabarti is a staff in Ernst & Young’s Advisory Services practice. As a member of this group, Chayan has had experience in per forming Information Security assessments, SOX 404 testing, ISO 27001 pre-assessments, ITGC Audits and Application reviews. He is also certified as a Certified Information Systems Auditor (CISA)

Prior to joining Ernst and Young, he was employed as a security analyst with a leading IT security vendor. His experience includes analyzing functionalities of various network appliances like web/mail servers, application firewalls, network traffic monitors, storage switches, anti-virus products for effective integration with RSA’s SIEM products and developing standardized reporting packages to help customers use reporting packages for compliance and secure auditing. He has provided these services for a wide range of clients who use network appliances in conjunction with SIEM products 

He also has prior experience as a software consultant, providing software solutions for commercial banks.
Chayan received his Masters in Information Management from Syracuse University and received his Bachelors in Instrumentation Engineering from Mumbai University.


	Individual Name: Carsten Maartman-Moe
Title: Senior, Advisory Services / Team Member
Telephone: + 1 212 773 0133
Mobile Phone: + 917 601 4310
Email Address: carsten.maartmanmoe@ey.com
Fax: + 1 866 870 7995
Qualifications and Experience:
Carsten Maartmann-Moe is a Senior in the Advisory Services practice of Ernst & Young LLP.  His experience is first and foremost within IT and information security, both in business and technical aspects of the fields. He has a deep knowledge within a wide range of different technologies and IT-related subjects, among others attack and penetration testing, incident response, digital forensics, operating system security, wired and wireless networks, RFID and ultrasound-based positioning technologies, applied cryptography and disk encryption, and more. 

Carsten has four years of professional services experience providing services within attack & penetration testing, cyber security, ISO27001/2 ISMS and risk management, security assessments and audits primarily within media and entertainment, governmental and public, finance and technology sectors. He is active in the community and regularly speaks at IT security related events, teaching security awareness, ethical hacking and secure coding. 
Carsten received his M.Sc. in Telecommunications from the Norwegian University of Science and Technology. He is a 

 DOCPROPERTY  Certifications  \* MERGEFORMAT CISA - Certified Information Systems Auditor, a GWAPT – GIAC Web Application Penetration tester, and a ISO 27001 Lead Implementer.


	Individual Name: Varun Pandey
Title: Senior, Advisory Services / Team Member
Telephone: + 1 212 773 2391
Mobile Phone: + 1 646 620 1369
Email Address: varun.pandey@ey.com
Fax: + 1 866 818 8215
Qualifications and Experience:
Varun Pandey is a senior in Ernst & Young’s Advisory Services practice. His experience is concentrated in protecting sensitive data distributed over an enterprise, vendor product evaluation, leading the team, training people, highly skilled in different form of databases, planning and analysis, business process modeling and management.
He has worked on different data privacy technologies i.e. Data Loss Prevention (Data at rest, data at endpoint), Data Masking, Data Encryption, monitoring and protection. He has done consulting and proof of concept for leading financial clients on data loss prevention and data masking / obfuscation technology. Varun has hands-on experience with following data security / privacy products: RSA DLP, Symantec Vontu DLP, RSA Database encryption. He has done database assessment to identify the control gaps, by analyzing / scanning the database through security products.
Mr. Pandey has industry training and lab experience with following information security / privacy products: Exeros Data Mapper, McAfee DLP, Sentrigo, Reconnex DLP, Websense DLP, Trend Micro DLP, vormetric data encryption. He has worked on project development life cycle (designing, development and implementation). He is proficient with various databases, and good in onsite-offshore coordination. Varun has worked as a valued team player in doing SANS 20 security control assessment of the client environment. He has provided these services in a wide range of industries including: retail, banking, finance, education and insurance industries.



	Identify other specialists or individuals within the firm who will be assigned to this contract, the functions they will perform and hourly rates. 

(The following individual would serve the Commonwealth team as Subject Matter Resources. Their rates are in the fee section of this submission)



	Individual Name: Jose Granado
Title: Practice Leader, Advisory Services / Subject Matter Resource
Telephone: N/A
Mobile Phone: N/A
Email Address:  jose.granado@ey.com
Fax: N/A
Qualifications and Experience:
Jose is a Principal and the America’s Practice Leader for Information Security Services within Ernst & Young. He has over 22 years of experience as a leading advisor and frequent speaker on Information Security and Risk for several Fortune 500 companies, various branches of federal government, as well as professional associations such as the American Society for Industrial Security, Information Systems and Audit Control Association, and Information Systems Security Association.  During Jose’s tenure with Ernst & Young he was promoted to Partner and built the firm’s first Advanced Security Center in Houston, Texas. This innovative Center was staffed with Ernst & Young’s Security experts charted with testing systems for security vulnerabilities and providing recommendations for remediation. 
In April 2000, Jose was invited to testify before the Senate Subcommittee hearing chaired by Senator Jon Kyl, Chairman of the Senate Subcommittee on Technology, Terrorism, and Government Information. March 2002, Jose co-authored “Defending the Digital Frontier” an Information Security guide for CEO’s and senior executives. He is quoted in numerous media, such as the LA Times, Wall Street Journal, and the New York Times on security and virus issues. Jose has participated in TV interviews with local FOX, and NBC news affiliates. 

In addition to Ernst & Young Jose was Senior Project Manager with Trident Data Systems in San Antonio Texas; as well as a Federal Agent Computer Crime Investigator at the Air Force Information Warfare Center from 1990-1997.  During this time, he was involved in responding to and tracking computer hackers.  As the first investigator assigned to the Air Force Computer Emergency Response Team (AFCERT), Jose insured the Department of Defense’ installations received the latest computer vulnerability and information system advisory and protection.  

In December 2009, Jose was selected as the CTO of the year by the Latino Information Sciences and Technology Association (LISTA) in recognition of his commitment and achievement in Information Technology.



	Individual Name: Dan Quealy
Title: Executive Director, Fraud Investigation & Dispute Services / Subject Matter Resource
Telephone: + 1 312 879 2373
Mobile Phone: N/A
Email Address: daniel.quealy@ey.com
Fax: + 1 866 297 2423
Qualifications and Experience:
Daniel Quealy is an Executive Director in EY’s Advanced Security Center (ASC). The EY ASC provides leading-edge technical security services including External and Internal Attack and Penetration testing, Secure Application code review and remediation. 
Dan specializes in providing Incident Response (IR) services to our clients. This includes proactive IR assessment, program development and assisting clients thru a Cyber-Threat incident.

Dan has 20 years experience in applying technology to investigations and assessments for Fortune 500 global companies. These include investigations of the Foreign Corrupt Practices Act, theft of intellectual property, cyber security investigations, and network intrusions. Dan has lead Incident Response projects for multi-national companies and has significant international experience.
Prior to delivering Incident Response services with the Advanced Security Center, Dan spent several years with the EY Fraud Investigation and Dispute Services leading the Forensic Data Analytics team. Dan worked with clients and their external counsel applying forensic technology to fraud investigations and eDiscovery requirements.

Dan’s international experiences include a multi-year assignment to Ernst & Young’s International practice; Dan started an information systems security practice for E&Y’s office in Europe.  His accomplishments included the development of a business strategy, the hiring and training of a technical staff and the development of a 2000 sq ft secure hi-tech testing facility to provide Forensic Technology and Attack and Penetration services.  Dan obtained significant experience in understanding the business impact of compliance to the European regulations including, the Turnbull code, Basel Accords, and EU Privacy regulations.

Dan has a M.S. from the School of Computer Science at DePaul University. He is a Certified Internet Web Master and TCP/ IP Security Engineer and certified in the NSA InfoSec Assessment Methodology. Dan is also a Certified Anti Money Laundering Specialist

Dan has co-authored “Computer Fraud” for Cavendish Books, is a former instructor at DePaul University in their Web Commerce Program and past president of the High Technology Crime Investigations Association (HTCIA)


	Individual Name: James Holley
Title: Executive, Advisory Services / Subject Matter Resource
Telephone: + 1 713 750 4925
Mobile Phone: N/A
Email Address: james.holley@ey.com
Fax: + 1 866 436 2643
Qualifications and Experience:
James Holley is an Executive Director in EY’s Advanced Security Center in Houston, Texas.

With Ernst & Young for nearly 14 years, James leads our US Cyber Security Investigations team. He also spent 9 years in EY’s Forensic Technology and Discovery Services group, a specialty practice in Fraud Investigation and Dispute Services. James has provided expert testimony in deposition and trail and has testified in arbitration proceedings.

James has been lead investigator on a wide range of matters for EY clients, including cyber espionage, network security compromises, email tampering and forgery, collusion and bid-rigging, defamation, theft of trade secrets, theft of intellectual property, embezzlement, credit card and customer data loss, internal abuse of network privileges, sexual harassment, and major nationwide IT outages.  He has supported the full range of electronic evidence identification, preservation, collection, analysis, review and production for corporate, Securities & Exchange Commission and Department of Justice investigations of Foreign Corrupt Practices Act violations, market timing and late trading, stock option backdating, financial statement restatement, revenue recognition, whistleblower letters, post acquisition due diligence disputes and misappropriation of assets.

Prior to joining EY, James spent nearly 10 years as a federal agent with the US Air Force Office of Special Investigations.  As a special agent, he gained experience conducting general criminal investigations prior to beginning a career in counterintelligence.  He spent 6 years as an AFOSI counterintelligence case officer running offensive counterintelligence operations and teaching new case officers.  In his final assignment, he was an AFOSI computer crime investigator focused on integrating computer forensics and incident response capabilities into counterintelligence operations.

James is a Certified Computer Examiner and a member of the International Society of Forensic Computer Examiners.  He holds certificates approved by NSA as an Information Systems Security Officer (CNSSI No. 4014) and an Information Systems Security (INFOSEC) Professional (NSTISSI No. 4011).  He held Top Secret security clearance with Sensitive Compartmented Information (TS/SCI) access for more than 20 years as both an active duty Air Force officer and an officer in the US Air Force Reserves. He retired from the Air Staff Cyber Operations Directorate as a Lieutenant Colonel in October 2009.



	Individual Name: Sagi Leizerov, Ph.D.

Title: Executive Director, Advisory Services / Subject Matter Resource
Telephone: + 1 703 747 1686
Mobile Phone: N/A
Email Address: sagi.leizerov@ey.com
Fax: N/A
Qualifications and Experience:

Sagi leads the Ernst & Young’s privacy practice, providing the firm’s clients with privacy assurance and advisory services. Sagi has close to 20 years of experience in privacy, data protection, security, and crisis management.  

Sagi has extensive experience working with both the public and private sectors and has served clients in various industries including healthcare, financial, pharmaceuticals, automotive, online, computer, and human resources.  

Sagi holds a BA from the University of Maryland in behavioral sciences, an MBA with a marketing concentration from Johns Hopkins University, and a Ph.D. in conflict analysis and resolution from George Mason University. Sagi’s dissertation studied the conditions and variables affecting Internet companies’ approaches to privacy. Sagi is a Certified Information Privacy Professional (CIPP). Sagi’s articles have appeared in both business and academic publications, and he is a frequent presenter in privacy conferences.  


	Individual Name: Shannon Urban
Title: Executive Director, Advisory Services / Subject Matter Resource
Telephone: +1 617 375 2336
Mobile Phone: +1 774 219 9899
Email Address: shannon.urban@ey.com
Fax: N/A
Qualifications and Experience:

Shannon Urban is an Executive Director in the Risk Advisory Services practice of Ernst & Young LLP in Boston. She is a CIA with over 19 years of experience in internal audit, assisting organizations to understand and assess risks within their operations, assessing the design of processes, and providing tailored solutions. She recently led a global team across Ernst & Young charged with developing and implementing leading edge internal audit strategies and solutions for the firm.  

Shannon currently leads Risk Advisory engagements at several clients in the Boston area in the public sector, healthcare, life sciences and technology industry sectors.

Prior to joining Ernst & Young, Shannon was a Manager providing risk analysis, internal audit and control evaluation services at Fidelity Investments, State Street, and RBS-Citizens Bank.  

She holds a BA from Boston University and an MBA from Bryant University



	Individual Name: Michael Green
Title: Partner, Advisory Services / Subject Matter Resource
Telephone: +1 617 585 0748
Mobile Phone: N/A
Email Address: michael.greene@ey.com
Fax: N/A
Qualifications and Experience:

Mike is a Partner in the Advisory practice with more than 20 years providing assurance and advisory services to domestic and global clients in the retail and consumer products industry segments.

He has extensive experience advising clients on managing risks and improving internal controls related to various process and technology environments, including complex online and back office operations. He responsible for leading numerous service organization reporting engagements for a number of domestic and global clients.

Currently Mike serves as global IT audit partner on numerous financial audit engagements, responsible for coordinating the planning and execution of worldwide IT audit services. 

Mike serves on the AICPA WebTrust for CA task force, responsible for defining and developing WebTrust attestation reporting standards and criteria.



	Individual Name: Christine Ravago
Title: Senior Manager, Advisory Services, Subject Matter Resource
Telephone: + 1 703 747 1686
Mobile Phone: + 1 703 244 5425 
Email Address: christine.ravago@ey.com
Fax: + 1 866 700 8132
Qualifications and Experience:
Christine Ravago is a Senior Manager in the Advisory Services practice of Ernst & Young LLP. Christine is a privacy information security and data protection specialist and serves the firm’s leading global and domestic clients. She has nine years of experience with the firm. Christine is responsible for managing client support in the development of policies and governance tools, assessing information security and data protection practices and testing controls and compliance. Christine also leads the firm’s privacy practice in privacy SOC 2 pre-assessments and reporting.
Christine holds a Bachelor of Science in Commerce from the University of Virginia and is a Certified Information Systems Auditor (CISA) and a Certified Information Privacy Professional (CIPP)


	B.7. References: The Response must include a MINIMUM of two (2) references for EACH category of services that the Bidder is submitting a Response under this RFR.  The References should be from references for which the Bidder performed the most relevant, comparable work of the type requested in this RFR (a state or large local government entity).  The Office of the Comptroller reserves the right to verify references included in the Response and to conduct other reference checks as deemed appropriate.

	REFERENCE #1.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES  

Reference name: N/A
Firm/Agency:

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:




	REFERENCE #2.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES
Reference name: N/A
Firm/Agency 
Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #3.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES
Reference name: N/A
Firm/Agency 
Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #1.  SCANNING SERVICES
Reference name: N/A
Firm/Agency:

Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:




	REFERENCE #2.  SCANNING SERVICES
Reference name: N/A
Firm/Agency 
Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #3.  SCANNING SERVICES
Reference name: N/A
Firm/Agency 
Phone: # (     )


Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #1.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name: Gary Harvey, VP, IT  /  Tonya Byers, Dir. Info. Sec.
Firm/Agency: Blue Cross Blue Shield of Michigan (BCBSM)
Phone: # (313) 225 0447  /  313 983 2191

Fax: N/A
Email Address: gharvey@bcbsm.com  /  tbyers@bcbsm.com
Description and date(s) of services provided:


A multi-year information security strategy and roadmap was developed to increase the overall security posture of BCBSM. Heightened compliance obligations, expanding enforcement, the need to improve internal controls and information security governance, potential cost savings through implementation of more efficient processes (e.g., access management), maintaining our reputation, extending the focus  to “data security” and  better alignment across  business units are all central to the strategy.  

This strategy is built on a co-sourced security management and operations model with Ernst & Young who provides immediate and long-term value through a core services team to augment BCBSM staff while delivering on selected projects as defined in the long-term strategy. This strategy has been designed to meet BCBSM’s regulatory obligations, reduce long-term cost through more effective utilization of people, process and technology, and enable the organization to securely pursue its business objectives.

	REFERENCE #2.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS
Reference name: Jerry Davis
Firm/Agency: U.S. Department of Veterans Affairs
Phone: # (202) 461 6400
Fax: N/A
Email Address: jerry.davis4@va.gov
Description and date(s) of services provided:

As part of the FY 2012 VA Material Weakness Remediation Support engagement, Ernst & Young enabled VA OI&T to prioritize the action items that were being executed in preparation for the OIG Audits while also helping the VA define and develop additional action plans as necessary to address high risk / high impact audit focus areas.  Core components of our support program for the VA included:
· Fielded a team of 16 Ernst & Young professionals, split into 4 teams, enabled us to visit and support the audit readiness activities at 10 VA medical centers and data centers in just 6 weeks.  The agile program management office that we setup to coordinate activities simultaneously at multiple locations allowed for real-time feedback of key issues and action requiring VA executive support as well as best practices that needed to be adopted VA wide.
· Coordinating and supporting vulnerability scans conducted by the VA NSOC in order to provide the OIG audit sites with the necessary vulnerability and threat management metrics needed to better prepare for the OIG Audits.  Ernst & Young was able to provide data mining methodologies and tools to help VA facilities better understand and prioritize the data provided in the NSOC vulnerability scan reports.
· In addition to the NSOC vulnerability scan reports noted above, Ernst & Young performed targeted vulnerability assessments of specific platforms and network devices utilizing COTS tools and techniques which simulated the tools and techniques utilized by the OIG. These vulnerability assessments enabled the VA facilities to prepare for similar OIG vulnerability assessments by identifying potential false positive identified by the tools as well as configuration related gaps that needed to be remediated prior to the OIG inspection.

	REFERENCE #3.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name:  Don Sherman
Firm/Agency State of Florida, Department of Children and Families
Phone: # (     ) N/A
Fax: N/A
Email Address: Don_Sherman@dcf.state.fl.us
Description and date(s) of services provided:
Multi-year engagement as part of the services provided to the State of Florida entities, various Information Security assessment projects were executed related to Information Security. Few examples are:

· Information security program planning, 

· Network penetration tests and

· Contingency and Disaster response planning 

The reports were presented to the audit committee.


	REFERENCE #4.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS

Reference name: Richard Libratore
Firm/Agency: Commonwealth of Massachusetts
Phone: # (     ) N/A
Fax: N/A
Email Address: richard.libratore@state.ma.us
Description and date(s) of services provided:
We currently support Rich in executing internal audit and process, risk and control assessments for the MassDOT organization.  This includes recently completed reviews in the areas of Materials management, Parking lot revenue, and various aspects of MassDOT construction management.


	RFR RESPONSE PART C – WORK PLAN 

SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS

	C.1 This section provides Bidders with the opportunity to outline their full suite of available services.  However, the Bidder may not merely attach a brochure or listing of services.  This section should be presented in a logical way to guide an Eligible Entity through the process of how an actual engagement would unfold.  

This section of the Bidder’s Response should identify in DETAIL the complete range/suite of services available in each of the Categories for which the Bidder completed qualifications under Part B- Qualifications.  Please identify a work plan of how your firm would approach an engagement and perform the services.  It is understood that specific engagements have not yet been identified or scoped; therefore Bidders should identify a work plan model that can be adapted to individual engagements identifying how the Bidder approaches an engagement, what resources and information are required, what dependencies need to be considered, what types of questions should an Eligible Entity be prepared to address, the process for implementation and expected outcomes.  
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the items listed below.  The Responses should not be a simple statement that the Bidder can provide the listed service.  Note that the questions listed are not exhaustive but identify only some of the key questions that the Bidder should address.  The Bidder should incorporate each of the questions into the Response.  Answers to questions do not have to be answered in the order of the questions presented but can be answered in any order provided the content is addressed in detail. 

It is expected that the Response will provide more depth and breadth than the listed questions below.  Bidders will be qualified based upon the most comprehensive and best value work plans for each of the categories that they are submitting a bid. 

Note also that if the Bidder is submitting a response for more than one category that each category is a stand-alone category and will be reviewed and ranked separately from other categories, so each section should be submitted with a complete and detailed work plan. 



	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS 
A. PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES.   

1. For new Eligible Entity merchants using credit cards, identify how the Bidder will assist the merchant with the successful completion of the PCI Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC) for all Commonwealth merchants and/or service providers. 
2. The PCI SAQ must be used to address any system(s) or system resource component(s) involved in processing, storing, or transmitting cardholder data. Identify what the process is to kick-off an engagement and whether the Bidder has an intake or engagement form to develop a Statement of Work (SOW) scope for a project.

3. Describe what tasks /work would be performed, step-by-step, when completing a QSA project. 

4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth PCI and other Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve PCI compliance and security compliance for PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor).

9. Describe how the Bidder will identify issues of concern and communicate to the merchant entity potential deficiencies or lack of controls that may result in a potential data breach or failure to achieve PCI compliance.  Describe how Bidder will present alternate remediation or compensating control options.

10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  

12. Describe how Bidder will prepare SAQ and ROC documents for submission to merchant banks and the Attestation of Compliance to the Office of the Comptroller.

13. Describe how Bidder will provide regular status reports for Eligible Entity compliance on a Statewide basis to the Office of the Comptroller including accomplishments, issues and concerns, and future activities. 
14. Describe how Bidder will consult and advise the Commonwealth on information security in the emerging mobile payment acceptance solutions landscape as demand for these services increase.
15. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  What “staging” or emergency preparation could be established ahead of time to prepare or mitigate a data breach.  What services does the Bidder provide to establish this preparedness plan ahead of time. 

	C-1. A.  ANSWER:  [Insert Work Plan – Full Service Description Here] N/A


	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS
A. PCI COUNCIL APPROVED SCANNING VENDOR (ASV) AND INTERNAL AND EXTERNAL SECURITY AND VULNERABILITY SCANS 
Bidders selected in this category must provide the broadest and most sophisticated state of the art suite of scanning and internal and external security and vulnerability audits and penetration testing resources and tools.  In this section 

Bidder must provide a very detailed description of all available scanning, internal and external penetration testing resources and tools, and any other manual or automated tools and resources available by the Bidder for testing security compliance and vulnerabilities.

Bidder should specifically address the following types of tools and a complete work plan and description of how each is implemented, including what resources are needed from an Eligible Entity to use these tools. 

1. Hardening Scans

2. PCI Compliance Scans (all available)
3. Penetration Tests (network, application, other)
4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  


	C-1. B. ANSWER:  [Insert Work Plan – Full Service Description Here] N/A


	B. OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY, REMEDIATION AND COMPLIANCE REVIEWS.  Services under this category include information security audits and compliance reviews of standards, systems and controls to protect personally identifiable information and other sensitive data.  Includes all types of audits, compliance and quality assurance reviews and testing for information and data management systems (paper or electronic), security compliance, Executive Order 504 compliance validation, PCI compliance, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, or other audits and compliance reviews related to data management systems and security.  

1. Describe a detailed work plan of all the various types of Non-PCI related audit, internal control, quality assurance, security and compliance services available for Eligible Entities.    

2. Describe what level of E-Discovery, forensic audit, data breach management, and other specialized services are available that are related to the audit of confidential data, information management systems (paper and electronic) and how these services are used and managed.  
3. Describe what tasks / work is to be performed by your company for completing a Non-PCI related audit or compliance or security review project. 
4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail. 
5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.)
7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance. 
8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve security compliance for non-PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor). 
9. Describe how the Bidder will identify issues of concern and communicate to the Eligible Entity potential deficiencies or lack of controls that may result in a potential data breach.  Describe how Bidder will present alternate remediation or compensating control options.
10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  
12. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  
13. What “staging” or emergency preparation for a data breach or E-Discovery could be established ahead of time to prepare or mitigate a data breach?  What services does the Bidder provide to establish this preparedness plan ahead of time.  

	C-1. C. Describe a detailed work plan of all the various types of Non-PCI related audit, internal control, quality assurance, security and compliance services available for Eligible Entities.  

ANSWER:

On the pages that follow, please find information that addresses our approach to Non-PCI related audit, internal control, quality assurance, security and compliance services which we could provide to the Commonwealth and Eligible Entities.
Our response is structured as follows:
Section 1 - Internal audit process and approach

Section 2 - Internal control 
Section 3 - Security and compliance (including attack and penetration, and related testing)

Section 4 - Our quality assurance process
1. Internal audit process and approach
Our approach to internal audit is guided by global leading practice standards and has been refined through numerous interactions with clients worldwide. The methodology is flexible and allows our internal audit teams to co-develop the service delivery approach with our clients to confirm alignment with their specific business and operational environments. The diagram below highlights the key elements of our global internal audit methodology.
Kick-off and Day 0

Ernst & Young's approach affects our clients in many ways:

· It is tailored to your industry, and addresses your specific risks and concerns

· It provides business insight

· It reduces client effort and disruption

As soon as we are engaged we will work with you to validate our plans and hold a workshop to firm up the plan proposed below. In order to hit the ground running, we plan for 0-30 days, 30-90 days, and 90 days + to prioritize the steps necessary to launch an effective internal audit team to meet the needs of the organization. 

In the first 30 days of working with you, we expect to complete the items below in steps 1 through 3. As these steps build upon the information and decisions in the previous steps, we will continue on after the expectations are developed and the risk assessment is completed. 

During days 30 to 90, we plan to finalize our internal audit plan. During this period, we would like to conduct the first internal audit project so that you can see our execution approach in motion and reconfirm the protocols that we co-develop. 

After the 90 days timeframe, we will continue execution, hold regular status meetings with you and refine our internal audit approach and plan as necessary. 

Below you will see the outline of our approach. Our approach is flexible and will enable us to be flexible and to confirm your expectations before moving to the Execution phase. 

We perform a globally standard five-step approach to execution built upon our global experiences and consistently effective execution. The details under each step, work products and value to our clients are found below.

Step 1 - Co-Develop Expectations
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Objectives:
We will work closely with the Commonwealth and Eligible Entities to:

· Enhance our understanding of your goals, objectives, critical success factors, strategies and risks

· Validate our understanding of expectations and formalize the criteria for measuring and communicating the results and value of our service and formalize relationship objectives and protocols
Value to the Commonwealth and Eligible Entities:
· Clear understanding of service, value and reporting expectations

· Agreed definition of risk factors and measurement of risk providing a common basis for Risk Assessment and minimizing interpretation errors

· Increased internal audit focus and efficiency gained through definition of key issues and establishment of defined working relationships

[image: image1.png]



Step 2 - Risk Assessment

Objectives:

Through our extensive internal audit and industry knowledge and conducting in-depth interviews and facilitated sessions with your senior management and business people we will:

· Review proposed risk assessment with the Commonwealth and eligible entities and modify as appropriate

· Update and enhance documentation supporting high-level operational, IT and financial risks and related controls that exist within the Commonwealth and eligible entities processes and across its key organizational components

· Provide the primary focus for allocating internal audit resources in the Internal Audit Plan process
Documented work product:

· Risk Assessment Summary - This sets out, in detail, the potential risks and related audit areas that are the priority of the organization
Value to the Commonwealth and Eligible Entities:

· Clear confirmation and assessment of your key financial, IT and operational, strategic and compliance risks 

· An Internal Audit Plan aligned with your strategic objectives and key financial and operational risks positioned to provide greater value to the Commonwealth
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Step 3 - Audit Plan

Objectives:
· Develop an Internal Audit Plan that is in line with the Commonwealth’s and Eligible Entities expectations, utilizing results from the risk assessment and our cumulative knowledge and experience

· Determine the skill sets needed to execute the Internal Audit Plan
Documented work products:

· Prioritized co-developed Internal Audit Plan Risk and control evaluation that sets out, for each business process, details of the risks identified and the controls, if any, in place to mitigate these risks

· Documented audit staffing, including subject matter resources 
Value to the Commonwealth and Eligible Entities:

· The Commonwealth and Eligible Entities Internal Audit Plan focused on your key financial, IT and operational risks and in line with strategic objectives

· Transparency of internal audit activities and its relationship with owners

Step 4 - Execution

Objectives:
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Working closely with the Commonwealth and Eligible Entities, we will:

· Develop report format and rating system

· Agree the scope and focus of each audit 

· Identify and document risks and controls specific to each business process (down to sub-process level) and develop Internal Audit Work programs for each business process
Work products:

· Internal Audit Reports for each internal audit project, including the general financial controls reviews. These reports will contain issues, recommendations for improvement and management action plans to address the issues (including due dates), consistent with those reports previously delivered

· Issues Tracking Reports for each Internal Audit Report issued

· Internal Audit Work Programs addressing clearly the audit tests to be performed and which are responsive to the risk assessment of the business processes
Value to the Commonwealth and Eligible Entities:

· Efficient evaluation and testing of internal control effectiveness

· Communication of risk, control and process issues and co-development of appropriate action plans with management

· Regular tracking of issues raised to confirm they are being appropriately addressed by process management
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Step 5 - Communicate results

Objectives:

· Continue the regular exchange of information and the timely reporting and discussion of key issues, while enhancing our close working relationship with you

· Determine that agreed communication protocols are followed throughout the engagement

· Communicate the Internal Audit work product in the agreed format, in a timely manner, consistent with our current and past efforts for the Commonwealth
Work products:

· Value Scorecards based upon an agreed Value Service Charter mentioned above in Step 1 measuring our performance against co-developed performance indicators on a regular basis

· Client Satisfaction Surveys – with the approval of the Commonwealth, we will utilize written client satisfaction surveys for each project to obtain timely feedback from impacted process owners

· Internal control and internal audit dashboards summarizing risks identified status of management  and proposed audit plans for the next 36 months
Value to the Commonwealth and Eligible Entities:

· Regular feedback on the progress and value of the Internal Audit function

· Reporting results of the Internal Audit work in accordance with agreed upon protocols

· An improved understanding of the business risks and relative performance against predefined benchmarks

2. Internal control 

Ernst & Young’s Controls Transformation approach 
Our professionals will work with you to capture the cost incurred to design, execute, and monitor internal controls at an enterprise wide level. We assess how well controls are aligned to the achievement of strategic objectives and addresses the risks that are most relevant. The approach is not limited to financial reporting controls but encompasses the entire internal controls environment established across the organization. Controls Transformation not only allows for the identification of potential areas for reduction of control costs, but also identifies opportunities for streamlining the controls environment such that it mitigates risks that matter and enables efficient process execution. Ultimately, Controls Transformation will support the attainment of strategic objectives.  
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3. Security and compliance

We believe information security risk governance and risk management should provide the foundation for information security programs. The programs should be driven by the risk culture and risk appetite of an organization, setting the organization’s posture for how to respond to threats and risks. Risk identification and assessment are an integrated part of business and security management. We assist clients in developing risk models as a cornerstone of our information security offerings. Information security risk governance and management is a key part of our information security program management offering, depicted in the diagram below:
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We believe a well-developed information security risk program should not attempt to eliminate all risk.  Business risks are tied to IT risk, and therefore, the elimination of all information security risk would prevent business from fully exploring the needs of the market place. For this reason, a robust information security program should seek to help business identify appropriate risk for acceptance and thus enable new business opportunities.
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We provide holistic digital security advisory services for our clients consistent with leading industry standards and guidelines. Our services offer a complete spectrum of IT security, privacy, business continuity, forensics and IT internal controls offerings to enable organizations to defend themselves against the evolving digital threats prevalent today. We have invested extensively in our methodologies and have proven success with clients. We are recognized by independent organizations as a leader and visionary in providing these services. As noted previously, we have earned a reputation as a leading provider from organizations such as Forrester Research and Kennedy Consulting. Forrester has ranked Ernst & Young as a leader in information security and risk consulting services with “vast experience in taking a business view for developing security and IT risk solutions.”

What follows are methodologies and examples of various information security review related projects for Eligible Entities.

Information Security Risk assessment

Our risk assessment approach is closely aligned to standard risk methodologies such as NIST special Publication 800-30, 800-37, ISO 27005 and CobIT, and includes identifying the following:
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Key business information and applications (assets)

· Where business information resides, including the characteristics of security zones (logical and physical)

· Users of business information and applications and their legitimate access needs

· Threat agents and hazard risks to information, and their attack goals

· Identified risks to business information and applications, based on the previous information

· Controls in place to mitigate the risks

· Residual risks that must be treated, whether through implementation of additional controls, transfer of risk or acceptance of risk (with appropriate approval by and reporting to stakeholders)

This approach is closely aligned to standard information security risk methodologies including NIST Special Publication 800-39, and ISO 27005, among others.

In refreshing the risk management framework, as in refreshing policies and standards, we will use the Commonwealth’s existing risk management framework as a starting point, providing our perspective on potential changes to better align the framework with standards while tailoring it to the Commonwealth’s risk culture. We will work with the Commonwealth and Eligible Entities to create reporting mechanisms that relate information security and IT risk to business risks, so that the Commonwealth’s leadership can draw clear conclusions about how the Commonwealth’s strategic plan can be enabled by information security.

Threat and Vulnerability management

At a program level, we believe that a successful threat and vulnerability management program should include proactive elements and testing, which is why we strongly believe in the idea of a rewards-based cyber security program such as the “Neighborhood Watch”. From an infrastructure and application perspective, we believe integration with IT service functions, using an ITIL framework, can prevent vulnerabilities from reaching production in many cases. We believe this approach, when coupled with a testing regime, can provide an enterprise with a foundation that can help eliminate most vulnerabilities in production systems.

The IT service-based approach involves the following steps:

· Having an accurate system inventory

· Controlling devices being attached to the network, or creating zones where damage from vulnerable systems can be contained

· Conducting vulnerability scan activities as part of the system build process, and even upstream on the software intake process

In addition to this approach, we suggest a vulnerability lifecycle approach as depicted in the following diagram:
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As the diagram shows, threat and vulnerability management has deep ties to other information security disciplines, including disaster recovery, incident response and configuration and asset management.

We will help the Commonwealth evaluate its current threat and vulnerability management program from both an infrastructure and application perspective to identify opportunities to improve prevention and response steps, providing coaching and mentoring to the Commonwealth’s team allowing it to grow capability in managing the program.

Security Assessment and Penetration Testing

We use a standard methodology to conduct vulnerability assessments on infrastructure. Our methodology includes using highly-trained people from our Advanced Security Centers (ASCs) who proactively research the latest security trends and threats. This process will enable the Commonwealth to assess security controls and keep abreast of the current information security risk landscape. Our methodology includes the following steps:

· Internet assessment - Our project team will conduct an attack and penetration assessment of the Commonwealth’s external network in an attempt to identify vulnerabilities that are visible from the Internet. This will be performed as a “zero knowledge” test, identifying IP range information only through publicly available resources. If through the compromise of any or all of the identified systems a path to the internal network is achieved, our project team will determine whether any attempts to exploit internal systems should be made. Following the assessment, our project team will support internal IT teams with addressing vulnerabilities discovered and recommendations for implementing remediation strategies. This will cover both technical and administrative controls
· External network discovery - An Internet profile or “footprint” is created from computer addresses and other information on the Commonwealth and Eligible Entities internet-connected networks using proprietary and public tools, manual tasks and publicly available information. The team will take the “unknown presence” and reduce it to a specific range of domain names, IP network ranges and host systems. Where possible, host systems will be identified by platform, operating system, version and application

· Enumerate network - Our project team will query Network Solutions, American Registry for Internet Numbers (ARIN), Réseaux IP Européens (RIPE), Asia Pacific Network Information Center (APNIC) and other databases in a methodical fashion to discover domains and IP network ranges associated with the Commonwealth
· Interrogate DNS - Our project team will perform a query of domain name services (DNS) to obtain as much information as possible about the Commonwealth. A search for host records will be performed by attempting zone transfers on DNS servers. Our project team will search address records to look for any domain name record that may provide “enticement” information, such as the system type. If bulk zone transfers are prohibited, we will attempt to brute-force resolve hostnames one by one until we have a listing of hostnames and IP addresses of internet-connected systems
In addition to the aforementioned DNS interrogation, we will query the Commonwealth’s DNS servers. This may allow us to determine the domains that are represented on its primary DNS servers
· Identify hosts - Our project team will attempt to map the existing the Commonwealth’s internet presence programmatically by using an ICMP scanning technique. This may include straight ICMP echo/response traffic in addition to systematically discovering access paths into the network by “tracerouting” each network range and associated hosts. As required, special tools may be used to traceroute to specific TCP or UDP ports in an attempt to bypass traditional ICMP filtering rules. This approach assists in identifying both “legitimate” access paths and access paths of which the Commonwealth may not be aware
If the border routers or firewalls block ICMP, alternative tools that use TCP packets will be used. Thus, these techniques are designed to enumerate systems behind the router by taking advantage of allowed access paths (e.g., TCP access to port 80, UDP access to port 53)
· External network vulnerability identification - After the Commonwealth has verified the results from the previous tasks in the discovery phase, the computer addresses will be programmatically scanned using a combination of public, proprietary and commercially available tools.

· Scan services - Once the systems that are “alive” and accessible via the internet have been identified, our project team will conduct a “service scan.” This scan includes determining what service ports (TCP/UDP) are present and listening. Identifying listening ports is critical to discovering the type of operating systems and applications in use. The type or combination of service scans employed will vary based upon the “stealth” factor of the review.  These service scans may include:

· Standard TCP/UDP scans: these are the most common and basic types of port scans
· Stealth scans: FIN, SYN and ACK scans. By setting these flags on the TCP packet, malicious packets can often evade detection. In addition, some rudimentary access control devices are flawed and allow these types of packets to pass through to internal systems
· TCP fingerprinting: this allows us to ascertain quickly each host’s operating system with a high degree of probability by sending specially crafted packets to one open port. When successful, the information allows the team to mount a focused and methodical attack against the target system
· Retrieve information - After identifying the listening ports on each system connected to the internet, our project team will attempt to extract as much information as possible from the target system. This includes banners or other information specific to a listening port. Information provided by services such as SMTP or NetBIOS may allow us to obtain user information, while it may be possible to obtain detailed configuration information from HTTP or SNMP. This type of information provides an enticement to internet users and may directly aid an unauthorized user in compromising the security of the target system.

· Assess vulnerabilities - Our project team will collect relevant data quickly and methodically. This is accomplished by a collection of public, commercial and proprietary tools, allowing flexibility and customization for each client’s specific environment. The toolset to assess vulnerabilities should contain web server assessment tools that check and identify vulnerabilities such as unpatched web servers and potentially dangerous files and CGIs. These scans can be tailored to identify known files (e.g., default directories) and attempt the enumeration of data through discovery. Additionally, the toolset should contain network-focused assessment tools that are used to assess whether Internet-facing servers or services running on those servers are vulnerable to remote exploits that may result in unauthorized access, information leakage or denial of service attacks.
· External network exploitation - Based upon the results of the vulnerability identification phase, our project team will attempt to penetrate the Commonwealth systems. Proprietary tools and techniques, as well as publically available exploits, will be used in an attempt to circumvent the security of the selected systems. 

· Perform misadministration attacks - Our project team will target services running that are inherently insecure and services that are needed but have not been configured securely. This includes attempts to exploit weaknesses in command line interface technologies such as Telnet or SSH, and remote administration interfaces such as an insecure web server administration page or an open remote desktop interface. Attempts to exploit weak or default passwords in systems will be made through use of focused brute-force guessing utilities. When possible, these password guessing attacks will be performed with consideration to account lockout restrictions.

· Execute local attacks and escalate access - If successful at gaining user-level access to a system, our team will attempt to elevate privileges on the machine to an administrative level by exploiting local system vulnerabilities. When systems are exploited, the team will attempt to use the compromised systems as “stepping stones” to identify and compromise systems not otherwise visible to an external attacker. This includes running cracking software against the local passwords and using those cracked ID and password combinations to gain access to additional systems. Further, our team will use the credentials obtained to search for references to trust relationships, administrators and remote systems.

At the conclusion of the internet assessment, our project team will evaluate the areas the team was able to exploit and rate the findings (false positive reduction) based on the risks each pose to the Commonwealth. Threat assessment reports and mitigation plans will be provided quarterly. Assessment reports of the progress towards remediating the vulnerabilities will be developed quarterly. The appropriate the Commonwealth community will be engaged to remediate findings.

· Internal assessment - Our project team will perform an assessment of the Eligible Entity’s internal network by testing servers, firewalls, routers and other network devices for vulnerabilities. This will be performed from the perspective of a “malicious insider” with limited authenticated access to the internal domain. Our team will create a network footprint of the machines in scope and attempt to identify running services and mis-configurations that are associated with known vulnerabilities. Following the assessment, our project team will support internal IT teams with addressing vulnerabilities discovered and recommendations for implementing remediation strategies. This will cover both technical and administrative controls.

If through the compromise of any or all of the designated systems, a path to highly sensitive systems is achieved, the engagement team will notify the Eligible Entity’s designated contact and closely coordinate additional testing of these devices at the direction and approval of the Commonwealth and the Eligible Entity.

· Internal network discovery - Our project team will perform an enumeration of live hosts on the Commonwealth’s internal network using internal DNS interrogation and Microsoft Windows networking discovery to create a footprint of internal network ranges, computer names and addresses and other information for the targeted network.  

· Microsoft Windows discovery - Using Microsoft Windows networking tools, our project team will attempt to anonymously discovery the following:

· Windows domain and forest names

· Host names of computers with each domain

· Domain controllers for each domain

The results and data from the network discovery will be verified with the Commonwealth and Eligible Entity’s point of contact prior to the next step in the assessment.

· Internal vulnerability identification - After the Eligible Entity has verified the results from the previous tasks, our project team will proceed to interrogate the Microsoft Windows network and scan the computer address ranges programmatically by using a combination of public, proprietary and commercially available tools.

· Microsoft Windows vulnerability identification -  Using public and proprietary tools we will attempt to enumerate the following: 

· List of domain administrators, enterprise administrators and other privileged accounts 

· Password policies for each domain

· Trust relationships between the domains and forests

· Scan services - These service scans may include:

· Standard TCP SYN scans:  these are the most common types of port scans.

· TCP fingerprinting and Service versioning: this type of technology is extremely powerful and enables us to ascertain quickly each host’s operating system (O/S) with a high degree of probability. TCP fingerprinting generally requires access to only one listening service port; thus, it is possible to determine the exact operating system of the target by sending specially created packets to one open port (e.g., port 80). This information will allow our team to mount a focused and methodical attack against the target system.

· Retrieve information - After determining the listening ports on each system connected to the intranet, as much information as possible will be extracted from the target system. This includes banners or other information specific to a listening port.  Information provided by services such as SNMP, finger, rusers and SMTP will allow us to obtain detailed configuration or user information on each system. This information provides “enticement” to intranet users and may directly aid an unauthorized user in compromising the security of the target system.

· Internal exploitation - Based upon the results of the vulnerability identification phase, and with the Commonwealth’s permission and coordination, our project team will attempt to exploit its systems. Proprietary tools and techniques and widely available exploits will be used in an attempt to circumvent the security of the selected systems
· Validate identified issues - Our project team will take the results from the vulnerability scans, eliminates false positives and begins to link vulnerabilities to the results.  The information will be assessed to determine the best candidate to target for exploitation attempts by identifying vulnerabilities that pose the highest risk to the Eligible Entity in terms of potential impact to the business
· Link vulnerabilities - In many instances, “vulnerability-linkage” techniques have led to the compromise of our client’s networks due to interdependencies that exist within the networks. Examples of interdependencies include exploitation of trust relationships, circumvention of router filtering rules, use of reverse telnets through firewalls and “routing” through non-routable protocols
· Escalate vulnerabilities - As a vulnerability is exploited, it may be used as a stepping stone to achieve further exploits and gain additional access to a system. Also, information gleaned from a less-secured system may be leveraged to escalate privileges to more critical machines on the network.

At the conclusion of the intranet assessment, our project team will evaluate the areas it was able to exploit and rates the findings (false positive reduction) based on the risks each poses to the Commonwealth. For each finding, we will also assess the potential business impact to the Commonwealth if the vulnerability is exploited. Threat assessment reports and mitigation plans will be provided quarterly. Assessment reports of the progress toward remediating the vulnerabilities will be developed quarterly. The appropriate the Commonwealth community will be engaged to remediate findings
Black box web application assessment

Our project team will perform a black box security review of designated public self-service web applications that are used by the Commonwealth’s customers and external partners. The testing will be performed with privileges of an anonymous, unauthenticated user. Following the assessment our project team will support internal IT teams with addressing vulnerabilities discovered and recommendations for implementing remediation strategies. This will cover both technical and administrative controls.  

· Black box web application vulnerability identification - Our project team will scan the Commonwealth’s applications for vulnerabilities by using proprietary, commercial and public domain tools, and then manually verify scan results. The team may use a combination of tools and techniques to identify potential application and web server vulnerabilities
The tool performs two types of analysis. First, our project team will perform a nonintrusive analysis of the website content by first mirroring the entire site and then checking for the following information: 

· Commented HTML code

· Un-parsed server code

· Password form fields

· Hidden form fields and associated data  

Second, using input generated from the analysis phase, our team will dynamically test the web server components for common web server and web application vulnerabilities using commercial tools. Currently vulnerability tools supports the following tests:

· SQL injection: Single quotes are inserted to each page variable in an attempt to invoke a database error message. If a vulnerable page is identified, the tool will attempt to identify the database being used and determine useable exploit strings to exploit the SQL injection vulnerability
· Cross-site Scripting: A JavaScript string is inserted into each page variable to test if the page will return the string to the user's browser
· Directory and file checking: Each file and directory encountered during the website analysis is dynamically tested for vulnerabilities. The following tests are currently performed during the directory and file checking sequence: 

· File extension checking: Appends/changes the file extension of known web server files encountered during the site crawl
· Common file check: Checks the directory for commonly named and potentially dangerous files
· Directory listing check: Attempts to obtain a directory listing for each directory
· Writeable directory check: Uses HTTP PUT method to attempt to write a file to the directory
Our project team will assess the results from the vulnerability scans to identify probable vulnerabilities (false positive reduction). During the next phase of the testing, the team will validate reported vulnerabilities through attempts to exploit the vulnerability and other testing. Threat assessment reports and mitigation plans will be provided quarterly. Assessment reports of the progress towards remediating the vulnerabilities will be developed quarterly. The appropriate Commonwealth and Eligible Entity community will be engaged to remediate findings.

Black box web application exploitation

Our project team will attempt to exploit the identified application vulnerabilities from the previous phase of testing and may use some of the procedures outlined below. Following the assessment, our project team will support internal IT teams with addressing vulnerabilities discovered and recommendations for implementing remediation strategies. This will cover both technical and administrative controls
· Attempt cross-site scripting attacks - By mapping out areas of where input is sent to the application and observing the output, our project team can assess whether client-side JavaScript can be inserted and executed in the browsers of other targeted application users. This could potentially allow for the harvesting of other application users’ session information and/or application usernames and passwords
· Attempt SQL-injection attacks - SQL-injection attacks target insecure application-development practices that allow the insertion of SQL statements into application variables. These statements may be passed through the application and executed by the backend database. Examples of successful SQL injection exploits include the ability to identify application usernames and passwords, enumerate sensitive application data from the SQL database and run system commands on the SQL server
· Identify session management - By observing the mechanism by which the web application keeps track of users (typically in the form of session cookies), our project team can assess if it is possible to replay a session or predictably jump to another user’s session
· Perform other exploits: 

· Buffer overflows - If present, successfully exploiting this vulnerability diverts the function of a particular program and places a malicious piece of code in memory. This causes the malicious code to be executed on the host machine. This exploit is possible when buffer spaces are not defined appropriately during application development. These buffer overflows can compromise the security of the underlying operating system unless proper controls are implemented
· Cookie poisoning – This attack includes analyzing cookies from the web server, altering the information within the cookies and then replaying the request to the server using the altered cookies
· Form spoofing – This attack manipulates a form submission workflow in order to send a second or third stage of the form without completing subsequent forms. Tests check to see if the forms with invalid information are either rejected or denied, and the user is returned to the appropriate form in the process
· Circumvention of application logic – If successful, this allows an attacker to bypass the normal flow of an application by forcefully browsing to unauthorized pages or functionality, possibly to bypass authentication or to browse to administrative functionality as a normal user
· Review of application architecture – This test attempts to find, download and review server-side scripts and configuration files, including files and HTML source. Tests check for issues such as database connection strings, configuration settings, directory listings and commented code
At the conclusion of the black box review, our project team evaluates the identified areas of weakness and rates the findings (false positive reduction) based on the risk each poses to the Eligible Entities. Threat assessment reports and mitigation plans will be provided quarterly. Assessment reports of the progress towards remediating the vulnerabilities will be developed quarterly. The appropriate Eligible Entity community will be engaged to remediate findings.
Privacy

Our service delivery process has been designed to provide a consistent and disciplined methodology that provides our clients with a proven approach offering complete and flexible coverage. Our proven approach has been field-tested with our significant and demanding client base. This approach incorporates the lessons we have learned and leading practices we have developed with our clients.

Our approach includes the following activities and steps from scoping the work to the communication of a draft report to you:

Planning – In this step Ernst & Young will perform work with the Eligible Entities and the Commonwealth Privacy Office, to scope and plan our activities, from documentation analysis to the interviews in the fieldwork.  

· Conduct up to 3 calls for scoping to identify key functions and contact individuals for the assessment.

· Collect available privacy policy and notice documentation for both Eligible Entities and the Commonwealth.

· Meet with the Privacy Office to clearly understand the approach for privacy management, and the expectations from Eligible Entity as it relates to compliance with Commonwealth requirements that are established.

Policy Review – Prior to conducting interviews with Eligible Entity representatives, Ernst & Young will conduct a review of the current notices and policies used by the Commonwealth.

· Review Eligible Entity privacy policies and notices for compliance with the regulation, the stated policy as noted in the notice, and Commonwealth’s privacy policies
· Identify areas for further clarification for the fieldwork step
Fieldwork – Ernst & Young will spend about five business days at the Eligible Entity’s office, interviewing local representatives involved in handling sensitive information
· Develop a baseline understanding of the use of personal information in various functions, including offline collection of personal information
· Meet with the individuals and functions identified in Step 1 (planning) to develop an understanding of the processes involving the collection, use, disclosure, retention and destruction of personal information. Ernst & Young will conduct 20-30 interviews and review content and materials that are available locally, with Eligible Entity representatives while on site
Follow-up and analysis – Following our fieldwork, Ernst & Young will finalize the collection of relevant information by following up with Eligible Entity representatives as necessary and start the process of developing our report through the analysis of the collected information
· Conduct follow up interviews as necessary for clarification. Validate items identified during the fieldwork phase and collect any documentation referred to previously in meetings with interviewees
· Analyze Eligible Entities current practices against its notice, policies, and corporate global privacy policies
Report – Develop draft report for Eligible Entity’s Privacy Office review.

· Develop a draft privacy review report.  The report will be organized in two sections.  One section addressing the compliance of the notice and policies with regulations. The second section of the report will address Eligible Entities practices against the regulation, notice, and policies (including any relevant Commonwealth policies where applicable)
· Ernst & Young will present the initial assessment report to the project sponsor for review and validation, and will incorporate comments into a second version
Communicate results – Present the draft report to Eligible Entity stakeholders and other relevant stakeholders identified by Eligible Entity privacy office in a facilitated session. Discuss remediation options and comment on next steps.
Audit and compliance 
Our approach to compliance is to use audit as a tool to support the Commonwealth’s risk management framework. This is a contrast to some organizations that use compliance as a key driver for security. While regulatory compliance can present risks of its own, we see regulatory compliance as a component of an overall information security program, and not a goal of the program
To show how our audit approach can support compliance, we present our approach for ISO 27001 pre-certification and certification. This graphic summarizes our approach for pre-certification:
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4. A focus on quality 
Quality is a major part of our strategy here at Ernst & Young. It's an expression of who we are, and it's our promise to our clients that Ernst & Young operates with the highest level of integrity at all times. Quality is embedded into the fabric of who we are and how 167,000 people function every day. Whatever the task or client engagement is, our people follow a quality assurance methodology based on regular and frequent review and feedback.
Ernst & Young takes special care to provide our clients with complete and accurate project reporting. We have a formal Quality Assurance process that engages the project leader, team lead, and executive-in-charge to review the work performed and report so that:
· The report is technically accurate

· The procedures performed and the results of those procedures support the findings

· All procedures performed are included

· The procedures performed map to planning documents

· Reporting expectations match planning documents
The following processes and procedures outline how these goals are met:

· ASQ Interviews and Surveys - The Ernst & Young Assessment of Service Quality (ASQ) process is designed to assess and improve service and relationship quality. Through this process, we identify service quality issues, and we co-develop a follow-up Action Plan with the client to facilitate the efficient and effective resolution of all challenges and issues
During the ASQ process, clients provide feedback on the quality of Ernst & Young’s service. Feedback is collected through face-to-face interviews and/or paper- or web-based surveys (depending on the client’s preference), administered by The Gallup Organization. Interviews are conducted by an Ernst & Young ASQ Executive who is not a member of the service team. The ASQ Executive also works with the Coordinating Partner throughout the process and maintains communication with the firm’s Area Leadership about process results and resolution

· "ASQ Alerts & Results" Process - Results of ASQ interviews and surveys are sent unedited to the ASQ Executive and the Coordinating Partner. Soon afterward, the unedited results are also sent to the Ernst & Young Area Leadership team, to which the Coordinating Partner reports. Next, an Action Plan is co-developed with the client, and it is reviewed by Ernst & Young Area leadership and the firm’s ASQ National Leadership team. Any critical independence or quality issues identified during ASQ are communicated to Ernst & Young Executive Leadership for immediate attention and directions for resolution. Once approved, the Action Plan is executed by the Coordinating Partner, who will meet regularly with the client to assess progress in meeting the plan’s objectives

· Management and Audit Committee ASQ - To address post-Sarbanes-Oxley dynamics, the ASQ process focuses on both management and the Audit Committee, with tailored inquiries for each. The follow-up Action Plan will, where necessary, include steps for addressing the concerns of both

· Quality in Everything We Do - In addition to providing important feedback to the client service team, ASQ results are also aggregated (confidentially) with feedback received from all ASQ initiatives across the firm. This aggregated feedback is then used to identify and address any firm-wide areas that might need attention. Overall, the ASQ process is a key driver in helping Ernst & Young meet the commitment articulated in the firm’s tagline: Quality In Everything We Do



	To provide response services, we use our Advanced Security Centers and labs run by our Fraud and Investigative Dispute Services (FIDS) practice.
To respond to incidents, we following the procedures depicted in the diagram in the previous section.  Once the engagement setup steps are complete, we focus on data preservation first, and then evaluation and investigation of the attack. We assume that attacks have already occurred at all organizations that may be a target for the Advanced Persistent Threat, and will treat even business-as-usual functions as if an attack is in progress.

To preserve data, we will quickly assemble a team, and then:

· Visit relevant locations as warranted by the attack indications, or based on the sensitivity of data assets in the organization

· Interview key client contacts to determine the indicators of the attack, the likely attack vectors, and what assets are most likely under attack; we will also identify worker behaviors that may have contributed to granting access to the attackers

· We will identify the scope of the attack in terms of geography, topology and asset footprint, including devices that are likely to have been compromised as part of the attack

· Having identified the scope, we will seek to contain the incident; the initial containment efforts may include trying to prevent the attacker from realizing that the attack has been discovered; at the same time, containment efforts will focus on preserving evidence for use in later phases of the response

· Once the incident is contained, we will initiate recovery of data and other assets, and begin the process of making behavioral change to prevent future incursions using the vectors that contributed to the attack
As we mentioned, we will preserve evidence and data for use in the evaluation and later phases of the investigation.

As the details of an engagement can vary with the nature of the attack, our work products may be different.

	C-2.  CUSTOMER SERVICE AND TRAINING SERVICES

This section provides Bidders with the opportunity to outline their full suite of available customer service and training services.  Statewide Contracts are required to provide training and support to the Commonwealth merchant community.  Include in this description how the Bidder will meet the following requirements:
1. Identify what Bidder provides as basic training at no additional cost on the use of the Bidder’s on-line systems.  The Bidder may deliver the initial training via an interactive web-based training solution or in person at a training facility, which at the discretion of the Commonwealth, may include multiple Regional/geographical locations within the Commonwealth of Massachusetts.  Training must be available to all Eligible Entities falling under the scope of this solicitation.  

2. Identify available customer service arrangements available to the Office of the State Comptroller and the Commonwealth’s merchant community.  Most servicing needs of the merchant community are anticipated to be coordinated through the Eligible Entities themselves.

3. Identify whether the Bidder provides technical support to Eligible Entities via a toll-free telephone number during normal business hours, which are between 8:00 a.m. and 5:00 p.m. Eastern Time, Monday through Friday.
4. Identify all other relevant customer service information. Eligible Entities will use this section to contact Bidders for issues, therefore, this section should be as detailed as possible with the range of available services.


	C-2. ANSWER:

1. Training for our online tools is very intuitive. However, if training and demonstration is required it could be provided to the Eligible Entity for its use.
2.  We have indentified Frank Nemia as the key contract. For each specific project, we will identify an engagement partner who will serve as the team leader of that engagement. In selecting an engagement partner and team, we will make certain to match experience with the needs of the Eligible Entity.

3. Each project will have an engagement partner and specific engagement manager during the normal course of engagement execution. Their contact details will be shared during the project kickoff.
4. Frank Nemia will be the key contact for any service related issues.



	PART D. OTHER RELEVANT INFORMATION AND VALUE-ADDED SERVICES.
Describe any related value-added services that have not been included already that would be advantageous to the Commonwealth and Eligible Entities.  Include any value-added services, specialties, enhanced reporting, cost-effective fees and services, experience, employee training, etc. that you feel sets your company apart. 
Describe why the Bidder is the preferred Bidder since the PMT will be selecting only the highest qualified Bidders who are committed to a continuing and increasingly successful partnership with the Commonwealth.  Successful past performance will not guarantee continued selection under this Statewide Contract.  Describe the performance being offered that sets the Bidder apart from competitors and what resources, services, or specialties are being offered that demonstrate qualifications, commitment to partnership, best interests of the Commonwealth, or a level of service that is exceptional in comparison to other competitors that supports selection of the Bidder.
Partnership Commitment.  Bidders must demonstrate a significant commitment to partner with the Commonwealth and Eligible Entities to achieve the highest level of compliance and ensuring that methods prevent fraud, waste and abuse of Commonwealth funds and resources.  
This section should be detailed, since this section may be used as a primary section for making final selections of Qualified Bidders after reviews of Qualifications, Work Plans and Pricing.  



	We believe Ernst & Young is the best choice for the Commonwealth for the following reasons:
Ernst & Young is the 
#1 auditor of Government 
& Public Sector companies audited on the 2012 Russell 3000, auditing 35.7%

Brand confidence – As a large, established professional services firm, Ernst & Young’s name and experience lend weight and credibility to each client project. The firm provides a broader, business risk focus along with solid brand confidence that will hold its value in today’s market.

Center-based approach – Ernst & Young has created a virtual network of Advanced Security Center’s (ASCs) to provide an environment for our dedicated testing professionals to conduct infrastructure and application assessments. The Centers provide consistent, repeatable and auditable project execution, a secure and controlled setting for the physical and logical security control of client sensitive data, a collaborative environment for both rapid problem-solving and knowledge transfer, and a cost-effective model for managing large scale dynamic testing requirements.

Professional team – Our security professionals possess diverse industry knowledge and technical experience in attack and penetration testing. The team stays highly relevant by pursuing applicable certifications, participating in and providing internal team training, discovering and researching the newest vulnerabilities, attending and speaking at top global security conferences, and sharing knowledge with a variety of industry groups. The team is encouraged to comment, discuss, debate and share ideas on new technologies and information security topics.

Fair and Transparent Fees - Our fair, competitive and transparent fees. Our philosophy is to provide quality service for fair, competitive and transparent fees. In light of current market dynamics and cost and revenue pressures facing the Commonwealth of Massachusetts, we have proposed  fair rates for a high level of service and quality.
Privacy focus

Ernst & Young’s team of professionals has numerous years of privacy and security experience, conducting more than 500 security and privacy assessments per year. 

Our privacy and security clients span a variety of industries and face a variety of challenges, some in highly regulated industries, and all working in a highly connected and information-rich world economy.

As a global audit firm with over 100 years of experience, Ernst & Young has been providing data privacy, risk and protection services to our global clients since our inception. We formally established a data privacy and security practice available to both our audit clients and the global marketplace in 1999. Ernst & Young has been a market leader for over a decade assisting global organizations with understanding privacy and data protection risk, compliance and regulations and helping them effectively manage the use of personal information within their organization. Our focus on information security is also a core competency that has resulted in Ernst & Young being recognized as a market leader in providing information security advisory services as part of our privacy advisory services. 

Today, Ernst & Young’s global network of privacy and information security professionals includes nearly 200 Certified Information Privacy Professionals (CIPP) and more than 100 Certified Information Systems Security Professionals (CISSP) in more than 25 countries. Our network is composed of privacy and security risk, compliance, and control professionals, and in several of the continental European countries, lawyers from Ernst & Young’s affiliate law firms. Our privacy and data protection professionals are highly sought after in the global marketplace and frequently requested to lead industry roundtables, author articles and whitepapers related to privacy topics, and speak at privacy and data security conferences. 

Our privacy and data protection clients span a variety of industries, and face a variety of challenges in much regulated industries and in a highly connected and information-rich world economy. Specifically, we have assisted a number of organizations, beyond our initial assessments of privacy compliance and risk, in more advanced improvements in their business operations, privacy compliance management, and privacy risk management. 

These clients have included four of the world’s largest pharmaceuticals companies, two of the world’s largest consumer packaged goods companies, three of Wall Street’s largest banks, two of the largest media and entertainment companies, and the leaders in the automotive, software, consumer technology, and health care companies. We have also assisted smaller and regional organizations with the development of privacy policies, procedures, controls, risk management approaches, and compliance approaches related to privacy and the protection of personal information. 
Beyond the scope of this proposal, we are able to further support The Commonwealth in dealing with Personally Identifiable Information (PII) and confidential information risk and compliance. Below are our related services: 
Protecting PII and confidential information information

· Internal audits and other assessments: assess governance, risk, compliance and strategy, and the supporting organization, resources and components used to establish an effective, operational and sustainable PII and confidential information risk and compliance program.

· Policies and standards: address changes in regulations and evolving risks to PII and confidential information with the development of policies, procedures and standards to guide its processing, from employees to service providers.

· Health information inventories: inventory and map PII and confidential information in systems, processes, third parties and cross-border transfers, where applicable.

· Risk self assessments: design methodologies and procedures to enable a sustainable process for risk self assessments. Risk assessments allow the organization to prevent loss and exposure of PII and confidential information, identify ineffective process and controls and help prepare for audits by regulators.

· Data loss prevention (DLP): assessing process and technical controls that are geared specifically to prevent PII and confidential information from leaving the organization unnecessarily or unprotected.

· Attack and penetration: assess security vulnerability through a variety of attack and vulnerability tests directed at the external and internal networks.

· Business continuity and disaster recovery: assess and develop programs for the business continuity and disaster recovery of PII and confidential information.

· Social engineering: test the human element of the protection of PII and confidential information. Conduct social engineering assessments via phone, online (phishing), physical tests done on site and the use of removable media for identifying gaps in the organization’s security.

· Third party assessments: assess client third parties such as vendors and business associates for compliance with privacy and security requirements, both contractual and regulatory.

· Roadmap: develop roadmaps for mitigating risks and achieving compliance with relevant regulatory and contractual requirements.
Managing PII and confidential information information

· Security strategy and management: assess and develop security governance programs, enterprise security strategy and an effective approach for identity and access management. Create policies, procedures and standards and design reporting structures and metrics.

· Privacy strategy and management: assess and design the governance structure to support the effective privacy management across the organization. Develop privacy policies and procedures that encompass the organization compliance and risk structure addressing different data types extending beyond PII and confidential information.

· Benchmarking: benchmarking assessments against peer organizations for the governance, policies and controls applied to protect privacy and security of information.

· Incident management process: develop and implement a comprehensive set of processes and tools to investigate suspected incidents, mitigate risks and impact due to the exposure of PII and confidential information, notify individuals and regulators as necessary and complete the defined reporting to the authorities.

· Vendor management program: develop and implement a comprehensive program for managing risks and compliance to health information on processed by vendors. Vendor management programs commonly address the assessment of vendors prior to contracting, ongoing monitoring of vendors and the effective process of terminating the relationship with a focus on the protection of the health information at hand.
Assistance with adopting electronic health records

· Identify requirements: identify privacy and security risk and compliance requirements that are based on regulations, policies and risks relevant for the intended implementation, so they can be addressed in the design and update of the system.

· Implementation support: participate in key system implementation stages to verify that the relevant considerations of privacy and security are built in to the process in accordance with policy and regulation.

· Control design: assess privacy and security control design, as adopted on the electronic health records system, with common practices and relevant risks.

· Achieving Meaningful Use: assess system compliance with the Meaningful Use requirements, guide the necessary improvements for achieving Meaningful Use, and provide independent third party verification that the Meaningful Use requirements have been met. Project management and independent program review: provide a project management office for the implementation process of the electronic health records system. Provide an independent review of the overall electronic health records implementation program.

· Assess compliance and implementation: review the implemented system to verify whether privacy and security compliance requirements were implemented effectively and have been met. Conduct pre-implementation and post-implementation reviews of the general controls of the systems.

· Mitigate risk: support implementation of electronic health records with services necessary to meet regulatory requirements and risks such as the implementation of effective segregation of duties, as well business continuity and disaster recovery for the system and its health information.
Public sector experience

Service integration distinguishes Ernst & Young’s service delivery approach. Since so many of our clients’ issues are industry oriented, Ernst & Young delivers services using a team approach that integrates industry knowledge with resources in various disciplines, like the public sector. We provide solutions to our clients’ business problems by forming teams that are knowledgeable and experienced in industry and functional areas. 

Ernst & Young is committed to serving the public sector. We have developed one of the largest local and national Public Sector practices, dedicated to serving government clients. Our Northeast Area Public Sector practice utilizes a creative business-minded approach to client service, which we have provided to area clients, including the Commonwealth of Massachusetts and the City of Boston. The breadth of our service capabilities, our dedicated and experienced team and our deep industry qualifications make Ernst & Young the right firm to serve you in driving value and mitigating risk related to the potential construction of a casino (and related projects) in Boston.

Public sector clients, recently served

Department of Health and Human Services

US Postal Service 

Metropolitan Transit Authority

Newark Public School District

New Jersey Economic Development Authority

New Jersey Environmental Infrastructure Trust

Triborough Bridge & Tunnel Authority
U.S. Department of Veteran Affairs
Department of Homeland Security

Brooklyn Navy Yard Development Corporation

Massachusetts Department of Transportation

New Jersey Transit Corporation

New Jersey Water Supply Authority

New York City Department of Education

New York City Housing Development Corporation

New York City Housing Authority

New York City Schools Construction Authority

New York State Mortgage Company

New York State Municipal Bond Bank Agency

Port Authority of New York and New Jersey

Department of Justice

Federal Emergency Management Agency
State of Florida
At the Federal level, we have performed one or more services for nearly every major agency or department, including the US Department of Education, the Health Care Financing Administration, the Centers for Disease Control and Prevention, the Patent and Trademark Office and the US Postal Service. 

We have served some of the most varied, complex and prestigious public sector organizations in the world. 

Ernst & Young has conducted audits for half of the states whose activities are audited by independent auditors.




	RFR RESPONSE PART E - COST RESPONSE


1. Bidders must provide a detailed cost schedule that provides all services and pricing for services which demonstrate the most cost effective pricing for the Commonwealth for each of the service categories bid in Section C and D.  BIDDERS MUST IDENTIFY ANY AND ALL COSTS OR CHARGES THAT CAN BE BILLED UNDER THE STATEWIDE CONTRACT.  COSTS NOT IDENTIFIED MAY NOT BE CHARGED.  
2. Bidder must provide a SEPARATE PRICE PROPOSAL FOR EACH of the separate categories for which the Bidder is submitting a Response, even if the pricing is repetitive.  Each Cost proposal will be reviewed separately.   
a. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  
b. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. 
c. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. 

3. Pricing must be identified for each fiscal year of the contract (FY 2013 – ending June 30, 2013 – FY 2016).  These pricing models will be posted for Eligible Entities to use to select Bidders for specific engagements.  Pricing may be negotiated for each particular engagement; however, pricing may not be increased during the initial period of the Contract without approval from the PMT.   

4. Bidders must provide schedule that includes volume discounts based upon the number of Eligible Entity merchants that participate in purchasing services and how the Bidder would track performance and calculations.  Bidders are also required to provide a Prompt Payment Discount (PPD) if payment is desired to be made in less than the standard forty-five days following invoicing.  Bidders may not calculate discounts or credits as part of individual invoices (other than PPD) without prior approval of the PMT.  
5. State Departments are required to encumber funds to cover the total cost of an engagement.  Therefore, each engagement Statement of Work (SOW) must be documented prior to the start of performance to ensure that costs are contained.  Bidders must be able to cost out engagements in or to support a capped maximum obligation for the entire engagement.  

6. In order to evaluate Bidders under this RFR, Bidders must present their cost proposals with the following options, each with a detailed explanation of how the proposal was developed and ensuring that ALL services have been included and priced. If the Bidder does not provide a cost proposal for each of the following options, the Bidder must specifically identify which option is not offered and why.  Failure to provide cost proposals for each option will make comparisons more difficult. 

a. Composite Blended Rates with Maximum Obligation.  Bidder must provide option for hourly rates as Composite Blended hourly rates that include all related fringe benefit costs and profit.  All other direct, clerical, administration, indirect, over​head and incidental costs, such as travel, accommodations, meals, non-deliverable related printing, equipment, and supplies must also be included in the blended rate and may not be separately billed. Describe how the pricing for an engagement is calculated. 

Blended hourly rate for Security Services:
	Type of Service Provided
	Fiscal Year Ending 6/30/2013
	Fiscal Year Ending 6/30/2014
	Fiscal Year Ending 6/30/2015
	Fiscal Year Ending 6/30/2016

	Information Security Risk Assessment
	$286
	$295 
	$304 
	$314 

	Audit and Compliance
	$286 
	$295 
	$304 
	$314 

	Threat and Vulnerability Management
	$286 
	$295 
	$304 
	$314 

	Security Assessment and Penetration Testing
	$286 
	$295 
	$304 
	$314 

	Black box web application assessment
	$286 
	$295 
	$304 
	$314 

	Black box web application exploitation
	$286 
	$295 
	$304 
	$314 

	e-Discovery, Forensic audit and Data breach management
	$286 
	$295 
	$304 
	$314 

	HIPAA & HITRUST Assessment and Remediation
	$286 
	$295 
	$304 
	$314 

	PCI Readiness Assessment and Remediation
	$286 
	$295 
	$304 
	$314 

	FISMA/FedRAMP Assessment
	$286 
	$295 
	$304 
	$314 

	Service Organization Controls and Reporting (SOCR), Agreed Upon Procedures (AUP)
	$286 
	$295 
	$304 
	$314 

	Security training/workshop
	$286 
	$295 
	$304 
	$314 

	Privacy Audits
	$286 
	$295 
	$304 
	$314 


Pricing for each engagement will be calculated based on the Eligible Entities requirement, scope of service and the level of effort required to complete the project. Before starting any project, approval will be obtained from Eligible Entity for the overall budget.

b. Separately billed Time and Materials services with Maximum Obligation.  Describe how the pricing for an engagement is calculated and demonstrates cost containment. 
We can work with the eligible entities on time and materials where required. Before starting the project, we will meet with Eligible Entity project sponsor and discuss the various budgeting scenarios. If a specific resource is required for the project, the time and material cost can be discussed with a specific time table.

c. Project Based SOW with Maximum Obligation.  Describe how the pricing for a project-based engagement would be calculated that is based not on time and materials actually used, but on a project completion basis that is paid based upon completion of milestones, but not billed on an hourly rate with time and materials and demonstrates cost containment.  
Fixed Fee: We have experience in working on project based SOWs with fixed fee arrangements. Each project can be discussed with the project sponsor and certain fixed fee arrangements can be established.

Contingency Based: We typically do not engage in contingency based projects but are willing to discuss with Eligible Entities on scope of service and pricing them appropriately.

d. Identify other Considerations.  Include any other dependencies, contingencies or considerations that may impact pricing for an engagement.  
There are no other dependencies to be considered. Each project scope will be discussed with the project sponsor and an appropriate fee will be derived based on the level of effort required to complete the project. If during the course of engagement, scope is changed or revised, an appropriate change order will be executed.

e. Preferred Model.  Identify the preferred model for Eligible Entities that provides the highest level of performance at the most cost effective pricing and demonstrates cost containment.  Provide a full explanation of how this model is the preferred model in comparison to the other models proposed and how this model support the most cost effective pricing for the proposed services.
We are willing to work with eligible entities on any of the above pricing scenarios, but based on our prior experience in executing similar projects, we have seen that our clients get the most benefit from choosing the blended rate option for fees.
IT risk has historically been dismissed as the sole responsibility of the IT department, and has not been considered a strategic business risk requiring an enterprise-wide focus. However, as the pervasive use of IT tools and technology continues to grow, impacting virtually every aspect of business function, it is becoming increasingly clear that managing IT risk is less about just IT, and more about managing risks for the whole business. Organizations must now include IT Risk Management (ITRM) within their overall enterprise-wide risk management approach. �– Ernst & Young Insights on IT Risk, June, 2011
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