
REQUEST FOR RESPONSES (RFR) STATEWIDE CONTRACT
PRF56DESIGNATEDOSC

AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Category: Information Management, Security and Compliance Audits Including 
Payment Card Industry (PCI) Data Security Standards (DSS) Compliance


[image: image1.png]



COMMONWEALTH OF MASSACHUSETTS

REQUEST FOR RESPONSES (RFR)

TITLE:  STATEWIDE CONTRACT FOR AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Data Security Standards (DSS) Compliance
RFR # PRF56DESIGNATEDOSC
Procuring Department :Operational Services Division designated through the Office of the Comptroller

Address:  One Ashburton Place 9th floor, Boston MA 02108

Telephone #: 617-973-2617 (All inquiries or questions must be posted on PCI Forum for this RFR.)

Fax #: 617-727-2555 (All inquiries or questions must be posted on PCI Forum for this RFR.)
Email Or Internet Address:  Monica.Middleton@massmail.state.ma.us Procurement Coordinator (All inquiries or questions must be posted on PCI Forum for this RFR.)
RFR File Name/Title: Statewide Contract For Audit, Accounting, Compliance, Security And Recovery Services. Category: Information Management, Security Management Reviews Including Payment Card Industry (PCI) Data Security Standards (DSS) Compliance

RFR File Number:  PRF56DesignatedOSC 
Procurement Team Leader/RFR Contact Person:
Monica Middleton, Procurement Coordinator (All inquiries or questions must be posted on PCI Forum for this RFR.)
Procurement Management Team (PMT)/Category: Professional Services – Financial Audits 
1) Procurement Calendar (AMENDED 10/18/2012)
The following table outlines the anticipated procurement calendar for this RFR.  The Office of the Comptroller (The PMT) reserves the right to change the calendar as needed, provided that any changes will be posted on Comm-PASS.  Bidders are responsible for routinely checking Comm-PASS for procurement calendar updates during the RFR process. 
	DATE AND TIME
	PROCUREMENT CALENDAR EVENT

	Wednesday October 3, 2012
	RFR Posted on Comm-PASS

RFR Forum for Questions Available

	** RFR Amended to extend Calendar.

AMENDED
Forum reopened and Deadline to post Questions extended to Monday October 29, 2012 5 PM EST
	On-Line Forum Written Questions Deadline for Submission.  Bidders must register in comm-pass and post questions to PRF56 Forum.  Look under “Forum” tab on www. comm-pass.com  and search under “PRF56” or the Operational Services Division

	October 31st 10-12 & 1-3pm.  
Classroom setting at:

Operational Services Division
1 Ashburton Place RM 1017
Boston, MA 02108.
Not mandatory. If unable to attend, see Instructions posted with RFR under Forms and Terms.  
	Training for www.comm-pass.com On-line submissions. 
To register send an email to Comm-PASS at comm-pass@state.ma.us using vendor online submission training in the subject line.  Bidders that can not attend training can view a document posted for Bidders on the “Forms and Terms” Tab for this RFR, contact the helpdesk with any questions.  comm-pass@state.ma.us.   

	AMENDED

Wednesday November 7, 2012


	Date Answers to Forum Questions Posted to Comm-pass Forum for PRF56

	AMENDED
** RFR Amended to extend Calendar.

OPENING date to post Responses extended to Friday November 7, 2012 5 PM EST
	Submission of Responses – posting to SMART BID OPENS
RFR will not be amended after this date.  Bidders can post RFR Response documents to Comm-Pass starting on this date until the deadline date.  

	** RFR Amended to extend Calendar.  Submission deadline extended to Wednesday November 28, 2012
Noon EST
	DEADLINE for www.comm-pass.com on-line Submission of Responses SMART-BID (CLOSES at noon)

	AMENDED
Thursday, January 3, 2013 

(Time, location TBD)

Friday, January 4, 2013 

(Time, location TBD 

(Conference Call available)
	Interviews/Negotiation if needed 

	AMENDED
Thursday, January 3, 2013 

(Time, location TBD)

Friday, January 4, 2013 

(Time, location TBD 

(Conference Call available)
	Best and Final Offers Due (BAFO) (if required) at the time of interviews if offered

	AMENDED
Wednesday January 16, 2013 on or around
	Email Bidder Notices of Selection and Non-Selection

	AMENDED
Thursday, January 17, 2013 –Wednesday January 30, 2013 (Time, location TBD)
	Contract Negotiations 

	AMENDED
On or around February 1, 2013 TBD


	Contract Performance Begins


2) Request For Response – Required RFR Specifications

It shall be the Bidder’s responsibility to read this entire document, review all referenced attachments, and comply with all requirements.  If a Bidder discovers an inconsistency, error or omission in this RFR, the Bidder should request a clarification by posting a questions on the forum established for this RFR on Comm-PASS.  All of the required specifications and Forms for this RFR and the contract awarded under this RFR are identified under the “Forms & Terms” tab for this RFR as posted on Comm-PASS.  Bidders are responsible for reviewing Comm-PASS for all the listed specifications and the required Forms that should be submitted with the RFR Response (in order to be considered for selection) or upon contract award and execution.  Failure to submit the required Forms with the RFR Response, as specified, will be considered sufficient grounds for rejection of the Bidders Response.

3) Purpose and Scope of Procurement 
The Commonwealth currently has a Statewide Contract for a full suite of Accounting and Audit services under PRF08DesignatedOSC which ends June 30, 2013.  In addition, the Office of the Comptroller Payment Card Industry (PCI) compliance Payment Card Industry (PCI) Data Security Standards (DSS) RFR#: PCICTR2007 is expiring.  

The Statewide Contract for Accounting and Audit services is being rebid with a broader scope to include a full suite of Audit, Accounting, Compliance, Security and Revenue Recovery Services under three main categories each with a “General” and “Specialty” category, each which will be separately procured.
The first procurement under this Statewide Contract is limited in scope to one sub-category under the Main Government Audits Category: Specialty Government Audits: Information Management, Security and Compliance Audits.  General Government Audit Services will be bid at a later time.  Responses are limited to Responses for this category of services.  Proposing services in any other category will be redacted from final Response if Bidder is selected for a Statewide Contract.  If Response is not specifically responsive to the identified category, the PMT reserves the right to reject the Response for non-responsiveness.  
***THE ONLY CATEGORY THAT IS BEING PROCURED UNDER THIS RFR IS:

Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Data Security Standards (DSS) Compliance
I. Governmental Accounting (Not included under this RFR.  To be bid in early 2013) 

A. General: Governmental Accounting Services (Not included under this RFR.  To be bid in early 2013) 

B. Specialty: Cost Allocation, Valuations, Appraisals. (Not included under this RFR.  To be bid in early 2013) 

II. Governmental Audits, Compliance and Security
A. General Governmental Audits (Not included under this RFR.  To be bid in early 2013) 
B. Specialty Government Audits: Information Management, Security and Compliance Audits.

1. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  

2. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. 

3. Other Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance.

III. Governmental Revenue Recovery (Not included under this RFR.  To be bid in early 2013) 
A. General Governmental Revenue Recovery Services:  (Not included under this RFR.  To be bid in early 2013) 

B. Specialty Governmental Revenue Recovery Audits: (Telecommunications, Utility and Accounts Payable Audits) (Not included under this RFR.  To be bid in early 2013) 
This RFR seeks qualified Bidders to perform a full suite of compliance audits, compliance and quality assurance reviews and testing for Information Management Systems, and compliance and security reviews and testing, including but not limited to Payment Card Industry (PCI) compliance Payment Card Industry (PCI) Data Security Standards (DSS) and the protection of Personally Identifiable Information under G.L. c. 93H and G.L. c. 93I. and other state and federal statutes and regulations. 

PCI-DSS compliance is a mandatory program of the major credit card associations (e.g., MasterCard and VISA) to create common industry security requirements for cardholder data.  All Commonwealth Eligible Entities that process, transmit, or store cardholder data are required to adhere to certain Data Security Standards (DSS) mandated by the credit card associations, and to provide compliance certifications to their acquiring merchant banks.

PCI-DSS help merchant Eligible Entities improve the safekeeping of cardholder information by tightening overall security standards and information management to:

· Minimize vulnerabilities;

· Reduce the chance of breaches, fraud, and financial loss; and

· Ensure the security of the Commonwealth of Massachusetts’ public facing e-commerce applications.

· Reduce the scope of audit requirements by reducing the scope of potential data breaches or system and protocol vulnerabilities.

In addition, the Commonwealth of Massachusetts, pursuant to G.L. c. 93H and 93I has responsibility to safeguard data deemed Personally Identifiable Information (PII), in addition to protections mandated by other state and federal statutes and regulations for other types of confidential data.  
The duties to protect PII under G.L. c. 93H and 93I apply equally to both PCI covered data (credit card holder data) and non-PCI covered data (all other personally identifiable information (PII)).  At this time, the Payment Card Council mandates a formal PCI Compliance process to validate DSS for all merchants.  For Executive Departments governed by Executive Order 504, a self-assessment process has been completed to document the types of confidential and PII data collected and retained by Departments, and the Information Technology Division (ITD) has published Enterprise Security Standards for the protection of confidential, sensitive and PII.  
By policy, the Office of the Comptroller and the Information Technology Division (ITD) have mandated that all Commonwealth Department merchants provide annual certification of PCI compliance, and conduct an independent audit of PCI compliance, even if an independent audit is not required by the Payment Card Council or the acquiring bank.  This additional requirement is necessary to ensure that Department merchants are taking the necessary steps to annually verify continued PCI compliance and have an independent evaluation that vulnerabilities have been identified and mitigated to prevent a data breach under G.L. c. 93H and c. 93I.
Therefore, this Statewide Contract seeks to qualify contractors that can assist Eligible Entities with the audit and testing of systems and protocols to ensure that all sensitive data, confidential data and PII, as identified under G.L. c. 93H, c. 93I, PCI-DSS, and other state and federal laws and regulations is properly safeguarded to prevent data breaches, and to provide consulting services to assist with mitigation and remediation of vulnerabilities and data breaches.   

INCLUDED UNDER THIS RFR. Specialty Government Audits: Information Management, Security and Compliance Audits.  This category provides a full suite of compliance audits, quality assurance reviews and testing for information management systems and procedures, security management systems and procedures, including Payment Card Industry (PCI) compliance and other information security audits and compliance reviews of standards, systems and controls to protect personally identifiable information and other sensitive data.  Includes all types of audits, compliance and quality assurance reviews and testing for information and data management systems (paper or electronic), security compliance, Executive Order 504 compliance validation, PCI compliance, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, or other audits and compliance reviews related to data management systems and security.  This category will qualify Bidders separately in each of the following specialties:
A. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs can perform PCI Compliance validation.  QSAs may also be qualified to provide other audit, compliance review and consulting services for non-PCI related compliance audits and reviews. 
B. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. Only Approved ASVs can perform PCI Compliance validation.  ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
C. Other Non-PCI audit, internal control, security and compliance audits and reviews for general information management and security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c, 93H and c. 93I PII security statutes, or other audits and compliance reviews related to data management systems, and security or Personally Identifiable Information (PII) and other types of confidential and sensitive information.  QSAs may be qualified under this Category to provide other audit, compliance review and consulting services for non-PCI related compliance audits and reviews.
Bidders will be separately reviewed and ranked in each of these three categories and may provide one or more of the categories requested.  However Bidders may or may not be “selected” to provide more than one category even if a Response has been submitted for more than one category.  

Qualified Bidders will be required to provide a full suite of services associated with their category of expertise such as consulting services, remediation services, on-site and on-line audit and assessment capabilities, provision or coordination of scanning testing, penetration testing and other vulnerability testing, forensic investigations, SAQ completion assistance and other specialized services such E-discovery assistance, data breach remediation services, data storage and destruction recommendations, or other support services related to their area of expertise.  

Subcontractor and Prime Bidders.  When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  
Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for scanning or other services independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Prime Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate complete independence of QSA services and Scanning Services.  
4) Minimum Qualifications 

The following are the Minimum Required Qualifications for Bidders: 
a) PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES.  The vendor/partner must provide evidence that it is a certified Qualified Security Assessor (QSA) approved by the PCI Security Standards Council: http://usa.visa.com/download/merchants/cisp-list-of-pcidss-compliant-service-providers.pdf https://www.pcisecuritystandards.org/resources/qualified_security_assessors.htm  as of the date of this RFR to perform on-site PCI Data Security Assessments for a Level 1, 2, 3, or 4 merchant; and Level 1, 2, or 3 service providers.
(1) A minimum level of at least 5 (five) years experience providing the same type of full suite of QSA, consulting and remediation services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience.
(2) A minimum requirement of performance of services to at least four (4) government entities local/state/federal with similar PCI needs or complexity as the Commonwealth and a clear understanding of work with a government entity.
(3) Significant experience with payment processing experience and direct payment processing system audit experience and a clear understanding of the payment processing needs unique to government entities.
(4) Significant experience with evaluating and providing assessments the cardholder data environment of large scale and diversified or decentralized merchants, as well as the ability to assess areas of internal risks for these type of organizations such as insider fraud, unattended devises, social engineering, third party hosting risks, data leakage prevention, and other related risks and provide emerging technology and PCI scope reductions trends.  .
(5) Demonstrated ability to efficiently and effectively develop PCI DSS scope assessments and price engagements reasonably for the size and complexity of the engagement, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Department without compromising the duty to identify PCI risks, remediation and recommendations.  
b) PCI COUNCIL APPROVED SCANNING VENDORS (ASVS) AND OTHER SCANNING AND COMPLIANCE AND VULNERABILITY TESTING AND SECURITY COMPLIANCE SCANS AND TESTING. Bidders selected in this category must have exceptional experience and expertise in providing a full suite of scanning and security testing services to identify vulnerabilities and test remediation efforts.  
(1) Bidders must provide evidence of certified Approved Scanning Vendor (ASV) approved by the PCI Security Standards Council: as https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php of the date of this RFR to perform network scans for all merchants and service providers with externally-facing IP addresses.
(2) In addition to PCI certified scanning services, qualified Bidders must also be able to furnish an extensive suite of scanning and vulnerability scans and testing services, including but not limited to: 
(a) Server Hardening Scans

(b) PCI Compliance Scans 

(c) Penetration Scans

(d) Vulnerability Scans

(e) Application Scans
(f) Web Application Scans and Vulnerability assessments
(g) Mobile Device Security Scans/Reviews 
(h) Network scans/port scans/traffic monitoring/packet scanning

(i) Virus Scans
(j) And other available scan of system vulnerabilities  

(3) A minimum level of at least 5 (five) years experience providing the same type of full suite ASV and related services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience with government entities.
(4) A minimum requirement of performance of services to at least four (4) government entities local/state/federal with similar PCI needs or complexity as the Commonwealth and a clear understanding of work with a government entity.
(5) Significant experience with payment processing experience and direct payment processing system audit experience and a clear understanding of the payment processing needs unique to government entities.
(6) Significant experience with evaluating and providing assessments the cardholder data environment of large scale and diversified or decentralized merchants, as well as the ability to assess areas of internal risks for these type of organizations such as insider fraud, unattended devises, social engineering, third party hosting risks, data leakage prevention, and other related risks.
(7) Demonstrated ability to efficiently and effectively develop ASV scope assessments and price engagements reasonably for the size and complexity of the engagement, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Department without compromising the duty to identify PCI risks, remediation and recommendations, and provide emerging technology and PCI scope reductions trends.  
c) OTHER NON-PCI INFORMATION, DATA, SECURITY AND SYSTEM MANAGEMENT COMPLIANCE AUDITS, INTERNAL CONTROLS, AND QUALITY ASSURANCE REVIEWS.  Qualified Bidders will be required to provide a full suite of services associated with non-PCI related PII information protected under G.L. c. 93H and 93I and other state and federal laws and regulations protecting confidential and sensitive information.  Services will include audits of data security and system management, compliance audits, consulting services, remediation services, on-site and on-line audit and assessment capabilities, provision or coordination of scanning testing, penetration testing and other vulnerability testing, forensic investigations, internal controls and quality assurance audits, and other specialized services such E-discovery assistance, data breach remediation services required under G.L. c. 93H, data storage and destruction recommendations under G.L. c. 93I, and other support services related to secure data management. 
d) Robust Reporting Requirements, Results and Analysis.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities.  The Office of the Comptroller and the Information Technology Division track overall compliance for state departments.  Contractors will be required to provide overall state compliance assessments, reduction in PCI scope recommendations, and other information for overall PCI compliance.  
e) In-State Presence.  Must be United States firm able to perform on-site work in Massachusetts, with no services being provided outside the continental US.  It is preferred that Contractors have an in state presence, with a local office as opposed to a registered agent location.  
f) Partnership Commitment.  Bidders must demonstrate a significant commitment to partner with the Commonwealth and Eligible Entities to achieve the highest level of compliance and ensuring that methods prevent fraud, waste and abuse of Commonwealth funds and resources.  

g) Supplier Diversity Program participation.  It is required that Supplier Diversity Program participation accounts for no less than 10% of the total points in the evaluation and that Statewide Contractors commit to SDP participation with certified vendors, preferably in the primary industry directly related to the scope of the RFR, subcontracting expenditures and partnerships for the purpose of contracting with the Commonwealth.

5) General Information -- History and Background 
Commonwealth departments and other Eligible Entities that are conducting E-Commerce which may include credit card and ACH transactions.  Each separate state department is responsible for its credit card and E-commerce business, including funding for associated fees.  Bidders may review PCI related Fiscal Year Updates at: http://www.mass.gov/osc/guidance-for-agencies/fiscal-year-updates/fy2010/fy2010-26-pci-data-security.html .  In addition, Bidders may review the current PCI Contract posted in www.comm-pass.com, by searching for contract “Document Number” “CTRPCI2007”.  
Eligible Entities include all Commonwealth agencies, constitutional offices, the Legislature, and the Judiciary; cities; towns, municipalities, counties, housing authorities and other political subdivisions of the Commonwealth, including schools, and other service districts; authorities, commissions, institutions of higher education, and quasi-public agencies, and eligible Not-For-Profit entities currently contracting with the Commonwealth to provide human and social services.  There shall be no contractual obligation or guarantee that services will be retained by the Eligible Entities.

6) Acquisition Method to be Used for Contract:

Fee For Service.  Bidders will be paid based upon reaching established scheduled milestones and submission of required reports, data or other documentation in accordance with required scope of service and fees.  Eligible Entities reserve the right to withhold payment for any scheduled milestone that is not met until properly completed.  Eligible Entities also reserve the right to apply a Retainage on all payments to ensure delivery of services under the terms of the contract.  

7) Number of Contractors:

The PMT seeks multiple firms to be responsible to perform each of the required Consulting and Scanning Services under the contract for the duration of the procurement.  A firm may complete performance with the use of subcontractors, provided however, that the selected Statewide Contractor remains fully responsible for managing and ensuring qualify performance under the Contract.  The PMT Reserves the right to add additional Contractors at any time to this Contract to foster competition or to provide additional or enhanced performance.  
All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for scanning or other services independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Prime Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate complete independence of QSA services and Scanning Services.  
8)  Total Anticipated Duration of Contract:

The initial duration of the Contract is three (3) years through June 30, 2016, subject to continued successful performance.  The PMT reserves the right to negotiate any part of the RFR or contract to ensure continued best value for the Commonwealth, including scope and fees.  
Under this RFR, the PMT will also have three (3) additional one (1) year options to renew, through June 30, 2019, subject to appropriation, and continued successful performance and the satisfactory renegotiation of each subsequent year’s performance specifications.  The PMT presumes that subsequent year pricing will not increase substantially from the initial 3 year contract duration. 
9) Total Anticipated Expenditures for Contract: 

The maximum obligation for services provided under this RFR is unknown since this is a new engagement and will depend upon the Statement of Work (SOW) Plan approved by an Eligible Entity. 

10) Bidders Forum for RFR Questions

Written questions related to the RFR must be posted on the Bidders Forum “Forum PRF56DesignatedOSC” that is established for this RFR on Comm-PASS http://www.comm-pass.com.  Bidders can search for the Forum under the Solicitation “PRF56DesignatedOSC” or Department “Operational Services Division”.  Bidders must register for Comm-pass to post questions and post bids on SMARTBID.  See General Procurement Instructions Below. All questions and answers will be available for public inspection.  No emails or phone calls with questions will be accepted.  There will be no Bidders Conference.
11) Contents of Response

The Written RFR Response must be submitted using the “RFR Response Template” posted on the “Forms & Terms” or “Specifications” Tabs of Comm-PASS.  This Template is being used so that all Responses appear uniform and consistent for selection purposes and to enable posting on Comm-PASS once selection is completed.  

This WORD document must be used and may not be altered, reformatted or changed in any way or the Response will be subject to rejection.

Bidders must enter, or copy and paste information into the spaces provided for each question.

Bidders may not refer to outside attachments for key information related to answering the questions unless the Attachment is one of the Required Attachments for the RFR Response.

Each item must be addressed specifically by entering information in the required space.  If an item is inapplicable, the Response must indicate "N/A" or “Not applicable” or other appropriate explanation.  

Bidders are responsible for reviewing the “Forms & Terms” tab under this RFR in Comm-PASS for all the listed specifications and the required Forms that must be submitted with the RFR Response (in order to be considered for selection) or upon contract award and execution.  Failure to submit the required Forms with the RFR Response, as specified, will be considered sufficient grounds for rejection of the Bidders Response.

Bidders are responsible for entering content suitable for public viewing, since all of the questions are immediately accessible to the public.  Bidders must not include any information that could be considered personal, security sensitive, inflammatory, incorrect, collusory, or otherwise objectionable, including information about the Bidder’s company or other companies.  The PMT reserves the right to edit or delete any submitted questions that raise any of these issues or that are not in the best interest of the Commonwealth or this Solicitation.

12) Supplier Diversity Program (SDP) Plan 

	Important Note: 

The former State Office of Minority and Women Owned Business Assistance (SOMWBA) is now known as the Supplier Diversity Office (SDO).  The Affirmative Market Program (AMP) is now known as the Supplier Diversity Program (SDP), and the AMP Plan Form is now the SDP Plan Form.  SOMWBA-certified M/WBEs (Minority and/or Women Business Enterprises) are now referred to as SDO-certified M/WBEs.

Transition:   Any requirements or desirable specifications in this RFR, or any documents associated with this RFR, for SDO Certification, or an SDO Certification Letter, may be met by a current (prior to expiration date) SOMWBA Certification Letter.  When SOMWBA certification comes up for renewal, SOMWBA certifications will be replaced by SDO certifications.  This provision shall remain in effect until all current SOMWBA certifications have been replaced by SDO certifications.  


Massachusetts Executive Order 524 established a policy to promote the award of State Contracts in a manner that develops and strengthens Minority and/or Women Business Enterprises (M/WBEs).  As a result, M/WBEs are strongly encouraged to submit bid Responses to this RFR, either as prime vendors, joint venture partners or subcontractors.  All Bidders, regardless of their certification status, are required to submit a completed SDP Plan Form as part of their Response for evaluation.  It is required that Supplier Diversity Program participation accounts for no less than 10% of the total points in the evaluation.  Higher evaluation points may be awarded to SDP Plans that show more commitments for use of certified vendors in the primary industry directly related to the scope of the RFR, subcontracting expenditures and partnerships for the purpose of contracting with the Commonwealth.

The Statewide Contract requires Bidders to make a significant commitment to partner with certified Minority- and Women-Owned Businesses in order to be awarded a Contract.  An SDO-certified (formerly SOMWBA-certified) Bidder may not list itself or an affiliate as being a Supplier Diversity Partner to its own company. In addition, a narrative statement can be included to supplement the SDP Plan Form providing further details of the SDP commitments. The submission of this narrative statement does not replace the requirement of the SDP Plan Form. Bidders must submit one form for each M/WBE SDP Relationship.  Please note that no Bidder will be awarded a Contract unless and until they agree to commit to at least one (1) of following (2) two SDP Components.  The Response must provide details of the commitment.
a) Subcontracting: 

If Bidder commits to Subcontracting in their SDP plan, then they must commit to subcontract a specific dollar amount, or a minimum percentage of dollars earned through an awarded Contract, with an SDO-certified company.   Although this is only one of several options to meet the requirements for participation in the Supplier Diversity Program, Bidder’s submission of subcontracting commitments may be weighted most heavily. The PMT will set timelines for progress reviews (either quarterly or semi-annually) for the purpose of compliance and tracking of submitted commitments. Please note that all subcontracting partnerships require inclusion of that contract between the Bidder and the M/WBE subcontractor in the Bidder’s bid package. 
b) Ancillary Uses of Certified M/WBE Firm(s): 

If a Bidder commits to Ancillary Uses of certified M/WBE Firm(s) in their SDP plan, then they must include dollar or percentage expenditure commitments for use of these firm(s) with or without the use of written commitments between the Bidder and the M/WBE Firm(s).  A description of the ancillary uses of certified M/WBEs, if any, must be included on the SDP Plan Form. 

13) Participation in the OSD’s Annual Marketing Event, GreenSTAR (Optional)
OSD hosts an annual marketing and training trade show, usually in late April or early May, to educate public purchasers and contract end-users on the commodities and services available on statewide contracts, highlight innovative environmentally preferable (green) products and provide marketing and networking opportunities to the business community, interactive workshops, decision makers and more.  The event, recently renamed MASSbuys, represents the blending of two highly successful long running OSD trade shows, the Statewide Training And Resource (STAR) Exposition and the Environmentally Preferable Products (EPP) Vendor Fair and Conference. But is larger and more informative. 

The attendees at these events have included public purchasers and contract end users representing all Commonwealth agencies, cities and towns across the state, independent authorities, higher education and eligible not for profit human and social service organizations.  The venue for MASSbuys  has significant marketing value and is extremely cost effective as it provides exceptional opportunities for statewide contractors to market directly to thousands of attendees. 

The MASSbuys Exposition is scheduled each year in the greater Boston Area, more recenting at the DCU Center in Worcester, MA and is 100% supported by statewide contractors as exhibitors.  The cost to exhibit is approximately $1100. OSD believes that the show is important because it provides public purchasers and end users with an opportunity to meet over 300 statewide contractors and receive important information on new products, particularly those that save energy, conserve water or other resources, reduce waste as well as the use of toxic substances and may also contain recycled materials. It provides statewide contractors with the unparalleled opportunity to establish and renew business relationships with existing customers and to market their business to approximately 2,000 attendees, many of whom represent potential new customers.  

Please note that exhibiting at the MASSbuys Exposition is not required and no points will be awarded to those Bidders who commit to participate.  However, Bidders who indicate their willingness to exhibit at MASSbuys in their RFR Response will be required to honor their commitment for the duration of their contract, if awarded a contract.  

14) Requirements for Doing Business After a Contract Has Been Awarded

The requirements below are specific to the Statewide Contract, if any, awarded as a result of this Solicitation.  Awarded Bidders (Contractors) must also comply with the requirements stated in Terms and Requirements Pertaining to Awarded Statewide Contracts.  

15) Statewide Contract Administration Fee and Report

This Statewide Contract shall NOT be subject to a 1% Contract Administration Fee, which is created pursuant to MGL c. 7, § 3B, 801 CMR 4.02 and the Transaction Fee section in this solicitation and/or incorporated by reference into Statewide Contracts with the Operational Services Division (OSD).  

16) Instructions For Submission Of Responses 

RFR responses will be submitted through “SMARTBID” process under OSD.  Response templates must be submitted in word format, not .pdf so that the document can be updated during negotiations if necessary. 

17) HOW TO SUBMIT A BID RESPONSE

All Bidders may begin creating and compiling response materials as soon as the Solicitation containing files on the Forms & Terms tab and the Specifications tab is in an OPEN Document Status.  When submitting response materials prior to the Solicitation Close Date, the ability to upload documents is only available to active SmartBid account holders after the Solicitation Amendment Deadline has passed.  Once the Solicitation Close Date and Time has passed, interested Bidders will be unable to submit a Response online.

Bid Response Method

Online Bid Submission via SmartBid is required to eliminate direct and indirect costs associated with the production, delivery/receipt, storage and management of traditional paper bids incurred by Bidders, the Operational Services Division, and the Commonwealth of Massachusetts. Bids submitted via the SmartBid tools also promote environmental conservation and preservation by eliminating printed materials as well as fossil-fuel consumption associated with delivery. All Bidders must submit Responses online using tools available to Comm-PASS SmartBid Subscribers only. 

Comm-PASS SmartBid requires an annual free subscription. To subscribe, go to www.comm-pass.com.  Complete the SmartBid subscription process by selecting the “JOIN” tab from the main navigation bar to review subscription benefits, and create a custom account.  See also:
https://www.ebidsourcing.com/displayPublicSubscriptionInfo.do?doValidateToken=false&menu_id=2.2 

All Bidders who are awarded a contract resulting from this RFR, if any, will be required to maintain an active subscription account during the duration of the Contract, by renewing their subscription annually.

SmartBid Training

Training sessions targeting the online submission tool, if offered, are noted in the Procurement Calendar. 

SmartBid Support

Technical assistance is available during the procurement process.  Every effort is made to respond to inquiries within one business day.

Website: Go to www.mass.gov/osd and select the Comm-PASS Resource Center link offered within the Conduct a Procurement menu.

Email: Send inquiries to the Comm-PASS Helpdesk at comm-pass@state.ma.us
Telephone: Call the Comm-PASS Helpline at 1-888-MA-STATE (1-888-627-8283).  The Helpline is staffed from 7:30 AM to 5:00 PM Monday through Friday Eastern Standard or Daylight time, as applicable, except on federal, state and Suffolk county holidays.

Bidders are advised that Comm-PASS will be unavailable during regularly scheduled maintenance hours as displayed under the “Comm-PASS System Availability” link offered at the bottom of any Comm-PASS page.

Bid Response Deadline

All Bids must be received by the Operational Services Division before the specified date, month, year and time displayed on the Solicitation’s Summary page within the Close Date field. Times are Eastern Standard/Daylight Savings (US), as applicable. All Bidders are advised to allow adequate time for submission by considering potential online submission impediments like Internet traffic, Internet connection speed, file size, and file volume. THE PMT is not responsible for delays encountered by Bidders or their agents, or for a Bidder’s local hardware failures, such as computers or related networks, associated with bid compilation or submission. Bids submitted via SmartBid are time stamped by the Comm-PASS system clock which is considered the official time of record. 

Bid Package 

Bidders submitting via SmartBid must name their Response by entering <BidderName_PRF56 _DATA_PCI> in the Response Nick Name field in Step 3 of the submission wizard.  

Bid Response Contents

Bidders must comply with the requirements below.

18) RFR Submission Checklist 

PMT seeks to reduce the number of Bidder disqualifications based on incomplete submissions. Therefore, Bidders must complete and submit the RFR Submission Checklist and all documents referenced in the Checklist. By submitting the RFR Submission Checklist with a response, Bidders agree to all specifications on Comm-PASS for this Solicitation, including the RFR and all the documents within all the tabs, including the Forms & Terms tab and the Specifications tab, and the Solicitation’s related Forum, if any.

19) Electronic Signatures.  
Bids submitted via SmartBid must be signed electronically by the Bidder or the Bidder’s Agent by selecting the Agree to All link in Step 2 of the Online Submission wizard. By selecting “Next Step” on the “Forms & Terms” tab after acknowledging all of the forms on that tab, the submitter attests that s/he is an agent of the Bidder with authority to sign on the Bidder’s behalf, and that s/he has read and assented to each document’s terms. 

20) Ink Signatures

Original ink signatures are required only after contracts have been awarded. The Commonwealth of Massachusetts requires Contractors to submit original ink-signature versions of the following forms:
· Standard Contract Form

· Commonwealth Terms and Conditions

· Contractor Authorized Signatory Listing 

· Request for Taxpayer Identification and Verification (Mass. Substitute W9 Form).
Successful Bidders who signed these forms electronically via SmartBid online submission tools must still submit the above forms with ink signatures within seven (7) calendar days of award notification or their contract may not be executed by the Commonwealth. Bidders who have previous contract(s) with the Commonwealth and have up-to-date, ink-signature versions of the Commonwealth Terms and Conditions and Request for Taxpayer Identification and Verification (Mass. Substitute W9 Form) on file with the Office of the State Comptroller may submit copies of the signed forms. However, a new Standard Contract Form and Contractor Authorized Signatory Listing with original ink signatures must be submitted for each new contract with the Commonwealth.

21) File Naming Conventions

Files submitted via SmartBid must follow the file naming convention specified below.  The Description entered during the file upload process ensures each file is readily identified by Company Name and content.  The File Name assigned by the Bidder as stored on their computer or network must be structured such that each file can be processed by the upload tool.  The upload tool will reject any file name that includes spaces or symbols, like the brackets [ ] some systems apply when files are downloaded from the Internet.

	RFR Section or

Response Component
	Description

Enter in SmartBid during upload
	File Name

Assign when creating files

	Section 1 Organizational Chart
	Company Name Org Chart
	CompanyName_Org.doc

	Section 2 Marketing Materials
	Company Name Marketing Brochure 

Company Name Marketing Print Ad

Company Name Marketing Postcard
	CompanyName_MktBroch.doc

CompanyName_MktPrint.doc

CompanyName_MktPost.doc

	Section 3 Pricing
	Company Name Pricing
	CompanyName_Price.xls

	Section 4 Implementation Plan
	Company Name Implementation Plan
	CompanyName_Imp.doc

	Section 5 Product Catalogs
	Company Name Footwear Catalog

Company Name Clothing Catalog Part 1

Company Name Clothing Catalog Part 2
	CompanyName_FootCat.pdf

CompanyName_ClothCat1.pdf

CompanyName_ClothCat2.pdf


22) File Size Limits

The system will not accept files that approach or exceed 10 MB.  If a large file fails to upload, the Bidder must save the contents as multiple files. Note the naming convention used above which illustrates distinguishing multi-part files through use of Part 1, Part 2, etc. OR, if file descriptions and names are specified on the Response Form Only:>If a large file fails to upload, bidders must break up the file and append _Part1, _Part2 to the end of the Description and File Name. 

23) Duplicate File Names Not Accepted

Once a file has been submitted, Comm-PASS will not accept another file with the same name. This is the case even with files that are modified or have been withdrawn. If it is necessary to resubmit a file, add an underscore and numeric suffix to the company name, for example, CompanyName_2_FootCat.

24) File Format Restrictions

All scanned documents must be in .pdf or .gif format, and must be scanned in such a way that they can be read on a computer monitor and printed on 81/2” x 11” paper, unless otherwise specified.  Forms provided for the Bidder to complete, with the exception of the standard Forms located on the Solicitation’s Forms & Terms tab, must be completed and submitted in their original formats, NOT scanned and submitted as PDF or other file types. 

25) Documents and items that can not be submitted electronically 

Documents and items that can not be submitted electronically, like confidential business references submitted by the reference, or requests for material samples, respectively, must be submitted to the address of the contact listed in the Issuer(s) tab on Comm-PASS in accordance with all of the Bid submission requirements including Bid Response Deadline, Bid Package and Environmental Response Submission Compliance provisions. 

26) Withdrawing a Response

Prior to Close Date Bids may be withdrawn using the Withdraw icon offered on the subscriber’s Response Desktop. After Close Date.  No Bid can be withdrawn after the Close Date.  If the Bidder wants to remove a Response from consideration, contact the Strategic Sourcing Services Lead for guidance.

27) Evaluation of Responses And Bidder Selection

The PMT will evaluate the Responses in six phases:

Phase I:

Log all Responses, reviewing mandatory information and form described in RFR.

Phase II:

Prescreen the Responses, tabulating the results of this review. The tabulation will gauge if responses meet the minimum required qualifications and specifications sections of the RFR.

Phase III:
The PMT will evaluate the Responses based upon the Best Value presented for both the qualifications, specifications and costs.  Bidders will be ranked to determine which Responses provide the best fit for the RFR needs.  This ranking is considered only a preliminary ranking and is not binding upon the PMT.  This ranking is designed only to determine the top candidates to be offered an Interview. 

Phase IV:
Based upon the results of the ranking, the PMT will determine if interviews will be necessary and how many Bidders will be offered an opportunity for an Interview.  Interviews must be attended by key personnel who will assigned to the project and individuals authorized to answers questions about the offered services and who are authorized to negotiate the terms of the Response.  Bidders will be asked if they would submit a Best and Final offer or if they want to negotiate the Best and Final offer as part of the Interview.  

Phase V:

Offer a Best and Final offer, if warranted.

Phase VI:
Based upon the results of the Interview and the Best and Final offer (if any) the PMT will re-rank the Bidders and recommend their selection to the Comptroller. The Comptroller will review the recommendation and may meet with the PMT regarding any questions prior to making the final decision for selection, which shall be final. 

Phase VII:
Contract Execution.  The selected Bidder will be required to execute all required documents prior to the start of performance.  In addition, please be advised that any Bidder selected for a contract must obtain a Certificate of Good Standing from the Department of Revenue as part of Contract Execution.  Additional Information about this Certificate may be found at:

https://wfb.dor.state.ma.us/webfile/Certificate/Public/WebForms/Help/LearnMore.aspx  and http://www.dor.state.ma.us/rul_reg/AdminProcedure/AP613.htm. 

28) Appendix 1 – Required Terms for all Statewide RFRs

The terms of 801 CMR 21.00: Procurement of Commodities and Services are incorporated by reference into this RFR.  Words used in this RFR shall have the meanings defined in 801 CMR 21.00. Additional definitions may also be identified in this RFR.  Unless otherwise specified in this RFR, all communications, Responses, and documentation must be in English and all cost proposals or figures in U.S. currency.  All Responses must be submitted in accordance with the specific terms of this RFR.

General Procurement Information

Comm-PASS SmartBid Subscription  

As specified in the RFR Section entitled Bid Response Method, Bidders must have or activate a free SmartBid account in order to submit a Response.  A SmartBid subscription also provides value-added features, including automated email notification associated with postings and modifications to Comm-PASS records.  When properly configured and managed, subscribers who login to SmartBid access:
· A secure desktop with Items I’m Tracking tools for efficient record management

· A customizable profile reflecting the subscriber’s product/service areas of interest

· Full-cycle, automated email alert whenever any record of interest is posted or updated

· A custom listing in the public Business Directory, an online “yellow-pages” advertisement

Bidders who activate a SmartBid account are required to provide a valid email address in order to receive notifications.  Bidders responding to this RFR agree to:

1.  alert the procurement manager by email if the email address used within the SmartBid account:

· differs from the email address for public display in the Comm-PASS Contract record, if awarded

· changes and must be updated within the publicly displayed Comm-PASS Contract record, if awarded

2. set the mail server and mailbox settings to treat email sent from the domains @comm-pass.com and @state.ma.us as “friendly” or “not SPAM.”

Every public purchasing entity within the borders of Massachusetts may post records on Comm-PASS at no charge. Comm-PASS has the potential to become the sole site for all public entities in Massachusetts.  

Costs

Costs which are not specifically identified in the Bidder’s Response, and accepted by the PMT as part of a Statewide Contract, will not be compensated under any Statewide Contract or engagement awarded pursuant to this RFR.  The Commonwealth will not be responsible for any costs or expenses incurred by Bidders responding to this RFR.

Electronic Funds Transfer (EFT)

All Bidders must agree to participate in the Commonwealth Electronic Funds Transfer (EFT) program for receiving payments. A link to the EFT application can be found on the OSD Forms page (www.mass.gov/osd).  Additional information about EFT is available on the Comptroller’s VendorWeb site located at:  https://massfinance.state.ma.us/VendorWeb/vendor.asp.  

Upon notification of award, Contractors are required to enroll in EFT by completing and submitting the “Authorization for Electronic Funds Payment Form” to the PMT for review, approval and forwarding to the Office of the Comptroller, unless already enrolled in EFT.  A link to the EFT application can be found on the Comptroller’s VendorWeb site (see above link).  This form, and all information contained on this form, shall not be considered a public record and shall not be subject to public disclosure through a public records request. 

Minimum Bid Duration

Bidders’ Responses to this RFR must remain in effect for at least 90 days from the date of Response submission.

Ownership of Submitted Responses

The PMT shall be under no obligation to return any Responses or materials submitted by a Bidder in response to this RFR.  All materials submitted by Bidders become the property of the Commonwealth of Massachusetts and will not be returned to the Bidder.  The Commonwealth reserves the right to use any ideas, concepts, or configurations that are presented in a Bidder’s Response, whether or not the Response is selected for Contract award.

Responses stored on Comm-PASS in the encrypted lock-box are the file of record. Bidders retain access to a read-only copy of this submission via their Comm-PASS SmartBid Online Response Desktop, as long as their account is active. Bidders may also retain a traditional paper copy or electronic copy on a separate computer or network drive or separate media, such as CD or DVD, as a backup.

Prohibitions

Bidders are prohibited from communicating directly with any employee of the procuring Department or any member of the PMT regarding this RFR except as specified in this RFR, and no other individual Commonwealth employee or representative is authorized to provide any information or respond to any question or inquiry concerning this RFR.  Bidders may contact the contact person using the contact information provided in the “Issuers” tab for this Solicitation in the event that this RFR is incomplete or information is missing.  Bidders experiencing technical problems accessing information or attachments stored on Comm-PASS should contact the Comm-PASS Helpdesk. 

In addition to the certifications found in the Commonwealth’s Standard Contract Form, by submitting a Bid Response, the Bidder certifies that the Response has been arrived at independently and has been submitted without any communication, collaboration, or without any agreement, understanding or planned common course or action with, any other Bidder of the commodities and/or services described in the RFR.

Public Records Law

All Responses and information submitted in response to this RFR are subject to the Massachusetts Public Records Law, M.G.L., Chapter 66, Section 10, and to Chapter 4, Section 7, Subsection 26.  Any statements in submitted Responses that are inconsistent with these statutes shall be disregarded.

Reasonable Accommodation

Bidders with disabilities or hardships that seek reasonable accommodation, which may include the receipt of RFR information in an alternative format, must communicate such requests in writing to the contact person.  Requests for accommodation will be addressed on a case by case basis. A Bidder requesting accommodation must submit a written statement which describes the Bidder’s disability and the requested accommodation to the contact person for the RFR. The PMT reserves the right to reject unreasonable requests.

System of Record

Comm-PASS is the official system of record for all procurement information which is publicly accessible at no charge at www.comm-pass.com.  Information contained in this document and in each tab of the Solicitation, including file attachments, and information contained in the related Bidders’ Forum(s), are all components of the Solicitation. 

Bidders are solely responsible for obtaining all information distributed for this Solicitation via Comm-PASS, by using the free Browse and Search tools offered on each record-related tab on the main navigation bar (Solicitations and Forums). Forums support Bidder submission of written questions associated with a Solicitation and publication of official answers. All records on Comm-PASS are composed of multiple tabs, or pages. For example, Solicitation records contain Summary, Rules, Issuer(s), Intent or Forms & Terms and Specifications, and Other Information tabs. Each tab contains data and/or file attachments provided by the Strategic Sourcing Services Team.  All are incorporated into the Solicitation.

It is each Bidder’s responsibility to check Comm-PASS for:

· Any addenda or modifications to this Solicitation, by monitoring the “Last Change” field on the Solicitation’s Summary tab, and

· Any Bidders’ Forum records related to this Solicitation (see Locating an Online Bidders’ Forum for information on locating these records).

The Commonwealth accepts no responsibility and will provide no accommodation to Bidders who submit a Response based on an out-of-date Solicitation or on information received from a source other than Comm-PASS.

Evaluation – Best Value Selection and Negotiation

The PMT may select the Response(s) which demonstrates the best value overall, including proposed alternatives, that will achieve the goals of the procurement.  The PMT and a selected Bidder may negotiate a change in any element of Contract performance or cost identified in the original RFR or the selected Bidder’s Response which results in lower costs or a more cost effective or better value than was presented in the selected Bidder’s original Response.  

Terms and Requirements Pertaining to Awarded Statewide Contracts

Comm-PASS SmartBid subscription 
Contractors must maintain a free Comm-PASS SmartBid subscriber account managed by the Subscriber online at www.Comm-PASS.com.  The subscription must be renewed annually for the duration of the Contract.

Commonwealth Tax Exemption  

Payment vouchers or invoices submitted to Massachusetts government entities must not include sales tax.

Contractor’s Contact Information

It is the Contractor’s responsibility to keep the Contractor’s Contract Manager information current.  If this information changes, the Contractor must notify the SSSL by email immediately, using the address located on the Contract’s “Issuer(s)” tab in the “Contact Information” section.

The PMT and the Commonwealth assume no responsibility if a Contractor’s designated email address is not current, or if technical problems, including those with the Contractor’s computer, network or internet service provider (ISP), cause e-mail communications between the Bidder and the PMT to be lost or rejected by any means including email or spam filtering.

Contractual Status of Orders and Service Contracts

Each order or service contract placed under the Statewide Contract established as a result of this RFR shall be considered a separate Contract between the Contracting Department and the Contractor, and shall be deemed to incorporate all of the terms and conditions of the Statewide Contract.  Nothing contained in any order or service contract shall amend or vary the terms of the Statewide Contract.  Additional terms which do not conflict with the Commonwealth’s Terms and Conditions, the Massachusetts Standard Contract Form, this RFR and any amendments, or the Bidder Response, may be included in an order or service contract, if mutually agreed upon by the contractor and the Eligible Entity.

Electronic Procurement Systems (eProcurement)

All Bidders responding to this RFR agree that, (1) in the event the Commonwealth implements a Web-based system to support catalog purchasing and upon at least 120 days notice, they will participate as directed by the PMT to successfully activate and maintain a contract- and technically-compliant catalog in the Commonwealth of Massachusetts open-architecture eMarketplace, and (2) upon notification by the PMT that a Statewide Contract awarded as a result of this RFR will be enabled through Comm-PASS with Quick Quote functionality, the bidders will restrict receipt of and response to requests for quote or purchase from all eligible public purchasers within the borders of Massachusetts through Comm-PASS SmartBid functionality.

By establishing an eMarketplace, Commonwealth executive departments and all eligible public entities will access one system to shop directly with Statewide Contract Vendors.

The eMarketplace will support an open model  which means a supplier’s single Web-catalog can be re-used for many customers.  Bidders who already maintain or are developing a Website for product ordering are advised that links to their sites will only be enabled within Comm-PASS or the eMarketplace if the system is limited to or can distinguish between Statewide Contract customers and retail or commercial customers.  Bidders who already maintain or are developing a Website for product information are advised that links to their site will only be enabled within Comm-PASS if content is restricted to terms authorized under Statewide Contract.

Emergency Standby Commodities and/or Services

Contractors may be called upon during a declared state of emergency to supply and/or deliver to the Commonwealth on a priority basis commodities and/or services which are currently under Statewide Contract.

To accommodate such requests, Contractors may be asked, and must make every effort to service, these requests from regular sources of supply at the rates set forth in any Statewide Contract resulting from this RFR.

HIPAA: Business Associate Contractual Obligations

Bidders are notified that any Department meeting the definition of a Covered Entity under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) will include in the RFR or RFQ and resulting contract sufficient language establishing the successful Bidder’s contractual obligations, if any, that the Department will require in order for the Department to comply with HIPAA and the privacy and security regulations promulgated thereunder (45 CFR Parts 160, 162, and 164) (the Privacy and Security Rules). For example, if the Department determines that the successful Bidder is a business associate performing functions or activities involving protected health information, as such terms are used in the Privacy and Security Rules, then the Department will include in the RFR and resulting contract a sufficient description of business associate’s contractual obligations regarding the privacy and security of the protected health information, as listed in 45 CFR 164.314 and 164.504 (e), including, but not limited to, the Bidder's obligation to: implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the protected health information (in whatever form it is maintained or used, including verbal communications); provide individuals access to their records; and strictly limit use and disclosure of the protected health information for only those purposes approved by the department. Further, the Department reserves the right to add any requirement during the course of the contract that it determines it must include in the contract in order for the department to comply with the Privacy and Security Rules. 

The above information pertains to contracts with Departments which are entered into under the Statewide Contract.  This Solicitation itself does not fall under HIPAA.

Pricing: Federal Government Services Administration (GSA) or Veteran’s Administration Supply

The Commonwealth reserves the right to request that the Contractor provide initial pricing schedules and periodic updates available under their GSA or other federal pricing contracts.  In the absence of proprietary information being part of such contracts, compliance for submission of requested pricing information is expected within 30 days of any request. If the Contractor receives a GSA or Veteran’s Administration Supply contract at any time during the term of the Statewide Contract, the Contractor must notify the Commonwealth Contract Manager.

Pricing

Statewide Contractors may be asked to offer (and are encouraged to make available) special discounted pricing opportunities to Eligible Entities within the terms of their Statewide Contract.  Such price discounts may come in the form of periodic aggregate purchases by Eligible Entities, whereby such entities will request further discounted prices from the Contractor(s) for guaranteed quantities to be purchased.  The Statewide Contractor must report to the Strategic Sourcing Services Lead (SSSL) prior to any such price reductions or discounts, or other more favorable terms, being offered to any Eligible Entity beyond those in their Statewide Contract.  The SSSL reserves the right to approve all price adjustments.

Publicity

Any Statewide Contractor awarded a contract under this RFR is prohibited from selling or distributing any information collected or derived from the Statewide Contract, including lists of participating Entities, Commonwealth employee names, telephone numbers or addresses, or any other information except as specifically authorized by the PMT. 

Statewide Contractor Marketing Requirements

Statewide Contractors awarded under this RFR must adhere to the following sales/marketing requirements and limitations regarding their Contract: Contractors may only sell those goods and/or services for which they are awarded a Statewide Contract pursuant to this RFR; marketing information must be factual in nature in order to promote those goods and/or services for which the Contractor has a Statewide Contract and must not be critical of other Statewide Contractors; and Contractors must not display the Commonwealth of Massachusetts Seal for commercial purposes because use of the coat of arms and the Great Seal of the Commonwealth for advertising or commercial purposes is prohibited by law.  During the life of the Contract, the PMT reserves the right to require Contractors to seek and receive prior written approval before distributing marketing information to eligible entities.

Subcontracting Policies

Prior approval of the department is required for any subcontracted service of the Contract. Contractors are responsible for the satisfactory performance and adequate oversight of their subcontractors. 

29) Required Terms for all INFORMATION TECHNOLOGY Statewide RFRs

Enterprise Policy and Standards

All IT systems and applications developed by, or for Executive department agencies or operating within the Massachusetts Access to Government Network (MAGNet), must conform with the Enterprise Information Technology Policies, Standards and Guidance promulgated by the Commonwealth’s CIO as they existed at the time the Request for Quote or other Solicitation was posted, unless otherwise specified in the Request for Quote or other Solicitation, or the resulting contract  (That is, the policies will be those in effect when specifications for particular engagements are posted, NOT those in effect at the time this RFR was posted.). Non-conforming IT systems cannot be deployed unless the purchasing agency and their Contractor have jointly applied for and received in writing from the Commonwealth’s CIO or his designee, notice that a specified deviation will be permitted. The Enterprise Information Technology Policies, Standards & Guidance,, with the exception of the Enterprise Public Access Policy For e-Government Applications and the Enterprise Public Access For e-Government Applications Standards, are available at mass.gov/itd. The Enterprise Public Access Policy For e-Government Applications and the Enterprise Public Access For e-Government Applications Standards are available in hard copy from the purchasing agency.  Purchasing agencies may also obtain a current copy of these documents, on behalf of their Contractor, by contacting the Information Technology Division's CommonHelp group at commhelp@state.ma.us or 1 (866) 888-2808.

Contractors should only request the Public Access Architecture documentation when they are bidding on specific projects or services, and should request it of the Contracting Department which has posted the Request for Quotes or other Solicitation.  Bidders must not request a copy of the Commonwealth’s Public Access Architecture in connection with responding to this RFR.

Please Note: Given the pace of information technology innovation, purchasing agencies and their contractors are encouraged to contact the Information Technology Division's CommonHelp group at commhelp@state.ma.us or 1 (866) 888-2808 to signal a system or application design and development initiative. Such advance notice helps to ensure conformance with the relevant Enterprise Technology Policies, Standards and Procedures.

Contractor delivery of IT systems and applications that fail to conform to the Commonwealth’s Enterprise Information Technology Policies, Standards and Procedures, absent the Commonwealth CIO’s grant of written permission for a deviation, shall constitute breach of any Contract entered as a result of this Request for Response and any subsequent Request for Quotes. The Commonwealth may choose to require the Contractor, at his own cost, to re-engineer the non-conforming system for the purpose of bringing it into compliance with Commonwealth Enterprise Information Technology Policies, Standards and Procedures.

Clarification of Language in Section 11, Indemnification of the Commonwealth Terms and Conditions

Pursuant to Section 11. Indemnification of the Commonwealth Terms and Conditions, the term “other damages” shall include, but shall not be limited to, the reasonable costs the Commonwealth incurs to repair, return, replace or seek cover (purchase of comparable substitute commodities and services) under a contract. “Other damages” shall not include damages to the Commonwealth as a result of third party claims, provided, however, that the foregoing in no way limits the Commonwealth’s right of recovery for personal injury or property damages or patent and copyright infringement under Section 11 nor the Commonwealth’s ability to join the Contractor as a third party defendant.  Further, the term “other damages” shall not include, and in no event shall the Contractor be liable for, damages for the Commonwealth’s use of Contractor provided products or services, loss of Commonwealth records, or data (or other intangible property), loss of use of equipment, lost revenue, lost savings or lost profits of the Commonwealth. In no event shall “other damages” exceed the greater of $100,000, or two times the value of the product or service (as defined in the contract scope of work) that is the subject of the claim. Section 11 sets forth the Contractor’s entire liability under a contract. Nothing in this section shall limit the Commonwealth’s ability to negotiate higher limitations of liability in a particular contract, provided that any such limitation must specifically reference Section 11 of the Commonwealth Terms and Conditions.

30) Instructions for Execution and Submission of Commonwealth Standard Forms

The purpose of this appendix is to provide guidance to Bidders on the Commonwealth Standard forms to be submitted (in addition to the other forms and documents required) and how they must be executed and submitted. Please note that these instructions are meant to supplement the Instructions found on each of these forms.  It is advisable to print this document first so that it may be referenced when filling out these forms.

Some of the forms listed below can be electronically signed by the Bidder, see Electronic Signatures.  However, online Bidders must, if notified of Contract award, submit the following four (4) forms on paper with original ink signatures unless otherwise specified below, within the timeframe referenced in the RFR section entitled Ink Signatures: the Commonwealth Standard Contract Form, the Commonwealth Terms and Conditions, the Request for Taxpayer Identification Number and Certification (Mass. Substitute W9 Form) and the Contractor Authorized Signatory Listing.

Forms located on the Solicitation’s Forms & Terms tab

Commonwealth Standard Contract Form 

Sign electronically as described above; if notified of Contract award, complete as directed below and submit on paper with original ink signature and date. 

By executing this document or signing it electronically, the Bidder certifies, under the pains and penalties of perjury, that it has submitted a Response to this RFR that is the Bidder’s Offer as evidenced by the execution of its authorized signatory, and that the Bidder’s Response may be subject to negotiation by the PMT.  Also, the terms of the RFR, the Bidder’s Response and any negotiated terms shall be deemed accepted by the Operational Services Division and included as part of the Statewide Contract upon execution of this document by the State Purchasing Agent or his designee.

  If the Bidder does not have a Vendor Code beginning with “VC,” or does not know what their Vendor Code is, the Bidder should leave the Vendor Code field blank.  The Bidder should NOT enter a Vendor Code assigned prior to May 2004, as new Vendor Codes have been assigned to all companies since that time.  

Signature and date MUST be handwritten in ink, and the signature must be that of one of the people authorized to execute contracts on behalf of the Contractor on the Contractor Authorized Signatory Listing (See below).

Commonwealth Terms and Conditions

Sign electronically as described above; if notified of Contract award, complete as directed below and submit on paper with original ink signature and date, or submit a copy of a previously executed, up-to-date copy of the form as directed below.

If the Bidder has already executed and filed the Commonwealth Terms and Conditions form pursuant to another RFR or Contract, a copy of this form may be included in place of an original. If the Bidder’s name, address or Tax ID Number have changed since the Commonwealth Terms and Conditions form was executed, a new Commonwealth Terms and Conditions form is required.  The Commonwealth Terms and Conditions are hereby incorporated into any Contract executed pursuant to this RFR. 

This form must be unconditionally signed by one of the authorized signatories (see Contractor Authorized Signatory Listing, below), and submitted without alteration. If the provisions in this document are not accepted in their entirety without modification, the entire Proposal offered in response to this Solicitation may be deemed non-responsive.

The company’s correct legal name and legal address must appear on this form, and must be identical to the legal name and legal address on the Request for Taxpayer Identification and Certification Number (Mass. Substitute W9 Form). 

Request for Taxpayer Identification Number and Certification (Mass. Substitute W9 Form)

Sign electronically as described above; if notified of Contract award, complete as directed below and submit on paper with original ink signature and date, or submit a copy of a previously executed, up-to-date copy of the form as directed below.

If a Bidder has already submitted a Request for Taxpayer Identification and Certification Number (Mass. Substitute W9 Form) and has received a valid Massachusetts Vendor Code, an original W-9 form is not required.  A copy of the form as filed may be included in place of an original.  If the Bidder’s name, address or Tax ID Number have changed since the Mass. Substitute W9 Form was executed, a new Mass. Substitute W9 Form is required.  The information on this form will be used to record the Bidder’s legal address and where payments under a State Contract will be sent. The company’s correct legal name and legal address must appear on this form, and must be identical to the legal name and legal address on the Commonwealth Terms and Conditions.  Please do not use the U.S Treasury’s version of the W9 Form.  

Contractor Authorized Signatory Listing

Sign electronically as described above; if notified of Contract award, complete as directed below and submit on paper with original ink signature and date. 

In the table entitled “Authorized Signatory Name” and “Title,” type the names and titles of those individuals authorized to execute contracts and other legally binding documents on behalf of the Bidder.  Bidders are advised to keep this list as small as possible, as Contractors will be required to notify the Procurement Manager of any changes.  If the person signing in the signature block on the bottom of the first page of this form will also serve as an “Authorized Signatory,” that person’s name must be included in the typed table.

With regard to the next paragraph, which begins “I certify that I am the President, Chief Executive Officer, Chief Fiscal Officer, Corporate Clerk or Legal Counsel for the Contractor…,” if your organization does not have these titles, cross them out and handwrite the appropriate title above the paragraph.

The signature and date should be handwritten in ink.  Title, telephone, fax and eMail should be typed or handwritten legibly.

The second page of the form (entitled “Proof of Authentication of Signature”) states that the page is optional.  However, the “optional” aspect of the form is that Commonwealth Departments are not required to use it.  In the case of Statewide Contracts, this page is REQUIRED, not optional.  The person signing this page must be the same person signing the Standard Contract Form, the Commonwealth Terms and Conditions, and the RFR Checklist.

Please note that in two places where the form says “in the presence of a notary,” this should be interpreted to mean “in the presence of a notary or corporate clerk/secretary.”  Either a notary or corporate clerk/secretary can authenticate the form; only one is required.

Organizations whose corporate clerks/secretaries authenticate this form are not required to obtain a Corporate Seal to complete this document.

Supplier Diversity Program Plan Form 

Download this form and complete as directed below; include with online submission. Ink signature is not required.  

The specific Supplier Diversity Program (SDP) requirements for this procurement can be found earlier in this document.  Bidder’s Supplier Diversity Program Plan must include a copy of the SDO certification of each Minority and Women Business Enterprise (M/WBE) company listed.  A certified Bidder may not list itself as being a Supplier Diversity Program Partner to its own company.  This form is NOT the same as the SDO certification of the Bidder’s company.

Please refer to Section 12 for use of SOMWBA certification in place of SDO certification during the transition period.

Prompt Payment Discount Form

Download this form and complete as directed below; include with online submission. Ink signature is not required.

Pursuant to the Prompt Payment Discount terms set forth in the RFR Required Specifications for Statewide Contracts and on the Prompt Payment Discount Form itself, all Bidders must execute this form.  After entering the “Bidder Name” and “Date of Offer for Prompt/Early Payment Discount”, the Bidder must identify the prompt payment discount(s) terms by indicating the “Percentage Discount off of the Proposed Pricing” and the “Turn-around-time for Payments.”  In the event of a hardship that prevents the Bidder from offering a prompt payment discount, the Bidder must document this fact and provide supporting information.

If awarded a contract, the final negotiated Prompt Pay Discounts should be reflected on the Commonwealth Standard Contract Form.

Consultant Contractor Mandatory Submission Form 

ONLY Required for certain Subsidiary HH, NN and UU Expenditures 

Download and complete this form; include with online submission. Ink signature is not required.

31) Glossary

In addition to the definitions found in 801 CMR 21.00, which apply to all procurements for goods and services, the definitions found below apply to this Solicitation.  Those definitions below designated with an asterisk (“*”) are quoted directly from 801 CMR 21.00 and are included below for quick reference purposes. 

Agency - For the purposes of this Solicitation, the terms “Agency,” “Eligible Entity,” “Department,” “Commonwealth Agency,” and “Contracting Department” include all Eligible Entities listed in the Issuer tab on Comm-PASS for this Solicitation.

Bid or Response - generally refers to the offer submitted in response to a Solicitation or Request for Response (RFR). 

Bidder * - An individual or organization proposing to enter into a Contract to provide a Commodity or Service, or both, to or for a Department or the State.

Commonwealth Contract Manager – See Strategic Sourcing Services Lead. 

Contract * - A legally enforceable agreement between a Contractor and a Department.  ANF, OSD and CTR shall jointly issue Commonwealth Terms and Conditions, a Standard Contract Form and other forms or documentation that Departments shall use to document the Procurement of Commodities or Services, or both. 

Contractor * - An individual or organization which enters into a Contract with a Department or the State to provide Commodities or Services, or both.

Contractor Contract Manager – The individual designated by the Contractor to interface with the Commonwealth.

Department - For the purposes of this Solicitation, the terms “Department,” “Eligible Entity,” “Agency,” “Commonwealth Agency,” and “Contracting Department” include all Eligible Entities listed in the Issuer tab on Comm-PASS for this Solicitation.

Eligible Entity - For the purposes of this Solicitation, the terms “Eligible Entity,” “Agency,” “Department,” “Commonwealth Agency,” and “Contracting Department” include all Eligible Entities listed in the Issuer tab on Comm-PASS for this Solicitation.

Environmentally Preferable Product (EPP) - A product or service that has a lesser or reduced effect on human health and the environment when compared with competing products or services that serve the same purpose. Such products or services may include, but are not limited to, those which contain recycled content, minimize waste, conserve energy or water, and reduce the amount of toxic materials either disposed of or consumed.

Evaluation – The process, conducted by the Strategic Sourcing Services Team, of reviewing, scoring and ranking the submitted bids/Responses related to this Solicitation.

FY – See Fiscal Year

Fiscal Year - The year beginning with July first and ending with the following June thirtieth as defined in M.G.L. Chapter 4, Section 7.  This may also be referred to as the "State Fiscal Year.”

PMT – See Strategic Sourcing Services Team

Procurement Management Team – See Strategic Sourcing Services Team

Purchasing Entity – Same as “Eligible Entity.” 

Request for Response (RFR) * – The mechanism used to communicate Procurement specifications and to request Responses from potential Bidders.  An RFR may also be referred to as a "Solicitation."

Response – The Bidder’s complete submission in response to a Solicitation, in other words, a “Bid” or “Proposal.”

Solicitation – See “Request for Response.”
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