RESPONSE SUBMITTED FOR RFR NUMBER: PRF56DESIGNATEDOSC

AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND RECOVERY SERVICES

Category: Information Management, Security and Compliance Audits, Including

Payment Card Industry (PCI) Compliance

[image: image1.png]



COMMONWEALTH OF MASSACHUSETTS
RESPONSE SUBMITTED FOR THE

REQUEST FOR RESPONSE (RFR)
RFR NUMBER: PRF56DESIGNATEDOSC

TITLE:  AUDIT, ACCOUNTING, COMPLIANCE, SECURITY AND REVENUE RECOVERY SERVICES

Sub-Category: Information Management, Security and Compliance Audits Including Payment Card Industry (PCI) Compliance
BIDDER NAME: [Verizon]
INSTRUCTIONS: 

1. The Written RFR Response must be submitted using this “RFR Response Template” so that all Responses appear uniform and consistent for selection purposes and to enable posting on Comm-PASS once selection is completed.  

2. This WORD document must be used and may not be altered, reformatted or changed in any way or the Response will be subject to rejection.  This document must be saved in a WORD format and not in .pdf so that the document may be modified during negotiations if necessary.  Bidders may not save this document as a .pdf format.  A .pdf format will subject the Response to rejection.  Attachments allowable as .pdf submissions will be specifically noted.
3. Bidders must enter, or copy and paste information into the spaces provided for each question.  The space will expand to accommodate the data entered.  The Bidder may open the “footer” and add the Bidder’s Name to print on each page of the Response.  

4. Bidders may not refer to outside attachments for key information related to answering the questions unless the Attachment is one of the Required Attachments for the RFR Response or is an attachment that must be completed as specified under the “Forms and Terms” tab for this RFR on Comm-PASS.  This form will expand to accommodate the addition of response information. 

5. Each item must be addressed specifically by entering information in the required ANSWER space.  If an item is inapplicable, the Response must indicate "N/A" or “Not applicable” or other appropriate explanation.  
6. The questions presented are the best guess of what information is needed to evaluate Bidders and are not exhaustive.  Bidders should be as comprehensive in responding as possible and include all relevant information and considerations to assist in the review of a Response and demonstrate the full capabilities of the Bidder.  
7. Bidders are responsible for reviewing the “Forms & Terms” tab under this RFR in Comm-PASS for all the listed specifications and the required Forms that must be submitted with the RFR Response (in order to be considered for selection) or upon contract award and execution.  Failure to submit the required Forms with the RFR Response, as specified, will be considered sufficient grounds for rejection of the Bidders Response.

Submission of Responses 

Bids will be submitted solely through the www.comm-pass SMARTBID process required for Statewide Contracts as outlined in the RFR. 

Deadline for Submission

Submit Responses through SMARTBID by Submission Deadline Date listed in the RFR. 

	RFR RESPONSE PART A

BIDDER AUTHORIZED CONTACT, INTRODUCTION AND CERTIFICATIONS


	A-1. Authorized Representative and RFR Contact.  Please complete the information below for the Individual who is an Authorized Representative of the Bidder, who can legally bind the Bidder during the RFR Interview and subsequent negotiations, and who shall serve as the RFR Contact for any questions or communication necessary during the procurement.  The Bidder must identify its Legal Name as used for filing Tax Returns to the Internal Revenue Service (IRS) and its Federal Employer Identification Number (FEIN).  

	Verizon Complies:
Bidder Legal Name:       Verizon Business Network Services Inc. On behalf of MCI Communications Services Inc.
D/B/A (if operating under this name):        Verizon Business Services
Legal Address (for Tax Return Purposes): One Verizon Way. Basking Ridge NJ 07920

FEIN:                                                            47-0751768

Commonwealth of Massachusetts Vendor Code (if previously registered in Massachusetts): VC: VC6000246445
Authorized Representative/RFR Contact Name:  Carolyn Jussaume
Title:   Regional Strategic Development Manager 

 Telephone:                                          617-535-0556
Cell:                                                     617-429-4651
TTY/TTD:                                           N/A

Email Address:                                    carolyn.b.jussaume@one.verizon.com
Fax:                                              914-312-2020


	A-2.  INTRODUCTION:  In the space below notes ad “BIDDER’s INTRODUCTION”, please provide a brief introduction (not to exceed 3 pages in length) that demonstrates the Bidder's qualifications and experience to perform the work requested.  Identify which of the categories the Bidder will be bidding on and include a description of the firm philosophy in providing each of the categories that the Bidder is submitting a Response.  

	A-2. ANSWER: 

Bidders will be selected in three major categories.  Identify with an “X” which of the RFR Categories are being submitted under this RFR 

Verizon Business Services is authorized to provide PCI Approved Quality Security Assessors (QSA) services.  This Contractor is Not Authorized to perform ASV or Non-PCI related Audit services.  
   x    . PCI Security Standards Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs may perform PCI Compliance validation.  
      . PCI Security Standards Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
      . Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I and other state and federal data security statutes, and other audits and compliance reviews related to data management systems, and security of Personally Identifiable Information (PII) and other types of confidential and sensitive information.  QSAs may bid under this category to provide non- PCI related audit, compliance review and consulting services for non-PCI related compliance audits and reviews. 
Bidders will be separately reviewed and ranked in each of the categories in which they bid, and Bidders may bid on any or all of the categories.  Bidders will be ranked separately under each category and may or may not be selected to provide more than one category of services, even if a Response has been submitted for more than one category.  

ENTER BIDDER’S INTRODUCTION HERE:    

Verizon Complies:
Verizon’s 18 year pedigree of detailed security experience

Verizon Business has been providing information security services for over 18 years.  In July 2007, Verizon Business acquired Cybertrust to create Verizon Cybertrust Security.  Cybertrust was created in 2004 as a result of a merger between TruSecure Corporation and Betrusted Holdings Inc, a majority owner of Ubizen.  The companies combined bring more than 15 years detailed experience delivering information security solutions to Global 2000 companies and governments alike.

In November 2004, TruSecure, Betrusted, and Ubizen merged to form Cybertrust Holdings, Inc., the world’s largest privately-held company in the information security space serving thousands of customers globally.

· Cybertrust, a leading provider of global information security services, was able to respond to security challenges and assist organizations in creating pervasive trust for their transactions and interactions;

· Betrusted brought industry-leading identity management solutions that secure access to mission-critical information assets and manage the digital identities of users accessing those assets;

· TruSecure's expertise in intelligent risk management and compliance products and services ensure good security processes, effective security practices, and metric-driven risk management;

· Ubizen's focus was on the detection and prevention of security threats and vulnerabilities, as well as expertise in security policies and infrastructures.

Today, Verizon Cybertrust Security is the largest global provider of managed security services with more than 4200 Security Services customers and six security operations centers, 200+ data centers around the globe.  And as a leading provider of identity management services – delivered based on our renowned UniCERT public key infrastructure (PKI) platform – we provide national identity solutions to millions of citizens across more than 25 countries.  We are a leading provider of forensic investigations – handling one-third of the world’s disclosed breaches.  Our global security team comprises over 1,100 dedicated security professionals providing local expertise and focus around the world. 

Our Information Security Services

Our information security services cover a wide range of security compliance and business risk requirements.  In addition, our security intelligence resources pro-actively probe thousands of public and underground sources, and regularly track emerging issues that threaten computer security to provide our clients with unrivalled proactive security intelligence.  This intelligence forms the basis for all products and services supplied by Verizon Cybertrust Security.

We gather intelligence from seven sources and apply it to our customers’ business context.

· Threat and Vulnerability Intelligence: tracking / analyzing new software vulnerabilities and attacks;

· Underground Intelligence: watching discussions, code sharing, and planning to see what’s going on today, and what’s on the horizon;

· ICSA Labs Intelligence: conducting security product testing on 400+ products as well as security consortia operations;

· Forensic Intelligence: gathering commonalities on the latest breach tactics and frauds;

· Managed Security Service Intelligence: data from IDS/IPS, firewall, and applications provide insight on what threats are real;

· Net Intelligence: with sensors on more than 1 million Verizon Business addresses combined with Netflow, HoneyNets, and HoneyPot data, we can determine patterns of malicious activity early, and pinpoint origins;

· Studies and Surveys: Verizon Business does regular surveys and studies around security and evolving business needs.

Verizon Business has a broad range of PCI experience:


Experience and credentials

· We hold Qualified Security Assessor (QSA), Payment Application Qualified Security Assessor (PA-QSA) and Approved Scanning Vendor (ASV) designations from the PCI Security Standards Council (PCI SSC)

· We have been conducting PCI assessments since the inception of the PCI SSC QSA program in 2006 (several hundred of PCI assessments and consulting engagements)

· Have performed assessments for all merchant levels and all service provider levels; for major card brands directly, retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc. 

· Our experience spans across all types of environments, large and small, and spans the globe, reflecting many of our core clients’ enterprise and multi-national nature.


Strong relationship with major card brands

· Long-standing relationships with major card brands, even pre-PCI SSC formation

· Contributed to definition of selected card brands’ programs and standards

Presence around the world

· Our experience expands around the globe – we have 80 PCI QSAs around the world (30 U.S, 40 EMEA, 10 APAC).

· Dedicated Team of PCI experts; including a PCI Principal – responsible for the business- PCI Product Manager , Resource and Assignment Manager, Quality Control Senior Assessor and a dedicated team of assessors

Verizon Business Full PCI Solution

· We offer a full portfolio of services to meet customers’ PCI needs - PCI compliance portal for completion of annual PCI self-assessment questionnaires and quarterly PCI vulnerability scans, penetration testing, PCI assessments, audits, and remediation services. 

· In addition, outside of PCI assessment and remediation services we offer broad range of security services, e.g. MSS, PSS, and security programs (e.g. SMP), that are also central to helping organizations meet PCI DSS requirements overall.
· Verizon Business has performed assessments for all merchant levels and all service provider levels.  We have performed assessments for Visa and MasterCard directly, retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc.  Our experience spans across all types of environments, large and small, and spans the globe, reflecting many of our core clients’ enterprise and multi-national nature.

Security Industry Leadership and Collaboration

In addition to 7 key sources to gather intelligence to help improve our customer’s security posture, Verizon also collaborates with key law enforcement partners across the globe: the United States Secret Service (USSS) and the Dutch National HighTech Crime Unit (NHTCU) , Australian Federal Police (AFP),the Irish Reporting & Information Security Service (IRISS), and the Police Central eCrimes Unit (PCeU) of the London Metropolitan Police to help lead the industry in fighting cybercrime. 

	A-3.  CERTIFICATION OF ACCEPTANCE OF COMMONWEALTH TERMS.
The order of precedence of this Statewide Contract is as follows:

1) Commonwealth Terms and Conditions

2) Standard Contract Form

3) Request for Response PRF56DesignatedOSC (as amended) 
4) This Contractor’s Response, as amended during negotiations

5) Any other non-conflicting provisions, terms or materials incorporated herein by reference by the Contractor

It is expected that any legal review of the required contract forms and attachments will be done PRIOR to submission of the RFR Response and that objections to any language in the RFR or attachments will not be raised after selection and during contract negotiations.  This means that the Bidder cannot condition execution upon the “opportunity to negotiate final terms” after selection.

Therefore, if the Bidder has any questions related to the interpretation of any language in the required forms or Attachments, these questions must be identified as part of the “On-line Forum” for this RFR during the question and answer period prior to submission, and questions or objections may not be raised at a later date. 
Any issues or concerns with the language in the Contract Forms or Attachments, or proposed additions or clarifications to this language MUST BE IDENTIFIED IN DETAIL BELOW as part of the Response, which will be evaluated as part of the selection process, and may not be raised after selection.  
Bidders are not authorized to condition execution of a contract with the Commonwealth upon the Commonwealth’s execution of a Bidder contract form, or required use of Bidder Terms and Conditions.  Any additional terms and conditions that the Bidder seeks to apply to this Contract MUST BE SPECIFIED IN DETAIL BELOW with a full explanation for consideration as part of the selection process.  The Commonwealth shall consider any reasonable “clarification” of terms that defines or outlines the parties’ responsibilities, but does not delete or materially change the Commonwealth terms.  Selection for final negotiation of a Contract shall not be interpreted as the Commonwealth’s acceptance of any terms, conditions or recommended clarifications identified in this section and shall be subject to the Commonwealth’s acceptance as part of negotiations.  The Commonwealth reserves the right to redact any submitted terms.  

The listing of numerous conditions, demands for negotiation of terms, conditioning performance on the Commonwealth’s acceptance of Bidder terms or a demonstration of an unwillingness to operate under the Commonwealth’s boilerplates and terms shall be a significant consideration as part of Qualifications for this Statewide Contract and grounds for rejection of the Bidder’s Response or a significant reduction in points.


	A-3. ANSWER:    

All approved Additional Terms and Conditions have been negotiated and included as part of the Contract User Guide specifications for this Statewide Contract Posted on www.comm-pass.com under the Forms and Terms page for PRF56DesignatedOSC.  

Verizon Clarifies:
It is our understanding that the parties have the right to agree to additional or revised terms if they result in a more efficient or cost effective contract for the State.  The additional and revised terms proposed by Verizon are reasonable terms that enable Verizon to offer the attractive pricing set forth in this Response.   Accordingly, this Response is submitted with the understanding that, as stated in the Standard Contract Terms, the additional and revised terms included in Verizon’s Response, as negotiated and agreed to by the parties, will apply notwithstanding any contrary provisions of the RFR.  Verizon’s Response is submitted subject to reaching mutual agreement on such additional and revised terms.

Verizon recently completed negotiations with the Commonwealth of Massachusetts –Operational Services Division (OSD”) on ITT46 Contract that included substantially the same security services (PCI and Non-PCI) that are being proposed in response to this RFR.  Therefore, Verizon suggests that such services be procured from Verizon under that existing Contract ITT46 in lieu of putting a second State Contract in place for the same services.  Alternatively, Verizon’s response to this RFR incorporates by reference the terms and conditions of ITT46 Contract, including the service-specific terms and conditions of ITT46 Contract, so that such terms agreed upon for ITT46 would also apply under the resultant agreement for such services under this RFR.  Verizon has enclosed within the RFR response a copy of the service-specific terms and conditions of ITT46 related to the proposed security services.

In response to this RFR, Verizon is proposing two additional services, namely, On-Line Compliance Program (“OCP”) and E-Discovery or Investigative Response, which are not currently included under the ITT46 Contract.  For these services, in addition to the ITT46 Contract terms described above, Verizon has included within this RFR Response service specific terms and conditions.  (It may be more administratively efficient to add such two services to the existing Contract ITT46, rather than create a new Contract for these two services.)

Regarding RFR Section 8 Verizon provides the following additional language to be inserted into this provision:

“Verizon may increase the rates and charges that will apply after the initial 3-year term.  In the event the parties do not reach agreement on such revised rates and charges or revised performance specifications, then the Agreement shall terminate and neither party shall be obligated to provide or purchase such services following such termination of the Agreement”

Regarding RFR Section 29: Clarification of Language in Section 11, Indemnification of the Commonwealth Terms and Conditions:  As the Commonwealth and Verizon have previously agreed in previous Statewide Contracts, Verizon proposes to further clarify RFR Section 29 and Section 11 of the Commonwealth Terms and Conditions by adding the following:

“Further, ‘other damages’ shall mean finally awarded direct damages.

Upon request of Contractor, the Commonwealth shall tender to Contractor the defense of such claim provided in Section 11.  The Commonwealth in Contractor’s defense of the claim and may participate on a non-interfering basis, at its own costs and expense.

If the use of any Contractor supplied equipment or service is enjoined or subject to a claim as in Section 11, Contractor may, at its option and expense, either procure for the Commonwealth the right to continue to use the service or equipment, replace the service or equipment, or relevant component, with substantially equivalent, non-infringing equipment, or component, or modify equipment, service, or component so that it becomes non-infringing.  In the event that none of the foregoing is commercially reasonable to Contractor, Contractor will remove the infringing equipment and refund to the Commonwealth the purchase price for equipment less depreciation, calculated on a straight-line basis assuming a useful life of 5 years: or terminate the infringing Service without liability. 

Contractor will have no obligation for: any costs, fees or expenses incurred by the Commonwealth without Contractor’s prior written consent; or any indirect, special, consequential or incidental damages of the Commonwealth arising out of any claim.  

The foregoing states the entire obligation of Contractor to the Commonwealth and is the Commonwealth’s sole and exclusive remedy for any claim of infringement of any intellectual property right of any kind and Contractor disclaims all other warranties and obligations with respect to any such claims.

Any obligation of Contractor to defend and indemnify will not apply to any claim or portion thereof that arises from: any negligent or willful act or omission by or attributable to the Commonwealth; use or operation of Contractor supplied equipment or services in combination with equipment or services provided by the Commonwealth or any third party; any addition to or modification of Contractor supplied equipment or services by the Commonwealth, any third party or Contractor at the Commonwealth’s request; use of other than then current unaltered release of any software used in Contractor supplied equipment; or any equipment, product, process, method or service of the Commonwealth which otherwise infringed  patent or copyright asserted against the Commonwealth prior to supply of  equipment or service to the Commonwealth by Contractor.”

Regarding Section 28, HIPAA: Business Associate Contractual Obligations:  Consistent with the Commonwealth’s Statement in RFR Section 28 that “this Solicitation itself does not fall under HIPAA,” Verizon’s proposal does not contemplate providing services to which this section (“HIPAA:  Business Associate Contractual Obligations”) would apply.  Therefore, Verizon’s proposal is based upon HIPAA being not applicable.  If, however, in the future, the parties mutually agree that HIPAA is to apply to certain services offered under this RFR (consistent with ITT46 terms), then the Commonwealth and Verizon would need to negotiate mutually agreeable HIPAA terms and conditions and Business Associate Agreement. 
See Service Attachments for 

· Verizon-Section A-3-Online Compliance Program Service Attachment
· Verizon-Section A-3-OCP and E-Discovery-Investigative Response Service Attachment.
· Verizon Section A-3 ITT46 Security Services Attachment

	A-4.  Please list the following information if applicable.  Failure to identify such contingencies as part of a Response will be considered sufficient cause for immediate termination from the Statewide Contract if such information is discovered during the life of the Contract:  Details of the particular incidents do not have to be provided unless to identify mitigation or resolution of the incident.  
a) Penalties and Bankruptcy: A list of all bankruptcy and other similar proceedings within the past five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

b) Litigation: List any outstanding contingencies, such as lawsuits or other claims or charges against the Bidder related to performance of the services sought under this RFR and any and all investigations, indictments or pending litigation by any federal, state or local jurisdiction relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related company and all criminal convictions within the last five years relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

c) Civil Penalties: A list of all civil penalties, judgments, consent decrees and other sanctions within the last five years, as a result of any violation of any law, rule, regulation or ordinance in connection with its business activities relating to the Bidder, any officer, director, partner or member thereof, any affiliate or any related entity.

d) Suspensions of any permit or authority to do business: A list of all actions occurring within the last five years which have resulted in revocation or suspension of any permit or authority to do business in any jurisdiction relating to the submitting entity, any officer, director, partner or member thereof, any affiliate or any related entity.

e) Debarment from public bidding: A list of all actions occurring within the last five years that have resulted in the barring from public bidding relating to the Bidder, an officer, director, partner or member thereof, any affiliate or any related entity.

f) Defaults: The Bidder shall list any situation in which the Bidder’s firm (either alone or as part of a joint venture), or a subsidiary of the Bidder’s firm, defaulted or was deemed to be in noncompliance of any contractual obligations, explaining the situation, its outcome and all other relevant facts associated with the event described.  Please also provide the name, title and telephone number of the principal manager of the contract user who asserted the event of default or noncompliance.
g) Other Adverse Situations or Potential Conflicts:  The Bidder shall provide a description of any present facts known to the Bidder that might reasonably be expected to affect adversely its ability to perform any aspect of this Contract or present a conflict of interest or ethical issue.



	A-4. ANSWER:  
a)  Penalties and Bankruptcy:

b)  Litigation:

c)  Civil Penalties or actions:

d)  Suspensions of any permit or authority to do business: 
e)  Debarment from public bidding: 
f)  Defaults: 

g) Other Adverse Situations or Potential Conflicts: 
Verizon Clarifies: 

Verizon has not within the last five (5) years had any bankruptcies, suspensions or debarments.     Verizon has not within the preceding five (5) years been convicted or had a civil judgment rendered against it for the commission of any offenses related to business misconduct. Verizon is involved in litigation and arbitration at all times due to the vast number of customers, suppliers, and competitors that it has globally. Verizon is not aware of any outstanding action that would, if successful, have a material adverse impact on Verizon’s ability to perform under the terms of this RFR.  In addition, Verizon makes the affirmative declaration and commitment that Verizon shall provide the Customer notice of any action against Verizon which action could, if successful, have a material adverse impact on the services being proposed hereunder to the Customer under any resulting Agreement.

	A-5.  Provide a listing of the Bidder’s concurrent material engagements, as well as its current outstanding proposals or bids that could impact the available resources or the provision of concurrent service to multiple Eligible Entities across the Commonwealth.  Bidder must be able to certify that the key personnel assigned to this contract will be assigned to Eligible Entity engagements and that the Bidder has the capacity and resources to provide concurrent services to multiple Eligible Entities across the Commonwealth.  Bidders must identify in this section if the Bidder seeks to provide services primarily to state department Eligible Entities, or municipalities and local government, or state authorities or to all Eligible Entities.  

	A-5. ANSWER:  

Verizon Complies:
With regard to Key Personnel, Verizon has included names and qualifications of the type of personnel who would perform the services proposed, but that those individuals listed in the proposal response may not be the actual person performing under resultant agreement or Eligible Entity engagements, but someone of like skills and qualifications will be made available if those persons are unable or unavailable to work under the agreement or Eligible Entity engagements.

Verizon Business is a Global leader in PCI since the program inception and as such has the depth and breadth to accommodate the needs and requirements for engagements, as they are identified, by the Eligible Entities as proposed. Some highlights of capabilities are as follows:
· Qualification: Certified by PCI Security Standards Council as a Global Qualified Data Security Company (GDSC), Global Qualified Security Assessor (QSA), Global Approved Scanning Vendor (ASV), and Global Payment Application Qualified Data Security Company (PA-QSA)

· Expertise: The largest PCI Qualified Security Assessor (QSA) globally with over 140 qualified PCI QSA/security experts

· Reach: 270+ dedicated security consultants based in 17 countries that speak 18 languages

· Recognized Leader: BSI has accepted Verizon Business into its Associate Consultant Program (ACP) for ISO 27001

· History: Verizon Business has been delivering Security Management Program (SMP) the industry’s first security certification program, since 1997

· Knowledge: Transfer effective best practices that have proven to work based on 1200+ security consulting engagements 

· Incident Response Assessor for all major card brand associations 

· Have conducted audits since program inception in 2006

· True global practice to provide consistency and quality across all customers around the world

The proposed set of services herein is available to all Eligible Entities to statewide contracts.  We are staffed to provide services to multiple state department Eligible Entities at the same time. 


	A-6 RESPONSE CERTIFICATION: By completion of the information in the space provided below and submission of this RFR Response, the Bidder through its Authorized Representative certifies:

1) that the Response will remain in effect for a period of 120 days from the submission deadline and thereafter until either the Bidder withdraws it, a Contract is executed, or the procurement is canceled, whichever occurs first; and 
2) that the information provided is accurately represented; and 
3) that the Bidder is ready, willing and able to perform the work required as specified, and
4) that if selected for final contract negotiation, the Bidder is willing to have authorized signatories meet during the period for final negotiation and contract execution (as identified in the Procurement Calendar) to execute the contract without protracted contract negotiations; and 
5) that this Response is being submitted in good faith and without any collusion or fraud; and 
6) that the Bidder certifies that it will comply with the Statewide Contract terms including amendments, for the duration of any contract awarded to the Bidder under this RFR; and
7) that the Bidder certifies that this Response is submitted in accordance with the order of precedence outlined in Section A.3, that any legal review of the required contract forms and attachments has been be done PRIOR to submission of the RFR Response, and that any recommended clarifications that do not modify or delete the standard terms have been identified and objections to any language in the RFR or attachments will not be raised after selection or during contract negotiations; and 
8) that this Response is not conditioned upon the Commonwealth’s acceptance of any Bidder standard forms or terms, and the Bidder has not conditioned submission of this Response based upon any stated terms in section A-3, and the Bidder has not condition submission of this Response on the ability to negotiate the standard Commonwealth terms, or the Response may be subject to disqualification or a significant drop in points relative to the Qualifications section, and 
9) that the Bidder certifies that if selected for a contract that the Bidder must obtain a Certificate of Good Standing from the Department of Revenue as part of Contract Execution. (See https://wfb.dor.state.ma.us/webfile/Certificate/Public/WebForms/Help/LearnMore.aspx  and http://www.dor.state.ma.us/rul_reg/AdminProcedure/AP613.htm; and

10) that the Bidder certifies that it must be in good standing for tax compliance and any other requirement for licensing or good standing in the Commonwealth for the duration of the Statewide Contract; including PCI SSC listing of QSA and ASV companies, the Bidder may be disqualified at any time after selection or contract execution if the Bidder is placed on remediation or terminated status by the PCI Council or loses any other required certification.  


	A-6. ANSWER:  

Verizon Clarifies:
Verizon will make available appropriate personnel for final negotiation of resultant contract, however, only certain limited personnel are authorized to sign resultant contract on behalf of Verizon and while they may not be available in person to sign contract, Verizon will promptly have the final negotiated contract signed by such authorized personnel.

With regard to Items 7 and 8, Verizon’s response is submitted with the understanding that ITT46 Contract terms shall apply.  

Authorized Representative Printed Name:   Anthony Recine

Title:                                                              Vice President Pricing and Contract Management
Date:                                                  11/28/2012

	RFR RESPONSE PART B - BIDDER QUALIFICATIONS

In this Section of the Response the Bidder is required to outline the Bidder’s “Qualifications”, the experience, expertise and capabilities to provide the Statewide Contract Services.  Details on the specific services and performance details should be included under PART C – WORK PLAN.  Part B is limited to demonstrating the Bidder’s Qualifications, and that the Bidder has the requisite skills, experience and expertise to provide the necessary services to Commonwealth Eligible Entities with details of historical demonstrated performance. 

In order to promote competition and ensure the most cost effective and comprehensive availability of services, the Commonwealth intends to narrow the field of qualified contractors to the most qualified and competitive firms, not solely based upon low cost but based upon qualifications, success rates, willingness to partner with the Commonwealth, state of the art resources, privacy and security protocols, quality assurance, integrity in audit actions and supplier diversity commitments.

See background policies for current PCI program at: http://www.mass.gov/osc/business-functions/accounts-receivable/ecommerce.html. 

Bidders may respond in any of the following three (3) categories of services under this Statewide Contract.  If the Bidder is not submitting a response in a category the Bidder must indicate “N/A” or “Not Applicable” in the ANSWER section for EVERY ANSWER section that is not applicable.  

A. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  Only Approved QSAs can perform PCI Compliance validation.  
B. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. ASVs may also be deemed qualified to provide scanning and other testing and compliance services for non-PCI related compliance audits and reviews. 
C. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. Full range of audit, compliance reviews and related consulting services for non-PCI related compliance services for Executive Order 504 compliance validation, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, compliance with ITD Enterprise Data Security and other enterprise or Eligible Entity data security policies, G.L. c. 93H and c. 93I PII security statutes, or other audits and compliance reviews related to data management systems, and security or Personally Identifiable Information (PII) and other types of confidential information.  QSAs may be qualified under this Category to provide other audit, compliance review and consulting services for non-PCI related compliance audits and reviews.

Subcontractor and Prime Bidders.  When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  

Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for scanning or other services independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Prime Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate independence of QSA services and Scanning Services to ensure the integrity between scan results and QSA service recommendations. 


	B-1.  FIRM PROFILE

In the ANSWER section below:

a. State whether the firm is local, national, or international and the total number of employees.  

b. A brief firm history. 
c. State the location of the office(s) from which the work is to be managed and the location from which the work will be performed. 
d. In-State Presence.  Verify that Bidder is a United States firm able to perform on-site work in Massachusetts, with no services being provided outside the continental US.  Due to the expense of out of state travel and accommodations, as a costs savings consideration, it is preferred that Contractors have an in state presence, with a local office as opposed to a registered agent location.  

e. State the types of work performed by the office and the percentage of effort devoted to each type. 



	B-1. ANSWER:      
Verizon Complies: 
Overall, Verizon employs a diverse workforce of approximately 191,800 employees across the globe as of March 31, 2012. 

Verizon Communications Inc., based in New York City and incorporated in Delaware, was formed on June 30, 2000, with the merger of Bell Atlantic Corp. and GTE Corp. Verizon began trading on the New York Stock Exchange (NYSE) under the VZ symbol on Monday, July 3, 2000. It also began trading on the NASDAQ exchange under the same symbol on March 10, 2010.

While Verizon is truly a 21st century company, the mergers that formed Verizon were many years in the making, involving companies with roots that can be traced to the beginnings of the telephone business in the late 19th century.

Through a series of mergers, Verizon has been providing telecommunication services for several decades. Please see the following timeline for specific details:

http://www22.verizon.com/investor/corporatehistory.htm

This Response is provided by Verizon Business Network Services Inc on behalf of MCI Communications Inc d/b/a Verizon Business Services, on behalf of Verizon Select Services Inc, on behalf of Verizon Network Integration Corp, on behalf of Verizon New England Inc, on behalf of Terremark North America Inc.
The work performed under this contract will be managed from 125 High Street, Boston MA. The work will be performed either on client site (if appropriate), or within the continental US. We verify that Verizon is a US firm

and able to perform work onsite in Massachusetts and all work will be performed in the continental.  Verizon has multiple offices within Massachusetts, although PCI and security staff is located throughout the US. 



	B-2.  PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES. 

Section B-2 is limited to PCI-related QSA services required for Commonwealth Eligible Entity Merchants required to engage Approved QSAs for PCI Compliance validation (Eligible Entities accepting credit cards for payments).  
By state statute, G.L. c, 93H and 93I Commonwealth Eligible Entities are required to protect Personally Identifiable Information including credit card data.  As part of current Commonwealth policy, The Office of the Comptroller and the Information Technology Division require state agency merchants to engage an Approved QSA to independently validate PCI compliance, even if the merchant is not required to have an independent QSA assessment by the PCI Council. Given the seriousness of a data breach, it has been determined that having an independent compliance audit is essential to prevent the significant costs and resources that would result in the event of a data breach.  

Therefore, this RFR is seeking Bidders qualified to perform traditional QSA services required by the PCI Council and acquiring banks, and also consulting assistance for the completion and independent SAQ review, and any other PCI vulnerability assessments, even if an Eligible Entity Merchant is not required to have an independent evaluation by the PCI Council or their acquiring bank.

Due to the unacceptable risk to the Commonwealth as a whole if a data breach occurs, the Comptroller (CTR) requires that all State Entities that use the Massachusetts Management and Accounting System (for direct activities or summary reporting) annually verify that their accounts receivables processes using credit cards are PCI compliant, and have been independently validated by a QSA.  CTR includes ACH transactions in scope for this validation since NACHA has not identified a specific data security framework for ACH (similar to PCI), 

For compliance validations for Eligible Entities required only to complete a “Self-Assessment”, the review is expected to be less expensive and extensive than a full audit for merchants that are required to have a mandated independent validation of compliance.  Eligible Entities will complete the validation of a SAQ based upon available funding and the extent of the risks identified during an initial evaluation by a QSA and will seek to remediate any risks identified during this evaluation.  

Standards for Payment Card Industry Council approved Vendors are posted at:  https://www.pcisecuritystandards.org/approved_companies_providers/index.php.  

Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAs) AND RELATED CONSULTING SERVICES.  The Bidder must provide evidence that it is a certified Qualified Security Assessor (QSA) approved by the PCI Security Standards Council: http://usa.visa.com/download/merchants/cisp-list-of-pcidss-compliant-service-providers.pdf https://www.pcisecuritystandards.org/resources/qualified_security_assessors.htm  as of the date of this RFR to perform on-site PCI Data Security Assessments and validation for a Level 2, 3, or 4 merchant and Level 2 service providers; and Reports on Compliance (ROC) for Level 1 merchants and service providers.  

	B-1.  a)  ANSWER:  Verizon complies.
Verizon has been conducting PCI Data Security Standard (DSS) Assessment and Audit Certification services for all merchant levels, all service provider levels and globally holds a Qualified Security Assessor (QSA) certification from the PCI Security Standards Council (PCI SSC) since 2006 and is listed on the PCI Security Standards Council’s web site.
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	b) Bidders must demonstrate that the Bidder has continuously for at least five (5) years provided government PCI services providing a full suite of QSA, consulting and remediation services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience.  If the Bidder has performed for less than the five (5) year minimum, demonstrated cumulative experience of not less than five (5) years in state government PCI services and at least five (5) years in other PCI services comparable to the services required under this RFR.  Bidder should demonstrate the ability and capacity to perform the service required with numerous merchant relationships and heterogeneous cardholder data environments.   Describe in detail specific projects and contracts, specifically government engagements, and any other information relevant to demonstrate experience and expertise in this area. 

	B-1.  b)  ANSWER
Verizon complies.
Verizon has been conducting PCI Data Security Standard (DSS) Assessment and Audit Certification services for all merchant levels and all service provider levels since the program’s inception in 2006.  Verizon conducts hundreds of PCI engagements globally each year, having assisted 800+ customers since the program began. 

Verizon have performed assessments for Visa and MasterCard directly, retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc.  Our experience spans across all types of environments, large and small, and spans the globe, reflecting many of our core clients’ enterprise and multi-national nature.

Verizon has confidentiality obligations that restrict the release of customer names and therefore cannot list material engagements or outstanding bids/proposals. . 

It is Verizon policy to provide pertinent information only when we have reached a level of serious consideration for a contract award. In addition, Verizon’s corporate nondisclosure policies require that certain agreements be in place before we can release sensitive customer data. At the appropriate time, your Verizon Account Manager will initiate the process for making pertinent information available to designated representatives. 

See Attached two Case Studies to demonstrating experience and expertise in this area.
· Verizon-Section B-1.b Case Study for Hypercom

· Verizon-Section B-1.b CDiscount

 

	c) Bidders must demonstrate significant experience with evaluating and providing assessments of the cardholder data environment of large scale and diversified or decentralized merchants, as well as the ability to assess areas of internal risks for these type of organizations such as insider fraud, unattended devices, social engineering, third party hosting risks, data leakage prevention, and other related risks and provide emerging technology and PCI scope reductions trends and any other considerations. Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 


	B-1.  c)  ANSWER  

Verizon complies.
Verizon performs hundreds of PCI-DSS and PA-DSS engagements each year including audits, readiness assessments and remediation consulting. Verizon has performed PCI Audits for both Visa and MasterCard globally, written ROCs for several hundred Level 1 Merchants and Service Providers, and worked with numerous industries including retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc. In addition, we perform network and application penetration testing, vulnerability scanning, wireless security assessment and assessments to check for compliance with regulatory requirements.

Verizon takes a risk based approach towards compliance both by focusing on scope reduction techniques and the overall risk profile of an environment by leveraging our:

· Relationships with the PCI Council

· Understanding of the intention and allowable interpretations of the specific guidelines

· Ability to evaluate risk through Evidence Based Analysis, which is the comparison of event patterns to those collected in the analysis of actual attacks and breach investigations

Verizon has confidentiality obligations that restrict the release of customer names and therefore cannot list material engagements or outstanding bids/proposals.
It is Verizon policy to provide pertinent information only when we have reached a level of serious consideration for a contract award. In addition, Verizon’s corporate nondisclosure policies require that certain agreements be in place before we can release sensitive customer data. At the appropriate time, your Verizon Account Manager will initiate the process for making pertinent information available to designated representatives.

	d) Bidders must demonstrate significant experience with payment processing experience and direct payment processing system audit experience and a clear understanding of the payment processing needs unique to government entities.  Audit experience must include the ability to validate that Eligible Entity software and applications are PCI compliant if not already approved by the PCI Council software listing.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area.


	B-1.  d)  ANSWER:  

Verizon complies.
Verizon has a long history with MasterCard, Visa, and Discover Card security programs. Prior to the PCI Data Security Standard, Verizon played a major role to the credit card associations in defining the predecessors to the PCI standard.   Verizon worked extensively with MasterCard to help define and create the MasterCard Site Data Protection (SDP) program and served as MasterCard’s primary and preferred scanning vendor. Additionally, Verizon provided input to Visa International for the development of the CISP and AIS standards on a global basis. Verizon also assisted Discover Card with the authoring of their respective card data security programs. Before the formation of the unified PCI standard, Verizon was the only organization that was certified to perform assessments based on all three individual standards on a global basis.  

The global Verizon leadership team includes the following skill sets:

· Worked directly for Payment Brands (Visa and MasterCard)

· Trained global Qualified Security Assessors (QSAs) for PCI SSC

· Developed the PA-DSS and continually drive input to the PCI DSS

· Trained over 10,000 acquirers, merchants, service providers, payment vendors

· Number 1 rated Forensic team in Payment Services

Verizon has the following experience with large organizations:

· Verizon has performed PCI Audits for both Visa and MasterCard globally.

· Verizon has written ROCs for several hundred Level 1 Merchants and Service Providers

· Verizon has worked with numerous industries including retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc.   

· The leading companies in the Fortune 500 choose Verizon as a trusted security partner, including 83% of the top U.S. banks, 80% of U.S. securities firms and 80% of U.S. life and health insurance providers.
Verizon has confidentiality obligations that restrict the release of customer names and therefore cannot list material engagements or outstanding bids/proposals. . 

It is Verizon policy to provide pertinent information only when we have reached a level of serious consideration for a contract award. In addition, Verizon’s corporate nondisclosure policies require that certain agreements be in place before we can release sensitive customer data. At the appropriate time, your Verizon Account Manager will initiate the process for making pertinent information available to designated representatives.

	e) Bidders must demonstrate ability to efficiently and effectively develop PCI DSS scope assessments and price engagements reasonably for the size and complexity of the engagement, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Department without compromising the duty to identify PCI risks, remediation and recommendations.  Describe in detail specific projects and contracts, specifically government engagements. And any other information relevant to demonstrate experience and expertise in this area. 

	B-1.  e)  ANSWER:
Verizon complies.
PCI DSS is a multifaceted security standard that is accessed via multiple compliance activities such as on-site assessments, self-assessment questionnaires, vulnerability scanning, penetration testing, and wireless analyzer reviews. The requirements encompass network architecture; software design; security management, policies, and procedures; and other key aspects of data protection - a pragmatic approach to reduce the time and effort for all of these compliance activities and become not just compliant, but secure across your organization. 

Funding sources for these various PCI compliance activities are varied across all our clients, including state and federal government.  There is no “Best Practice” or “One-size-fits-all” solution for the funding issue.  

Centralizing the PCI compliance function at the State level could result in some level of increased efficiency.

Keeping PCI Compliances Costs to a Minimum – the Risk Based Approach

Verizon takes a risk based approach towards compliance both by focusing on scope reduction techniques and the overall risk profile of an environment. This enables for flexibility of controls in an attempt to drive down overall costs and addresses the stated objectives to reduce total costs over the life of the (services) agreement. 

The importance of PCI cost containment is highlighted by the fact that with each new year and version, the PCI Data Security Standards become increasingly expensive and disruptive. It does not help that the guidelines themselves are open to a certain amount of interpretation by individual auditors, and that changes to the standards are usually additive, not subtractive. In other words, while requirements and guidance details are piled on, components that do not reduce risk are not always removed when their value becomes negligible. 

The Verizon Risk Based Approach helps to reduce compliance costs over time by leveraging our: 

· Relationships with the PCI Council

· Understanding of the intention and allowable interpretations of the specific guidelines

· Ability to evaluate risk through Evidence Based Analysis, which is the comparison of event patterns to those collected in the analysis of actual attacks and breach investigations
Verizon has confidentiality obligations that restrict the release of customer names and therefore cannot list material engagements or outstanding bids/proposals. . 

It is Verizon policy to provide pertinent information only when we have reached a level of serious consideration for a contract award. In addition, Verizon’s corporate nondisclosure policies require that certain agreements be in place before we can release sensitive customer data. At the appropriate time, your Verizon Account Manager will initiate the process for making pertinent information available to designated representatives.



	f) Please identify if the Bidder is PA-QSA qualified.  https://www.pcisecuritystandards.org/approved_companies_providers/payment_application_qsas.php.Payment Application Qualified Security Assessor (PA-QSA) companies are organizations that have been qualified by the Council to have their employees assess compliance to the PCI PA-DSS standard. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  


	B-1.  f)  ANSWER: 
Verizon complies.
Verizon is a Global Payment Application Qualified Data Security Company (PA-QDSC) approved to work on the Payment Application Data Security Standard (PA-DSS); however due to an administrative error, Verizon is not listed on the site.  Verizon will be listed within the next month.  
Verizon Business has been involved since 2006 and is the largest PCI-QSA firm in the world, employing over 140 QSAs globally 



	g) Please identify if the Bidder has Pin Transaction Security (PTS).  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-1. g)  ANSWER: 
Verizon Business is not a PTS assessor.  Verizon QSA’s reviews the client’s overall PCI compliance posture.  In the course of this assessment we will look to ensure the POS are certified. 


	h) Please identify if the Bidder has PCI PFI Certification. The Council maintains a list of approved PCI Forensic Investigators to replace the individual payment card brand lists as of March 1, 2011. View the list of approved PCI Forensic Investigators.  https://www.pcisecuritystandards.org/approved_companies_providers/pfi_companies.php  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.  

	B-1. h)  ANSWER: 
Verizon complies.

Verizon had PCI PFI qualification since it was first created by the PCI SSC in 2010 and is listed on the PCI Security Standards Council’s web site.  However, it’s also important to note that the PCI PFI designation is relatively new. Prior to that, the forensic investigation programs were managed by the individual card brands as opposed to centrally managed by the PCI SSC. Verizon was actually the first vendor accredited by each of the card brands as they individually created their prior programs. Verizon have a wealth of expertise in this area as we are a truly global PFI consulting practice and have the ability to draw from a significantly diverse investigative skill set. We also have a unique capability that no other PFI has in that we can leverage the Verizon backbone for extensive intelligence and data gathering.
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	i) Please identify if the Bidder has Point-to-Point Encryption (P2PE) qualifications.  
· Qualified Security Assessors Point to Point Encryption/ (QSA (P2PE)s companies are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions.
· Qualified Security Assessors Point to Point Encryption assessors are employees of these organizations certified by the Council to validate P2PE Solutions. 
· Payment Application Qualified Security Assessors Point to Point Encryption / PA-QSA (P2PE)s are organizations that have been qualified by the Council to have their employees assess PCI P2PE Solutions and Application.
· PA-QSA (P2PE)s are employees of these organizations who have been certified by the Council to validate P2PE Solutions and P2PE Applications. They are the only assessors who are qualified to perform Domain 2 assessments. 
Identify how long the Bidder has had any of these qualifications and the extent of expertise and experience in this area.   


	B-1. i)  ANSWER:  
Verizon is currently pursuing P2PE-QSA certification. 



	j) Please Bidder expertise relative to providing assessments and security reviews for PCI Compliance for emerging mobile payment acceptance solutions as demand for these services increase. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   

	B-1.  j)  ANSWER:  
Verizon complies.
There is no specific certification for mobile payments..  Being the largest QSA company in the world, Verizon is in a unique position and is always working with clients testing and employing the latest technologies.  



	k) Please identify any other PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide PCI QSA services.  Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-1.  k)  ANSWER:  
Verizon complies.
· Verizon has a dedicated Team of PCI experts; including a PCI Principal – responsible for the business- PCI Product Manager , Resource and Assignment Manager, Quality Control Senior Assessor and a dedicated team of assessors

· Verizon QSAs, on average, have 10+ years IT security experience, 3+ years PCI-related experience, and on average have delivered at least 10+ ROCs. All Verizon Business PCI-QSAs have obtained CISSP certification and have hands-on IT Security experience.

· Verizon Business is the largest PCI-QSA firm in the world, employing over 140 QSAs globally.  We specialize in assisting large, complex, multi-national enterprises. 

· Verizon Business strives to only hire the best. Our PCI-QSA Professionals have heavy information security backgrounds and a thorough working understanding of the PCI-DSS.  We maintain our position in the industry through a continuous emphasis on quality, customer service, and continuing education. 

Each Verizon QSA employee attends annual PCI DSS training delivered by the PCI SSC and each of our QSAs earns a minimum of twenty (20) continuing education hours in information security-related training annually.  Additionally, Verizon conducts annual consistency training across our global PCI team to ensure consistent approach, methodology, and interpretation.

	l) Use of Subcontractors for QSA Services. It is presumed that the selected Bidder will be responsible for and perform all the duties and requirements of this RFR.  In this section, the Bidder must identify any subcontractors that will or may be used to conduct any of the work described in this Section, including the names of subcontractors, summaries of their qualifications, experience and duties and responsibilities for performance.  The Bidder will remain the sole point of contact and will be responsible for all performance under the contract.  For all subcontractors the following information is required in this Response:  the name of the firm that will provide direct services; the anticipated number of Full-Time Equivalent (FTE) hours the subcontractor will be utilized during a work week; and the individual performance area(s) the subcontractor will be used under a resulting contract.


	B-1.  l)  ANSWER:  
Verizon does not employ subcontractors for PCI Assessment services.

	m) Qualifications to provide robust Reporting, Results and Analysis for QSA Services.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities.  The Office of the Comptroller and the Information Technology Division track overall PCI compliance for state departments.  Contractors will be required to provide overall state compliance assessments, reduction in PCI scope recommendations, and other information for overall PCI compliance.  

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a QSA engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.   
3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their PCI Security compliance needs (particularly, the PCI Self-Assessment Questionnaire, Report on Compliance, Vulnerability, Scans, and Penetration tests).

4. Describe how Bidder will allow web-based access to CTR and ITD for central monitoring of compliance status for all Commonwealth merchants.
5. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe if reporting applications provide the ability to report compliance status of Commonwealth merchants to the Merchant Services Provider(s).

7. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

8. Describe any other relevant information detailing reporting options and recommendations for QSA engagements.  

9. List the titles of available sample reports and Attach samples of QSA available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-1. m)  ANSWER:  
Verizon Complies: 
The Verizon Business PCI assessment model begins with understanding your business. We strongly believe in “if we don’t understand it, we can’t assess it.” To that end, the first step in our PCI assessment methodology is a deep dive into all the cardholder data flows in your enterprise in order to validate the assessment scope. Verizon Business will then follow a standard audit process of reviewing security policies, interviewing key staff to understand existing controls, and performing verification through documentation or console review. 

The Verizon PCI assessor will complete all interviews, validation testing and document collection prior to starting the initial draft of the report of compliance (IROC). The Verizon PCI assessor will review all evidence collected and the PCI DSS standards to arrive at a decision whether each requirement is "In-Place" or "Not In Place". Those requirements that are identified as being "Not In Place" will include a description of what remediation action needs to take place in order for the requirement to be marked as "In Place". The Verizon assessor will also discuss possible compensating controls with Customer for any "Not In Place" requirements and determine if we believe the compensating controls will be sufficient. 

Customer will have 90 days grace period to remediate any gaps and have them revalidated without additional cost.  After evidence is provided that all requirements are met, Verizon Business will prepare a final Report of Compliance (ROC) and Attestation of Compliance (AOC).
Attached is the Online Verizon Business Online Compliance Program for the Payment Card Industry Data Security Standard Quick Start Guide, which demonstrates how Merchants will sign up and utilize for compliance including reporting and completing the Self-Assessment Questionnaire (SAQ).

See Attached OCP for PCI Invoiced for Quick Reference:
· Verizon_Section B 1 m OCP for PCI Invoiced Quick Start Reference


	B-3.  SCANNING SERVICES – QUALIFICATIONS

Bidders selected in this category must have exceptional experience and expertise in providing a full suite of scanning and security testing and penetration services to identify vulnerabilities and test remediation efforts for PCI Compliance and for non-PCI security compliance testing.  
When completing responses the Bidder must indicate if the Bidder will be directly providing the services or contracting out the provision of services through a subcontractor.  All subcontractor work will be billed through the Bidder as Primary Contractor under the Primary Contractor’s Tax ID.  The Commonwealth does not intend to entertain “joint” bids.  Eligible Entities may contract solely with Contractors approved under the Statewide Contract and may not enter into direct relationships with named subcontractors.  Therefore, named subcontractors that desire direct contract relationships for solely scanning or other service independent of the Primary Contractor must submit their own Response for these services (in addition to being listed as a named subcontractor under a Primary Contractor Response) in order to be considered a Statewide Contractor that can have a direct relationship with Eligible Entities.  For Bidders providing both QSA and Scanning Services the Bidder must be able to demonstrate complete independence of QSA services and Scanning Services.  
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 


	a) PCI COUNCIL APPROVED SCANNING VENDOR (ASV).  For PCI Compliance services, the Bidder must provide evidence that it is a certified Approved Scanning Vendor (ASV) approved by the PCI Security Standards Council at:   https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php of the date of this RFR to perform internal and external network vulnerability scans for all merchants and service providers with externally-facing IP addresses.  

	B-3.  a)  ANSWER: 
Verizon Complies.
Verizon globally holds an Approved Scanning Vendor (ASV) certification from the PCI Security Standards Council (PCI SSC) since 2007.

Verizon’s ASV certificate numbers is 5052-01-01 and 4173-01-06 and is listed on the PCI Security Standards Council web site.
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	b) For PCI compliance services, Bidders must demonstrate a minimum level of at least 5 (five) years experience providing the same type of full suite ASV services to entities of similar size and complexity as the Commonwealth, with additional points or consideration to well established firms with more extensive experience. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.   


	B-3.  b)  ANSWER:   
Verizon complies.
Verizon globally holds an Approved Scanning Vendor (ASV) certification from the PCI Security Standards Council (PCI SSC) since 2007. In accordance with PCI SSC requirements, Verizon undergoes annual ASV recertification testing.

Verizon performs more than 300 PCI-DSS and PA-DSS assessments each year including audits, readiness assessments and remediation consulting. In addition, we perform network and application penetration testing, vulnerability scanning, wireless security assessments and assessments to check for compliance with regulatory requirements (e.g., SOX, GLBA, HIPAA, and ISO27001 / 27002).

Verizon have performed assessments for Visa and MasterCard directly, retailers, e-commerce merchants, credit card processors, insurance companies, state and local governments, hospitals, universities and colleges, payment gateways, multi-national oil companies, corporations, etc.  Our experience spans across all types of environments, large and small, and spans the globe, reflecting many of our core clients’ enterprise and multi-national nature.



	c) For PCI compliance services, Bidders must demonstrate ability to efficiently and effectively develop ASV scope assessments and price engagements reasonably for the size and complexity of the engagement, the PCI or other level of risk, with a willingness to negotiate scope and pricing relative to the funding available for a merchant Eligible Entity without compromising the duty to identify PCI compliance and other vulnerability risks, remediation and recommendations, and provide emerging technology and PCI or vulnerability risk scope reductions recommendations.

	B-3.  c) ANSWER: 
Verizon 
The engagement will vary depending on the Eligible Entity’s PCI level, size, complexity, scope of activities, risk profile, quality of control functions, geographic diversity, and use of technology. An effective PCI-DSS program will cover all of the Eligible Entity’s activities. The frequency and depth of each activity’s will vary according to the Eligible Entity’s PCI level to meet the requirements as set forth by PCI Security Standards Council.


	d) SCANNING SERVICES TYPES: (PCI and Non-PCI related). Bidders must be able to furnish a broad range of scanning services including, but not limited to the scanning types displayed below.  Identify whether the Bidder provides the listed type of scans, how long the Bidder has performed these types of scans and the extent of expertise and experience in EACH area.   :

1. Server Hardening Scans

2. PCI Compliance Scans 

3. Penetration Tests
4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  



	B-3.  d) ANSWER: 
Verizon Complies  

Verizon Threat & Vulnerability Consulting Services, part of our leading professional consulting services suite, has been providing penetration testing / security services in the information security industry for over 15 years.

Verizon have over 60 threat and vulnerability consultants, the majority of which are senior resources with at least 10 years of direct experience with all of the services listed except for Mobile Device Security Scans/Reviews.  For this service, we have a core group of senior and executive consultants with at least five years of testing experience.  In addition, to these services, our senior consultants also have extensive experience delivering the following:

•
War Dialing/Telephony scans

•
Wireless Vulnerability Assessments

•
Social Engineering Assessments

•
Firewall Configuration Reviews

•
Application Source Code Reviews

•
Application and Network Architecture Security Reviews

 

	e) QUALIFICATIONS TO PROVIDE ROBUST REPORTING, RESULTS AND ANALYSIS FOR ASV SCANNING AND PENETRATION TESTING AND OTHER SCANNING SERVICES.  Bidders must demonstrate the capability to provide detailed reports and any other information required by Eligible Entities related to scanning services.  The Office of the Comptroller and the Information Technology Division track overall compliance for state departments.  Contractors will be required to provide reports on compliance and risk assessments. 
Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a scanning engagement, or for ongoing engagements, annual year end reporting. 
2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will:

3. Identify what reporting or other services are available to assist Eligible Entity merchants with managing their Security compliance needs (particularly Vulnerability Scans and Penetration tests).

4. Identify if Bidder is able to allow web-based access for central monitoring of compliance status for all Commonwealth merchants provided to CTR.

5. Identify how Bidder plan s to provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

6. Describe any other relevant information detailing reporting options and recommendations for ASV engagements for PCI Compliance and other scanning and testing engagements for non-PCI related security and compliance audits.  

7. List the titles of available sample reports and Attach samples of ASV available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)


	B-3.  e) ANSWER
Verizon Complies: 
Verizon’s Online Compliance Program (OCP) is a comprehensive solution providing analytical tools that enable you to manage toward compliance with your PCI Data Security Standard. The Program consists of the PCI DSS Self-Assessment Questionnaire and quarterly vulnerability scans and includes a state of art Online Dashboard with comprehensive features and functionality and straightforward navigation. OCP includes the service components mentioned in the table below. 

Service

 Components

High Risk

Merchant: L1

Low Risk

Merchant:  L2, L3, L4

OCP Portal

(
(
Self-Assessment Questionnaire

(
Vulnerability Scanning

(
(
PCI Statement of Compliance

(
(
Customer Support

(
(
The OCP portal provides both executive summary reports and detailed reports in formats prescribed by the PCI Security Council. 

1. ASV Scan Report Attestation of Scan Compliance

2. ASV Scan Report Executive Summary

3. ASV Scan Report Vulnerability Details

4. Vulnerability Severity Levels

1.1 Portal Access

The online portal is a tool used to gauge and monitor compliance as well as to facilitate the quarterly PCI scanning process to identify vulnerabilities present on your Internet​ visible infrastructure. Via the OCP portal, you can manage the quarterly vulnerability scan process and view scan results to recognize specific vulnerabilities and determine the remediation steps to be taken. 

Further, you can view your overall compliance according to your level and generate a PCI Statement of Compliance for use in demonstrating compliance to appropriate third parties. 

1.2 Self-Assessment Questionnaire

The online PCI Self-Assessment Questionnaire is a self​-audit tool available within the OCP Dashboard that enables you to gather information on your environment in relation to your compliance with PCI requirements.. 

1.3 Vulnerability Scanning

For PCI compliance, most merchants are required to regularly, and at least quarterly, scan their infrastructure’s external ​facing IPs.  OCP’s vulnerability scanning service gauges your PCI compliance by making a snapshot evaluation of your network’s security posture and enabling proactive detection of vulnerabilities exploitable from the Internet. 

From within the OCP Portal, you will provide information regarding the relevant range of your publicly addressable IP addresses and domains. PCI DSS requires vulnerability scanning of all externally accessible (Internet ​facing) system components owned or utilized by the scan customer that are part of the cardholder data environment as well as any externally facing system component that provides a path to the cardholder data environment. 

If an organization that is required to monitor your compliance status (such as your acquiring or issuing bank) also subscribes to OCP, your compliance status may also be reported to that organization through the PSP portal. However, we will not report your compliance status against requirements specific to that organization. 

Verizon’s Comprehensive Penetration Assessment takes a different approach to vulnerability assessments. The Comprehensive Penetration Assessment gives you a full understanding of your security posture as a whole instead of only focusing on a single aspect of security. The Comprehensive Penetration Assessment scoped for Customer includes the following areas:

· Application Vulnerability Assessment (Authenticated and Unauthenticated)

· External Penetration Assessment (Host and Blind Application Testing)

· Internal Penetration Assessment (Host and Blind Application Testing)

· Wireless Vulnerability and Penetration Assessment (Client, Access Point and Encryption Testing)

· Electronic and Telephone Based Social Engineering

· Site Security Assessment (Physical Penetration and “Dumpster Diving” )

· War Dialing

Listed below is just a subset of questions that will be answered when a security issue is found in this style of assessment that would not be identified using the outdated traditional assessment method:

· Are we investing our security budget properly to protect all of the potential entry points that could result in sensitive data compromise?

· Does our security program adequately protected against opportunistic and targeted attackers?

· Are we protecting our data properly at rest if an attacker compromises our applications or systems?

· Are there shared administrative or user credentials utilized throughout the environment that would allow an attacker to compromise my systems, applications or data through trust relationships?

· Are our employees following the security policies and procedures that are in place such as secure data disposal? 

· Will our employees allow someone to tailgate into our facilities or will they give out their credentials to an attacker via social engineering methods?
Please see Attached sample reports for B-3.e. 
· Verizon Section B 3 e Sample OCP PCI Report
· Verizon Section B 3 e Internal Penetration Test Report



	B-4.  OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY AND COMPLIANCE 
REVIEWS.  
The Commonwealth of Massachusetts, pursuant to G.L. c. 93H and 93I has responsibility to safeguard data deemed Personally Identifiable Information (PII), in addition to protections mandated by other state and federal statutes and regulations for other types of confidential data.  The duties to protect PII under G.L. c. 93H and 93I apply equally to both PCI covered data (credit card holder data) and non-PCI covered data (all other personally identifiable information (PII)). PCI QSA services are covered under Section B-2. Above.  This Section includes NON-PCI related services.

For Executive Departments governed by Executive Order 504, a self-assessment process has been completed to document the types of confidential and PII data collected and retained by Departments.  In addition, the Information Technology Division (ITD) has published Enterprise Security Standards for the protection of confidential, sensitive and PII.  

NOTE:  ACH transactions (electronic check) transactions with bank account information is considered PII under G.L. c. 93 H and 93I.  Therefore, the Commonwealth deems bank account information and ACH transactions to create the same level of data breach risk as credit card holder data.   

Therefore, this Section of the Statewide Contract seeks to qualify contractors that can assist Eligible Entities with the audit and testing of information and data systems and protocols to ensure that all non-PCI related sensitive data, confidential data and PII, as identified under G.L. c. 93H, c. 93I, and other state and federal laws and regulations is properly safeguarded to prevent data breaches, and to provide consulting services to assist with mitigation and remediation of vulnerabilities and data breaches (PCI or non-PCI related).  QSAs seeking to provide non-PCI related security and risk assessments, which can use many of the same evaluation considerations and tools used for PCI assessments, should complete this Section. 

Bidders must demonstrate the qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services and resources available, and details about the various types of audit and compliance related to information management systems and procedures and security management systems and procedures and compliance audits that are geared to business improvements and efficiencies, government compliance, internal controls and quality assurance and to protect personally identifiable information and other sensitive data. 
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the sections listed below.  The Responses should NOT merely be a simple statement that the Bidder can provide the listed service.  Bidders may NOT attach brochures or other marketing materials.  Therefore, Bidders are expected to enter all relevant details and information in the section below that demonstrates experience, specific projects, and any other information supporting exceptional experience.  Sparse answers that do not provide supporting details may subject the Response to rejection.  

The Responses should NOT include standard marketing jargon but must be targeted to demonstrate the unique needs of the Commonwealth rather than just a generic bid response.  Bidders will be rated on their ability to demonstrate a true understanding the unique needs of public entities, and the needs of the Commonwealth, including demonstrating the ability to properly scope assessments for public entities with budget constraints. 

EVERY ANSWER section below must be completed.  Indicate “N/A” or “Not Applicable” or “Does not have this expertise” or “Does not provide these services” as appropriate. 



	a) Identify the relevant qualifications and experience to provide a full suite of non-PCI related information management, quality assurance, data management, protocol and security audit and compliance review services. NOTE: If the Bidder has completed the QSA portion of this Response, the relevant qualifications listed to QSA should be identified here (not just cross referenced).


	B-4. a) ANSWER

Verizon complies.
Verizon have over 15 years experience assessing risk, designing, implementing and managing global security solutions for companies and government agencies worldwide.  Our portfolio of security solutions includes managed services, professional services, security programs that address governance, risk and compliance issues and identity and access management services.

Professional Security Services

· Data classification and data discovery

· Security policy definition and review

· Security architecture design and review

· Security technology implementation

· Security operation services

· Business continuity

· Identity and access management

· Forensics and incident response

· Risk management services

· Security compliance services

Manage Security Services

· Content Monitoring and Filtering (CMF)

· Data Loss Prevention (DLP)

· Manage Application Services – including host IDS/IPS, firewall, Unified Threat Management (UTM), gateway anti-virus, proxy, content screening, and log management

· Security Management Program (SMP)

· Cloud-based management services – including Distributed Denial of Service (DDoS) defense, firewall, IDS/IPS and web content filtering.

· Identity and access management Services



	b) Please identify if the Bidder has Patient Safety and Quality Improvement Act of 2005 Statute and Rule qualifications.  The Patient Safety and Quality Improvement Act of 2005 (PSQIA) establishes a voluntary reporting system designed to enhance the data available to assess and resolve patient safety and health care quality issues.  To encourage the reporting and analysis of medical errors, PSQIA provides Federal privilege and confidentiality protections for patient safety information, called patient safety work product.  PSQIA authorizes HHS to impose civil money penalties for violations of patient safety confidentiality.  PSQIA also authorizes the Agency for Healthcare Research and Quality (AHRQ) to list patient safety organizations (PSOs).  PSOs are the external experts that collect and review patient safety. Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-4. b) ANSWER

Verizon does not have PSQIA qualification at this time. 



	c) Please identify if the Bidder has HIPAA SECURITY GUIDANCE qualifications.  HHS has developed guidance to assist HIPAA covered entities in complying with the risk analysis requirements of the Security Rule for entities handling health records.  http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf . Identify how long the Bidder has had this qualification and the extent of expertise and experience in this area.    

	B-4. c) ANSWER

Verizon complies.
Verizon has been providing security controls assessments for customer for 8 years with the acquisition of Net Sec and Cybertrust to build our security consulting team to one of the largest and most experienced in the industry.  Verizon has been providing security controls assessments to Healthcare customers during this period and focused into the healthcare vertical 6 years ago.  Verizon has provided security controls assessments for healthcare customers to assess the alignment of their security controls to their unique HC compliance requirements.  Customer’s requirements generally include the HIPAA Security Rule.  Verizon is also a HITRUST CSF assessment provider under that program, and provides Customers with readiness and validation assessments against the HITRUST CSF.
Verizon will comply with all laws applicable to it as a service provider with respect to personal information that it may own, license, store or maintain in connection with the services, including Massachusetts’ Standards for the Protection of Personal Information of Residents of the Commonwealth, 201 CMR 17.00, et seq., M.G.L. ch. 93H, and M.G.L. ch. 93I (the “Massachusetts Privacy Laws”).  Consistent with 201 CMR 17.03(2)(f)1., Verizon has implemented, and will at all times during the term of any final agreement maintain, appropriate security measures to protect such personal information consistent with the Massachusetts Privacy Laws.  

With regard to HIPAA, Verizon’s proposal does not contemplate providing services where HIPAA:  Business Associate Contractual Obligations would apply, thus Verizon’s proposal is based upon HIPAA being not applicable.  If, however, in the future, the parties mutually agree that HIPAA is to apply to certain services offered under PRF56 RFR, then the Commonwealth and Verizon would need to negotiate mutually agreeable HIPAA terms and conditions and Business Associate Agreement.


	d) Please identify if the Bidder has any of the following certifications. Identify how long the Bidder has had the qualification and the extent of expertise and experience in this area.  
1) Certified Information Privacy Professional (CIPP) by International Association Of Privacy Professionals (IAPP) is a privacy and data protection certification in compliance within the US. IAPP provide other certifications as well.

2) Certified Information Privacy Professional/Information Technology (CIPP/IT)
Certified Information Privacy Professional/Government (CIPP/G) 

3) Certified Information Security Auditor (CISA) is a professional IT security certification governed by ISACA. CISA is suited for IT security auditors, or anyone who has an interest in this area. 

4) Certified Information Security Manager (CISM) by ISACA is aimed towards security professionals with IT Security management responsibilities. 

5) Certified in the Governance of Enterprise IT (CGEIT)
Certified in Risk and Information Systems Control (CRISC)

6) Certified Information System Security Professional (CISSP) certification by ISC2 is a globally recognized standard of achievement. CISSP is a senior certification for IT professionals throughout the world. 
7) ACA International (Association of Credit and Collection Professionals);
8) FISMA, Federal Information Security Management Act (FISMA);
9) SAS-70 Audit documenting control objectives and control activities examined by an independent accounting and auditing firm)
10) other awards or professional affiliations that demonstrate qualifications to provide Contract services.


	B-4.  d) ANSWER: 
Verizon Complies :
Verizon consultants who perform security services typically have 8-12 years of experience and collectively hold 30+ unique industry, technology and vendor certifications including: ABCP, ACP, BSI, CBCP, CCNA, CCNP, CCIE, CCSA, CCSE, CEDS, CEH, CEI, CGEIT, CISSP, CISA, CISM, CSE, CTT, CWSP, EnCE, G7799, GIAC, GSEC, GCIA, GCIH, GCFA, GREM, GAWN, GWAPT, HISP, MBCI, MCSA, MCSE, MCT, PMP, RHCE, SANS, SBCI, PCI-QSA.  
Verizon do not have certifications for CIPP, CIPP/IT and ACA at this time.

Verizon participates actively in industry organizations, i.e. Standards Bodies, Certification Bodies, Professional Organizations and Vertical Specific Consortiums. We hold industry-recognized certifications for many of our security services that includes: SSA16, COBIT, 27001:2005, ISO 27001:2005, ISO 27001 Certified, ISO 27007 Compliance (for development), GLBA and HIPPA (for Privacy), EU Data Privacy Legislation, SAS 70 Type II report, WebTrust  (Certificate Authority), FISMA, Federal SSP (FIPS201/HSPD-12), Australian DSD Certified, ISO 9001 Certified, ISO 17025 Accredited, ISO Guide 65, ISO Guide 7, PCI DSS, ITIL

· On June 25, 2008, British Standards Institution (BSI) Management Systems accepted Verizon into its Associate Consultant Program (ACP) for BS 25999, a global standard for business continuity management.

· As a member of HITRUST’s affiliate program, Verizon is helping craft the Common Security Framework (CSF) that leading healthcare firms are considering adopting to effectively safeguard electronic health information. The HITRUST CSF is based on ISO 27001.

· Verizon is among the few distinguished firms that have been designated by BITS to deliver Financial Industry Shared Assessments Program (FISAP) assessments for the financial industry, to evaluate their providers’ security controls. FISAP’s Agreed Upon Procedures (AUP) Standardized Information Gathering (SIG) are based on ISO 27001

	e) Please identify any other Non-PCI related qualifications or expertise not previously mentioned that demonstrates qualifications to provide data management, security, compliance and other data security audit services. Bidders must provide a detailed explanation of the experience, types of projects that have been performed and any additional details supporting a significant level of expertise in auditing compliance and security protocols for other types of information and data management systems to protect personally identifiable information and other sensitive data.  

	B-4.  e) ANSWER: 
Verizon complies.
The following is a subset of Governance, Risk & Compliance (GRC) and PCI related services that Verizon has been offering for up to 20 years:

· ISO 2700x

· ITIL

· SOX, COBIT & COSO

· PCI DSS

· FISMA, NIST

· NERC CIP

· HIPAA

· FISAP BITS

· BASIL II

· FFIEC

· GLB

· HITRUST CSF

· ISO 9000

· CMS RA & SSP

· CPNI

· State Breach Law



	f) Qualifications to provide robust Reporting Requirements, Results and Analysis for Non-PCI Compliance Audits.  Bidders must demonstrate the capability to provide detailed assessments, analysis of scoping environments, reports and any other information required by Eligible Entities for a Non-PCI related audit.  

Please complete this section fully. Do not refer back to other sections.

1. Please list and describe types of reporting that your company would provide during the engagement and the frequency of the reports.  Also describe a final report that your company would provide at the completion of a an engagement.  

2. Identify if Bidder provides an on-line monitoring/reporting system and describe how the Bidder’s online system will be accessed, security, hours of access, content, and cost.   

3. Identify how Bidder reports can be used to assist Eligible Entity merchants with managing their non-PCI Security compliance needs (particularly application reviews, internal protocols, Vulnerability, Scans, and Penetration tests).

4. Describe if reports provide detailed and summary level reporting to management specifying areas of risk, along with recommended corrective actions.

5. Describe if reporting applications provide the ability to present an on-line Certification of Compliance Validation.  

6. Describe any other relevant information detailing reporting options and recommendations for non-PCI related engagements.  

7. List the titles of available sample reports and Attach samples of available reports (Attachment). (Sample reports may be submitted as .pdf Attachments)



	B-4. f) ANSWER
Verizon Complies 
The Verizon Security Management Program (SMP) aligns the business and security needs of your organization by measuring IT risk, complementing your compliance efforts, and demonstrating your ongoing commitment to security with Verizon Cybertrust certifications. It is an enterprise-wide security control assessment and validation program based on ISO/IEC 27001 and 27002 that continuously supports the management of your risk and security compliance processes. 

Verizon Security Management Program – Enterprise Service, Verizon will conduct recurring assessments designed to validate all ISO 27002 and SMP security controls at specific frequencies using specific validation methods (Attest, Inspect, Demonstrate and Test).
In addition, Security Management Program – Enterprise service provides:

· Program Activity Reports to present the findings, analysis and prioritized action plans of the policy, process and technical security assessments.

· The Risk & Compliance Management Console (RCMC), which is a web-based console for immediate access to updated status and metrics on Risk trending  and the Customer’s standing with respect to ISO 27002 and SMP controls, as well as the Customer’s alignment to other key security and compliance standards such as PCI, GLB, BITS, HIPAA, NERC, etc. In addition, the console allows the Customer to gauge the current status of SMP assessment activities with visibility into upcoming tasks. The console facilitates secure exchange of Customer documentation and Program Activity Reports via file cabinet function. It also provides access to proprietary SMP testing tools, security intelligence analysis and SMP document library. 

· Expertise and assistance to support the Customer’s efforts to address identified weaknesses and security implementation gaps, as well as guidance on dealing with emerging threats. 

· Initial support for responding to suspected information security breaches and incidents such as unauthorized access, denial of service, web defacement and other malicious activities.

· Evaluations to determine if the customer has met the Cybertrust certification criteria.
Validation

Activity

Validation Frequency

Focus

Desktop Risk Assessments

Bi-Annual*

Evaluates the desktop environment for anti-virus currency and the implementation of screen-saver passwords.

E-Mail Filter Check Tests

Bi-Annual*

Tests and analyzes the efficiency of e-mail gateway defenses.

External Risk Assessments

Quarterly*

Identifies potential risks for Internet-facing networks and devices and assesses exposure to external security threats by running external vulnerability scans.

Internal Risk Assessments

Bi-Annual*

Identifies potential risks to DMZ and LAN critical devices by running internal vulnerability scans.

Physical Inspection

Annual

Evaluates the physical environment surrounding critical network infrastructure including doors, HVAC, entry logs, power redundancy, etc.

Policy Review

Annual

Evaluates the documentation and contents of key security policies. 

Process and Procedure Validation

Annual

Evaluates the implementation of required policies and key supporting processes and procedures.

War Dial Assessment

Bi-Annual*

Evaluates the security posture of telecommunications access points

Wireless Assessment

Bi-Annual*

Evaluates whether wireless access points can be attributed by name and have encryption enabled

The Verizon Security Management Program (SMP) aligns the business and security needs of your organization by measuring IT risk, complementing your compliance efforts, and demonstrating your ongoing commitment toward compliance. It is an enterprise-wide security control assessment and validation program based on ISO/IEC 27001 and 27002 that continuously supports the management of your risk and security compliance processes for multiple security regulations and standards. 

Verizon Security Management Program – Enterprise Service, Verizon will conduct recurring assessments designed to validate all ISO 27002 and SMP security controls at specific frequencies using specific validation methods (Attest, Inspect, Demonstrate and Test).

Validation

Activity

Validation Frequency

Focus

Desktop Risk Assessments

Bi-Annual*

Evaluates the desktop environment for anti-virus currency and the implementation of screen-saver passwords.

E-Mail Filter Check Tests

Bi-Annual*

Tests and analyzes the efficiency of e-mail gateway defenses.

External Risk Assessments

Quarterly*

Identifies potential risks for Internet-facing networks and devices and assesses exposure to external security threats by running external vulnerability scans.

Internal Risk Assessments

Bi-Annual*

Identifies potential risks to DMZ and LAN critical devices by running internal vulnerability scans.

Physical Inspection

Annual

Evaluates the physical environment surrounding critical network infrastructure including doors, HVAC, entry logs, power redundancy, etc.

Policy Review

Annual

Evaluates the documentation and contents of key security policies. 

Process and Procedure Validation

Annual

Evaluates the implementation of required policies and key supporting processes and procedures.

War Dial Assessment

Bi-Annual*

Evaluates the security posture of telecommunications access points

Wireless Assessment

Bi-Annual*

Evaluates whether wireless access points can be attributed by name and have encryption enabled

In addition, Security Management Program – Enterprise service provides:

· Program Activity Reports to present the findings, analysis and prioritized action plans of the policy, process and technical security assessments.

· The Risk & Compliance Management Console (RCMC), which is a web-based console for immediate access to updated status and metrics on Risk trending  and the Customer’s standing with respect to ISO 27002 and SMP controls, as well as the Customer’s alignment to other key security and compliance standards such as PCI, GLB, BITS, HIPAA, NERC, etc. In addition, the console allows the Customer to gauge the current status of SMP assessment activities with visibility into upcoming tasks. The console facilitates secure exchange of Customer documentation and Program Activity Reports via file cabinet function. It also provides access to proprietary SMP testing tools, security intelligence analysis and SMP document library. 

· Expertise and assistance to support the Customer’s efforts to address identified weaknesses and security implementation gaps, as well as guidance on dealing with emerging threats. 

· Initial support for responding to suspected information security breaches and incidents such as unauthorized access, denial of service, web defacement and other malicious activities.

· Evaluations to determine if the customer has met the certification criteria.

Access to the Management Console

The Management Console is the web-based console which provides the ability to securely manage the organization’s progress toward achieving compliance with the EPs. Graphical views provide access to updated status and metrics in key areas including your compliance standing, the status of your vulnerability findings and tasks, and scheduled activities within the SMP program. These views are easy to interpret and allow the organization to navigate down to the detailed, actionable data needed to remediate risk and implement compliance controls, as well as

download or export the detailed information to a spreadsheet.

Vulnerability Research Database and Action Alerts

The Cybertrust Risk Intelligence Team of highly experienced and knowledgeable security experts gathers and analyzes computer- and network-security related threat and vulnerability information from public and private sources for emerging risks using proprietary tools and methodologies.

Cybertrust provides access to the resulting information including detailed reports, analysis and advice on key risk categories, high-profile security issues and early-warning intelligence, along with actionable guidance on how to counter or protect your business. In addition, as the Risk Intelligence Team discovers new threats deemed “RED HOT,” “HOT,” or “IMPORTANT,” Cybertrust pro-actively notifies you of these critical issues via Action Alerts, which include recommendations for remedial actions. Cybertrust may “push” targeted alert information to your organization via email, pager, phone, text, or voicemail.

Emerging Risk Testing

As a critical part of the Cybertrust methodology, Cybertrust will often perform ad hoc testing for newly discovered and/or severe problems. These tests are not vulnerability scans, but remote assessments of the organization’s environment, based on Cybertrust’s understanding of the newly discovered threat. This testing typically occurs, without notification, between 8AM - 6PM EST and utilizes a proprietary, non-invasive tool. Tests are run as soon as there is a practical means of detecting known issues. This enables both Cybertrust and the organization to receive up-to-the-minute information about the organization’s environment on pertinent threats.

Reports 

· Executive Summary: Highlights the overall objective, high-risk findings, and provides a summary commentary of your organization’s general security posture. It focuses on providing executive management with prioritized recommendations that you can implement to mitigate risks and threats, and improve the overall security posture

· Summary of Exposure: Verizon Business summarizes the security posture in comparison with other applications reviewed. Major application components security vulnerabilities that expose your company to risk of system downtime, fraud, and theft of customer data are highlighted

· Root Cause Analysis: This section contains Verizon Business’s analysis of the organizations security and process factors contributing to the occurrence of findings. 

· Practice Group Analysis: Detailed description of findings including target identification, vulnerabilities identified evaluation of “risk-threat” level, business impact of risk-threat, likelihood of exploitation, recommended solution, and pointers to additional information. This comprehensive approach will assist you in mitigating risk to your environment by executing an implementation plan with recommended immediate, short-term, and long-term solutions.
Please see B-4.f attachments for sample reports. 
· Verizon Section B.4.f Security Management Program

· Verizon Section B.4.f-Sample EP Compliance Report

· Verizon Section B.4.f-PCI DSS Status Report

· Verizon Section B.4.f-ISO 27002 Alignment Report

· Verizon Section B.4.f-HIPPA Security Rule Status Report

· Verizon Section B.4.f-Essential Compliance Report



	B-5.  BIDDER SECURITY AND PRIVACY QUALIFICATIONS.  
a) Describe in detail the security that you have in place to safeguard the confidentiality of Commonwealth data and systems that may be accessed during performance.  With certain merchant Departments, access to data and systems is restricted by state and federal law.  Personnel conducting performance may be required to sign confidentiality agreements and undergo a CORI Criminal Offender Report.
b) Describe in detail the ability to communicate, send files, download files, etc. from the Internet at all times in a secure manner.
c) Identify resources that Bidder has to ensure adequate security of its own employees’ conduct and behavior while working with Commonwealth Eligible and Entity information and systems and at Commonwealth locations.
d) The Bidder must describe their procedures for informing a client when the client’s data has been, or may have been, inadvertently disclosed/compromised and its data breach support protocols. 
e) Describe the Bidder’s Disaster Recovery Capabilities.

f) Describe in detail any other Security and Privacy standards and protocols that support the services under this Statewide Contract and Eligible Entity compliance with G.L. c. 93H and G.L. c. 93I and other data security requirements.  



	B-5. ANSWER:
Verizon Complies: 
All Verizon personnel must pass a thorough background check before they are hired, and many of our Professional Service and Security Operations personnel have received security clearances tiers as required. All Verizon personnel must pass a thorough background check before they are hired, and many of our Professional Service and Security Operations personnel have received security clearances tiers as required.

The Confidentiality of our client materials is maintained both externally and internally to the Data Protection team. It is the policy of our team that only those consultants with specific need to know the client data are informed of such. Even within the team during peer review the client name and identifying information, such as addresses, is redacted prior to review. Unless specifically introduced to the client project management team our consultants stay unaware of the client identity. 

All client data is stored on encrypted drives when placed on Verizon systems. Client data is E-mailed via encrypted files or shared only on a secured document repository. No data is left in clear text on any Verizon system. 

At the commencement of any engagement our project manager will work with client personnel to define the standard method for document communications. Subsequent to this decision all documents and information will be shared in the prescribed manner. Any deviation in security is escalated to the project lead or engagement manager and subsequently the team’s Principle.

At the conclusion of the engagement Verizon’s data protection project management will work with the Eligible Entities to set a document deletion date, at that agreed upon time Verizon staff will remove any Eligible Entities related documents from their systems. This is generally a date slightly past project completion so that Verizon personnel have information necessary to respond to your questions.

If, during the course of the engagement, a Verizon staff member leaves the company, all systems and materials are collected by that employees Principle and subsequently wiped of data. Some data may be migrated to the incoming Consulting team as appropriate to complete the work.

Verizon maintain a world-class Business Continuity Program that is essential to the protection of our employees, critical business processes, and structural facilities located around the globe. 

We are committed to effective response to natural and manmade disasters through our Business Continuity and Emergency Management (BCEM) group, which is chartered to carry out our Core Business Continuity Values. We do not provide proprietary Business Continuity plans and test results outside of the company.

Latest Exercise Summary

Verizon have a very extensive and well developed disaster exercise program in place to test business continuity and disaster recovery processes. The program integrates local, regional, and national personnel and resources into testing of complex scenario responses. 

These exercises involve deployment of personnel and assets in response to the incident, identification of internal resources and vendor provided assets in the recovery of a simulated event – generally more severe and complex that might be experienced during a real event. 

In addition, our disaster exercise program integrates local, regional, and national civil authorities who share mutual interdependencies during time of disaster. 

This coordination under the exercise program strengthens our ability to respond quickly and effectively during a disaster, as relationships and coordination processes are already established with civil authorities at all levels of government.

Our Corporate Business Continuity Policy requires, at least, annual testing of Business Continuity Plans. Testing components include:

· Formal integrated testing of plans with other business units that provide technology and non-technology support

· Plan retesting within 90 days if a change in the environment, or other factors affecting the plan’s viability, invalidates the results of the previous test

· Evaluating test results; developing and implementing a corrective action plan

	B-6.  QUALIFICATIONS - KEY PERSONNEL ASSIGNED TO CONTRACT.  Key personnel include principals/partners, managers, and onsite supervisors; all other staff are consid​ered non-key personnel.  The Bidder must certify that all named key personnel in the Response are the Bidder's employees or subcontractors.  These specific individuals shall perform the Contract services unless they becomes unavailable for performance under the Contract for reasons of the individual's death, disability, incapacity, relocation, retirement, resignation or termination of the underlying employment relationship.  The Bidder will be required to notify the Office of the Comptroller immediately in the event of the unavailability of any key personnel. Key personnel designated or assigned to the valuation engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders submitting a response to this RFR shall be considered to have accepted this condition.  

During the period of the Contract, key personnel assigned to the performance of the Contract services may be removed or replaced from work on this Contract by the Bidder only upon the prior written approval of the engaging agency.  A significant change in the key personnel listed in the Response prior to, or after, the execution of the Contract, which is unsatisfactory to the engaging agency, shall be grounds for disqualification of the Response or termination of the Contract.  Key personnel designated or assigned to the engagement must perform as designated in the absence of termination from the firm or other unavoidable circumstances.  Bidders in response to this RFR shall be considered to have accepted this condition.  Bidders should describe resources available to replace or supplement assigned personnel should circumstances dictate at some stage of the multi-year contract period. 

In the spaces provided below, list the key personnel who will be assigned to this project and identify the following information for each individual.  Do not refer to or attach resumes.  All relevant information must be contained here for the Contract Manager and separate cells for all principals/partners, managers and on-site supervisors.


	Verizon Complies:
CONTRACT MANAGER NAME: Andi Baritchi CISSP-ISSMP, CISA, PCI-QSA, PA-QSA
Title:                                      Principal Security, Verizon Enterprise Solutions ,Global Consulting & Integration Services
Telephone: 

Mobile Phone: 1.972.489.4289
Email Address: andi.baritchi@verizon.com
Fax:

Qualifications and Experience:

Andi, a seasoned professional with over ten years of information security professional experience, is a recognized thought leader in cybersecurity, payment security, and regulatory compliance.  With his strong technical acumen and thorough understanding of business and finance, Andi is adept at taking C-level business objectives and delivering world-class, under-budget solutions.  While Andi enjoys all challenges, as of late he has focused mainly on payment security and the Payment Card Industry (PCI) security framework.  

Andi has held senior security advisory and engineering positions for a major healthcare organization and a security software company.  Most recently before joining the Verizon Business Security Solutions team, Andi was the US practice lead for PCI Security Services at a major global services firm. In that role, he served as interim Chief Information Security Officer (CISO) for a major retailer, and worked hand-in-hand with dozens of large clients in all sectors to untangle complex information security and compliance challenges.  

Key Skills

· Managing and executing complex information security assessments and remediation initiatives (including business process /data flow analysis, business impact analysis, network security, database security, application security, etc.)
· Ethical hacking / penetration testing (proficient with most security auditing / “hacking” tools)

· Incident response / forensics (proficient with EnCase, Helix, and various volatile memory capture tools)

· Regulatory compliance and IT audit/assessment frameworks, including:

· Payment Security – Payment Card Industry Data Security Standard (PCI-DSS) and Payment Application Data Security Standard (PA-DSS)

· Corporate Governance – Sarbanes-Oxley 404 (SOX)

· Healthcare – Health Insurance Portability and Accountability Act (HIPAA)

· Public Sector – Federal Information Security Management Act (FISMA)

· Financial Services - Federal Financial Institutions Examination Council (FFIEC) and 
Gramm-Leach-Bliley Act (GLBA)

· Information security best practice frameworks, including NIST SP 800, CIS, COBIT, and ISO 17799 / 27002

· Engagement management, resource management, crisis management

· Windows, Unix, and Macintosh OSX operating systems, Oracle, MS-SQL, and MySQL databases, C, C++, Java, JavaScript, PL/SQL, PHP, and Perl programming languages, and Cisco, Check Point, and Juniper firewalls/switches, among others.  

· Bringing it all together from a business perspective and communicating at the C-level



	Individual Name:               Aaron Reynolds  CISSP; PCI-QSA
Title:                                     Principal Security, Verizon Enterprise Solutions ,Global Consulting & Integration Services
Telephone:                            435-703-5232
Mobile Phone:                      435-703-5232
Email Address:                     aaron.reynolds@verizon.com
Fax:

Qualifications and Experience:
Aaron Reynolds has over 15 years of experience as an IT security professional covering diverse platforms and security issues.  He has over eight years experience focusing on network security (architecture and integration), over five years experience with system integration, two years focusing on application security and vulnerability assessments, 5 years experience developing and assessing policy/procedure documentation, and has focused primarily on Payment Card Industry assessments for the last five years as a certified QSA / PA-QSA assessor. 

Aaron Reynolds was the technical lead for a global productivity and effectiveness training company, with over 250 retail stores throughout the world.  He led the deployment of a corporate IPSec infrastructure, comprising over 150 retail store VPNs, 500 SecureRemote VPN users, 6 corporate VPN gateways, and dozens of extranet VPN tunnels with strategic partners.  

For a Fortune 100 services and consulting company, Aaron Reynolds also assisted clients in expanding their existing security infrastructure, including: Security policy creation, corporate security awareness training, Snort IDS deployment, secure DMZ implementation, corporate Firewall Policy establishment, host hardening, and numerous network security audits, including 802.11x networks. 

Aaron Reynolds has worked closely with Senior management and Chief Technology Office members to align Information Security goals with core business objectives.  For the largest US wireless company, he recently was responsible for documenting several standards and best practice guidelines, including network security and disaster recovery.  Aaron Reynolds has exceptional communication and presentation skills, and works well on multi-functional and cross-organizational teams.

Aaron Reynolds has worked both in a PCI assessor role and as a PCI advisor for dozens of companies, including Fortune 100 companies and companies within the retail, e-Commerce, Services, Travel, Banking, Telecommunications, and Airline industries.  Aaron Reynolds has also performed security assessments in response to FTC Consent Orders related to consumer data security breaches.

	Individual Name:                Hector J CCNP PA-QSA
Title:                                       Senior Security Consultant
Telephone: 

Mobile Phone: 
Email Address: 

Fax:

Qualifications and Experience:

Hector has over 23 years of experience as an IT professional covering diverse platforms and security issues.  He possesses a wide range of skills and experiences that enable him to perform in multiple roles.  The bulk of his Security experience however is comprised of working with Intrusion Detection/Prevention Systems and Security Event Management Systems in Payment Card Industry environments.

Experience and Accomplishments
Hector J. was the lead architect of a centralized audit logging solution to meet PCI DSS, SOX and HIPAA for one of the largest retail corporations.  This included product testing/bake-off, a complete analysis of business needs, existing IT systems/network architecture, application integration, regulatory compliance, best security practices, five year scalability plan and current/future staffing needs.

For a large network systems provider, Hector was responsible for the security design and testing of a twenty-five thousand user two-factor VPN implementation covering five continents.  This included production evaluation, security vulnerability testing, scalability design, system performance and deployment planning.

Hector J. has performed as the project manager on a large PCI remediation project for a large health care provider.  He has developed and demonstrated the ability to lead diverse teams of consultants, peers, experienced hires, and engagement participants from other organizations. He has been responsible for engagements involving multi-functional, international, and cross-organizational teams.



	Individual Name:                   Sharon S, CISSP, CISA, QSA
Title:                                   Senior Security Consultant

Telephone: 
Mobile Phone: 
Email Address: 

Fax:

Qualifications and Experience: 

Sharon S. is currently a Consultant in the Professional Security Services organization within Verizon Business. This organization is responsible for providing project management, integration services, and e-business solutions covering all aspects of security and privacy.

Sharon has been working in information security since 2005 and audit since 2001.  Sharon has four years of experience within the Payment Card Industry (PCI).  She possesses a wide range of skills and experiences that enable her to perform in multiple roles.  The bulk of her security experience is comprised of working with organizations on their information security architecture and assisting organizations to become compliant with the Payment Card Industry (PCI) standard.  Additional experience in several Federal compliance initiatives includes Sarbanes-Oxley (SOX and the Health Insurance Portability and Accountability Act (HIPAA).

Experience and Accomplishments

Sharon S. has operated in the secure payments industry for many years as a Qualified Security Assessor (QSA).  Sharon has worked with clients ranging in size from very small to fortune 100 in assessing and assisting with PCI compliance.  She has worked with clients and their acquiring banks to ensure that compliance is met and to help explain the merchant’s status so the bank could make compliance decisions.

Prior to working in the payment card industry, she worked as a senior IT auditor for a health care and annuity firm where she focused on HIPAA security for the organization as the subject matter expert within the audit department.  Additionally she audited large systems for compliance with HIPAA and SOX along with auditing the implementation of the business continuity program and identity and access management platform.

Sharon has worked internationally with clients for the payment card industry as well as for SOX and internal corporate compliance initiatives.  While working for a small consulting firm, she was responsible for establishing work paper and documentation standards for fellow auditors and led the quality assurance program for review of work papers and associated evidence.

Sharon began her audit career with the Department of Defense, Office of the Inspector General; where she worked with military officials of all levels, Pentagon employees, Pentagon senior officials, and congressional staff, in order to prevent and detect fraud waste and abuse within the department.  She was assigned to the Defense Criminal Investigative Service (DCIS) for a six month period to work with the special agents on various cases.  During her time with DCIS, she helped build a case against a senior Pentagon official who was subsequently convicted of conflict of interest charges.

	Individual Name:                          Rob M.e, CISSP; CISA, QSA
Title:                                                    Senior Security Consultant

Telephone: 

Mobile Phone: 
Email Address: 
Fax:

Qualifications and Experience:
Rob M. is currently a Senior Security Consultant in the Professional Security Services organization within Verizon Business. This organization is responsible for conducting Level-1 PCI Audits, PA-DSS reviews, PCI Gap assessments, remediation consulting, and general PCI Advisory consulting for potential and existing Verizon Business clients, merchants, and service providers.

Rob has over fifteen (15) years of experience in information security and over five years of experience within the Payment Card Industry (PCI).  He possesses a wide range of skills and experiences that enable him to perform in multiple roles. 

Experience and Accomplishments
Rob has been working in Information Security since 1995, beginning his career architecting and securing classified networks for the United States Air Force. He has also been an instructor providing training for the MCSE tracks for both Windows NT 4 and Windows 2000. 

Prior to working at Verizon, Rob worked for Trustwave where he provided enterprise clients, large international banks, service providers and merchants consultative expertise related to the Payment Card Industry Data Security Standard (PCI DSS) requirements. Rob also performed the role of Program and Project manager providing expertise while managing technical remediation and implementation of solutions ensuring several large retail and financial environments being compliant with the PCI DSS.

Previously, Rob worked for Charles Schwab where he performed all web application security testing for Schwab’s eighteen public facing web sites and brought his experience to provide awareness and training to each of the five separate Schwab development communities of the ramifications of attacks like cross-site scripting and SQL injection. While at Schwab, he played a key role in institutionalizing the Open Web Application Security Project (OWASP) web application secure coding standards now in use at Schwab.  

	Individual Name: Jaime V.  M.Sc; CISSP; PCI-QSA
Title:                    Senior Security Consultant

Telephone:

Mobile Phone:

Email Address: 

Fax:

Qualifications and Experience:

Jaime V. is currently a Senior Security Consultant in the Professional Services Organization within Verizon Business. This organization is responsible for providing project management, integration services, and e-business solutions covering all aspects of Security and Privacy.

Jaime has over 14+ years of experience as an IT professional covering diverse platforms and security issues.  He possesses a wide range of skills and experiences that enable him to perform in multiple roles.  During the last 5+ years, Jaime has worked performing security assessments based on the PCI-DSS (Payment Card Industry Data Security Standard) for fortune 500 companies and service providers in the USA and around the world. Jaime also has experience performing penetration tests and gap analysis, developing policies and procedures, and advising organizations on security architectures and best practices.

Experience and Accomplishments

For 3 years, Jaime had his own company where he provided IT support and consulting services. He was the director of a research group for a 2 year term where he managed a team of six researchers in planning and executing different research projects on digital image processing applied to autonomous navigation systems. Also, he has 2 years of teaching experience in the computer science department at Northern Illinois University where he also got his master’s degree. 

Jaime was the technical lead for a large service provider who handles all airline reservations for the ATA (Air Transport Association) around the world. Jaime helped them develop a strategy to reduce the scope of their environment. Also, he was closely involved during the design of their in-house developed tokenization solution.

Jaime has worked closely with senior management and Chief Technology Officer members to align Information Security goals with core business objectives.  For the largest processor in Panama, he recently played a key role in helping this organization with their remediation efforts which included the development of security policies and procedures, hardening standards, and deployment of a centralized log aggregation solution. Jaime has exceptional communication and presentation skills, and works well on multi-functional and cross-organizational teams.

Jaime has worked both in a PCI assessor role and as a PCI advisor for dozens of companies, including the largest bank in the US, fortune 500 merchants and service providers. Jaime has experience with the following industries: finance, banking, government, retail, restaurants, hospitality, higher education, oil, and e-Commerce 

	Identify other specialists or individuals within the firm who will be assigned to this contract, the functions they will perform and hourly rates.

	ANSWER:
With regard to Key Personnel, Verizon has included names and qualifications of the PCI Principals Andi and Aaron who are responsible for PCI-QSA consulting in the United States. The remaining individuals are of the type of personnel who would perform the services proposed, but that those individuals listed in the proposal response may not be the actual person performing under resultant agreement or Eligible Entity engagements, but someone of like skills and qualifications will be made available if those persons are unable or unavailable to work under the agreement or Eligible Entity engagements. All Costs are provided in Part E.


	B.7. References: The Response must include a MINIMUM of two (2) references for EACH category of services that the Bidder is submitting a Response under this RFR.  The References should be from references for which the Bidder performed the most relevant, comparable work of the type requested in this RFR (a state or large local government entity).  The Office of the Comptroller reserves the right to verify references included in the Response and to conduct other reference checks as deemed appropriate.

	Verizon Complies:
REFERENCE #1.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES 
Reference name: Michael A. Parisi
Firm/Agency:      University of Delaware Facilities & Auxiliary Services
Phone: #               302-218-0901

Fax:                      N/A

Email Address:    m_parisi@facilities.udel.edu
Description and date(s) of services provided:    PCI-DSS Professional Services Consulting  to provide customer guidance with customer’s information technology security compliance to PCI-DSS. Included interpretation of control requirements; explanation of compliance controls testing procedures; remediation/implementation and reviewed documentation.  Assisted with customers PCI compliance roadmap and assistance with answering Self-Assessment Questionnaire   (SAQ)     



	REFERENCE #2.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES
Reference name:              Ann T. Robinson

Firm/Agency                    Massachusetts Port Authority

Phone: #                          (617) 568-7414

Fax:                                 N/A

Email Address:                 arobinson@massport.com
Description and date(s) of services provided: PCI-DSS Gap Analysis  The services to be performed hereunder consist of a review of Customer’s information technology (“IT”) security policies, interview(s) with Customer’s personnel to understand Customer’s then-current security controls, and verification through documentation and/or console review to determine Customer’s level of performance related to the PCI Data Security Standard (“DSS”).  Subsequent to such services, Cybertrust will provide the Customer a Gap Analysis Report that identifies any areas of non-compliance to the PCI DSS in Customer’s IT security and provides recommended corrective actions to address those identified areas of non-compliance; PCI Remediation - PCI Remediation Consulting:  Cybertrust will provide Customer with advice and guidance related to remedying any areas of non-compliance with the PCI DSS as identified in Cybertrust’s Gap Analysis.  Such remediation consulting will include but not be limited to interpretation of control requirements; explanations of compliance testing procedures; remediation and review of policies and other documentation pertaining to the PCI DSS; PCI Full Assessment- Upon completion of the remediation consulting services, Cybertrust will again review Customer’s information technology (“IT”) security policies, interview(s) with Customer’s personnel to understand Customer’s then-current security controls, and verification through documentation or console review to determine Customer’s performance of the Payment Card Industry (“PCI”) Data Security Standard (“PCI DSS”).  Subsequent to such services, Cybertrust will provide Customer an Initial Report of Compliance (the “IROC”) that identifies any areas of non-compliance to the PCI DSS in Customer’s IT security.  It is anticipated that during the remediation phase of the project Customer will have accomplished all recommended remediation activities, required documentation, and any compensating controls, Upon completion of its Full Assessment and a satisfactory outcome related to Customer’s compliance with the PCI DSS, Cybertrust will issue a Final Report on Compliance (the “FROC”) as well as Attestation of Compliance document, subject to the timelines stated below in Section 2 of this SOW.  



	REFERENCE #3.  PCI ASSESSMENT (QSA) AND CONSULTING SERVICES
Reference name:                   Lyle Gomes, Chief Financial Officer

Firm/Agency                         Stonybrook University

Phone: #                               (631) 632-6105

Fax:

Email Address:                 lyle.gomes@stonybrook.edu
Description and date(s) of services provided:

PCI-DSS Gap Analysis  The services to be performed hereunder consist of a review of Customer’s information technology (“IT”) security policies, interview(s) with Customer’s personnel to understand Customer’s then-current security controls, and verification through documentation and/or console review to determine Customer’s level of performance related to the PCI Data Security Standard (“DSS”).  Subsequent to such services, Cybertrust will provide the Customer a Gap Analysis Report that identifies any areas of non-compliance to the PCI DSS in Customer’s IT security and provides recommended corrective actions to address those identified areas of non-compliance.

	REFERENCE #1.  SCANNING SERVICES  
Reference name: Michael A. Parisi
Firm/Agency:       University of Delaware Facilities & Auxiliary Services

Phone: #               302-218-0901

Fax:                  N/A

Email Address: m_parisi@facilities.udel.edu
Description and date(s) of services provided: Online Compliance Program for PCI – Dashboard subscription with access to PCI approved scanning, Online Self-Assessment Questionnaire, 24x7 view of PCI compliance status and activity for  merchants and PSP’s, PCI compliance information and support for merchants and reporting for credit card associations. 

	REFERENCE #2.  SCANNING SERVICES
Reference name: Ryan Whitworth
Firm/Agency        Harvard Business Publishing
Phone: #               (617) 783-7772

Fax:                      N/A

Email Address:   rwhitworth@harvardbusiness.org
Description and date(s) of services provided: Online Compliance Program for PCI – Dashboard subscription with access to PCI approved scanning, Online Self-Assessment Questionnaire, 24x7 view of PCI compliance status and activity for  merchants and PSP’s, PCI compliance information and support for merchants and reporting for credit card associations.

	REFERENCE #3.  SCANNING SERVICES
Reference name:
Firm/Agency 

Phone: # (     )       

Fax:

Email Address:

Description and date(s) of services provided:



	REFERENCE #1.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS  
Reference name:      Willis Marti, Director & System Chief Information Security Officer
Firm/Agency:          Texas A&M University

Phone: #                    979-845-0372
Fax:                         N/A

Email Address: wmarti@tamu.edu
Description and date(s) of services provided:                
Customer signed the first Security contract three years ago with Verizon for Professional Service Security Services and Assessments. A new contract was signed this year for 24 hour Rapid Response Retainer Service being utilized by 12 Universities and agencies.

	REFERENCE #2.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS
Reference name:  Richard Mikelinich, CISO

Firm/Agency        Yale University 
Phone: #            (203) 436.5872

Fax:                  N/A

Email Address:     richard.mikelinich@yale.edu
Description and date(s) of services provided: Verizon provided an integrated Information Security Risk Assessment using our Baseline Security Assessment (BSA) approach. Verizon made use of our BSA methodology to conduct a top-down review of the Customer’s Enterprise Security Program. Verizon evaluated the Customer’s security, risk and compliance structure relative to their legal and regulatory (mandatory) compliance requirements, and mandatory and discretionary security and privacy requirements; reviewed Customer’s security, privacy, and compliance maturity and performance, and l provided a roadmap to make improvements to support objectives.

	REFERENCE #3.  OTHER INFORMATION MANAGEMENT AUDITS, INTERNAL CONTROLS, SECURITY AND COMPLIANCE REVIEWS
Reference name: Patricia Flynn, VP Fidelity Technology Group, Operations

Firm/Agency        Fidelity Investments 

Phone: #            (617 ) 563-5898

Fax:                      N/A

Email Address: Patricia.flynn@fmr.com
Description and date(s) of services provided: The eDiscovery project ran from Q2 to Q4 2011, however the bulk of the work was performed in March 2011.  The primary objective of the engagement consisted of a targeted data collection for ESI on computers in 105 locations scattered across dozens of locations in the Central U.S.A.  This data collection was done in an extremely compressed timeframe of 3 weeks due to the deadline set forth in the court order.  All data was collected in a legally defensible manner using forensically sound practices.  The data was culled down using date/time and file type criteria, then exported and delivered to the customer.


	RFR RESPONSE PART C – WORK PLAN 

SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS

	C.1 This section provides Bidders with the opportunity to outline their full suite of available services.  However, the Bidder may not merely attach a brochure or listing of services.  This section should be presented in a logical way to guide an Eligible Entity through the process of how an actual engagement would unfold.  

This section of the Bidder’s Response should identify in DETAIL the complete range/suite of services available in each of the Categories for which the Bidder completed qualifications under Part B- Qualifications.  Please identify a work plan of how your firm would approach an engagement and perform the services.  It is understood that specific engagements have not yet been identified or scoped; therefore Bidders should identify a work plan model that can be adapted to individual engagements identifying how the Bidder approaches an engagement, what resources and information are required, what dependencies need to be considered, what types of questions should an Eligible Entity be prepared to address, the process for implementation and expected outcomes.  
Bidders are instructed to provide DETAILED THOROUGH responses to EACH of the items listed below.  The Responses should not be a simple statement that the Bidder can provide the listed service.  Note that the questions listed are not exhaustive but identify only some of the key questions that the Bidder should address.  The Bidder should incorporate each of the questions into the Response.  Answers to questions do not have to be answered in the order of the questions presented but can be answered in any order provided the content is addressed in detail. 

It is expected that the Response will provide more depth and breadth than the listed questions below.  Bidders will be qualified based upon the most comprehensive and best value work plans for each of the categories that they are submitting a bid. 

Note also that if the Bidder is submitting a response for more than one category that each category is a stand-alone category and will be reviewed and ranked separately from other categories, so each section should be submitted with a complete and detailed work plan. 



	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS 
A. PCI COUNCIL APPROVED QUALITY SECURITY ASSESSORS (QSAS) AND RELATED QSA CONSULTING SERVICES.   

1. For new Eligible Entity merchants using credit cards, identify how the Bidder will assist the merchant with the successful completion of the PCI Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC) for all Commonwealth merchants and/or service providers. 
2. The PCI SAQ must be used to address any system(s) or system resource component(s) involved in processing, storing, or transmitting cardholder data. Identify what the process is to kick-off an engagement and whether the Bidder has an intake or engagement form to develop a Statement of Work (SOW) scope for a project.

3. Describe what tasks /work would be performed, step-by-step, when completing a QSA project. 

4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth PCI and other Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve PCI compliance and security compliance for PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor).

9. Describe how the Bidder will identify issues of concern and communicate to the merchant entity potential deficiencies or lack of controls that may result in a potential data breach or failure to achieve PCI compliance.  Describe how Bidder will present alternate remediation or compensating control options.

10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  

12. Describe how Bidder will prepare SAQ and ROC documents for submission to merchant banks and the Attestation of Compliance to the Office of the Comptroller.

13. Describe how Bidder will provide regular status reports for Eligible Entity compliance on a Statewide basis to the Office of the Comptroller including accomplishments, issues and concerns, and future activities. 
14. Describe how Bidder will consult and advise the Commonwealth on information security in the emerging mobile payment acceptance solutions landscape as demand for these services increase.
15. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  What “staging” or emergency preparation could be established ahead of time to prepare or mitigate a data breach.  What services does the Bidder provide to establish this preparedness plan ahead of time.  



	C-1. A.  ANSWER:  [Insert Work Plan – Full Service Description Here] 
Verizon Complies:
See Attachments labeled C-1.A for full description of work plan.

· Verizon-Section C-1.a PCI Pre-Onsite Checklist

· Verizon-Section C-1.a PCI Assessment interview


	WORK PLAN SCOPE OF PERFORMANCE- SPECIFIC SERVICE DESCRIPTIONS
A. PCI COUNCIL APPROVED SCANNING VENDOR (ASV) AND INTERNAL AND EXTERNAL SECURITY AND VULNERABILITY SCANS 
Bidders selected in this category must provide the broadest and most sophisticated state of the art suite of scanning and internal and external security and vulnerability audits and penetration testing resources and tools.  In this section 

Bidder must provide a very detailed description of all available scanning, internal and external penetration testing resources and tools, and any other manual or automated tools and resources available by the Bidder for testing security compliance and vulnerabilities.

Bidder should specifically address the following types of tools and a complete work plan and description of how each is implemented, including what resources are needed from an Eligible Entity to use these tools. 

1. Hardening Scans

2. PCI Compliance Scans (all available)
3. Penetration Tests (network, application, other)
4. Vulnerability Scans

5. Application Scans

6. Web Application Scan s

7. Mobile Device Security Scans/Reviews 

8. Network scans/port scans/traffic monitoring/packet scanning

9. Virus Scans

10. And any other available scan or testing options for system or other vulnerabilities  


	C-1. B. ANSWER:  [Insert Work Plan – Full Service Description Here]

Verizon Complies:
See Attachments labeled :

· Verizon-Section C-1.B for full description of work plan for scanning services.



	B. OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY, REMEDIATION AND COMPLIANCE REVIEWS.  Services under this category include information security audits and compliance reviews of standards, systems and controls to protect personally identifiable information and other sensitive data.  Includes all types of audits, compliance and quality assurance reviews and testing for information and data management systems (paper or electronic), security compliance, Executive Order 504 compliance validation, PCI compliance, physical and electronic security of records, PII and confidential information, E-discovery, data breach investigations and remediation, or other audits and compliance reviews related to data management systems and security.  

1. Describe a detailed work plan of all the various types of Non-PCI related audit, internal control, quality assurance, security and compliance services available for Eligible Entities. 

2. Describe what level of E-Discovery, forensic audit, data breach management, and other specialized services are available that are related to the audit of confidential data, information management systems (paper and electronic) and how these services are used and managed.  
3. Describe what tasks / work is to be performed by your company for completing a Non-PCI related audit or compliance or security review project. 

4. What would Eligible entity be asked to do to facilitate your normal business process?  What Eligible Entity resource requirements would your company have in terms of space, dedicated staff, and computer access from an Eligible Entity?  Please describe in detail.

5. Based upon the information provided in this RFR, describe the various types of typical engagement options.  If there are various types of engagements, describe in detail these various types and scopes.  Stating that each engagement is unique is insufficient.  Here the Bidder must demonstrate capabilities, approach, level of performance, etc. so that the PMT and Eligible Entities can gauge the value of the proposed services in relation to prices for these services to compare against multiple Bidders that may be considered for an engagement. 

6. Schedule of Implementation: Summarize how a project statement of work (SOW) would be implemented, accompanied by a Schedule of Implementation to include a project timetable, by phase if applicable.

7. It is presumed that Bidders will not charge for their learning curve on overall Commonwealth Enterprise policies and procedures, including Commonwealth current information security protocols and the review of the policies, processes, and procedures currently governing merchant entity e-commerce.  Confirm Bidder’s protocols for this performance.

8. Describe the specific services and procedures the Bidder follows to provide the necessary guidance to Eligible entities to achieve security compliance for non-PCI related data.  Describe how the Bidder determines areas of non-compliance and its extent (critical, important, minor).

9. Describe how the Bidder will identify issues of concern and communicate to the Eligible Entity potential deficiencies or lack of controls that may result in a potential data breach.  Describe how Bidder will present alternate remediation or compensating control options.

10. Describe how Bidder will provide services in an efficient, scheduled manner to allow for efficient use of Eligible Entity Agency and project resources.  

11. Describe how the Bidder will provide tools and time availability to allow for day-to-day management of merchant entity projects.  
12. Describe in detail what process the Bidder has established and ready to implement to assist an Eligible Entity that has a potential data breach under G. L. c. 93H or 93I.  
13. What “staging” or emergency preparation for a data breach or E-Discovery could be established ahead of time to prepare or mitigate a data breach?  What services does the Bidder provide to establish this preparedness plan ahead of time.  

	C-1. C. ANSWER:  [Insert Work Plan – Full Service Description Here]

The following services are offered and available under this section: OTHER NON-PCI RELATED AUDIT, INTERNAL CONTROLS, SECURITY, REMEDIATION AND COMPLIANCE REVIEWS.

Verizon Complies:
See Attachments labeled:

· Verizon Section C-1.C for full description of work plan for other Non-PCI related services.


	C-2.  CUSTOMER SERVICE AND TRAINING SERVICES

This section provides Bidders with the opportunity to outline their full suite of available customer service and training services.  Statewide Contracts are required to provide training and support to the Commonwealth merchant community.  Include in this description how the Bidder will meet the following requirements:

1. Identify what Bidder provides as basic training at no additional cost on the use of the Bidder’s on-line systems.  The Bidder may deliver the initial training via an interactive web-based training solution or in person at a training facility, which at the discretion of the Commonwealth, may include multiple Regional/geographical locations within the Commonwealth of Massachusetts.  Training must be available to all Eligible Entities falling under the scope of this solicitation.  

2. Identify available customer service arrangements available to the Office of the State Comptroller and the Commonwealth’s merchant community.  Most servicing needs of the merchant community are anticipated to be coordinated through the Eligible Entities themselves.

3. Identify whether the Bidder provides technical support to Eligible Entities via a toll-free telephone number during normal business hours, which are between 8:00 a.m. and 5:00 p.m. Eastern Time, Monday through Friday.

4. Identify all other relevant customer service information. Eligible Entities will use this section to contact Bidders for issues, therefore, this section should be as detailed as possible with the range of available services.



	C-2. ANSWER
Verizon Complies: 1-4:
The Online Compliant Program (OCP) and Security Management Program (SMP) include a startup initiation and guide on the use of the tools for these programs.   OCP offers a Merchant Console that enables customers to complete the PCI SAQ and initiate the process to conduct quarterly external vulnerability scans. The console also provides the PCI DSS Compliance Statement. The service and Customer Support are available 24 x 7.

PCI QSA and other Professional Services Security consulting is done via individual statements of work (SOW) and can include training as scoped with and approved by the Eligible Entity.

	PART D. OTHER RELEVANT INFORMATION AND VALUE-ADDED SERVICES.
Describe any related value-added services that have not been included already that would be advantageous to the Commonwealth and Eligible Entities.  Include any value-added services, specialties, enhanced reporting, cost-effective fees and services, experience, employee training, etc. that you feel sets your company apart. 
Describe why the Bidder is the preferred Bidder since the PMT will be selecting only the highest qualified Bidders who are committed to a continuing and increasingly successful partnership with the Commonwealth.  Successful past performance will not guarantee continued selection under this Statewide Contract.  Describe the performance being offered that sets the Bidder apart from competitors and what resources, services, or specialties are being offered that demonstrate qualifications, commitment to partnership, best interests of the Commonwealth, or a level of service that is exceptional in comparison to other competitors that supports selection of the Bidder.
Partnership Commitment.  Bidders must demonstrate a significant commitment to partner with the Commonwealth and Eligible Entities to achieve the highest level of compliance and ensuring that methods prevent fraud, waste and abuse of Commonwealth funds and resources.  
This section should be detailed, since this section may be used as a primary section for making final selections of Qualified Bidders after reviews of Qualifications, Work Plans and Pricing.  



	C. ANSWER:
Verizon Complies:
Verizon Business’s experience makes us the best choice to help the Commonwealth of Massachusetts address all facets of PCI compliance effectively and efficiently.

· Payment Card Affiliations: Verizon Business has long-standing and strong relationships with all of the major payment card brands.  We are a Qualified Security Assessor (QSA) and Approved Scanning Vendor (ASV) for PCI Security Standards for MasterCard Worldwide, Visa, Inc. American Express, Discover Financial Services, and Japan Credit Bank International.  All our PCI Auditors have completed the QSA training.  Please refer to the PCI Security Standards Council website: https://www.pcisecuritystandards.org/.

· Global Presence: Verizon Business is specifically focused on assisting large, complex, multi-national enterprises. 

· Full PCI Offering: We can provide services to address all facets of PCI Compliance.   Our services fully address the requirements for scanning, penetration testing, on-site audits and Payment Application Best Practice Security Audits.

· Remediation Services: Verizon Business has delivered packaged PCI Audits and Remediation Services for clients around the world, helping them achieve compliance quickly and cost-effectively.

· PCI-related Forensics services: Verizon Business is the leading provider of forensics services for credit card fraud and identity theft.  We work with the payment card brands, the Federal Bureau of Investigation and the Secret Service to help solve computer-based crime against these institutions and their members. 

Individual auditor(s) 

Verizon Business is the largest PCI-QSA firm in the world, employing over 140 QSAs globally.  We specialize in assisting large, complex, multi-national enterprises. 

Verizon Business strives to only hire the best. Our PCI-QSA Professionals have heavy information security backgrounds and a thorough working understanding of the PCI-DSS.  We maintain our position in the industry through a continuous emphasis on quality, customer service, and continuing education. 

Security Industry Leadership and Collaboration

In addition to 7 key sources to gather intelligence to help improve our customer’s security posture, Verizon also collaborates with key law enforcement partners across the globe: the United States Secret Service (USSS) and the Dutch National HighTech Crime Unit (NHTCU) , Australian Federal Police (AFP),the Irish Reporting & Information Security Service (IRISS), and the Police Central eCrimes Unit (PCeU) of the London Metropolitan Police to help lead the industry in fighting cybercrime.
Attached is the 2012 Data-breach report and the 2011 PCI report.
· Verizon Section Part D-Data Breach Investigative

· Verizon Section Part D-VZ Payment Card Industry Compliance




	RFR RESPONSE PART E - COST RESPONSE


1. Bidders must provide a detailed cost schedule that provides all services and pricing for services which demonstrate the most cost effective pricing for the Commonwealth for each of the service categories bid in Section C and D.  BIDDERS MUST IDENTIFY ANY AND ALL COSTS OR CHARGES THAT CAN BE BILLED UNDER THE STATEWIDE CONTRACT.  COSTS NOT IDENTIFIED MAY NOT BE CHARGED.  

2. Bidder must provide a SEPARATE PRICE PROPOSAL FOR EACH of the separate categories for which the Bidder is submitting a Response, even if the pricing is repetitive.  Each Cost proposal will be reviewed separately.   

a. PCI Council Approved Quality Security Assessors (QSAs) and related QSA Consulting Services.  
b. PCI Council Approved Scanning Vendors (ASVs) and other Scanning and Compliance and Vulnerability Testing and Security Compliance Scans and Testing. 
c. Other Non-PCI related audit, internal control, security and compliance audits and reviews for general information management, security compliance. 

3. Pricing must be identified for each fiscal year of the contract (FY 2013 – ending June 30, 2013 – FY 2016).  These pricing models will be posted for Eligible Entities to use to select Bidders for specific engagements.  Pricing may be negotiated for each particular engagement; however, pricing may not be increased during the initial period of the Contract without approval from the PMT.   

4. Bidders must provide schedule that includes volume discounts based upon the number of Eligible Entity merchants that participate in purchasing services and how the Bidder would track performance and calculations.  Bidders are also required to provide a Prompt Payment Discount (PPD) if payment is desired to be made in less than the standard forty-five days following invoicing.  Bidders may not calculate discounts or credits as part of individual invoices (other than PPD) without prior approval of the PMT.  

Verizon Complies:

Verizon Business is unable to provide a prompt payment discount due to the following hardship: Our legacy billing systems do not accommodate prompt payment discount. The cost of upgrading these systems would be substantial and a hardship to the company.

5. State Departments are required to encumber funds to cover the total cost of an engagement.  Therefore, each engagement Statement of Work (SOW) must be documented prior to the start of performance to ensure that costs are contained.  Bidders must be able to cost out engagements in or to support a capped maximum obligation for the entire engagement.  

6. In order to evaluate Bidders under this RFR, Bidders must present their cost proposals with the following options, each with a detailed explanation of how the proposal was developed and ensuring that ALL services have been included and priced.   If the Bidder does not provide a cost proposal for each of the following options, the Bidder must specifically identify which option is not offered and why.  Failure to provide cost proposals for each option will make comparisons more difficult. 
a. Composite Blended Rates with Maximum Obligation.  Bidder must provide option for hourly rates as Composite Blended hourly rates that include all related fringe benefit costs and profit.  All other direct, clerical, administration, indirect, over​head and incidental costs, such as travel, accommodations, meals, non-deliverable related printing, equipment, and supplies must also be included in the blended rate and may not be separately billed. Describe how the pricing for an engagement is calculated. 

Verizon Complies:

The Bidder may bill for reasonable travel expenses, excluding commuting, only with the prior written approval of the Contracting Department. No administrative or other markup is permitted for travel expenses. The Statement of Work will define compensation for travel, if any.

b. Separately billed Time and Materials services with Maximum Obligation.  Describe how the pricing for an engagement is calculated and demonstrates cost containment.  .
	Verizon Complies:

Aside from the Forensics Retainer, Rapid Response service, all services provided are defined in detailed Statements of Work with a fixed fee. Verizon will work with each Eligible Entity to develop each Statement of Work which must be approved by the Eligible Entity before work can begin. 


c. Project Based SOW with Maximum Obligation.  Describe how the pricing for a project-based engagement would be calculated that is based not on time and materials actually used, but on a project completion basis that is paid based upon completion of milestones, but not billed on an hourly rate with time and materials and demonstrates cost containment.  
Verizon Complies:

Aside from the Forensics Retainer, Rapid Response service, all services provided are defined in detailed Statements of Work with a fixed fee. Verizon will work with each Eligible Entity to develop each Statement of Work which must be approved by the Eligible Entity before work can begin. 
d. Identify other Considerations.  Include any other dependencies, contingencies or considerations that may impact pricing for an engagement.  
Verizon Complies:

Term commitment discounts are available for certain services

e. Preferred Model.  Identify the preferred model for Eligible Entities that provides the highest level of performance at the most cost effective pricing and demonstrates cost containment.  Provide a full explanation of how this model is the preferred model in comparison to the other models proposed and how this model support the most cost effective pricing for the proposed services.  
Verizon Complies:

Aside from the Forensics Retainer, Rapid Response service, all services provided are defined in detailed Statements of Work with a fixed fee. Verizon will work with each Eligible Entity to develop each Statement of Work which must be approved by the Eligible Entity before work can begin.
See Attached excel file for Section Part E-Cost Response:

· Verizon Part E Cost Response







Verizon Business Services is authorized to provide PCI Approved Quality Security Assessors (QSA) services.  This Contractor is Not Authorized to perform ASV or Non-PCI related Audit services.  

Bidder Name:  [Verizon]
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