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- CTR Annual Security Update

« Scott Olsen, Director of Department Assistance

- MMARS Security
- Dan Frisoli, CTR Security Administrator

« HR/CMS Security
- Lenny Montone, CTR Systems Security Analyst

- ITD Annual Update
« Kevin Burns, Commonwealth CISO

- Identity and Access Management
- Darrel Harmer, Chief Capital Planning Officer
- Raoul Sevier, MMIS Engineer

- Wrap Up and Questions
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Security Officer Responsibilities

e Obtain UAIDs
 Assist Management in identifying roles for personnel

» Assist Management in identifying individuals as
Authorized Signatories and obtain evidence of the
Department Head approval prior to the request for such

designation.




Security Officer Responsibilities

- Request access and assign roles for HR/CMS, CIW, and

DocDirect via the ITD InTempo application.

* Request access and assign roles for MMARS using the
UDOC MMARS transaction.

* Process role and DHSA changes using the UDOC
MMARS transaction.




Security Officer Responsibilities

- Attend all Security related meetings and training sessions, train
staff as part of the assignment and ongoing maintenance of
security roles, and periodically reminds staff of the
responsibilities related to security access, Administrator role
responsibilities, electronic signatures for MMARS documents

and the duty to comply with state finance law.

- Maintain communication with the Security Administration Unit in
the Office of the Comptroller (CTR) and ITD on all security

related issues.




Security Officer Responsibilities

* Monitor the Department's organization for any changes
that should impact a user’s access, such as termination of

an employee or changes to an employee's duties.

* Notify CTR of any situation which requires immediate de-

activation of a user’s access to MMARS and HR/CMS.

 Notify ITD of any situation which requires immediate de-
activation of a user’s access to CIW, InTempo, and Doc

Direct.




Security Officer Responsibilities

- Perform password resets for users in the department as

needed.

- Complete the Annual Department Security Officer Review

of Enterprise Security Systems for staff access.

- Facilitate the Annual Department Head Approval of

Enterprise Systems Security during the Close/Open




Security Officer Responsibilities

...and your regular day job.
Thank You!




DEPARTMENT HEAD ANNUAL
SECURITY REVIEW AND
APPROVAL




Department Head Security Review and Approval

- Review of systems security is key to assuring that access
reflects current responsibilities and changes in personnel

- Formally two times a year
- Reports available monthly




Annual Department Head Security Review and Approval

- Announced via Fiscal Year Memo in May
« Due by June 28th

- MMARS/LCM
- SECMMARS

« HR/CMS
- SECHRCMS

- CIW
« SECCIW

« InTempo
- SECINTEM




N
Security Reports

« SECMMARS, SECHRCMS, SECCIW, SECINTEM

« Run Monthly, twice during review periods

« Access can be granted to Dept Heads, CFOs, and
Primary DSOs

 Granting access to SEC reports is DSO responsibility




Department Head Security Review and Approval

- Certification must come directly from the Department
Head, either as an e-mail from their account or as a hard
copy with the Department Head'’s signature. Use
the Department Head Annual Approval of Statewide
Enterprise Systems Security Form

- Latest enterprise security reports available via DocDirect

« The Comptroller’s Office for MMARS or HR/CMS issues
Dan Frisoli (617) 973-2614 or Lenny Montone (617) 973-
2570

« ITD for CIW and InTempo, CommonHelp (866) 888-2808



http://www.mass.gov/osc/docs/forms/security/dept-head-apprvl-frm.doc
http://www.mass.gov/osc/docs/forms/security/dept-head-apprvl-frm.doc

I
DFISC - Fiscal Admin for All Functions

« Reduce DFISC as part of annual review

DFISC
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I
DFISC - Fiscal Admin for All Functions

- All requests for DFISC will be initially rejected pending
adequate justification

- DSOs should work with management to determine the
appropriate roles for users

Summary of High-Level Roles Summary of High-Level Roles

Total MMARS Processors 78 Total MMARS Processors 3t

Total DFISC Staff 7 Total DFISC Staff 2

DFISC Staff Perentage B.OT% DFISC Staff Percentage 6.45%

Total AP and Encu oo Admin Staff 15 Tokal AP and Encurmbrance &dmin Staf 2
AP and Encumbrance Admin Staff Pemcentage 0.45%

AP and Encumbrance Admin Staff Percentage 20.51%




N
Updated Form

Department Head
Annual Approval of Statewide Enterprise Systems Security

CIW, HRCMS, MMARS & InTempo

1) REVIEW security reports for each enterprise system generated for your department. If changes are
necessary, contact the appropriate system security administrator and submit all change requests for
staff access as appropriate.

2) SUBMIT this completed form to SecurityRequest@MassMail.State.MA.US by the due date indicated

below.

[ ] I have reviewed all statewide enterprise system security reports for (3 letter dept
code) and I personally approve all statewide system accesses for agency staff to CIW and HRCMS,
and approve all security roles and Department Head Signature Authorization Designations (DHSA) in
MMARS. If I have made changes to security access for any enterprise system, these changes have been
submitted to the appropriate system security administrator. This approval, along with any changes that
may have been made as well as all restrictions and limitations, have been incorporated in our
Departmental Internal Control Plan as mandated. 1 understand that failure to submit this approval
evidence form to the Office of the Comptroller by the due date indicated above may result in delays in

processing department requests

[ ] I certify my Department has a process in place to monitor and review all user activity in

MMARS.




R
User Activity Report
NMF580W

Report ID: NMFSE80W COMMONWEALTH OF MASSACHUSETTS
Run Date: 3/13/2013 MMARS User Activity Report
Run Time: 03:45 PM TRANSACTIONS PROCESSED FEERUARY 2013
Created By DEISC DHSA DOCTYP Transactions Submitted By
Yes MNo CR 1 b
Yes No CT 1
Yes Mo GAX 1
Yes MNo GAX 3
Yes No IE 2
Yes MNo IE 1
Yes No ITA 3
Yes MNo ITA 1
Yes MNo PRC 1
Yes No PRC 18
Yes Mo VCC ]
Yes MNo VCM 1
Total Transactions for a8
Yes No UDoC 1
Total Transactions for ) 1

Total Transactions for Department : 39




Segregation of Duties Report
NMF581W

Report ID: NMFSB1W
VERIFICATION OF SEGREGATION OF DUTIES: ENCUMBRAMCES AND PAYMENTS

Run Date: 3M372013
Run Time: 04:10 PM TRANSACTIONS PROCESSED JULY 2012

DFISC DHSA

Encumbrance Submitter
Yes No
Encumbrance Payment Payment
Payment Document Encumbrance Document Creator Creator Submitter
GAX 184003 X XXK0T0212 GAE 1840033 XX0T0212
GAX 3200001 FRXXROT2312 GAE 3200001 FRFAROT2312
Total Encumbrances Created By User 2
2

Total Encumbrances Created By Department
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I
The Past







Password Management

- Sharing of security system IDs (UAIDs, passwords, etc.)
IS prohibited
- See Security Guide for password conventions




e
(@n YOu R3@d Th1$?

- Use a strong password containing numbers, letters and
special characters

- Don’t be obvious (names, birthdays, SS#)

- Change it regularly

- Use a completely unique password for each account
- Never write a single one down

- Don'’t let the browser “remember” passwords

- Don’t just change the last # (i.e. redsox01, redsox02,
redsox03....)










-
UDOC

- Rejection rate remains 25%

- Most common reason for reject
« Not ‘locking’ and ‘inactivating’ on a user delete request

- Additional Training this year




Emergency Deletions

- Contact us via phone with any emergency deletion
requests

- CTR will immmediately deactivate and ask for email as
authorization




PartherNet

« Add Users

- Password Resets
- Remind users of password self service

« Request Dropbox and Application access via CTR form
- Increase In activity (ICQ, new documentation)




InTempo

» First step in the process
- Request UAID from ITD

- Match application access
- Check off “MMARS” and “PartnerNet” when applicable

 Use assigned UAID in UDOC request
« Delete in both InTempo and MMARS (UDOC)
- New SSTA roles for HR/CMS




New Security Officers

- We’'re always here to help!
- Contact us for an orientation with the Security Team
- CTR Helpdesk 617-973-2468

« Comptroller Security Mailbox
- SecurityRequest@State.MA.US

Follow us
on Twitter
@MA_Comptroller




DHSA

Department Head Signature Authorization



-
DHSA

Department Head Signhature Authorization

- Department Head remains responsible for all activities
conducted by the Department
- Can delegate signature authority

- Authorized Signatories flagged in MMARS
- Departments can define additional signatory limits




-
DHSA

- All Authorized Signatories of a Department Head must be
assigned a MMARS UAID with a DHSA flag even if they
will never access MMARS

« Audits of DHSA rely on reports from MMARS identifying
who are authorized signatories




-
DHSA

- Individuals granted DHSA may not sub-delegate
Department Head Signatory Authority to others

- Department Head Signature Authorization may NOT be
delegated to:
- Contract employees
- Non Employees

- Employee of another Department since these individuals may NOT
act as agents of the Department Head




Electronic signature and Department Head
Authorization of MMARS Transactions

- Administrator Security with DHSA
- no wet signature required for the MMARS transaction

- Administrator Security without DHSA

- Wet signature from an authorized signatory approving the
transaction PRIOR to submitting the transaction to final




N
DHSA Flags

wAuthorized Signatory - Departments
Accounts Pavable : Encumhbrances . W LM Rules: [
Accounts Receivable : [ Fiscal Administrator - All Functions . [ Payrall : [
Authaorized Chargehack: [ Fixed Assets . [ Trust: [
Batch Interface Bvents © [ LCW Adjustments . T vendormCustomer: [
Budget: [ LCW Administrator - All Functions © [ Mone: [
Credit Cards . [ LM Labor DefaultExceptions . [ Cithar -




ldentifying DHSA In Reports

DaPU
DPROU
DSCSW
DvCu
REFOSDMA

DSCAN
LALLF
PRRVILUB

DECAM
LACUU
LALLF
PREVVAL

DARA
DSCAN
DVCA

DFAL
DSCAN

DSCAN

DARA
DSCAN

Acounts Payable User

Procurement User

Statewnde Scan

Wendor Customer User

SCAN ACCESS OMLY-0SD CREATED MA's

Departrment Scan
LCM-AN Funcions Administrator

PRRV Document Processing-Submit Allowed

Department Scan
LCM-Adustments User
LCM-AN Funcions Administrator

PRRV Document Processing-MNo Submit Allowed

Accounts Recsivable Mwinhm\

Departrment Scan
endor Customer Adminisirabor

Authorized Signature: Accounts Recefvabl

Fixed Asset Ulsar
Cepartment Scan

Departrment Scan

Acounts Receivable Adminisrator
Departrment Scan




UAID :

Password :

DEPARTMENT HEAD SIGNATURE AUTHORIZATION
ELECTRONIC SIGNATURE IN MMARS
RESPONSIBILITIES OF DEPARTMENT STAFF

MMARS LOG IN ADMINISTRATOR CERTIFICATION
By entering your UAID and password you acknowledge that you are responsible for entries made under your UAID. If you submit a document for final processing, you agree that you are certifying under the pains and penalties of perjury

that it is your intention to attach an electronic signature approval and date to the MMARS document and that either:

= you have been delegated signature authorization by your Department Head to approve the document and supporting documentation as part of Internal Controls OR

« the document you are processing and any supporting documentation have received prior written approval by an authorized signatory of the Department Head, Secretariat and other required entities, and that a copy of these
written approvals is available at the Department referencing the MMARS document number.

funds and is made in accordance with

Approvel of the MMARS document and any ying doc shall cperate as the Department Head's certification that these documents are accurate and and that the or other is by sufficient leg ¥
the D legisl and funding suthority; and complies with all applicable laws, regulstions, policies and procedures.




DEPARTMENT HEAD SIGNATURE AUTHORIZATION
ELECTRONIC SIGNATURE IN MMARS
RESPONSIBILITIES OF DEPARTMENT STAFF

MMARS LOG IN ADMINISTRATOR CERTIFICATION

By entering your UAID and password you acknowledge that you are responsible for entries made under
your UAID. If you submit a document for final processing, you agree that you are certifying under the
pains and penalties of perjury that it is your intention to attach an electronic signature approval and
date to the MMARS document and that either: you have been delegated signature authorization by your
Department Head to approve the document and supporting documentation as part of Internal Controls
OR
the document you are processing and any supporting documentation have received prior written
approval by an authorized signatory of the Department Head, Secretariat and other required entities,
and that a copy of these written approvals is available at the Department referencing the MMARS
document number.

Approval of the MMARS document and any underlying supporting documentation shall operate as the
Department Head's certification that these documents are accurate and complete and that the expenditure or
other obligation is supported by sufficient legislatively authorized funds and is made in accordance with the
Department's legislative mandates and funding authority; and complies with all applicable laws, regulations,
policies and procedures.




QUESTIONS?

Scott.Olsen@state.ma.us
617-973-2360



mailto:Scott.Olsen@state.ma.us

DAN FRISOLI

Security Administrator
Department Assistance Bureau
Office of the Comptroller



MMARS SECURITY REQUESTS AND
MMARS PASSWORD RESETS

UDOC / UDOCPR



I
What is UDOC

« Online MMARS Transaction for use by Security Officers

- Add/Update/Delete MMARS Security Roles, Signature
Authority and Directory information for MMARS Users

- Make all changes for a given user at a given time with
one UDOC

« UDOCs are submitted into a pending state by the DSO
and are then reviewed by the CTR Security Unit




I
Where is UDOC?

- UDOC is located in the MMARS Financial application

« UDOC transactions will appear in the same Document

Catalog as other financial transactions such as CTs and
PRCs




.
Why UDOC?

- Saves paper
- Historical Official record
e Quick turn-around




Security Request Form

Secwurity Request Type
COMMONWEALTH OF MASSACHUSETTS D
MMARS Security Request Form O Change
For Departmental infemal Use Only 0] BEES(R=Y
Department Code: VAID:
Last Name: First Name:
Employee ID: Telephone: Ext:
Locality: E-Mail:
Previous UAID: (Please supply this UAID If the user has transferred from anather Department)

AUTHORIZED SIGNATORY DESIGNATIONS

Add  Del Add  Del
[m] O ACCOUNTS PAYABLE [m} O AUTHORIZED CHARGEBACHK
[m] O ACCOUNTS RECENABLE O O FISCAL - ALL FUNCTIONS
[m] 0O BUDGET O O CREDIT CARDS
[m] O FIXED ASSETS [m} O INTERFACE
[m] O FPROCUREMENT O O LCMADJUSTMERTS
[m] O TRUST O O LCMLABOR DEFALLT/EXCEPTIONS
[m] O VENDOR/CUSTOMER [m} O LCMRULES
[m] O PavROLL O O LCM-ALL FUNCTIONS

MMARS SECURITY ROLES
Add  Del

MMARS LCM-SPECIAC

Add  Del
ALL SCAN DEPARTMENT {DSCAH)

ALL SCAN STATEWIDE (DSCSW)

ACCOUNTS PAYABLE USER {DAPU)

ACCOUNTS PAYABLE ADMINISTRATOR (DAPA)

ACCOUNTS RECEIVABLE USER (DARU)

ACCOUNTS RECEIVABLE ADMINIS TRATOR (DARA}

BUDGET USER (DBGU)

BUDGET ADMINISTRATOR (DB GA}

FIXED ASSETS USER (DFAU)

FIXED ASSETS ADMINISTRATOR (DFAA)

PROCUREMENT USER (DPROU) MMARS INTERFACE ROLE (For interface Dept Oniy)

PROCUREMENT ADMINISTRATOR (DPROA) Add  Del

TRUST USER (DTRSU) o O

TRUST ADMINISTRATOR (DTRSA)

VENDOR/CUSTOMER: USER (DVCU)

VENDOR/CUSTOMER ADMINISTRATOR (DVCA)

AUTHORIZED CHARGEBACK ADMIN (DACA)

FISCAL ADMINISTRATOR - ALL FUNCTIONS (DFISC)
m] O SECURITY OFFICER (DS0)

| certify that the Department Head has personally approved any requests for Administrator roles and

Department Head Signature Authorization designations. This approval is maintained as part of

Department Internal Controls.

SCAMN ALL (Includes Labor History) {(LSCH)
SCAMLIMITED (Does not include Labor History) LSCHL)
ADJUSTMENTS UZER (LADJU)

ADJUSTMENTS ADMIMISTRATOR (LADJA}

LABOR DEFAULT/EXCEPTIONS USER (LLDEU)

LABOR DEFAULT/EXCEPTIOMNE ADMIM (LLDEA}
RULES USER (LRULU)

RULES ADMIMISTRATOR (LRULA)

LCM ADMIMISTRATOR - ALL FUNCTIONS (LALLF)

Oooooooooog
ooooooooo

INTERFACE

Comments | Requests:

oooOoo0oo0ooOooooOooDoooOooooan
OOOOo0O0O0O0OOOoOO0oOo0DO0OoOoOooOooan

For Departmental Internal Use Only, Do Not Submit to CTR Security Unit. All Security Requests Must be
Processed Via the MMARS UDOC Transaction.




I
Three Different uses for UDOC

- Create a New User
« Add security roles
- Add DHSA
- Add Directory information. Name, Email Phone

- Update an Existing User

- Add and/or remove security roles
- Add and/or remove DHSA

- Deactivate an Existing User
« User is locked out and flagged as INACTIVE

« All security roles must have DELETE radio button checked
- Remove Signature Authority




-
UDOC --Document Catalog

Perform from Financial Document Catalog, not Security
Admin

ml \n W ommonwealth
@ wAW | P of Massachusetts

Welcome, DN FRISOLI Vendor/Customer Chart of Accts  Budget Vendor/Customer Procu

Financials Production

 Messzage Center
e Document Catalug
Broadcasts Search
Worklist Sk

Vendor/Customer Worklist
- wDocument identifer

Page Search _ N
Document Catalog Code: |UD':”: Linit : |

+ History Dept.: [CTR ID : [FRISOLI3282012NEWNNN

» Favorites

r Administration
LCM Production
Security Admin —w(0ther Options

Auto Numbering : [7]
Create Template : [7]

Creste

fenu




-
UDOC — User ID, Directory Info and Home

Organization
« Obtain UAID from InTempo first
« All User IDs must be entered in lower case
« Enter 3 Letter Department Code Only

Welcome, DAN FRISOLI

UDMOC CTR FRISOLIZZE201ZMEWNN
Document View
~" Header

Directory Information

Home Organization

Account Options

Password Maintenance

Applications

Authorized Signatory - Depar
Authorized Signatory - CTR

Security Roles
Workflow Roles

Workgroups
Document Comments

Document Attachments
Document History
Document Reference
Future Triggering
Forms

Vendor/Customer

UDOC - CTR- FRISOLI3282012NEVWHNNN- 1- New- Draft

Chart of Accts

Budget

Vendor/Customer

Accts Receivable

Procurement Accts Payable

| Actian Many I

whk
*Action: o add
(" Update
*UserD : ||:tr123
Populste From Existing User
—=hirectory Information
LastName : [Frisoli Locality : [Boston Phone Number : [617-973-2614
First Mame : |Danie| Room Number : | Bt Ii
Email Address : |DanF@maasmail.state.m; Fax Number : |
—®Home Organization
GovernmentBranch:[  Divisien:|  Distict:|
capinet:|  croup:|  Bureau:|
Depariment : W Section ; Ii nit : Ii




UDOC - Account Options, Password
Maintenance and Applications

If Deactivating User - Check “Locked Out” and “Inactive Boxes”
New User - Password alpha-numeric exactly 8

Applications — Defaults Financial and HR (LCM)

Administrator & Password Reset for DSOs/helpdesk

Accis Receivab

Welcome, DAN FRISOLI Vendor/Customer ChartofAccts Budget Mendor/Customer Procurement Accts Pavable

IDOC CTR FRISOLI32E2012NEWNN

Document View wAccount Options V

+" Header Cwerride Errors : - Locked out: ndard Reporting User: [
Directory Information o ] ]
Home Qrganization *Bad Logins Count |E| Inactive - Power Reporting User: [
Account Dntlu_ns Logging: [~ Primary Reporting Group : Default -
Password Maintenance
Applications Lze Default Home Page Window : [«

Authorized Signatory - Depar
Authorized Signatory - CTR
Security Roles
SRR ResetPassword: ¥ Password: (essssses

Workgroups
Document Comments

wPassword Maintenance

Document Attachments wapplications
Document History . .
e——— - —— ADVANTAGE Financial © v VS5 Password Reset: [ PASSWORD RESET: [T
w ADVANTAGE HR - ¥ ADVANTAGE Administrator : [~
orms
ADVANTAGEVSS: [T ADVANTAGEESS: [~




-
UDOC — Authorized Signatory -

Departments
- New User - Select “None” or at least one of the
other selections.

- Deactivating User - Uncheck all and check
“None”

- If modifying DHSA add Document Comment

whuthorized Signatory - Departments

Accounts Payable: | Encumbrances: | LCM Rules: |
Accounts Receivable: | Fiscal Administrator - All Functions : | Fayroll: |
Authorized Chargeback: | Fixed Assets: | Trust: [~
Batch Interface Events . | LCM Adjustments: [ vendor/Customer: [~
Budget: | LCM Administrator - All Functions : | None: [

Credit Cards : | LCM Labor DefaultExceptions : | Other -




-
UDOC — Authorized Signatory -
Departments

- A Department Head delegates signature authority personally to
Department employees who will be responsible for conducting business
on behalf of the Department Head in accordance with applicable law,
regulations, policies and procedures.

whAuthorized Signatory - Departments

Accounts Payable: v Encumbrances: |v LCM Rules: [
Accounts Receivable: | Fiscal Administrator - All Functions : | Payroll: [
Authorized Chargeback: | Fixed Assets . |v Trust: [
Batch Interface Events: | LCM Adjustments . [ vendor/Customer: [~
Budget: [ LCM Administrator - All Functions © | None: [~

Credit Cards : | LCW Labor DefaultExceptions : |

Other : |IPAYMENTS UNDER 100K




UDOC — Document Comments

« Add Document Comments to describe detailed changes
- Add Comments at any stage, draft, pending, or final
« CTR Security will add Document Comments when

+" Security Roles

Workflow Roles

Workgroups
Document Comments

Document Attachments

Document History
Document Reference
Future Triggering
Forms

rejecting UDOC

Document Comments
UDOC - CTR- FRISOLIZ 28201 2NEVWNNN

Document Comments
UDOC - CTR- FRISOLIZ28201 2HMEVWVNNN

Version Date/Time User | Phase | Subject
~ 1 22012 11:46:27 AN ctraut Draft

First Prev Mext Last

Version Datel/Time Uzer | Phase | Subject
~ 1 202012 11:46:2T AN ctraut Draft

First Prev Mext Last

Save Undo Insert Copy Paste Sesrch

Document Code : |UDOC

Ciocument Dept. Code : |CTR

Document ID : [FRISOLI3282012NEVVNNI

Version : |1

User: |ctraut

Phase : | Draft

*Subject: [Mame

Changed last name and removed

*Comment - Encumbrances Signature Authority.

Save Undo Insert Copy Paste Sesrch

Document Code : |UDOC

Document Dept. Code : [CTR

Document ID - [FRISOLI3282012MEWNNI

Yersion |1

User: |ctraut

Phase : | Draft

*Subject : |Rejected

Please add workgroup 27 and enter

scomment - |2t least 1 security role.

-~




UDOC — Security roles

- If adding a role always insert a new line. Never type over an existing

role

- If deleting role use the Delete radio button. Never use the Scissors

to delete a role

UDOC - CTR- FRISOLI328201 2NEVWNNN- 1- New- Draft

UserID: ctr123 Last Name : Frisoli First Name : Daniel

Security Role 1D Description
& DSCAN Department Scan
& ~  DAPU Accounts Payable User

Precedence

1
2

Insert Mew Line Insert Copied Line

*action : v Add
(" Update

(— Delete

*Security Role ID : [DAPU

Description : Accounts Payable User

*Precedence : |2

UDOC - CTR- FRISOLIZ28201 2NEVWNNN- 1- New- Draft

UserID: ctr123 Last Name: Frisoli First Hame : Daniel

Security Role ID Description Precedence
o DSCAN Department Scan 1
o ¥ DAPU Accounts Pavahle zer

Insert Mew Line Insert Copied Line

TACon D o~ aqg

(" Update

f+ Delete

*Security Role 1D |DAF‘U

Description : Accounts F'ayrable zel

XK

*Precedence 2




-
UDOC — Security roles

- Security Roles with Descriptions can be found in the Security
Guide to Statewide Enterprise Systems (page 86) in the Security
Officer drop box in PartnerNet.

@ CTR_SecurityGuide.pdf - Adobe Reader

— ~— T — e

R ER oI R
ﬂ;_l Bookmarks K|
Security Guide Page 86 of 218
= E
[P cover
/% I3 Using the Guide
[P Table of Contents MMARS Security Roles and Documents Processed
nr Enterprise Systems
? InTempo MMARS Security Role Security Role Description
ur Enterprise Passwords
P MMARS DACA Authorized Chargeback Administrator
T HR/cMs Staff with this Security Role are ‘Sellers' who prepare
i aw Intergovernmental Encumbrances and Vouchers.
T DocDirect Documents Processed with DACA
nr PayInfo
IE Internal Encumbrance
I partnerNet
r
FAQ IET Internal Exchange Transaction
ITI Internal Transaction Initiator
DAPA Accounts Payable Administrator
Staff with this Security Role have access to all Accounts
Payable Documents such as the Accounting Template,
Automated Disbursement Document, Electronic Funds
Transfer Document, and General Accounting Expenditure




.
ALL UDOCS will go to workflow

« UDOC will workflow to be reviewed by CTR Security Unit

« CTR will review and either approve or reject UDOCs
within one day of submission

. If a UDOC is determined to be incorrect it will be
rejected, a comment will be added to the UDOC with
instructions on how to correct

- Monitor Doc Catalog for Approved/Rejected UDOCs
« DSOs will not receive an email
- CTR will not contact users directly




I
UDOC - Search

« Use the Doc Catalog to find rejected UDOCs

‘ Document Catalog

Create

sk
| ~whocument ldentifier

Code : |UDOC

Dept. : |CTR

Unit :

ID: |

~wlUser Information

Create User 1D :

Create Date :

~whocument State
Function :

Phase :

- Status © Rejected

Browse Clear

Open Validate Submit Copy

[[] uboc CTR

FRISOLI3Z232012NEVWHNNN “es 1

User D
Rejected 3/238M2 ciraut

Comments | Version | Function | Phase | Status

News Draft

| Action Meny I

Amount | Active

0.00 true

First Prewv Mext Last

Menu




Emergency Deactivations

- Contact CTR in emergency deactivation situations
 Dan Frisoli 617-973-2614

« Lenny Montone 617-973-2570

» Scott Olsen 617-973-2360

« Help Desk 617-973-2468




I
UDOCPR — MMARS Password Resets

» Do NOT use UDOC for password resets, use
UDOCPR

» Does not workflow
- Communicate with your user
- 8 characters, alpha - numeric

wAccount Options
Bad Logins Count |[] Locked out: | | Inactive: |

wPassword Maintenance

Feset Password : v F':355'-.-w'-:|rn:l:| -------------------




I
Who has access to UDOCPR?

« All Security Officers have access to UDOCPR

. A separate role called “HELP_DESK” can be assigned to
Help Desk Representatives. This role provides access to
UDOCPR but NOT UDOC




Dan Frisoli - 617-973-2614
Lenny Montone - 617-973-2570

SecurityRequest@massmail.state.ma.us

Security Guide in PartnerNet



https://ctrpartnernet.ctr.state.ma.us/PartnerNet/Public/Login.aspx

Webcasts for UDQOCs




QUESTIONS?




MMARS SECURITY DATA IN THE
COMMONWEALTH INFORMATION
WAREHOUSE (CIW)




What is the Commonwealth Information
Warehouse

« CIW is a central repository for enterprise data that is
maintained in separate source applications.

« Accessed via Microsoft Access or Excel.
« Customize Queries to fit business needs.




-
CIW
MMARS Security Views

« Department Heads, CFOs and DSOs are allowed access
to Security Views

- View security for users in your department
- View Signature authority for users in your department
- Tool to ensure segregation of duties




4 Security Views currently available in the
CIW

1. Current MMARS user profiles
DBO_M_Security MMARS_SCUSER

2. UDOC and UDOCPR
DBO_M_Security MMARS_UDOC

3. User Activity Details
DBO_M_USER_ACTIVITY_DETAILS

4.  User Activity Report
DBO_M_USER_ACTIVITY_REPORT




CIW Security Role

Request the NM_SECURITY_DEP role via InTempo. Type
directly into the comments section of the Warehouse tab.

"NM_SECURITY_MD* for multiple departments.

User Information ViewDirect

A Departmental

BE. Multiple Departments
C_ Secretariat (Cabinet)
D. Branch of Government
E. State Wide

F_ Delete User DB Access
G. Default

HRICMS Warehouse
Information Warehouse Governmental Access
Classic Human Human Compensation Compensation
MMARS Resource Resource Management Management MMARS |LCM
Standard | Additional Standard Additional
@ @

Select for LCM Statewide FULL

MMARS Code-

Specify Secretariat: SSEl
Specify Branch- |EXE El
CIVW Pin:
List Multiple Departments: Selected Departments:
CTR
Specify Other: -

Comments:  nN_SECURITY_DEP \ i

CAPS | PMIS



Starter Queries

» Queries based on commonly asked questions
- Designed for ease of use and customization
- Database with starter queries in PartnerNet

» DSOs and CFOs already have access to database
In PartnerNet




I
Current MMARS User Profile View

- Profiles in the CIW are as of close of previous
business day

« UAIDs, Names, Dept Codes, Location Codes

« Phone numbers and emails

» Security Roles & Workflow Roles

- Department Head Signature Authorization (DHSA)




Starter Queries Available
« All Active Users w/ Security Roles

» All Active Users by Locality

- Roles by UAID

* Roles by Name

- DHSA by UAID

 Accounts Payable Signature Authority

 Users who can Submit Payments
« OTHERS




All Active Users w/ Security Roles

‘ user_id ‘ first_name ‘ last_name ‘ security_role_id ‘

ctrl23 DANIEL FRISOLI SECURITY_OFFICER
ctrl23 DANIEL FRISOLI DSCAN

ctrl23 DANIEL FRISOLI LSCN

ctr345 SCOTT OLSEN DSCAN

ctr345 SCOTT OLSEN SECURITY_OFFICER
ctr678 LENNY MONTONE LALLF

ctr678 LENNY MONTONE LSCN

ctr678 LENNY MONTONE DSCAN

ctr678 LENNY MONTONE DAPA




-
CIW

MMARS User Activity Views

» Department Heads, CFOs and DSOs are allowed
access to User Activity Views

- Used to track user activity in MMARS

- Used to determine appropriate security access.
 Reduce the use of powerful roles such as DFISC
- Tool to ensure segregation of duties




Webcasts for MMARS User
Security in the CIW




QUESTIONS?




DFISC

Fiscal Administrator All Functions




-
DFISC

 DFISC is a very powerful security role in MMARS

- Allows the assignee to submit most MMARS Financial
transactions and to edit department related MMARS

pages.




DFISC - Document Access

AR Advance Refund
- BGCN Central Expense
« BGCP Capital Spending Expense
« BGCS Central Subsidiary Expense
- BGDN Departmental Expense
- BGDR Departmental Revenue
« BGDS Departmental Subsidiary Expense
» BGPR Program Budget
- BGRE Phase-Specific Reimbursable
-~ +BGRG Grant Reimbursable




DFISC - Document Access Continued

« BGTS Central Subsidiary Expense - Non CTR
« CEC Commodity Encumbrance Correction

« CL Referral to Collection Agency

« CR Cash Receipt

« CT Contract

« EA Expenditure for Advance

« EAV Encumbrance for Advance

- ER Expenditure Refund

« EX Expenditure Correction




DFISC - Document Access Continued

* FA Fixed Asset Acquisition
« FC Fixed Asset Cancellation

* FD Fixed Asset Disposition

- FE Fixed Asset Depreciation Expense
- FI Fixed Asset Increase/Decrease

- FM Fixed Asset Modification

» FP Fixed Asset Selling Price Change
- FT Fixed Asset Transfer

 FX Fixed Asset Type Change
4 * GAE General Accounting Encumbrance




DFISC - Document Access Continued

« GAEC General Accounting Encumbrance
Correction

« GAP General Accounting Pre Encumbrance
« GAX General Accounting Expense/Expenditure
« GX9 Summary Payment Voucher
- GXR Retainage Release
« IN Invoice
« INP Incidental Payment
« MA Master Agreement
. » ME Fixed Asset Mass Depreciation Expense




DFISC - Document Access

« MA Master Agreement

« ME Fixed Asset Mass Depreciation Expense
« PC Commodity Purchase Order

- PH Payroll Hold

« PRC Commodity Based PR

- PRM Matching PR - Normal

- RA Request for Advance

« RE Recelvable
« RF1 Revenue Refund Payment

4 * RIN Recurring Invoice




DFISC - Document Access Continued

« RPO Recurring Payment Order
- RQS Standard Requisition

« RT Receipt of Trust

« TV Trust Voucher

« VCC Vendor/Customer Creation




N
DFISC — Page Access

« ACTPL- Accounting Template

« CNTAC - CONTACT

« DOBJ - Department Object

« SIG - Scheduled Invoice Generation
 DISRQ - Disbursement Request

« CACT - Customer Account options
« FDT - Future Document Triggering
« PSCHD - Payment Plan

« TASK - Task




With DFISC
[ have all

the power




I
Reduce DFISC

- Review Security Reports in Doc Direct

- Utilize MMARS User Activity views in CIW
- Talk to the DFISC user

- Call CTR DAB Security for assistance




QUESTIONS?
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HR/CMS Security

ORACLE’

PEOPLESOFT ENTERPRISE

@ Comptroller of the Commonwealth



.
Segregation of Duties (SoD)

- An internal control activity to help prevent or decrease the

occurrence of undetected innocent errors or intentional
fraud

- Ensure that no single individual has control over all phases
of a transaction

- Eliminate the assignment of incompatible duties to an
employee

- In situations where SoD cannot be followed then establish
compensating internal controls




The Importance of SoD

« Decrease risk of fraud
» Deter dishonest employees
e Prevent undetected innocent errors




-
High Risk Combinations of Roles

« HR Job Part or Full
- Payroll A/U/D
. Time and Labor A/U/D




InTempo Requests

Requesting roles that conflict with established best
practices




Self Service Time and Attendance

MassHR
.= SSTA

Self-Service Time and Attendance
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SS_TA_ADMIN

Functions of the Role

e Setup and Maintain SSTA Time Reporter Data (e.g., Time
Reporter Type, Rule Element, Workgroup, Schedule)

e Enter and Adjust Restricted Time Reporting Codes (TRCs)
(e.g., Leave with Pay, Buyback codes)

e Approve Payable Time via Manager Dashboard

 View SSTA online reports to resolve exceptions

Who Should Have the Role?
- HR/Payroll core users




R
SS_TA Delegate

Functions of the Role

- Dele ?jte time approval on behalf of a Manager/Supervisor if
neede

Note: Managers/Supervisors should delegate time approval to
another manager if they will be out of the office and unable to
approver their employees’ time. This security role is a back-up to
enable someone to delegate time approval in the event that the
Manager/Supervisor is away and unable to do the delegation
themselves.

Who Should Have the Role?

« HR/Payroll core users

 Select Managers/Supervisor in a department that would have
the information needed to delegate time approval on behalf of
another Manager/Supervisor




I
MA_TL _PS_QUERY_VW

Functions of the Role
e This role allows access to online self service reports and
allows users to access data that exceeds the limitation of

1,000 rows.

Who Should Have the Role?
« HR/Payroll core users / Fiscal Staff




-
SS_PWRD_EMAIL_RESET

*Non ESC Supported agencies only

Functions of the Role
e Re-set employee passwords for SSTA
e Re-set email address (email used to send employees alerts about

their timesheets when necessary)

Note: SSTA will offer employees the opportunity to re-set their
password through a forgotten password function. Employee may also
update their email address. This security is intended as a failsafe in the
event an employee has attempted several logins and been locked out
of the system, or cannot get to a computer and needs support.

Who Should Have the Role?
 This role should be should be given to whoever is going to be

supporting Self-Service users at non ESC supported agencies.




I
SS TA Labor Distribution

*For Labor Distribution agencies only

Functions of the Role
 Page allows update access to User Defined fields for LD

agencies and view access to Combo Code Page

Who Should Have the Role?
« HR/Payroll core users / Fiscal Staff




-
SS TA Badge Update

*For TCD agencies only

Functions of the Role
e Role to allow users to update employee TCD Badge Information

Who Should Have the Role?
e HR/Payroll core users / Fiscal Staff




HR/CMS Webcast




Available Resources
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Security Guide

Contents of Dropbox Help MyHome My Profile Logout
Search User Filter | Upload Files
File Mame (full or partial)

Laszt Updated Date From j To j
For D rt t
Cepartment or SEpartmen

Application Apply Filter

Crop Box |[Contents of Dropbox : Security Officer
(Click on underlined column headings to sort)

Zearch File

Fole ) .
File Hame Size Uploaded On Uploaded By By Department
System Parameters .
. . 2/24/3011 CTR - Office Of
File Celete View CTR_SecurityGuide.pdf 4108.3K in . aa CTR The Comptroller
12:10:24 PM .
(CTR)
File(=) Found: 1 Files per page |30 ¥ Change




Doc Direct Report
"SECHRCMS”

B &SR BRXPTE BB
[ZEnterprise View

EHEyViewlirect MVS 6.3 - Pro
BHE Topic

-
Bt

' SECHRCMS MSECURO0L1.5QR - HRCM3 SECURITY REPCRT
'EE:IITIEE MSECUR03 - INTEMPO SECURITY OFFICERS REPCRI
' SECMMRRS MMRRS SECURITY REPCRT




.
CTR Systems Security

« Dan Frisoli

» Dan.frisoli@state.ma.us
« Lenny Montone

« Lenny.montone@state.ma.us
« Security Inbox

« securityrequest@state.ma.us




Questions?




ITD UPDATE

Kevin Burns, Commonwealth CISO
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Agenda

e Main ‘Use Cases’
e Deployment Roadmap
e Cost Model

e Program Outcomes

3/26/2013 109



IAM - ldentity & Access
User’s Experience

Desktop
MAGNet Login
AD User Page
r —_— .
: =
1AM
Login -
Page IAM 'Portal Page'
in:m.:ﬂ.ﬂ‘::mmw ( @ :me":nmm Illlnlnur -
O
Intemet —> —
User 4
3/26/2013 P T —— 110




1AM - Identity & Access Management

Administrator’s Experience

Provisioning

HR

¥

Application
Admins

Desktop

HR/CMS
(100,000
Employee

Identities)

Identity &
Access
Management

3/26/2013

HR

De-Provisioning

Application
Admins

Desktop

Admin
HR/CMS Identity &
(100,000 Access
Employee

Identities) Management
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IAM Deployment Roadmap Vision

Access Management

Other Organization's Portfolios
=D

Grey text indicates inprocess or proposed application intgration.

Authentication Active Directory
P 4 and Access Integration and

-~ Management Reverse Sync \ 2

Internet - *
rd '
/ (]
/ Production Applications '
1 '
[ ITD Portiolio :
1 COMIT Active Directory Jasper N
Clarity HRCMS Data Jira '
i CommonWili OWA TIFITEP Monitoring '
Self-Service Identity Momt o SOCIDR '
* Others '
ANF Portfolio '
Web ow MMARS VenderWeb  MTRB '
HEBA e rocurenment ]
Access HRCMS-SSTA GIC NewCAMIS .
Conftrol :;ﬁ:;;ﬁv SRB Others :
PSS Portfolio :
EOPSS Portal '
Others ]
Commowealth DOR, EOE, and HHS-AIMS .
Internal Federation '
Network :
MAGNet '
‘

1}

2

]

Identity Management ’-
Provisioning / . )
P De-Provisioning DAlldlllng DReporlmg

3/26/2013 Legend: OIAM Components OProtected Applications
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IAM Cost Model

e Application Integration with Identity Management

Initial costs covered by capital

Future integrations may be covered in-whole or in-part by capital, at
least for some period of time

e Operation of the Identity Management Solution

3/26/2013

Initial costs covered by capital
Transition to internal cost recovery viewed by FY15
Cost Drivers

e ITD Infrastructure

e Infrastructure Operations

- Software Maintenance

e Application Support FTEs and Contractors
Annual operating cost approximately $1m

Amortization across 100,000 HRCMS employee identities yields a cost
per employee of $10/year, or $0.90 per month

Additional cost recovery by application, or for partner and citizen use
may be possible

113



IAM Program — Key Outcomes

Executing our program allows us to achieve key outcomes needed to
provide business-centric 1AM Services to key stake holders.

IAM As a Service Alignment to Industry
Guidelines and Framework

Establish a model for ITD to provide

IAM services such as identity Establish a trust based interoperable
provisioning, access control, architecture that addresses 1AM
auditing, and compliance reporting requirements for various laws,
to Commonwealth agencies. regulations, and standards and
positions the commonwealth for
Key future market trends.

Outcomes

Internal Consumers External Consumers

Provide seamless access to various

government services and provide a

level of security based on risk and
trust.

Provide ease of use (e.g. single login
to multiple applications, operations
efficiency, compliance, and security.

3/26/2013 114



Additional Materials

3/26/2013 115



Cybersecurity Challenges

The results of the 2012 Deloitte-NASCIO Cybersecurity survey
highlight the pressing challenges facing State Chief Information
Officers (C10s), Chief Technology Officers (CTOs) and Chief
Information Security Officers (C1SOs) today.

e As states progress towards a future of internet-hosted applications using new
technologies, like big data, mobile solutions, and cloud computing, and continue to
grow their electronic repositories of valuable resident data, addressing the issue of
protecting personally identifiable information (P11) and state systems is of utmost
Impg

Cybersecurity challenges continue in 2012 amidst escalating threats

CISOs are very confident in
protecting state's assets
against external threats

State officials feel cybersecurity
is very important for the state

CISOs manage a team CISOs feel that staff have
of one to five cybersecurity the required cybersecurity
professionals only competency

ClISOs indicate "Lack of sufficient
CISOs feel that they receive appropriate funding” is the key barrier to
executive commitment and adequate address cybersecurity

funding for cybersecurity

CISOs feel “phishing and

CISOs have reported a breach pharming” as their top
cybersecurity threat

IAM continues to be top of mind for executives and an integral
3/26/2013 part of the Cybersecurity program 116



ITD’s Identity and Access Management
Vision

ITD’s vision is to provide enhanced security, improved access request process and
reduced user administration through standardized, business-centric IAM Services.

Standardized,

A scalable business-
and flexible centric
system for Identity and
future Access
expansion Management
Services

Provide a mean

of relying on Extensible, flexible,
‘systems of scalable, secure Improved
record’ for technical architecture process and
identity and based on information
application standards transparency

access
information

Creation of Enabling
an ldentity Cross-Agency
Ecosystem Integration
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1TD Pilot

IDMS Pilot provides a viable, scalable and extendible foundation aligned

with industry frameworks and positioned to expand for entire
Commonwealth.

3/26/2013

Pilot Highlights

» Deployed for 435 ITD Users
» Application Integrated

o
0}

0}
o

COMIT — Helpdesk

Clarity — Project & Resource
Management

CommonWiki — Collaboration
Active Directory — Network Services

* Identity Management Services

0]
0]
0]

Automated Identity Provisioning
Automated Identity De-Provisioning

Self-Service Password Management
(bi-directional)

Password Synchronization
Auditing
Compliance Reporting

* Access Management Services

o

o

Desktop Single Sign—On (DSSO) (via
MAGNet)

Web-based Forms Single Sign-On (via
Internet)

Active Directory (Network Login)
Integration

» Key Design Aspects

0]

Leverages existing business processes
(ANF IT and CommonHelp)

Role based access control

One system to grant access and
enforce controls for managed end
points

High-availability for critical web access
management components

Infrastructure to handle future needs
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Frameworks and Guidelines

While there is no single government-wide forum responsible for coordinating and
homogenizing IAM efforts across the U.S. government, there have been some key
developments to guide organization over the past two years.

National Institute
for Standard
Technology (NIST)
Assurance Levels

Provides technical

guidelines on the
level of user
authentication
required to access a
system based on
risk level

3/26/2013

Federal 1dentity,
Credentialing and
Access
Management
(FICAM)

Outlines a common

framework for
ICAM within the

Federal
Government and to
provide supporting
implementation
guidance to all
agencies

State ldentity,
Credentialing and
Access
Management
(SICAM)

Provides
architectural
direction for a
statewide identity
and access
management
framework and
address gaps from
FICAM

National Strategy
for Trusted
Identities in
Cyberspace
(NSTIC)

Charts a course for
the public and private
sectors to collaborate
to raise the level of
trust associated with
the identities of
individuals,
organizations,
networks, services,
and devices

Cloud Security
Alliance (CSA)

Provides guidance
and security
standards to
establish a stable,
secure baseline for
cloud operations
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1AM Alignment

ITD is aligning itself with SICAM and positioning to establish
4 an enterprise solution for Commonwealth

‘ ITD

* Trust —Issuing level 2 « Trust — Issuing level 4
Q Identity credential
= * Interoperability — Single « Interoperability — Multiple
b agency Issuing level 2 ‘ Internal and external
7 identity points of issuance
@ * Security — Strong « Security — Highest level of
—— _ verification of identity and verification binding
o e Trust-— Issw_ng level 1 basic credential
> dentity ) * Process Improvement —
g i | » Process Improvement — e Trust — Issuing level 2/3 Widespread issuance
e Inter rability — Sin ini i i i i igi
I teroperability Single Minimal identity proofing, credential a_nd digital reduces internal needs
o agency issuing level 1 Validation, attribute Identity
% _ |dent.|t3./ collection + Interoperability — Multiple
a . Secu_r_|ty - Minimal tono Internal points of issuance
g vegﬂcqﬂon (éf Idtc_snlnty, . Security — Strong
c asic credentials verification and binding of
- * Process Improvement— identity
Minimal identity proofing, ‘ « Process Improvement — e
Validation, attribute ITD Positioning after

Reduce emphasis on execution of the next

collection .
|
centralissuance phase of the roadmap
ITD currently
‘ positioning

3/26/2013 Increasing maturity level 120



Four Key Goals

The industry frameworks and guidelines applicable for 1AM have
similar goals and objectives to facilitate the implementation.

3/26/2013

Goal 1: Trust Goal 2: Interoperability

» Establish trusted identity

» Align state business processes with ICAM
processes

» Establish trusted relationship with Federal, State,
Local and Open providers

» Promote public confidence through transparent
ICAM practices

» Ensure only qualified employees, contractors,
residents and business partners access services

» Facilitate access to other interstate agency
services

» Align processes with external partners

* Leverage standards and Commercial Off-the-Shelf
Technologies

* Increase Interoperability and reuse of ICAM
programs and systems

Goal 3: Security Goal 4: Process Improvement

» Enable multi-factor authentication
» Expand secure access to data and systems
» Enable cyber security programs

* Integrate electronic verification with physical
security

e Enable risk-based access control frameworks
» Improve electronic audits capabilities

* Improve citizen facing services
» Facilitate secure online transactions
» Offer non-repudiation through digital signatures

* Reduce administrative burden associated with
performing ICAM tasks

* Align existing and reduce redundant ICAM
programs

121



ITD IAM Services

ITD has a unique opportunity to influence the direction and strategic positioning of
the Commonwealth for IAM by capitalizing the various services opportunities made
possible by implementing the roadmap

Internal External

» SSO for Enterprise Applications
o Target Apps: HR/ICMS, MMARS, MBA, etc.

o0 Goal: Provide ‘reduced sign-on’ to Enterprise
Apps

0 Requirement: Add Employees/Contractors to
Identity Store, Apply Access Management to
selected applications

» SSO for Organizations without Identity
Systems

0 Target Organizations/Sub-organizations in: EEA,
HED, LWD, PSS, Judiciary, Legislature.

o Goal: Manage identities for all
employees/contractors in the selected
organization, provide Access Management to
Organization’s full application portfolio

0 Requirement: Enterprise-scale |IAM support
organization for provisioning and support

* Integration with other Identity Systems

o Target Systems: HHS-AIMS, EOE-TIM/TAM,
DOR-TIM/TAM

0 Goal: Allow Federation of Employee Access
0 Requirements: Cross-organizational provisioning

™

~ workflows

Identity Establishment — Self-Service with
support backup

Identity Proofing — Validation based on
organizational requirements

Application Authorization — Binding requested
applications to identities

Application Rights — Coordinating with
Application owners for user rights
provisioning

I laYaX:|
I1Z\UlY

1/./




Questions?




CTR Systems Security

» Security Inbox - Comptroller Help Desk
* Securityrequest@state.ma.us « 617-973-2468
- Scott Olsen

» Scott.Olsen@state.ma.us
. . Follow us
« Dan Frisoli y on Twitter
) ) @MA_Comptroller
» Dan.frisoli@state.ma.us

« Lenny Montone
« Lenny.montone@state.ma.us

@ Comptroller of the Commonwealth


mailto:securityrequest@state.ma.us
mailto:Scott.Olsen@state.ma.us
mailto:Dan.frisoli@state.ma.us
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