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TITLE 109: DEPARTMENT OF YOUTH SERVICES  
CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.01  (20062015)

3.01: Purpose and Scope

    109 CMR 3.00 establishes rules for the management of and access to all juvenile Client records Records maintained by the Department of Youth Services (Department). The provisions of this chapter shall apply to the following persons:

1) Each current or former Department employee;
2) Current or former Providers as defined in 109 CMR 3.03 and their employees;
3) All Clients of the Department as defined in 109 CMR 3.03;
4) Each person or entity to whom Department representatives disclose confidential information; and 
5) Each person or entity that requests information from the Department.
     

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §§  4 and 21; 101 CMR 8.01(4).
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TITLE 109: DEPARTMENT OF YOUTH SERVICES  
CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.02  (20062015)

3.02: Applicability

    109 CMR 3.00 is applicable to all records of present and former clients maintained by the Department of Youth Services regarding Clients, whether detained by or committed to the Department. These regulations do not apply to access to records sought in conjunction with Research as defined in 109 CMR 10.00.  

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §§  4 and 21; 101 109 CMR 8.01(4).10.00
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TITLE 109: DEPARTMENT OF YOUTH SERVICES  
CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.03  (20062015)

3.03: Definitions

   Authorized Person. Any person empowered by statute or regulation to have access to personal data.
Client:. A juvenileAny person who is or has at any time been referred to, detained by or committed to  presently committed, referred to, or detained by the Department.
Client Records:. Any information maintained Personal data of all juveniles who have been committed, referred to, or detained by the Department regarding the referral, detention or commitment of a client including, but not limited to Personal Data as defined below..
Department Facility. Any facility or agency, public or private, having custody of Department juveniles.
Former Client. An individual who was at one time a client of the Department but is not presently.
Person. An individual, partnership or corporation.
Data Sharing Agreement:  An agreement between the Department and another Executive Office of Health and Human Services Agency pursuant to 101 CMR 16.00 for the purposes of sharing data to assist assessment; service development, coordination, or provision; eligibility for or determinations of benefit amounts; or quality assurance activities.
Keeper of the Record: A person designated by the Department to administer all rules and regulations governing access to Client Records.
Legal Unit: Those employees who report to the Department’s general counsel, including any assistant general counsels, paralegals or administrative support staff.  
Memorandum of Understanding or Agreement: A documented agreement between the Department and another agency or entity which may include agreements regarding the sharing of certain Client Records.
Personal Data:  . As defined by M.G.L. c. 66A, §1, iInformation in any form (including that accessible by computer) which, because of name, identifying number, mark or description can be readily associated with a particular individual; provided, however, that such information is not contained in a public record, as defined in M.G.L. c. 4, §7  6, clause 26. and shall not include intelligence information, evaluative information or criminal offender record information as defined in M.G.L. c. 6, §167.
Public Information Officer. That person designated by the Department to administer all rules and regulations governing the Department's records.
Provider:  An individual or entity the Department contracts with or has contracted with to provide youth detained by or committed to the Department with physical, mental health and social services, education, training and rehabilitation as required by M.G.L. c. 18A, §2.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 18A, §2; M.G.L. c. 120, §§4 and 21; 101 CMR 16.00.
M.G.L. c. 120, §  4; 101 CMR 8.01(4).
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CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.04  (20062015)

3.04: Client and Former Client Records

    No personal data Client Records pertaining to a client or former client shall be disseminated to anyone other than an authorized Department employee or contracted Provider except as specifically authorized by the Commissioner pursuant to M.G.L. c. 120, §21, or as follows:
(1) A client Client or former client may examine obtain a copy of his or her own records by making a request in person during normal business hours or in writing, certified mail, return receipt requested submitting a written request to the Keeper of the Records.
(2) Notwithstanding the existence of a power of attorney, guardianship or other award of legal control over a Client, aA parent, or guardian or attorney of a client Client or former client who is currently under the age of 18 may examine theobtain a copy of the client's Client's records by making an oralsubmitting a written request in person and by presenting proper identification and authorization or in writing, certified mail, return receipt requestedto the Keeper of the Records.
(3) An attorney representing a Client may obtain a copy of the Client’s records by submitting a written request to the Keeper of the Records, accompanied by authorization from the Client. Anyone who presents written authorization on a form signed by the Commissioner, Deputy Commissioner, an Assistant Commissioner, or the Public Information Officer may have access to client records.
(4) Any person, agency or entity providing services to Department cClients may have accessobtain a copy of the Client’s records  to client records of those being served in the same manner as authorized Department employees except for the requirement of notation in the audit trail as indicated in 109 CMR 3.07 and subject to the provisions contained in 109 CMR 3.10.by submitting a request in writing to the Keeper of the Records, accompanied by authorization from the Client and the Client’s legal guardian, if the Client is under the age of 18 at the time of the request. 
(5) Any person, agency or entity empowered by statute, regulation or other applicable law to have access to Personal Data may obtain a copy of a Client’s records by submitting a written request to the Keeper of the Records that sets forth the legal bases permitting the Department to release the records requested. Any authorized person who presents a written order from a court compelling release of client records, or any authorized person presenting a written request in the following circumstances may have access to:
(a6) Any person who presents a written order from a court compelling release of Client Records to that person may have access to Client Records subject to the requirements set forth in 109 CMR 3.05 Inquiries received from a court of law;.
(b7) Any agency ordered by a court to complete a presentence report may have access to Client Records upon submission of a written request and a copy of the court’s order to the Keeper of the Records.   
(8) Inquiries from an agency preparing a pre-sentence report for a court;Law Enforcement agencies, including the District Attorneys’ Offices may have access to Client Records where the information sought is related to the investigation of a crime, or subject to the requirements set forth in 109 CMR 3.05, or as otherwise authorized by law.
(c9) Victims of crime may obtain access to such Personal Data of Clients as provided by M.G.L. c. 258B, §3(t) and M.G.L. c. 6, §178. Inquiries from law enforcement agencies where the request for information is related to the investigation of a crime, or to employment within that agency; and
 (d) Inquiries from any agency considering the person for employment where the job directly affects national security.
(610) In the case of  a Client’s psychiatric or medical emergency that precludes Client consent, a A physician treating a client Client may obtain medical or psychiatric data in client records, in order to treat a medical or psychiatric emergency which precludes the client's giving approval for the release of such data; provided, however, that such access shall be recorded in the audit trail, and provided that the Department shall give notice of the fact of such release to the client upon termination of the emergency. if necessary to treat the Client.  As soon as reasonably practical after said emergency, a Client shall receive notice that his or her information was released for treatment purposes.
(7) Any person conducting an investigation at the direction of the Commissioner, may have access to client data for the purpose of said investigation, provided that such access is noted in the audit trail as indicated below, and returned at the completion of the investigation.
(811) As provided for by law, Aany investigative agent of the Attorney General, State Auditor or the State Ethics Commission acting in furtherance of their his or her duties may have access to client Client data provided that such access is noted in the audit trail as indicated below.records to the extent necessary.
(12)  Nothing in these regulations shall preclude the Department from entering into a Memorandum of Understanding or Data Sharing Agreement with any other entity regarding the sharing of Client Records pursuant to 101 CMR 16.00 in order to assist in the assessment of youth needs, the development of services for youth, and/or the coordination of services between agencies.
(13)  Nothing in these regulations shall preclude the Department from entering into a Memorandum of Understanding or Data Sharing Agreement to allow the sharing of Client Records pursuant to 101 CMR 16.00 with any other agency or provider regarding:
	(a)  Eligibility determinations;
	(b)  Determination of benefit amounts;
	(c)  Provision of services, insofar as the use or disclosure of Personal Data will assist the individual who is the subject of the Personal Data to access needed medical, social, educational, or other services, or will improve the coordination or management of services provided to the individual(s); and 
	(d)  Quality assurance activities.


REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §§  4, 12 and 21; M.G.L c. 66A, §2(c); M.G.L. c. 11, §12; M.G.L. c. 6, §§178 and 178E; M.G.L. c 123A, §12; M.G.L. c. 276, §100; and ; 101 CMR 8.01(4).16.00
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TITLE 109: DEPARTMENT OF YOUTH SERVICES  
CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.05  (20062015)

3.05: Response to Compulsory Legal Process

[bookmark: _GoBack]    Client records Records may be released in response to compulsory legal process (subpoena).; h However, no personal Personal data Data shall be made available from the Department's personal data system in response to a demand under compulsory legal process unless the client Client is reasonably notified so that he or she may seek to have the process quashed as provided in M.G.L. c. 66A, §  2(k)and 101 CMR 8.05(5)., unless such notice may be withheld by law pursuant to M.G.L. c. 66A, §2 (i).
(1) A subpoena can be accepted by any employee other than the one named on the subpoena. Employees eligible to accept service include employees of the Department’s Legal Unit, regional administration, and program administration. Such an acceptance of service still creates an obligation to comply on the part of the person named in the subpoena.
(2) Upon accepting any subpoena, the person receiving the subpoena shall immediately notify the Department’s Legal Office at the DepartmentUnit.
(3) Notice shall be sent to the data subject of the subpoena no later than the next business day following the day on which the subpoena is served. Such notification shall be, whenever possible, by telephone, and in any event, by certified mail, return receipt requested The Department’s efforts to notify the Client may be written or oral, including notice by telephone.  The Department shall document in writing the efforts made to contact the Client and if said contact is made.  If the Department is unable to contact the Client after multiple attempts, the Department shall release the records sought, after redacting Personal Data.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §  4; 101 CMR 8.01(4).M.G.L. c. 66A
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3.06: Administrative Process

    To the maximum extent feasible, client records shall be accurate, complete, timely, pertinent, and relevant.
(1) As provided in 101 CMR 8.09(1), a client who objects to the accuracy of his or her record may file objection with the Public Information Officer. The officer responsible shall, within 30 days of the receipt of an objection:
(a) Investigate the validity of the objection;
(b) If, after investigation:
1. the objection is found to be meritorious, correct the contents of the data, and notify any person who has been the recipient of inaccurate data;
2. the objection is found to lack merit, provide the data subject the opportunity to have his objection and views recorded, and disseminated with the data in question, and,
(c) Notify the client in writing of the decision and send a copy of such decision to the Commissioner.
(2) A client may appeal such decision by the Public Information Office to the Commissioner. Such an appeal shall be filed in writing within 30 days of the data subject's receipt of notification of the Public Information Officer's decision. The Commissioner shall render his decision within 30 days of receipt of the appeal, and shall notify the client of the decision within seven days of rendering such decision, as provided in 101 CMR 8.09(2).
(3) A client may appeal a decision of the Commissioner to the Secretary of Human Services or his or her designee. Such appeal shall be filed in writing within 30 days of the data subject's receipt of notification of the decision by the Commissioner. The conduct of this appeal is governed by Regulations of the Executive Office of Human Services, 101 CMR 8.09(3).
(4) Each facility, including the Department's regional and central offices, secure facilities, and providers, which is responsible for holding personal data, shall take all reasonable steps for the protection of data from physical damage or unauthorized removal.
(5) The Department shall adopt and implement with the approval of the Records Conservation Board, as provided in M.G.L. c. 30, §  42, a plan for the destruction of all obsolete data, including personal data.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §  4; 101 CMR 8.01(4).
Repealed.
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TITLE 109: DEPARTMENT OF YOUTH SERVICES  
CHAPTER 3.00: ACCESS TO ALL RECORDS OF JUVENILES YOUTH DETAINED BY OR COMMITTED TO THE DEPARTMENT OF YOUTH SERVICES

109 CMR 3.07  (2006)

3.07: Audit Trails

    The Department is required by 101 CMR 8.04(6)M.G.L. c. 66A, §2 (f)  to maintain records of every access to or use of client's  a Client’s records Records by anyone other than Departmental employees or Providers acting within their official duties. All Department and Provider offices and facilities, including those of providers, where personal Client Recordsdata is are maintained shall keep a log which shows access to and use of personal dataClient Records by anyone other than Department or Provider employees and contain the following information in an audit trail:.
(1) All client records shall contain an individual audit trail the name of the person or entity granted access to the Client’s Records;
(2) The audit trail shall identify:
(a) the person inspecting the record,
(b) the purpose and date of the inspectionaccess,; and
 (c) where record information is removed from the facility, the length of time held, and,
(d3) the name of the person who authorizedation for inspection.
(3) The audit trail shall be part of the data to which it relates, and all limitations on disseminaton of data pertain to dissemination of the audit trail.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §§  4; 101 CMR 8.01(4) and M.G.L. c. 66A, §2(f).
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3.08: Return of Personal Data

   (1) All data which is disseminated shall be returned to the office from which access was obtained, unless:
(a) Federal or state audit procedures require that copies be held at the treatment facility, or
(b) Written consent of the client and his or her parents, guardians or attorney authorizes retention of copies.
(2) Ensuring prompt return or destruction of personal data shall be the responsiblity of the:
(a) Regional Director, if the data came from a regional office;
(b) The Public Information Officer, if the data came from the central office, or
(c) The Chief Administrator, if the data came from a DYS facility.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §  4; 101 CMR 8.01(4).
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3.09: Training of Staff

    As required by 101 CMR 8.04(2), the Public Information Officer The Legal Unit of the Department shall alert all Department personnel and providers Providers of 109 CMR 3.00 and shall conduct training sessions to acquaint staff with the requirements of 109 CMR 3.00 and , M.G.L. c. 66A, . and the Fair Information Practices Regulations of the Executive Office of Human Services, 101 CMR 8.00 et. seq.

REGULATORY AUTHORITY
109 CMR 3.00: M.G.L. c. 120, §  4; 101 CMR 8.01(4)



