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Phase 1 — Transaction and deployment update (as of Aug 2013)

Deployment update:

Total Organizations in Production: 28 Vendors requesting to connectas a HISP 11
Total Organizations Live 13 » Surescripts
Total Organizations on the Hiway 41 «eCW
* EPIC
Major Clients slated for Sept/Oct Testing: 3 * Allscripts
* Holyoke (MIIS) * Aprima
* PVIX/Baystate * KeyHIE Transform
* Atrius, Reliant, and VNA Care Network * eLINC
(MIIS) » ClaimTrak Systems
* eHana
* McKesson

* MEDfx Corporation

Transaction update:
Transactions exchanged in Aug: 97,058
Cumulative transactions to date: 1,446,634
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Phase 2 overall timeline

Mass Hlway Phase 2 high level project schedule

Activity Target date

CMS approval of Phase 2 IAPD Completed
Phase 2 contract (or change order) executed Completed
Go-live - Public Health - Immunization Registry Node Completed
Go-live - Public Health - Reportable Lab Results (ELR) Node Completed
Testing - Public Health - Syndromic Surveillance Node Completed
Testing - EOHHS — Children’s Behavioral Health (CBHI) Node Completed
Phase 2 Requirements Gathering & Validation Completed
Phase 2 Design Approach Preliminary Decision Completed
Go-live - Opiod Treatment Program (OTP) Node Sept 2013

Go-live- Cancer Registry Node Dec 2013

Go-live- Lead Poisoning Prevention Node March 2014

Go-live for Phase 2, Release 2 (EMPI, RLS, Consent, Provider Oct 2013 — Mar 2014
Portal, Consumer Portal)
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Search, Query, Response Availability

Searching for and requesting records can be facilitated through the portal or
integrated in user EHR via web services

. User chooses based on their own capabilities and preferences
. Data-holding entity evaluates request and decides how to respond

. Responses ALWAYS go back to user — could be transacted via the Hlway,
but not available in portal

Expect that most users will leverage portal early on

Today we will describe the current design for the portal
. Login
. Landing Page
. Demographics Search & Search Results
. Patient Summary (RLS)
. Relationship Selection
. Cross Entity Viewer
. Medical Record Request Submission

. Medical Record Request Confirmation
Massachusetts eHealth Collaborative



Data requestor

Record search:
Portal

or
EHR-integrated

Phase 2
Hlway Service

Relationship Listing
Service

\
Record request:

> Portal- or EHR-
generated

Record response:
Directly back to
requestor (ie, portal
does not RECEIVE
any response
information)

<

RLS and Query-Retrieve Available Either
Through Hlway Portal or Integrated in EHR

Four Query-Retrieve Methods

Manual retrieve

“Push-Push”

Request

Asynchronous reply

“Query-response”

Synchronous
response

Find record location via
portal

Retrieve records manually
(phone, fax, etc)

View other EHR within
own EHR or HIE Portal
“SSO-like” access
between participating
systems

Email-like manual
process
Does not require new

standards — leverages
Stage 2 MU

Query with automated
response

Like electronic eligibility
or RX history requests

Requires new standards
beyond Stage 2 MU



Overview of Hiway Query-Retrieve Use Patterns

HI== S
I TAWAY Relationship Listing Service

Patient name Local name Institution MRN Last visit date # visits
Jones, Jennifer L Jones, Jennifer Hospital A 1234 Dec 3, 2012 3
Jones, Jennifer L Jones, Jenny PCP 5678 Jul 8, 2010 12

4. View Patient Relationships (constrained to

2. Send demographics to RLS patients with established relationships)

5. Request patient record

Specialist PCP Hospital A Hospital B

' : : 6. Send patient record :

1. Consent to Publish Provider 3. Consent to Search or
Relationships Retrieve

Jennifer L Jones Jennifer L Jones
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Features:

Controls:

Login - Detalils

Provider portal launched with
web browser

Access control based on user
name and password

Future features to include single
sign-on and launch from within
EHRs (pending vendor
collaboration)

Access and user authentication
processes as part of issuing
Direct address

Strong password requirements
Standard lockout procedures

Massachusetts eHealth Collaborative

Data:
. User name
. Password
Comments:

User name and password
recovery features to be added



Login

IH IWAY

MASSACHUSETTS HEALTH INFORMATHOM HIGHWAY

Please enter your user ID and password

User ID

Password

Mass Hiway Phase 2 DEMO

Julie Khyber (Clinician) | William Cod (ED Clinician) | Kate Smith (FCP) | Blair Graham (Medicaid)

Ryan Librarian {Librarian) | Sam Wheeler (Solution) | Admin

N
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Landing Page - Details

Features:

. “Real Estate” for introductions,
explanations, warnings, etc...

. Launch of services:
- Patient search (MPI/RLS)

- Medical Record Request
(MRR)

. Help
Controls:
. Access controlled

Massachusetts eHealth Collaborative

Data:

. User information

. Informational content
Comments:

User credential independent of
user Direct Address

Federated approach possible on
a case-by-case basis
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Landing Page

Search for patient record location

“I-'H I“ Home | Feedback | Help Julie Khyber ¥ | |ogout
= WAY « You last logged in 01-Aug-2013 09:35
~ PATIENTS Clinician Home Page Welcome
D hi I
il g Welcome to the Clinician Home Page
~ MEDICAL RECORD This portal page is used by Clinicians to access those windowlets that are of maost interest when the Clinician first logs into Concerto.
REQUEST
Medical Record This page can be configured to display the windowlets of information that are of interest by using the Configure button at the bottom of the page. Please see the Concerto Administrator if
Request you would like more windowlets to choose from.
A Information that may be available through the windowlets could be a list of patients, a link to the Clinician's e-mail and calendar or any other windowlet that may be useful as an initial
starting point.

Request medical record

Massachusetts eHealth Collaborative
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Demographics Search & Search Results - Detalls

Features:

Search of Master Patient Index
(MPI) using Patient
Demographic information and/or

Search of MPI using Medical
Record Number (MRN) and
Organization that issued MRN

Patient matching using Initiate
product

Help

Controls:

Return only matches that are
“direct hits” - No “fishing” or
wildcard searches allowed

Returns matches only if patient-
entity relationship established

Massachusetts eHealth Collaborative

Data:

Patient Identifier (e.g., Org
specific MRN)

Identifier Type (aka
organization)

Patient name
Patient gender
Patient date of birth

Patient address (and address
type)

Patient email

Patient phone number

Comments:

Awaiting policy decisions for
minimum data required for

returning patient name
-12 -



Demographics Search & Search Results

‘HIVA

¥ PATIENTS

«

Demographics

Search

* MEDICAL RECORD
REQUEST

Demographics Search

Identifier 4739243

Identifier Type | MGH E

MName

JONES, John

Home
Name Jone Jones
Date of Birth | 27-Aug-1957 [/
Gender Male E
Address Date of Birth
136 Laburnum Bay, Boston 28-Aug-1957

Feedback | Help

Julie Khyber ¥ | Lagout

Sex/Age
M { 85 years

Massachusetts eHealth Collaborative
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Features:

Controls:

Patient Summary (RLS) -

Data:
Display of the organizations that .
have relationships with patient
Context for relationship .

currency and relevance

Relationships only displayed for
organizations that have .
submitted patient consented

demographic information to

Relationship Listing Service

(RLS)

Audit of RLS views recording
user name, date, time

Massachusetts eHealth Collaborative

Detalls

Patient demographic
information

Organization

Date last message received
from each organization

Number of encounters for each
organization

Informational content
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Patient Summary (RLS)

u IZUTEE Home | Feedback | Help Julie Khyber ¥ | |ogout

L

“HITA [ Logou |
JONES, John 0os 27-Aug-1957 (55y) sexM X

& Patient Summary

RLS View ©Qac Dynamic Patient Summary Welcome
Showing  All
Group By Category Sort By Date Welcome to the Dynamic Patient Summary

& Patient Summary|
¥ Relationship List (29)
10-Feb-2013  Partners (8)

This portal page contains a summary of patient information extracted from various sources for a particular patient in the current context.

This page can be configured to display the windowlets of information that are of interest by using the Configure button at the bottom of the

10-Feb-2013  Beth Israel Deaconess Medical Center (12) page. Please see the Concerto Administrator if you would like mare windowlets to choose from.

11-Dec-2012 Orion Health Hospital (3)

13-May-2011 Mass General Hospital (6) Information that may be available through the windowlets could be lab orders. medications and possibly a list of current tasks required for the
patient.

Relationship iisting

Massachusetts eHealth Collaborative
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Features:

Controls:

Relationship Selection - Details

Display of General Information

Display of available query
options with this entity:

- “Cross Entity Viewer”
(aka “Magic Button”)

- Medical Record Retrieval
- Call, fax, mail

Query option(s) enabled based
on permitted query methods
among data requestor and data
holder (e.g., “Cross-Entity
Viewer” available to BID data
requestor where Atrius is data
holder)

Data:
. Organization

. Organization contact
information

Comments:

Massachusetts eHealth Collaborative
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Relationship Selection

L TTUTEE
tHIWA
JONES, John o0os 27-Aug-1957 (55y) sex M

& Patient Summary

RLS View o Qg
Showing  All
Group By Category Sort By Date

&7 Patient Summary
¥ Relationship List (29)
10-Feb-2013  Partners (8)
10-Feb-2013  Beth Israel Deaconess Medical Center (12)
11-Dec-2012  Orion Health Hospital (3)
13-May-2011 Mass General Hospital (6):

Home | Feedback | Help Julie Khyber ¥ | | pgout
X
Mass General Hospital (2 years ago) Cross Entity Viewer Medical Record Request Close
Massachusetts General Hospital Main Campus Information A
Address Massachusetts General Hospital
55 Fruit Street
Boston, MA 02114
Phone 617-726-2000
MASSACHUSETTS
GENERAL HOSPITAL
A Electronic retrieval options available — source

requestor

Record source basic information for
reference and manual retrieval

Massachusetts eHealth Collaborative

system decides based on own policies and
data requestor — can vary options based on
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Features:

Controls:

Cross Entity Viewer - Detalls

Data:

Enables launch of “Cross Entity . Request includes patient
Viewer” from RLS demographic information,
authorized entity name and
certificate, and data requestor
name

Improves current “magic button”
functionality by narrowing list of
possible data holders

. No visibility into response;

_ _ transaction tracking possible for
Service provided only to data responses sent back through
requestors and data holders Hiway

that have legal agreements in c _
place for cross-entity view omments.
. Note: Follows design that is in

Audit of Cross Entity Viewer
Y place today for “Magic Button”

launch recording user name,
date, time

Massachusetts eHealth Collaborative -18-



Cross Entity Viewer

Home | Feedback | Help Julie Khyber ¥ | | ogout

e g
%H IWAY L AL "o TEST RYRTEM P | x|

Sewion # 120073591

JONES, JOHN 02-16-129 M55 Aug 27,1957

= \mv £ Vew Favorme: Took Hep | &
JONES, John 008 'Xymet Thirt o~ e e e — . ) 4
: MTM“O""O'E)@%: Sawch < revorem @) L5 L (= i
> | — L8 P X St Lws }
& Patient Summary = [ Address ) e [oimes 4noe. Caregroud Cr AT mgwms 32 MO N w TORY I s
| JONES, JOHN 02-16-129 M55 Aug 27,1957 VIEW oMLY
RLS View = Ig % ROV | Cross Entity Viewer | | Medical Record Request | Close
Showing Al || [Prome! Problems] Resuts Reparts otes | Medicatons BRgaTs| Shwets | Hemionc Cinkc] =
Group By Category Sort B- — é 1
— AdMens Lot e pmoer s P Sarrerney
&7 Patient Summary b - frvet 50 ELM STRECT [ Natse Gadate. Sachara & 10 n ID [19E0B846-C455-4694-AET8-5917C4D357CO]
B - a 10 DLUENE TN B BLE
¥ Relationship List (29) S B < pammame i et - :""' Tteat iaaed 0
10-Feb-2013 Partners .4 P . MeCOARD Qe Messasty Oemen e I — T
10-Feb-2013  Beth lsr: W9 s PINACIRE 1TSEe T Fheumatongy ieeced Bxtet i .
Work Prace G11.445.1092 Weelh Care Pesay 3
11-Dec2012 OrionHe™ Dasta Cieus P mpus Information
13 May 2011 Mass Gororc weaoun | Sosrwme rc
BIDMC Wet oM LIRS
s ) Psp ptaces
VS Pracmacy #2%
ComwiEENES  bu et 12132000 e o’
e :: :ﬁ;‘;;m m e ses zeit 33047010 Dowing
ot cpsung o T T B e e Semstoait arsens  SI4T010 Downg
T RC Quder ORNS2940 a et 22 Cowing
OOMN08 \aat_sere S0P Cal tum tor inky A2 X301 2 Thatenge -
Lo i >
m h__‘—
e | B — [ Bewm

Separate browser window — completely
independent of Hiway Portal

Only available between participating entities
who have determined agreements and
parameters in advance
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Features:

Controls:

Medical Record Request - Details

Enables query for medical
record

May be used in combination
with RLS or independently

Policy control — Data requestor

may only query for patients who
have provided consent (precise
policy under development)

Policy control — Data holder
accountable for: Validating
authentication credentials;
Matching patient; Verifying
authorization for request

Transaction logged

Massachusetts eHealth Collaborative

Data:

Request includes: Data
requestor authenticating
credentials; Patient-identifying
information

No visibility into response;
transaction tracking possible for
responses sent back through
Hiway

Comments:

Open question of if/fhow
authorization for request
(acknowledgement of patient
consent to request record) may
be captured and sent

Open guestion of Hlway role in
setting expectations for
responding to medical record
requests

-20-



Medical Record Request

HIVE

~ PATIENTS

Demographics
Search

~ MEDICAL RECORD
REQUEST

Medical Record

Request

Home | Feedback | Help

<«

Medical Record Request

Target Provider | OHCP | TUFTS MGH BIDMC Patient Identifier
Patient Name John Cardinal Date of Birth 01-Dec-1953 [ ¥
Gender Male |Z| Phone

Address 10 Post Office Sq

Message

Enter a new favorite search @

Medical Record Request has been sent to BIDMC, with transaction |D [C32FDD61-179D-472A-3D80-98B0274704D7]

Request sent on behalf of user to source
system

Source system evaluates request and
responds directly to requestor

Hlway only tracks request — no visibility of
response

«

Julie Khyber ¥ | |ogout

Select a favarite searchE

Massachusetts eHealth Collaborative
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Next steps

Next steps

Reactions to be taken into account by phase 2 design team

Meeting notes synthesized and provided back to Advisory Group for final
comments

Presentation materials and notes to be posted to EOHHS website
Next Advisory Group Meeting — October 15, 7:00-8:30
- Conference call (866) 951-1151 x. 8234356

HIT Council — scheduled for Oct 7, 3:30-5:00 One Ashburton Place, 21st
Floor

HIT Council meeting schedule, presentations, and minutes may be found at

http://www.mass.qgov/eohhs/qgov/commissions-and-initiatives/masshiway/hit-council-

meetings.html

Massachusetts eHealth Collaborative
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