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11.01: Scepe-and-Purpose and Scope
(1) 803 CMR 11.00 is issued in accordance with M.G.L. c. 6, 88 167A and 172; andM.G.L.
c. 30A.
(2) 803 CMR 11.00 sets forth requirements procedures-for Consumer Reporting Agencies
(CRA)that request Criminal-OffenderRecord-tnfermation{CORI; from the Bepartmentof

Criminal-Justice-nformation-Services{DCJIS} to screen their ownprospective or current
employees, that request CORI from DCJIS on behalf ofiCORI registered clients or that
request Open CORI from DCJIS

(3 Nothing contained in 803 CMR 11.00 shall be interpreted to limit the
authoritygranted to the Criminal Record Review Board (CRRB) or to DCJIS by
theMassachusetts General Laws.

11.02: Definitions



All definitions set forth in 803 CMR 2.00, 5.00, 7.00, 8.00, 9.00 and 10.00 are incorporated
herein by reference. The following additional words and phrases aAs used in 803 CMR 11.00

the-felowing-wordsand-phrases-shall have the following meanings:

Consumer Reporting Agency (CRA). Any person which, for monetary fees, dues,or on a
cooperative, not-for-nenprofit basis, regularly engages, in whole or in part, in thepractice of
assembling or evaluating consumer criminal history, credit information,or other information
on consumers for the purpose of furnishing consumer reports tothird parties, and which uses
any means or facility of interstate commerce for thepurpose of preparing or furnishing
consumer reports.

DeC|S|on Maker An entity that requests receives, or reviews CORI results and isauthorized by

its client to decide whether to hire or accept an individual based onthe CORI received from
the DCIIS.

iCORI Reglstered Client. An entity registered in the iCORI system to access CORI from the

DCIJIS that delegates this responsibility to a-CRA.consumer+eperting-ageney-
Person A natural person, corporatlon association, partnershlp, or other legal entity.

11.03: iCORI Registration
(1) CRA access to CORI must be accomplished through the iCORI system.
(2) To register for iCORI access, a CRA must follow the procedures outlined in 803 CMR
2.04.
(3) Each CRA client shall also register for an iCORI account, as described in 803 CMR 2.20
before the CRA may access the iCORI svstem on behalf of the client.
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ReportingAgeney-{CRA) to Evaluate a Subject

(1) A CRA may receive the following levels of CORI access:

a. Standard access for screening its current employees and employment applicants;
b. 1CORIregistered-chientaccessthe CRA-obtains Tthe same level of CORIlaccess
as is provided to the iCORI registered client on whose behalf theCRA will be

performing CORI checks. Any CRA that requests CORIbeyond the level of
access to which its iCORI registered client is entitledshall be in violation of these
regulations863-CMR-11.00; and

¢. Open Access to CORI for any lawful purpose.

(2) For each CORI request, the iCORI registered client shall provide accurate identifying
information for the subject to the CRA and the purpose for which the subject's CORI is
being requested.

(3) For each CORI request, the CRA shall submit to the DCJIS the accurate identifying
information for the subject and purpose for the CORI request as provided by its iCORI-
registered client.

11.05: Procedures for Requesting Criminal Offender Record Information (CORI)

(1) For purposes of Prier-to submitting a CORI request to screen its own current or
prospective employees, a CRA shall be considered an employer as that term is referenced
in 803 CMR 2.00 et seq.:

(2) Prior to submitting a CORI request to screen its own current or prospective employees,a
CRA shall obtain a signed CORI Acknowledgement Form and follow all procedures
related to the CORI Acknowledgment Form and verification of identity procedures as set
forth in 803 CMR 2.09.

(3) A CORI Acknowledgement Form may be collected electronically in accordance with the
provisions of 803 CMR 2.10.

(4) After a period of one year, a new CORI acknowledgement form shall be obtained from
the subject. Subsequent CORI requests are subject to the procedures related to
subsequent verification of identity as set forth in 803 CMR 2.11.
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3(5)  Nothing in 803 CMR 11.00 shall be construed to prohibit a CRA or an
iCORIregistered client from making an adverse licensing, employment or housing
decision on the basis of a subject's objection to a request for CORI.
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11.06: Requesting CORI on Behalf of an iCORI-Registered Client

(1) To obtain CORI on behalf of an iCORI-registered client, the client must have an active
and validiCORI account number which the CRA shall provide at the time of the
CORIrequest. A CRA may request Open Access to CORI on behalf of iCORI-registered
clients that do not have valid iCORI accounts.

(2) Before a CRA may submit a CORI request on behalf of an iCORI-registered client, the
client must authorized the CRA through the iCORIsystem to request CORI on its behalf.
A CRA is prohibited fromsubmitting CORI requests on behalf of iCORI-registered
clients that have notauthorized it to do so through iCORI. This includes, but is not limited
to, iICORI-registered clients that have chosen to rescind their CRA designation.

(3) Before the CRA may submit a CORI request on behalf of an iCORI-registeredclient, the
client must provide the CRA with the following:

a. an affirmation that the client notified the subject, in writing, of its intent to obtain
CORI through a CRA and received permission to do so from the subject;

b. an affirmation thatthe client has a copy of the signed CRA CORI
acknowledgment on file;

c. an affirmationthat the client is in compliance with federal and state credit
reporting statutes;

d. an affirmation that the client will not misuse any information in the CRA report in
violation of federal or state equal employment opportunity laws or requlations;
and

e. astatement of the annual salary of the position for which the subject is being
screened.

11.076: Criminal- Offender Record-Information{CORI) Policy Requirement for Certain
Requestors and the Need to Know Requirements
(1) As provided in 803 CMR 2.16, a CRA shall maintain a CORI policy.
(2) A CRA shall also maintain a need to know list and individual agreements of non-
disclosure for CORI authorized staff as provided in 803 CMR 2.16.
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11.08: Storage of Criminal Offender Record-Information (CORD)
(1) A CRA shall not electronically or physically store CORI results unless the CRAhas been
authorized by its iCORI registered client to act as the decision maker.
(2) CRA decision makers and iCORI registered clients shall store hard copies and electronic
oples ofefCORI as prowded in 803 CMR 2.12. ma—sepa#ate—leeked—and—seewe—leeaﬂeﬁ

5)(3) A CRA may transmit CORI results to its iCORI registered client(s) viaelectronic
means, provided any CORI data transmitted electronically shall beencrypted.

6)(4) Each CRA who is acting as an authorized decisionmaker may retain CORI for a
period of not longer than seven years from the date it was obtained.

11.09: Destruction of Criminal- Offender Record Information {CORD)

(1) Hard and electronic copies of CORI shall only be destroyed in accordance with the
provisions of 803 CMR 2.13.
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11.1044.11: Dissemination of Criminal-OffenderRecord-Information{CORI} by a-Censumer
Pesestinelaone[CRAY
(1) The CORlinfermation a CRA may disseminate to its iCORI registered client
dependsupon the level of access to which the iCOR+egistered-client is entitled for
eachparticular CORI request, and, in the case of employment applicants, whether
theposition for which the subject is being screened has an annual salary of $75,0000r
more.

a. If the iICOR}registered-client is entitled to Standard Access to CORI as defined in
803 CMR 2.05:-Levels-of-Access-to-Criminal-Offender-Recordinformation, and
the position for which the subject is being screened or inwhich the subject
currently works has an annual salary of less than $75,000,a CRA may
disseminate:

i. all pending cases, except those pending cases that are seven or more years
old from the date of the CORI report and that did not result in a warrant;
ii. all misdemeanor and felony convictions; and
iii. juvenile information, but only where the subject was adjudicated as an
adult while younger than 187 years old.

b. If the iCORI registered client is entitled to Standard Access to CORI asdefined in
803 CMR 2.05,-Levels-ef-Accessto-Criminal-Offender-Recordinformation-and
the position for which the subject is being screened or inwhich the subject
currently works has an annual salary of $75,000 or greater,a CRA may
disseminate:

i. all pending cases;
ii. all misdemeanor and felony convictions; and
iii._juvenile information, but only where the subject was adjudicated as an
adult while younger than 187-years old.
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c. If the client is entitled to Required 1 Access to CriminalOffender Record
Information, as defined in 803 CMR 2.05, and the position for which thesubject is
being screened or in which the subject currently works has anannual salary of less
than $75,000, a CRA may disseminate:




i. all pending cases, except those pending cases that are seven or more years
old from the date of the CORI report and that did not result in awarrant;

ii. _all misdemeanor and felony convictions;

iii. juvenileinformation, but only where the subject was adjudicated as anadult
while younger than 18 years old.

d. If the client is entitled to Required 1 Access to CriminalOffender Record
Information, as defined in 803 CMR 2.05, and the position for which thesubject is
being screened or in which the subject currently works has anannual salary of
$75,000 or more, a CRA may disseminate:

i. all pending cases;

ii. _all misdemeanor and felony convictions; and

iii. juvenileinformation, but only where the subject was adjudicated as an
adult while younger than 18 years old.

c.e. If the iCORI registered client is entitled to Required 2 Access to
CriminalOffender Record Information, as defined in 803 CMR 2.05:Levels-of
Accessto-Criminal-Offender-Record-tnformation, and the position for which
thesubject is being screened or in which the subject currently works has anannual
salary of less than $75,000, a CRA may disseminate:

i. all pending cases, except those pending cases that are seven or more years
old from the date of the CORI report and that did not result in awarrant;

ii. all misdemeanor and felony convictions;

iii. all non-conviction information, except non-conviction information that is
seven or more years old from the date of the CORI report and that did not
result in a warrant; and

iv. juvenile information, but only where the subject was adjudicated as
anadult while younger than 187 years old.

¢f. If the ICORI registered client is entitled to Required 2 Access to CORI asdefined
in 803 CMR 2.05,:Levels-of-Aceess-te-CORL; and the position forwhich the
subject is being screened or in which the subject currently workshas an annual
salary of $75,000 or more, a CRA may disseminate:

i. all pending cases;
ii. all misdemeanor and felony convictions;

iii. all non-conviction information; and

iv. juvenile information, but only where the subject was adjudicated as
anadult while younger than 187 years old.

e-g.If the iCORI registered client is entitled to Required 3 Access or Required
4Access to CORI as defined in 803 CMR 2.05:-Levels-ef-Accessto
CriminalOffenderRecord-Infermation, and the position for which the subject is
beingscreened or in which the subject currently works has an annual salary of
lessthan $75,000, a CRA may disseminate:

i. all pending cases, except those pending cases that are seven or moreyears
old from the date of the CORI report and that did not result in a warrant;
ii. all misdemeanor and felony convictions;

iii. information regarding charged criminal offenses that did not result in a

conviction, except non-conviction information that is seven or more years




old from the date of the CORI report and that did not result in awarrant;
and
iv. juvenile information, but only where the subject was adjudicated as an
adult while younger than 187 years old.
£h. If the iCORI registered client is entitled to Required 3 or Required 4 CORI access
as defined in 803 CMR 2.05:Levels-of-Access-to-Criminal- OffenderRecerd
Infermation, and the position for which the subject is being screenedor in which
the subject currently works has an annual salary of more than$75,000, a CRA
may disseminate:
i. all pending cases;
ii. all misdemeanor and felony convictions;
iii._information regarding charged criminal offenses that did not result in a
conviction; and4-
H#Eiv. juvenile information, but only where the subject was adjudicated as
anadult while younger than 187 years old.

(2) Any CRA that receives CORI from the the DCJIS and which has reason to believe that
the information contained therein has, in whole or in part, been disclosed in error,shall
contact the DCJIS to request that the CORI be reviewed before disseminatingthe CORI
results to its iCORI registered client.

(3) Any CRA that knowingly disseminates CORI beyond the scope permitted by the Fair
Credit Reporting Act, 15 U.S.C. § 1681, and 803 CMR 2.00:-CrirminalOffender Record
Information shall be in violation of applicable laws and regulations.

(4) Any CRA that knowingly disseminates CORI beyond the level of access to which its
iCORI registered client is entitled shall be in violation of 803 CMR2.00:-Criminat
Offender-Record-Information.

(5) Any CRA that knowingly fails to provide a copy of the CORI results to its iCORI-
registered client shall be in violation of 8.03 CMR 2.00:-CriminalOffenderRecord
lafermatiens

a. A CRA may provide a summary of the CORI results in a report to the
1EORegistered-client. The CRA shall also provide-the 1COR}registered-chient an
exact copy of the CORI results received from the DCJIS to the client.

b. A CRA may only disseminate CORI results to its iCORI registered client(s).

c. Any CRA that knowingly disseminates CORI results to a party that is not one of

its iCORI-reqgistered client(s) etherthan-itsiCORIregistered-client{s) shall be in
violation of 803 CMR2.00.:-Criminal-Offender Record-tnformation:

11.111312 Designation-of a-Consumer-Reporting-Agency-{CRA) Acting as Decision Maker

(1) A CRA is a decision maker for CORI request purposes if it has been authorized by its
iCORI registered client to receive CORI results and, based on those resultsand-en-behalf
ef-its-chient, to decide whether to hire or accept an individual foremployment, housing,
volunteer, or Ilcensmg purposes.
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B3)2) If a CRA intends to question the subject about the subject's CORI received from
DCIJIS, the CRA shall provide the subject with a copy of the CORI report priorto
questioning.

11.1242.13: Adverse Decisions by a the-CensumerReperting-Ageney{CRA) as Decision Maker
(1) If a the CRA is authorized to beas-the decision maker by an iCORI-registered client,
before notifying the iICORregistered-client of a potential adverse decision based on a
subject’s CORI received from the DCIJIS regarding-the-subjectbased-onthe-subjeet's
CORreceived-from-DEIS, the CRA shall:

a. provide the subject with a pre-adverse action disclosure that includes a copy of
his/herthe-subjeet's consumer report and a copy of A Summary of Your
RightsUnder the Fair Credit Reporting Act, published by the Federal
TradeCommission by meeting the subject in person, by telephone, by
electroniccommunication, by fax, or by hard copy correspondence;

b. notify the subject of the potential adverse decision;

c. provide a copy of the CORI to the subject;

e-d.provide a copy of the CRA’s-decision-maker's-CORI Policy to the subject , if
applicable;

¢-e.identify the information in the CORI that is prevides-the basis for theinclination
to make an adverse decision;

f. provide the subject with a copy of the DCJIS information concerning the process
for correcting a criminal record;

g. provide the subject with an opportunity to dispute the accuracy of the information
contained in the CORI; and

h. document all steps taken to comply with the requlations.-863-CMR-11.13.

(2) If a subject claims that the CORI providederiminal-history-information provided- by a
CRA isincomplete or inaccurate, the CRA shall investigate the subject's claim, unlessthe
CRA has a reasonable basis to deem the subject's claim frivolous. If a CRAreceives a
claim from a subject that the subject's criminal history information, asprovided by the
CRA, is inaccurate or incomplete, and if the CRA obtained thecriminal history
information from the DCIJIS, the CRA shall also notify DCIJIS,in writing, of the subject's
claim. The CRA shall also include a copy of the subject's claim of incomplete or
inaccurate criminal history information.

(3) A CRA obtalnlng CORI from the DCJIS |s subject to the authority of the CR B
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11.131224: Audits by Department of Criminal Justice Information Services (DCJIS)
(1) Any CRA that obtains CORI from the DCJIS shall be subject to audit as described in 803
CMR 2.21.




11.144315; Constmer-Reporting-Ageney-(CRA} Access to Crminal-OffenderRecord
Infermation(CORI) for Purposes Other than on Behalf of a Client

Nothing in 803 CMR 11.00 shall limit the ability of a CRA or an iCORI-registered client to
access CORI pursuant to any other sectionehapter of 803 CMR 2.00 et seq.{Bepartmentof

GrmmaHusuean—ermanen%emees} |nclud|ng but not I|m|ted to, access as an employer or
member of the general public 0-803-CA 00-GC

11.1511.16: Severability

If any provision of 803 CMR 11.00, or the application thereof, is held to be invalid, such
invalidity shall not affect the other provisions or the application of any other part of 803 CMR
11.00 not specifically held invalid and, to this end, the provisions of 803 CMR 11.00 and various




lications thereof are declared to be severable.lfany-provision-6f803-CMR-11.00-or the

REGULATORY AUTHORITY
803 CMR 11.00: M.G.L.c. 6, 88 167A and 172; and M.G.L. c. 30A.



