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Epsilon Security Breach
Could Affect Millions

Check your email carefully. If you receive messages claiming
to be from your bank or another company you do business
with, they may not be!

Tips to Ensure You
Don’t Reveal
Personal Information

Dallas-based online marketing firm Epsilon, a subsidiary of 1. Don't give your User ID or
Alliance Data Systems Corp., announced on April 1st that a password in email.
security breach exposed the names and email addresses of
potentially millions of customers of U.S. banks, retailers and 2. Don't respond to emails that
other companies. Some of the companies ;
affected inlcjzlude Capital One Finan(]:;;al Corp, Barclays Bank, .re?“'re }CIO u tccl). entt?r petrS %? al
U.S. Bancorp, Citigroup Inc., JP Morgan Chase, Disney Co., Information directly into the
Best Buy, Hilton Worldwide, Ethan Allen email via a Ilnk'or ask youto
Intetiors, Home Shopping Network, Martiott send personal information.
International, TiVo Inc., Walgreens and Kroger Co. )

3. Don't respond to emails threat-

While no financial informa-
tion was compromised, the
concern is that scam art-
ists could use the exposed
information to target
unsuspecting consumers via

“phishing” emails. Phishing

ening to close your account if
you do not take the immediate
action of providing personal
information.

. Don't use your email address as

a login ID or password.

emails claim to be from a
business or retailer you do
business with and may look
legitimate, however, the
emails are used to get you
to reveal personal infor-
mation, such as account
numbers, passwords, Social
Security number and other
sensitive data.

A word of advice to consumers -
NEVER give out your personal
account information to anyone
unless you initiate the contact.

This includes bank account num-
bers, credit and debit card numbers,
passwords, birth date, Social
Security Number or other personally
identifying information.

For more information about fraud and identity theft and
how to protect yourself, call the Office of Consumer
Affairs and Business Regulation’s Consumer Hotline at
117-973-8787 or 888-283-3757 (toll free in
ur wehsite ar Identity Theff. Also see the |[Eederal Trade|
Commission’s websitd for more information on Idendity
heft.
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