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From: Jeff Fleming [jeff@acmecarpetone.com]
Sent: Tuesday, January 20, 2009 3:08 PM
To: Murray, David (SCA)
Subject: FW: re: data/security implementaion

 
 

From: Jeff Fleming [mailto:jeff@acmecarpetone.com]  
Sent: Tuesday, January 20, 2009 2:45 PM 
To: 'David.Murray@state.ma.us' 
Subject: re: data/security implementaion 
 
Office of Consumer Affairs and Business Regulation 
Mr. David Murray 
General Council 
 
Thank you if you are reading this. We are a small business that tries to keep all consumer information private. This we 
have been doing for the last 40+ years. We are concerned with our ability to conform to the regulations that 
Massachusetts is going to require. We are not the size of Walmart, Target, TJMax, Home Depot; we are a small business 
of 11 people. The cost in money and time is giving these giant corporations a big advantage over us with their ability to 
have people and money to cover this. Please see what can be done to help really small businesses. 
 
Jim Fleming, Acme Cutrate, Inc. 
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From: Molchan, Jor [jor.molchan@kewltechs.com]
Sent: Wednesday, January 21, 2009 11:31 AM
To: Murray, David  (SCA)
Subject: Comments - 201 CMR 17.00 Hearing 

January 21, 2009 
 
David Murray 
General Counsel 
Office of Consumer Affairs and Business Regulation 
10 Park Plaza 
Boston MA 02116 
 
RE 201 CMR 17 
 
Mr. Murray, 
 
Thank you for the recent hearing on 201 CMR 17.  I was surprised that no consumer groups testified on behalf 
of consumer interests.  Still, the recently announced Heartland Payment Systems breach underscores the 
importance of protecting consumer data.  With or without this regulation businesses have an obligation to 
protect themselves and their clients from intrusion.  201 CMR 17 which codifies this responsibility should not 
be a surprise to any business in Massachusetts. 
 
My specific comments follow; 
 

Costs need not be prohibitive.  
I am regularly surprised by the cost estimates that these businesses are providing.  My firm is in the 
business of managing such compliance engagements.  For small businesses compliance can be achieved 
for a fraction of the $50,000 expense routinely cited.   
 
While there is clearly work to be done many of the steps needed are common sense or part of good 
business practices.   
 
Third Party Agents needs to be included 
Deferring the third party agent requirement would eviscerate the law’s impact.  Any business which has 
access to confidential data needs to be managed.  Outsourcing relationships are usually undertaken for 
cost savings.  Managing this compliance is part of the outsourcing relationship.   
 
Excluding third party agents is akin to locking the front door but leaving all the windows open. 
 
Portable Devices needs to be included 
Portable devices may be the most at risk portion of the business.  Encryption or simply eliminating 
confidential data from such appliances is paramount. 
 
Portable devices are easily lost or stolen beyond the physical controls of the office. 
 
Specificity should not be expanded  
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Adding specifications to the law or further definitions may have the effect of diminishing protections for 
consumers.  As written, business owners are responsible for making a judgment as to how to best protect 
the data they maintain.   
 
Prescribing a specific remedy may assume a one size fits all solution or worse, define compliance by a 
standard that may be quickly outdated by future developments. 
 
Awareness needs to be expanded 
It is true that many businesses are not aware of 201 CMR 17.  The Commonwealth should expand 
awareness to the business community as soon as possible.   
 

This regulation sets important standards for the protection of consumers in Massachusetts.  Further deferrals or 
reductions in its requirements will disadvantage consumers and expose them to further risk.   
 
Jor Molchan 
Managing Partner  
Advantage Resolution Consulting 
617 448 2225 
jor@kewltechs.com 

From: Murray, David (SCA) [David.Murray@state.ma.us] 
Sent: Wednesday, December 03, 2008 1:25 PM 
To: Molchan, Jor 
Subject: RE: Enforcement - 201 CMR 17.00: Standards for The Protection of Personal Information of Residents of the 
Commonwealth 

Mr. Molchan:  The enforcement of 201 CMR 17.00 will be the responsibility of the Massachusetts Attorney General.  
Please let me know if we can be of any further help.  Regards, 
  
David A. Murray 
General Counsel 
Office of Consumer Affairs and Business Regulation 
10 Park Plaza 
Boston, MA  02116 
(617) 973-8703 
David.Murray@state.ma.us 
  
From: Molchan, Jor [mailto:jor.molchan@kewltechs.com]  
Sent: Wednesday, December 03, 2008 12:58 PM 
To: david.murray@massmail.state.ma.us 
Subject: Enforcement - 201 CMR 17.00: Standards for The Protection of Personal Information of Residents of the 
Commonwealth 
  
December 3rd, 2008 

  

Mr. Murray, 
  
I am writing to understand enforcement of 201 CMR 17.00: Standards for The Protection of Personal 
Information of Residents of the Commonwealth.  My firm is aware of GBLA upon which the act is based, and 
the enforcement role that the OCC and Fed play in that law.  Regarding 201 CMR 17.00 we would like to 
understand which State of Massachusetts office will manage enforcement.  Further, we would like to understand 
specifically, will the state conduct audits or reviews or require affirmative certification of compliance?  This 
query is specific to cases prior to the occurrence of a breach.  The Office of the Attorney General via Ben 
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Vitalini has advised that the law will be enforced by the OCABR.  Desmond Berimondi of the OCABR has 
advised that the AG will enforce the law.  Matt Huegel of the OCABR has directed me to your counsel.  Your 
comments on the State’s enforcement process are appreciated. 
  
My interest is two fold as I manage my own business and assist other small business owners in their compliance 
with this important regulation. 
  
Kind regards, 
  
Jor Molchan 
Principal 
Advantage Resolution Consulting 
617 448 2225 
  
  













































----- Original Message ----- 

From: bounce@bounce.votervoice.net <bounce@bounce.votervoice.net> 

To: Secretary Daniel  O'Connell <Daniel.O'Connell@state.ma.us> 

Sent: Tue Jan 13 12:39:01 2009 

Subject: Change Mass. Data Regulations 

 

Secretary O'Connell: 

 

As an employer in Pepperell, MA with 26 employees, I am very concerned about the mandates currently included in 

201 CMR 17.00.  As written, these regulations set a difficult course for my business, state agencies and our shared 

goals to invest and protect jobs in the Commonwealth. 

 

We agree that keeping personal information confidential has and will continue to be a responsibility that employers 

assume. However, in most cases the information that is defined as "personal information" is required by an employer 

only to fulfill government requirements. The one exception being financial account number required for direct 

payroll deposits. 

 

I urge my elected officials to review the statement given by AIM dated November 19, 2008. The statement clearly 

defines the issues, concerns and obstacles businesses will have in implementing 201 CMR 17.00. 

 

I also ask that my elected officials recognize that AIM represents me and my company while I am busy trying 

desperately to save jobs. I have been informed that some elected officials do not recognize AIM as a representative 

of the business community. I would ask these elected officials give AIM the same weight they give union officials. I 

am sure no elected official would ever say that a union does not represent its members. 

 

Lastly, I take issue that all government agencies are exempt from this standard. Is that because steps have already 

been taken by the numerous government agencies that hold this personal information or that it would be difficult for 

them to comply? 

 

Sincerely, 

 

Albert Polmonari 

CEO 

Astron, Inc. 

21 Lomar Park 

Pepperell, MA 01463 
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Office of Consumer Affairs and Business Regulation 
10 Park Plaza, Suite 5170 
Boston, MA, 02116 
Attention: David A Murray, General Counsel 
 
Dear Mr. Murray: 
 
I am writing concerning the timing of regulations proposed by the Department of 
Consumer Affairs and Business Regulation (OCABR) to implement M.G.L. c. 93H as 
codified in 201 CMR 17.00. 
 
Specifically, I am concerned about the January 1, 2010 deadline for portable devices 
other than laptops as delineated in 201 CMR 17.04(5) in relation to 201 CMR 17.02 
and .03’s definition of a “person” and current IRS regulations. 
 
As a Massachusetts resident, I am certainly in favor of protecting the personal 
information of Massachusetts residents. Your office is already familiar with the 
difficulties in obtaining adequate encryption technology, however, for portable 
devices such as PDAs and cell phones, or else you would not have extended the 
deadline to January 1, 2010. 
 
Perhaps you are not aware, however, of how IRS regulations are impacting the 
handling of these devices by various institutions within the Commonwealth.  I attach 
at the end of this letter an opinion Boston College received from Price Waterhouse 
Coopers vis‐à‐vis cell phones and an opinion on the same from Grant Thornton, 
another public accounting firm. In the past, the university purchased cell phones for 
the use of employees where there was a clear business need, and accepted that in 
today’s society, the employees might make personal calls on these devices from time 
to time as well.  
 
The IRS, however, has clarified that such devices are defined as “listed property” and 
that as a result, any use for non‐business calls must be individually documented, on 
a per‐call basis.  Because of the IRS’s position, Boston College and many other 
institutions have moved to a model where cell phones and “smart” phones/PDAs are 
no longer purchased by the university.  Instead, employees with a need are given an 
allowance in the payroll system to offset their cost in personally purchasing 
whatever cell phone brand and plan they desire.  This stance allows the university 
to avoid the wrath of the IRS, and dispenses with the need for employees to keep 
individual logs of each personal cell phone call they make so they can then 
reimburse the university.  It also, however, creates a situation where the university 
has significantly diminished control over what cell phone or smart phone employees 
use, and the software (including encryption) deployed on the phone.  
 
A phone purchased in this manner, to make the IRS happy, is not property of the 
university in any way.  Employees can visit their nearest electronics or cellular 
retailer and purchase whatever device they wish.  The overwhelming majority of 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these devices are consumer‐grade, and, as a result, do not have encryption 
capabilities. 
 
This brings me to responsibility.  201 CMR 17.02 defines a “person” as “a natural 
person, corporation…or other legal entity….” 201 CMR 17.03 states that “Every 
person that…stores or maintains personal information about a resident of the 
Commonwealth shall develop, implement, maintain and monitor a comprehensive, 
written information security program….”  
 
If an individual employee of Boston College buys a cell phone or smart phone with 
his or her own funds, I submit that the individual, and not Boston College, is the 
owner of that phone.  If the individual then stores “personal information” as defined 
by M.G.L. 93H on the phone, I submit that the individual is a “natural person” under 
201 CMR 17.02’s definition.  The logical conclusion, then, is that the individual 
employee is personally responsible for the information on the phone that he or she 
owns, and not Boston College. 
 
As 201 CMR 17.00 is presently cast, one might argue that the employees are “third‐
party service providers” under 17.03(f).  But such providers are not formally 
defined in the regulation, and it flies in the face of logic to suggest than an employee 
is a third‐party service provider.  Irrespective, under 17.03 each individual BC 
employee who purchases their own cell phone and ends up with personal 
information of a resident of the Commonwealth on said phone, by definition must 
have a comprehensive written information security program related to his or her 
personal cell phone.  Even if the “third‐party” provider logic above held, which as I 
noted I do not think is the case, Boston College would then under 17.03(f) have to 
obtain a statement from each employee with a cell phone who might have access to 
personal information that said employee was in compliance with 201 CMR 17.00, 
which again means each employee having an information security program related 
to his or her personal cell phone.  
 
I suggest that the paucity of encryption software available on consumer cell phones 
and PDAs, in combination with the IRS “listed property” regulation, which forces 
institutions without sophisticated call recordkeeping systems to allow employees to 
buy their own portable phones or smartphones has created an unintentional 
consequnce. Specifically, the OCABR has created the consequence in the current 
draft of 201 CMR 17.00 of forcing numerous individual residents of the 
Commonwealth to comply in full with the regulation.  I further suggest that, given 
this difficulty, the OCABR extend the deadline for other portable devices past the 
January 1, 2010 date until such time as the regulation can be crafted around this 
issue, or manufacturers of consumer portable phones can place standardized 
encryption on them, much like air bags are now standard on cars, in order to protect 
the residents of our Commonwealth properly without exposing potentially large 
numbers of them to maintaining written information security programs for their 
portable phones. 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Boston College appreciates the opportunity to comment on the proposed 
regulations and the Department’s efforts to implement the Legislature’s intent. I 
would be happy to provide further explanation on any of the comments in this letter 
or to have discussions with the Department about any portion of 201 CMR 17.00.  
The documents from Price Waterhouse Coopers and Grant Thornton follow. 

 
Thank you for your time and consideration. 
 
 
 
David Escalante 
Director of Computer Policy & Security 
Boston College 
 

____________________________________________________ 
Listed Property - Substantiation Rules 
August 11, 2006 
 
General Rules on Substantiation of Business Use: 
 

 Cell phones (or similar telecommunications equipment) are defined as listed 
property (I.R.C. §280F(d)(4)(A)(v)) 

 
 When listed property is provided to an employee by an employer: 
 

a.) An employee may not exclude from gross income as 
working condition fringe any amount of the value of 
the availability of listed property provided by an 
employer to the employee unless the employee 
substantiates the amount of the exclusion (Treas. Reg. 
§1.274-5T(e)(1)(i)) 

 
b.) The employer can substantiate its business use 

through evidence that shows that the listed property 
was used by the employee in the employer's trade or 
business and, if any employee used the property for 
personal purposes, the employer includes an 
appropriate amount in the employee's income (Treas. 
Reg. §1.274-5T(e)(2)(i)(A)) 

 
c.) Relying on the Employee's record: 

 
- The employer may rely on adequate records 

maintained by the employee:  
a. Unless the employer know or has reason 

to know that the records are not accurate 
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b. The employer must retain a copy of the 
adequate records maintained by the 
employee 

 
  OR 
 

- The employer can rely on a statement submitted 
by the employee that provides sufficient 
information to allow the employer to determine 
the business use of the property: 

 
a. Employer can rely on employee 

statement unless the employer knows or 
has reason to know that the statement is 
not based on adequate records  

b. If the employer relies on the employee's 
statement, the employer must retain only 
a copy of the statement - the employee 
must retain a copy of the adequate 
records  

 
(Treas. Reg. §1.274-5T(e)(2)(ii)) 
 
 

 
General Rules on Substantiation of Business Use (continued): 
 

 To prove the business use of listed property the amount, the time, and the business purpose must be 
substantiated as follows: 

 
a.) The amount of:  

- Expenditure - each separate expenditure with respect to an 
item of listed property 

- Use - the amount of each business use based on appropriate 
measure (i.e. minutes) 

b.) Time - date of use  
c.) Business purpose - the business purpose for use 
 
Treas. Reg. §1.274-5T(b)(6) 

 
 Adequate records - an account book, diary, log, statement of expense, or similar record must be 

prepared or maintained in such a manner that each recording of an element of a use is made at or near 
the time of the use (Treas. Reg. § 1.274-5T(c)(2)(ii)):  

 
a.) At or near the time of use - a log, record, etc. submitted by an 

employee to the employer in the "regular course of good business 
practice" 

b.) A written statement is generally required to constitute an adequate 
record of business purpose  

c.) Listed property - substantiation of business use - the record must 
contain sufficient information as to each element of every business 
use (Treas. Reg. §1.274-5T(c)(2)(ii)(C)) 
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 Sampling - use of listed property - substantiation by other sufficient evidence: 
 

a.) Records can be maintained for a portion of the year, 
and 

b.) Periods for which an adequate record is maintained 
must be representative of the use for the year 

 
(Treas. Reg. §1.274-5T(c)(3)(ii)) 
 

 Listed property is not eligible for the no-cost additional fringe benefit (Treas. Reg. 
§1.132-5T(c)(1)) 

 
 
 
Grant Thornton LLP Not for Profit Tax Alert, March 4, 2008 
 
Relief may be on the way for organizations that provide cell phones to 
employees   Representative Sam Johnson of Texas and six co-sponsors introduced legislation 
on Feb. 14, 2008, that would amend the Internal Revenue Code of 1986 to remove cell phones 
from "listed property" under section 280F. If enacted in its current form, the MOBILE Cell Phone 
Act would mean that personal use of employee paid cell phones and cell phone service would no 
longer be subject to the onerous record-keeping requirements under the listed property rules. 
This would help eliminate the reporting and intermediate sanctions risks associated with this 
common but problematic employee benefit.   
 
Current law can result in automatic excess benefits Under the current tax law, cell phones 
(and similar telecommunication devices such as the Blackberry®, Treo, etc.) are considered 
listed property. The working condition fringe benefit rules apply to cell phones and other listed 
property only when the item is used for business purposes. As a result, the business use versus 
personal use of these items is required to be tracked contemporaneously by employees, in order 
to properly exclude the value of the use of the item from the employee's gross income. Generally, 
a business log or diary indicating business use and prepared contemporaneously is required in 
order to disprove personal use, and thus prevent compensation treatment for listed property 
provided as an employee benefit. Otherwise, the entire benefit is normally includable as wage 
income. While all employers face an income tax withholding and payroll tax risk, the additional 
problem for Section 501(c)(3) and Section 501(c)(4) organizations is that if the value of the 
personal use of telecommunication devices is not properly documented as compensation for 
employees who are provided these items, intermediate sanctions may apply if the individuals are 
considered disqualified persons under IRC 4958. The IRS has applied these laws to hold that 
using employer equipment (and reimbursements for purported but not properly recorded business 
use) can result in wage income, which, if unreported on Form W-2 or other tax form, can result in 
an automatic excess benefit subject to intermediate sanctions. This presents a serious risk for a 
seemingly minor and ubiquitous fringe benefit. 
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From: bounce@bounce.votervoice.net on behalf of Willa Giordano 
[wgiordano@centralmassmachine.com]

Sent: Tuesday, January 13, 2009 12:34 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray: 
 
Our facility, Central Mass. Machine, Inc., has been machining very large parts in Holyoke for 
over 100 years. From Massachusetts,our parts (up to 30,000 lbs) are shipped world‐wide for 
power plants, for defense and for industry. As both controller and human resource manager for 
our 37 employees, I am very concerned about the mandates currently included in 201 CMR 17.00. 
As written, these regulations set a difficult course for my business, state agencies and our 
shared goals to invest and protect jobs in the Commonwealth. 
 
We make all efforts to comply with existing privacy, HIPAA and data security regulations. We 
need to protect both the business's data and the personal information of our employees. But 
the new CMR is so vague, ambiguous and convoluted that it defies logic. We need clear 
guidelines, no more burdensome than Federal regulations, to effectively manage this issue. 
Please reconsider implementation until these goals met. Thank you for your attention. 
 
Sincerely, 
 
Willa Giordano 
Controller 
Central Mass. Machine, Inc. 
529 S East St 
Holyoke, MA 01040 
 
 









 
 
 
 
 
Governor Deval Patrick 
Massachusetts State House 
Office of the Governor 
Room 360 
Boston, MA 02133 
 
 
Secretary Daniel O’Connell 
Executive Office of Housing & Economic Development 
One Ashburton Place, Room 2101 
Boston, MA 02108 
 
Daniel Crane, Undersecretary 
David Murray, General Counsel 
Office of Consumer Affairs and Business Regulation 
10 Park Plaza, Suite 5170 
Boston, MA 02116 
 
CC:  Senator Anthony Galluccio, Senator Anthony Petruccelli, Senator Michael W. Morrissey, Chairman 
Committee on Consumer Protection & Professional Licensure, Rep. Michael J. Rodrigues, Chairman 
Committee on Consumer Protection & Professional Licensure, Representative Robert DeLeo, Representative Kathi 
Reinstein, Mayor Thomas G. Ambrosino, Revere Chamber of Commerce 
 
Top Priority:  Protect Personal Information through Stakeholder Analysis 
 
Dear Governor Patrick, Secretary O’Connell and Undersecretary Crane: 
 
As current President of the Revere City Council and as an employer with 6 employees, I am very concerned, about the 
mandates currently included in 201 CMR 17.00.   
 
As written, these regulations set a perilous course for my business, state agencies and our shared goals to invest and 
protect jobs in the Commonwealth.  I urge the Patrick’s Administration Patrick’s Administration to engage in a rigorous 
stakeholder analysis and to provide an opportunity for comment on the entire set of regulations within 201 CMR 17.00 with 
the Department, Attorney General, regulated community and elected officials, to re-issue an entire set of rules by May 1, 
2009 with implementation of the rules over a two year period. 
 
As a business owner, the protection of personal information for residents of the Commonwealth is a top priority.  The delay 
in the effective date is helpful, as a practical matter, it is unreasonable to believe that my firm has a fair opportunity to reach 
full compliance.   
 
As currently written, 201 CMR 17.00 goes beyond the legislature’s intent and mandates specific technologies, creates 
redundant and confusing rules and does not hold public agencies to the same standards of the private sector.  In many 
instances the regulatory mandates are not technically or economically feasible for public or private agencies regardless of 
size or available resources.  Further, the regulations do not envision the national and global business relationships that the 
Massachusetts economy depends on. 
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The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms that conduct business in 
Massachusetts.  The promulgation and implementation of these specific regulations are in sharp contrast with other states 
and especially other Massachusetts state agencies that routinely engage in collaborative discussions with the regulated 
communities.  The state of New Jersey recognized the need for a vigorous stakeholder analysis.  Currently, the State of 
New Jersey is currently in a two year process just to promulgate a “pre-proposal” of regulations that do not yet specify 
actual implementation deadlines.  In fact, on December 15, 2008, New Jersey issued its new pre-proposal after determining 
in April 2008 to reconsider and withdraw the proposed rules it had previously issued on April 16, 2007.  New Jersey’s new 
pre-proposal provides for a comment period until February 13, 2009.  Regrettably, the Massachusetts regulations do not 
provide similar time, clarity, recognition of federal regulations nor do they recognize the significant technological, legal, 
operational challenges or the significant investments and human talent that many persons and small firms must now face.   
 
The following is a partial list of the issues and solutions that should be addressed: 
 
Time:  Is needed for collaborative stakeholder process with aggressive interaction by the Department, Attorney General, 
regulated community, and elected officials to develop revised rules to achieve the ultimate goal of compliance.  The 
regulations should be implemented in a phased manner to ensure the proper and appropriate level of education and 
outreach for the regulated community.  The regulations should be further refined and implemented in a phased manner to 
ensure the proper and appropriate level of education and outreach for the regulated community 
 
Consistency:  Is needed with existing and emerging federal law, and the laws of other states, to avoid duplication, wasted 
resources, confusion and undue complexity.  The Massachusetts statute calls for uniformity and consistency with other 
laws, which is crucial for Massachusetts businesses and to ensure economic competitiveness.  Moreover, there is no 
benefit to Massachusetts to impose unique requirements that merely conflict or preempt other federal and state laws 
without providing any additional substantive protection for Massachusetts consumers, employees and other residents. 
 
Contract provisions and written certifications:  Are duplicative, confusing, and unnecessary.  Contractual language should 
be used, not certification, and then on a going forward basis when contracts with third parties are newly created or 
renewed.  Otherwise the contract and written certification requirement becomes a never ending, complex, costly, and 
circular mandate virtually without end. 
 
 
Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature negates the 
reasonableness standard within the statute. A principle or standard should be used allowing the regulated community to 
assure an outcome, rather than complying with a single command and control technology. 
 
Inventory:  Requirements are complex and counterproductive, drawing resources away from more important objectives.  
Creating an inventory of the location of every personal data point is both unnecessary, resource debilitating and quickly 
becomes outdated.  A better, more meaningful approach is to undertake a risk analysis of systems to identify the potential 
for the loss of such data as it moves. The risk assessment approach would be similar to what is required in other federal 
and state contexts. 
 
Information collected and time held: Requirements are problematic and the regulatory structure does not require such 
regulations.  Restricting data collected and time held are redundant to the privacy requirements under the statute, and 
worse wastes resources and distracts focus from the primary goal of ensuring systems are protective of personal privacy 
 
Public sector: Needs to be held to exactly the same standards as the private sector.  Personal data is regularly shared with 
public entities and is a source of significant data breaches.  We know this in dealing with our constituents on a daily basis. 
Failure of the public sector to adhere to the same standards or requirements undermines public policy and makes a 
mockery of the statute’s purpose 
 
Under these rules “all persons” and firms regulated cannot achieve 100% compliance because these regulations ignore the 
fact that many of the technological, legal and operational requirements are not readily available to “all persons” or firms, 
regardless of readily available resources. 
 
Data security is not simple, no one person in a firm can provide the expertise and no one technological solution will provide 
security.  We must get this right – cost effective data privacy rules that comply with the statute, set standards, recognize 



existing programs, and invite innovation.  Thank you for considering the long-term implications of these regulations and 
their direct impact on my business and the Massachusetts economy. 
 
 
Sincerely, 
 
 
Daniel Rizzo 
Revere City Council President 
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From: bounce@bounce.votervoice.net on behalf of Ann Lukasik [alukasik@cswgraphics.com]
Sent: Tuesday, January 13, 2009 12:33 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray: 
 
As an employer in the Ludlow, MA with 100 employees, I am very concerned about the mandates 
currently included in 201 CMR 17.00.  As written, these regulations set a difficult course 
for my business, state agencies and our shared goals to invest and protect jobs in the 
Commonwealth. 
 
I feel the upcoming notifications regarding security incidents involving personal information 
will become as common place, meaningless and as ignored as the privacy statements now are.   
 
The cost to comply will involve hiring a consultant to determine that our computer systems 
meet the requirements.  
 
In our attempts to comply I have run across our vendors that our not prepared to address this 
situation. 
 
Also the requirement to inventory all records that contain personal information seems 
arbitrary, time‐consuming and useless. 
 
Please do what you can to reduce the compliance burden to Massachusetts employers who are 
already struggling to survive in this economy. 
 
Sincerely, 
 
Ann Lukasik 
Controller 
CSW, Inc. 
45 Tyburski Rd 
Ludlow, MA 01056 
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From: djkern@comcast.net
Sent: Wednesday, January 21, 2009 4:54 PM
To: Murray, David (SCA)
Subject: What about protecting Massachusetts’ CITIZENS?
Attachments: What about protecting MA residents OCABR.doc

Attention: David A. Murray 
  
What about protecting Massachusetts’ CITIZENS? 
201 CRM 17.00, Standards for the Protection of Personal Information of Residents of the Commonwealth has 
already been delayed from January 1, 2009 to May 1, 2009 and January 1, 2010.  
Now, as reported by THE ASSOCIATED PRESS on January 17, 2009 in the Worcester Telegram article “New 
identity theft rules protested” http://www.telegram.com/article/20090117/NEWS/901170311/‐1/NEWS 
companies and advocates have asked the Patrick administration in a 1/15/09 letter to  

1. reissue new regulations on May 1  
2.  give them two additional years to comply.   

In doing this, how many millions of innocent victims will have their personal and financial lives torn apart; 
have their medical records compromised; have warrants for their arrest and so much more. 
I appreciate that the economy is in shambles. I can also see how the regulations are a challenge in both cost 
and complexity. But what makes me ill is that  
Businesses should be responsible to know that since the nations first disclosure bill CA 1386, (effective July 1, 
2003) that privacy issues were being seriously neglected and that breaches were required to be disclosed 
unless the privacy data had been encrypted. I feel they could have done more and any further delays are 
unwarranted. 
Business hasn’t done the right things; they’ve done the least that they could to slide by! 
After almost 5‐years of data breach disclosures and daily news reports of problems, business owners, 
associations and advocates shouldn’t be acting as if they are the victims. Claiming that “personal data 
protection and reporting is too costly and complex” is really unfair to the commonwealth’s residents.   
It would be one thing if the Bay State was the first in the nation with a data protection law but being the 44th 
state is something else.  
Besides, Massachusetts has the great distinction of being the home base of TJX who precipitated the loss of 
almost 100 million credit card numbers that fueled many serious extended identity theft issues.  
We need privacy protection  
As a resident, I applaud the effort as Massachusetts residents absolutely need privacy protection and anyone 
that has been a victim of identity theft knows the absolute frustration that lasts years and never seems to go 
away. I feel the Federal Trade Commission’s finding that 28% of ID theft victims are never able to completely 
put the facts back prior to being victimized is very accurate .  
Because a business was sloppy with the private information of my family members, they have spent hundreds 
of hours trying to clear their good names, reputations and credit rankings. I can’t tell you the number of times 
they have been put on hold by phone systems, credit bureaus and other institutions.  
The time away from their jobs, their family time and continued “proving themselves innocent as the system 
has declared them guilty” is wrong. The double checking of every bill, statement, medical procedure, calling 
law enforcement to investigate fraudulent warrants for arrest and the hours spent crying and worrying if this 
nightmare will ever come to an end is just not right. 
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It’s simply unbelievable what can happen when your life is turned upside down. In fact, one member was 
denied a loan, another lost a job opportunity.  
And they will never know if that criminal is still using their identity at this very moment. 
Businesses do not have any problem at all charging the profit margin on the goods and services. Why can’t 
they do the basic, moral thing and do to protect every customer’s private data and financial records?  
They have asked me to ask our elected officials (Governor Patrick, the Office of Consumer Affairs and Business 
Regulations (OCABR) and the Attorney General’s office (AG) to start protecting them and all Massachusetts 
citizens. 
At the very least, businesses should be forced to  

1. Immediately report if data has been compromised.  
2. Immediately train their people so that everyone knows how to protect both physical and cyber data 
3. Maintain a written policy so that everyone within the company is operating efficiently and is on the 

same page as to addressing procedures, discussing potential shortcomings and to know how to handle 
mistakes before they become catastrophic in a systematic manner. 

Thank you for this opportunity to express a combination of views. 
 
DJ Kern  
California Senate Bill 1386 
This bill, operative July 1, 2003, would require a state agency, or a person or business that conducts business in California, 
that owns or licenses computerized data that includes personal information, as defined, to disclose in specified ways, any 
breach of the security of the data, as defined, to any resident of California whose unencrypted personal information was, or 
is reasonably believed to have been, acquired by an unauthorized person. The bill would permit the notifications required by 
its provisions to be delayed if a law enforcement agency determines that it would impede a criminal investigation. The bill 
would require an agency, person, or business that maintains computerized data that includes personal information owned by 
another to notify the owner or licensee of the information of any breach of security of the data, as specified. The bill would 
state the intent of the Legislature to preempt all local regulation of the subject matter of the bill. This bill would also make a 
statement of legislative findings and declarations regarding privacy and financial security. 

 





























January 21, 2009 

 

Governor Deval Patrick 

Massachusetts State House 

Office of the Governor 

Room 360 

Boston, MA 02133 

Phone: 617.725.4005 

Fax:  617.727.9725 

 

Secretary Daniel O’Connell 

Daniel Crane, Undersecretary 

David Murray, General Counsel 

Office of Consumer Affairs and Business Regulation 

10 Park Plaza, Suite 5170 

Boston, MA 02116 

p. 617-973-8700 

f. 617-973-8799 

Email: David.Murray@state.ma.us   

CC:  Senator Jennifer Flanagan, Representative Dennis Rosa, North Central 

Massachusetts Chamber of Commerce 

Top Priority:  Protect Personal Information through Stakeholder Analysis 

Dear Governor Patrick, Secretary O’Connell and Undersecretary Crane: 

 

As an employer with approximately 140 employees, I am very concerned, about the 

mandates in 201 CMR 17.00.  These regulations set a perilous course for my business, 

the state and our shared goals to invest and protect jobs in the Commonwealth.  I urge the 

Patrick Administration to engage in a rigorous stakeholder analysis and transparent 

comment process focused on the entire set of regulations within 201 CMR 17.00 with the 

Department, Attorney General, regulated community, and elected officials with a goal 

issue an entirely new set of rules by May 1, 2009 with implementation over a two year 

period. 

The protection of personal information for residents of the Commonwealth is a top 

priority for everyone.  The delay in the effective date is helpful, as a practical matter, but 

it is unreasonable to believe that my firm or others have a fair opportunity to reach full 

compliance.  As currently written, 201 CMR 17.00 goes beyond the legislature’s intent 

and mandates specific technologies, creates redundant and confusing rules and does not 

hold public agencies to the same standards of the private sector.  In many instances the 

regulatory mandates are not technically or economically feasible for public or private 

agencies regardless of size or available resources.  Further, the regulations do not 

envision the national and global business relationships that the Massachusetts economy 

depends on. 

mailto:David.Murray@state.ma.us


The current rules will have a negative impact on “all persons” and all firms that conduct 

business in Massachusetts.  The promulgation and implementation history of these 

specific regulations are in sharp contrast with other states and even other Massachusetts 

state agencies that routinely engage in extensive and vibrant collaborative discussions 

with the regulated communities.  The state of New Jersey recognized the need for a 

vigorous stakeholder analysis.  Currently, the State of New Jersey is engaged in a two-

year process just to promulgate a “pre-proposal” for data privacy regulations and that 

does not include the phase in time for actual compliance.  Regrettably, the Massachusetts 

process for our privacy regulations did not provide similar time, clarity, education, and 

recognition of federal regulations, nor do the rules recognize the significant 

technological, legal, operational challenges, or the significant investments and human 

talent that many persons and small firms must now face.   

 

The following is a partial list of the issues and solutions that the business community has 

identified: 

 

Time:  Time is needed for collaborative stakeholder process with aggressive interaction 

by the Department, Attorney General, regulated community, and elected officials to 

develop revised rules to achieve the ultimate goal of compliance.  The resulting 

regulations should be implemented in a phased manner to ensure the proper and 

appropriate level of education and outreach for the regulated community.   

 

Consistency:  Consistency with existing and soon to be promulgated federal law and the 

laws of other states is essential, to avoid duplication, wasted resources, confusion and 

undue complexity.  The Massachusetts statute calls for uniformity and consistency with 

other laws, which is crucial for Massachusetts businesses and to ensure economic 

competitiveness.  Moreover, there is no benefit to Massachusetts to impose unique 

requirements that merely conflict other federal and state laws and provide little or no 

additional substantive protection for Massachusetts consumers, employees and other 

residents. 

 

Contract provisions and written certifications:  The third party contractual obligations 

and separate certification are duplicative, confusing, and unnecessary.  Contractual 

language requiring third parties holding personal data to protect such information should 

be used, not certification.  Otherwise the contract obligations and written certification 

requirements becomes a never ending, complex, costly, and essentially circular mandate 

virtually without end. 

 

Mandatory encryption:  Encryption of data is not mandated in the Massachusetts statute 

and its prescriptive nature negates the reasonableness standard the Legislature put in the 

law.   A standard for the outcome protecting personal data should be used allowing the 

regulated community to develop a range of measures for protection, rather than 

complying with a single command and control technology requirement. 

 

Inventory:  The inventory requirement to find every piece of personal data is a complex, 

costly and counterproductive effort, drawing resources away from more important 



privacy objectives.  Creating an inventory of the location of every personal data point is 

both unnecessary, resource debilitating and quickly becomes outdated.  A better, more 

meaningful approach is to undertake a risk analysis of systems identifying the potential 

for the loss of such data. The risk assessment approach would be similar to what is 

required in other federal and state contexts. 

 

Information collected and time held:  Data collecting and holding requirements are 

problematic and the regulatory structure does not require such rules.  Restricting data 

collected and time held are redundant to the privacy requirements under the statute, and 

worse wastes resources and distracts focus from the primary goal of ensuring systems are 

protective of personal privacy. 

 

Public sector:  Massachusetts agencies need to be held to exactly the same standards as 

the private sector for data privacy.  Personal data is regularly shared with public entities 

and has the potential to be a source of significant data breaches.  Failure of the public 

sector to adhere to the same standards or requirements undermines public policy and 

makes a mockery of the statute’s purpose. 

 

In the final analysis, under the existing rules “all persons” and firms regulated cannot 

achieve 100% compliance because these regulations ignore the fact that many of the 

technological, legal and operational requirements are not readily available to “all 

persons” or firms, regardless of available resources. 

 

Data security is not simple, no one person in a firm can provide the expertise, and no 

single technological solution will work in all situations.  We must get this right – cost 

effective data privacy rules that comply with the statute, set standards, recognize existing 

programs, and invite innovation.  Thank you for considering the long-term implications 

of these regulations and their direct impact on my business and the Massachusetts 

economy. 

 

Sincerely, 

 

 

 

Michael A. Quirk 

Human Resources Manager 

Fosta-Tek Optics, Inc. 

Leominster, MA 









 

 

 

 

 

 

 

Governor Deval Patrick 

Massachusetts State House 

Office of the Governor 

Room 360 

Boston, MA 02133 

 

Big Problems with New Regulations to Protect Personal Information 

 

Dear Governor Patrick: 

 

As an employer with 30 employees, I am very concerned about the mandates currently included 

in 201 CMR 17.00.  As written, these regulations set a perilous course for my business, state 

agencies and our shared goals to invest and protect jobs in the Commonwealth.  I urge the 

Patrick Administration to engage in a rigorous stakeholder analysis and to provide an 

opportunity for comment on the entire set of regulations within 201 CMR 17.00 with the 

Department, Attorney General, regulated community and elected officials, to re-issue an entire 

set of rules by May 1, 2009 with implementation of the rules over a two year period. 

As a business owner or employee the protection of personal information for residents of the 

Commonwealth is a top priority.  The delay in the effective date is helpful, as a practical matter, 

it is unreasonable to believe that my firm has a fair opportunity to reach full compliance.  As 

currently written, 201 CMR 17.00 goes beyond the legislature’s intent and mandates specific 

technologies, creates redundant and confusing rules and does not hold public agencies to the 

same standards of the private sector.  In many instances the regulatory mandates are not 

technically or economically feasible for public or private agencies regardless of size or available 

resources.  Further, the regulations do not envision the national and global business relationships 

that the Massachusetts economy depends on. 

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms 

that conduct business in Massachusetts.  The promulgation and implementation of these specific 

regulations are in sharp contrast with other states and especially other Massachusetts state 

agencies that routinely engage in collaborative discussions with the regulated communities.  The 

state of New Jersey recognized the need for a vigorous stakeholder analysis.  Currently, the State 

of New Jersey is currently in a two year process just to promulgate a “pre-proposal” of 

regulations that do not yet specify actual implementation deadlines.  In fact, on December 15, 



2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider and 

withdraw the proposed rules it had previously issued on April 16, 2007.  New Jersey’s new pre-

proposal provides for a comment period until February 13, 2009.  Regrettably, the Massachusetts 

regulations do not provide similar time, clarity, recognition of federal regulations nor do they 

recognize the significant technological, legal, operational challenges or the significant 

investments and human talent that many persons and small firms must now face.   

 

The following is a partial list of the issues and solutions that the business community has 

identified: 

 

Time:  Is needed for collaborative stakeholder process with aggressive interaction by the 

Department, Attorney General, regulated community, and elected officials to develop revised 

rules to achieve the ultimate goal of compliance.  The regulations should be implemented in a 

phased manner to ensure the proper and appropriate level of education and outreach for the 

regulated community.  The regulations should be further refined and implemented in a phased 

manner to ensure the proper and appropriate level of education and outreach for the regulated 

community 

 

Consistency:  Is needed with existing and emerging federal law, and the laws of other states, to 

avoid duplication, wasted resources, confusion and undue complexity.  The Massachusetts 

statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts 

businesses and to ensure economic competitiveness.  Moreover, there is no benefit to 

Massachusetts to impose unique requirements that merely conflict or preempt other federal and 

state laws without providing any additional substantive protection for Massachusetts consumers, 

employees and other residents. 

 

Contract provisions and written certifications:  Are duplicative, confusing, and unnecessary.  

Contractual language should be used, not certification, and then on a going forward basis when 

contracts with third parties are newly created or renewed.  Otherwise the contract and written 

certification requirement becomes a never ending, complex, costly, and circular mandate 

virtually without end. 

 

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature 

negates the reasonableness standard within the statute. A principle or standard should be used 

allowing the regulated community to assure an outcome, rather than complying with a single 

command and control technology. 

 

Inventory:  Requirements are complex and counterproductive, drawing resources away from 

more important objectives.  Creating an inventory of the location of every personal data point is 

both unnecessary, resource debilitating and quickly becomes outdated.  A better, more 

meaningful approach is to undertake a risk analysis of systems to identify the potential for the 

loss of such data as it moves. The risk assessment approach would be similar to what is required 



in other federal and state contexts. 

 

Information collected and time held: Requirements are problematic and the regulatory 

structure does not require such regulations.  Restricting data collected and time held are 

redundant to the privacy requirements under the statute, and worse wastes resources and distracts 

focus from the primary goal of ensuring systems are protective of personal privacy 

 

Public sector: Needs to be held to exactly the same standards as the private sector.  Personal 

data is regularly shared with public entities and is a source of significant data breaches.  Failure 

of the public sector to adhere to the same standards or requirements undermines public policy 

and makes a mockery of the statute’s purpose 

 

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because 

these regulations ignore the fact that many of the technological, legal and operational 

requirements are not readily available to “all persons” or firms, regardless of readily available 

resources. 

 

Data security is not simple, no one person in a firm can provide the expertise and no one 

technological solution will provide security.  We must get this right – cost effective data privacy 

rules that comply with the statute, set standards, recognize existing programs, and invite 

innovation.  Thank you for considering the long-term implications of these regulations and their 

direct impact on my business and the Massachusetts economy. 

 

Sincerely, 

 

 

 

G. L. (Lee) Gaudette, III, CPCU 

President 

 

cc: Daniel.OConnell@state.ma.us; dan.crane@state.ma.us; David.Murray@state.ma.us; Michael.W.Morrissey@state.ma.us; 

Richard.Moore@state.ma.us; Rep.MichaelRodrigues@hou.state.ma.us; Rep.GeorgePeterson@Hou.State.MA.US; 

Rep.JenniferCallahan@hou.state.ma.us 
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Joint Committee on Consumer Protection and Professional Licensure 
201 CMR 17.00 

 
Testimony of Joe Moore, Executive Director 

International Health, Racquet & Sportsclub Association (IHRSA) 
  

January 16, 2009 
 

 
Members of the Committee, thank you for the opportunity to submit testimony on the amendments 
to 201 CMR 17.00, Standards for the Protection of Personal Information of Residents of the 
Commonwealth, which would extend the compliance date for obtaining certification from third 
party service providers to January 1, 2010, and for encrypting portable devices other than laptops to 
May 1, 2009. 
 
My name is Joe Moore, and I am the Executive Director for the International Health, Racquet & 
Sportsclub Association (IHRSA), the leader in education, research and advocacy for the health and 
fitness industry.  IHRSA represents 187 health clubs throughout Massachusetts, 7,000 worldwide, 
and we are opposed to these amendments as currently written. 
 
First of all, I would like to thank you for taking the time to address an issue that is critical to the 
business community: the ever-growing need for greater protection and security of personal 
information.  As technology becomes more advanced and information is shared at a faster and more 
frequent pace, businesses must go to greater lengths to ensure that the confidentiality of such 
information is not jeopardized.  We recognize the good intentions of the sponsors of these 
amendments, and the members of this Committee, who clearly have the safety of all Massachusetts 
residents in mind.   
 
However, I am concerned that the amendments, as currently written, are not technically or 
economically feasible in the time that is allotted for compliance.  Compliance with these regulations 
will require a significant amount of financial resources, time and personnel, on behalf of all health 
clubs. Although the delay in the effective date is helpful, roughly five months to execute all 
necessary steps and acquire the necessary resources (financial and otherwise) does not give clubs a 
fair opportunity to reach compliance. 
 
The immediacy of the financial investment that would be required to reach compliance would place 
an enormous strain on health clubs, many of who are already struggling during this difficult 
economic period.  While these regulations are well intentioned, they could exacerbate the fiscal 
strain that is currently on our economy.  Also, business size is not indicative of operational costs.  
Many smaller health clubs do not have the financial resources to invest in costly encryption 
hardware and software. 
 
Further extending the compliance date will allow time to ensure that all health clubs are aware of 
and understand the regulations.  We support the idea that health clubs would benefit from greater 
clarity regarding compliance according to company size and available resources.  This will decrease 
the risk of clubs being out of compliance and having to face penalties. 
 
I thank the Committee for your time and I would be happy to answer any questions that you may 
have. 
 



 

 
1050 17th Street, N.W., Suite 725 · Washington, DC  20036-5514 · 202.293.4222 ph  202.293.4223 fx · www.investmentadviser.org 

 
January 21, 2009 

 
By electronic mail to David.Murray@state.ma.us  
 
David A. Murray, General Counsel 
Office of Consumer Affairs and Business Regulation 
Suite 5170 
10 Park Plaza 
Boston MA 02116  
 

Re: Public Hearings on “Standards for the Protection of Personal 
Information of Residents of the Commonwealth,” 201 CMR 17.00, held 
January 16, 2009  

 
Dear Mr. Murray: 
 
 The Investment Adviser Association1 welcomes the opportunity to comment on 
amendments extending time for compliance with the provisions of Code of 
Massachusetts Regulations at 201 CMR 17.00, originally promulgated as emergency 
regulations on November 14, 2008.  By these amendments, the Office of Consumer 
Affairs and Business Regulation (OCABR) has delayed the effective date of this set of 
information security rules to May 1, 2009.2   

 
 The IAA supports the Commonwealth’s goal of preventing and addressing 
security breaches and enhancing the security of its residents’ personal information.  We 
respectfully submit, however, that SEC-registered investment advisers already subject to 
extensive privacy regulations should be exempted from the requirements of the 
Massachusetts 201 CMR 17.00 regulations. In the absence of such exemption, we support 
the amendments extending time for compliance but also request additional time beyond 
May 1, 2009 to comply with the 201 CMR 17.00 regulations.  Finally, we suggest that the 
Office of Consumer Affairs and Business Regulation post all comment letters and 
responses on its Web site for public review.   

 

                                                
1  The Investment Adviser Association (IAA) is a not-for-profit association that represents the interests of 
SEC-registered investment adviser firms. The Association’s membership consists of investment advisory 
firms that manage assets for a wide variety of institutional and individual clients, including pension plans, 
trusts, investment companies, endowments, foundations, and corporations. Fifty-seven IAA member firms 
have headquarters in Massachusetts.  For more information, please visit our web site: 
www.investmentadviser.org. 
  
2 The OCABR convened a hearing on the extensions-of-time amendments on January 16, 2009 and is 
accepting written comments until January 21, 2009.   

http://www.investmentadviser.org
mailto:David.Murray@state.ma.us
http://www.investmentadviser.org
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1. Massachusetts should provide an exemption from 201 CMR 17.00 
regulations for SEC-registered investment advisers. 

 
SEC-registered investment advisers are subject to a strict fiduciary duty that 

requires maintaining the confidentiality of client information.  In addition, such advisers 
are subject to extensive privacy requirements under federal law.     

 
Congress enacted the Gramm-Leach-Bliley Act (GLBA) to ensure the privacy and 

security of non-public personal information relating to individual “consumers” who 
become “customers” of such institutions.  In 2000, the SEC adopted Regulation S-P, 
which implemented the GLBA information safeguards and privacy notice requirements, 
as well as restrictions on sharing “consumer” and “customer” non-public personal 
information.3   

 
Regulation S-P requires investment advisers to adopt written policies and 

procedures reasonably designed to ensure the security and confidentiality of customer 
records and information, protect against anticipated threats and hazards to the security or 
integrity of customer records and information, and protect against unauthorized access to 
or use of customer records and information that could result in substantial harm or 
inconvenience to any customer.  In addition, advisers must provide an initial notice of 
their privacy policies and practices upon entering into a customer relationship and prior 
to disclosing nonpublic personal information about a consumer to a nonaffiliated third 
party.  Advisers are required to deliver annual notices to customers with whom an 
ongoing relationship exists and to permit consumers, via an opt-out notice, to prevent 
disclosure of nonpublic personal information to certain nonaffiliated third parties.  
Further, under Rule 206(4)-7 of the Investment Advisers Act (the compliance program 
rule), advisers are required to review their privacy policies and procedures annually to 
evaluate and address their effectiveness. 

 
In addition, the Fair Credit Reporting Act (FCRA) protects the privacy of 

individuals who are the subject of consumer reports.  FCRA was amended by the Fair and 
Accurate Credit Transactions (FACT) Act of 2003, which added to FCRA a requirement 
that the relevant federal regulators issue regulations ensuring that any person that 
maintains or possesses consumer information derived from “consumer reports” for a 
business purpose “properly dispose” of any such information.  The SEC implemented this 
requirement by amending Regulation S-P in 2004 to govern disposal of consumer report 
information.4  In 2008, the SEC proposed amending its rules to impose even more 
specific requirements for safeguarding information and responding to information 
security breaches and to broaden the scope of information covered by both the safeguard 

                                                
3 See Privacy of Consumer Financial Information (Regulation S-P), Final Rule, SEC Rel. No. IA-1883, 
File No. S7-6-00 (June 22, 2000). 
 
4 Disposal of Consumer Report Information, SEC Rel. No. IA-2332, File No. S7-33-04 (Dec. 2, 2004).  
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and disposal provisions authorized separately by the GLBA and the FACT Act.5  This 
proposal is still pending. 

 
Because SEC-registered investment advisers are already subject to an extensive 

federal regulatory regime governing protection of personal information, we respectfully 
submit that the Massachusetts requirements are not needed to protect Massachusetts 
clients of advisers and would impose unnecessary costs and burdens.6  As your office and 
the Commonwealth of Massachusetts continue to consider further this legislation and its 
implementation, we strongly urge you to provide such an exemption.   

 
2.   Massachusetts should provide adequate time for implementation. 
 

If advisers are not exempted from 201 CMR 17.00 regulations, they will require a 
significant amount of time to implement the new rules.  The IAA supports and commends 
the OCABR for providing the current extensions of time for implementation, but requests 
a longer period of time for compliance. A phase-in period of at least 18-24 months would 
seem appropriate for the extensive requirements of the Massachusetts regulation.   

 
For example, advisers will need to review and revise their policies and procedures 

to address specific Massachusetts requirements, identify and inventory information flows 
at the firm, fully assess a wide range of internal and external security risks, set up 
documentation systems, train staff, and perform ongoing monitoring.  Most significantly, 
extensive time is needed to identify and implement new technology and any software and 
hardware upgrades needed to comply with the Commonwealth’s far-reaching 
requirements regarding security procedures for computer systems, including wireless 
networks.  Such efforts, both in time and cost, should be considered in light of the 
stressors of current economic conditions affecting the financial services industry.  The 
Commonwealth should permit these costs to be incurred over a longer period of time. 

 
Similarly, the Massachusetts regulation imposes exceedingly broad requirements 

on firms in overseeing their service providers and their use of appropriate technology to 
safeguard personal information, and to obtain certifications of compliance with 
Massachusetts requirements.  Advisers typically retain numerous service providers that 
may have access to personal information, including employees’ personal information, 
such as providers of payroll, tax, accounting, legal, technology, compliance, and 
employee benefits services (e.g. retirement plans and health, life, and disability 
insurance), not to mention service providers related to the adviser’s core investment 
management services, such as broker-dealers, banks, subadvisers, and portfolio and 
accounting system providers.  Requiring an adviser to assure that each of these service 
providers adequately safeguards personal information consistent with the 

                                                
5 Part 248 - Regulation S-P: Privacy of Consumer Financial Information and Safeguarding Personal 
Information, SEC Rel. No. IA-2712, File No. S7-06-08 (Mar. 4, 2008) (Proposing Release).   
 
6 The IAA is also concerned that the Commonwealth may seek to apply its regulatory requirements beyond 
its jurisdictional reach. 
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Commonwealth’s requirements will involve substantial time and effort.  Indeed, 
Massachusetts should consider a transition rule that would permit amendments to service 
provider contracts when contracts are renewed or renegotiated rather than revisions en 
masse.  

 
3. The Office of Consumer Affairs and Business Regulation should post all 

comment letters and responses on its Web site for public review.   
 

We understand that the OCABR has received numerous comment letters on this 
regulation and related hearings.  We suggest that the OCABR post all comment letters 
and responses on its Web site for public review. The visibility and transparency of the 
OCABR deliberative process would be enhanced if members of the public could easily 
read and review each comment letter and any response from the OCABR or other 
Massachusetts official.   

 
Conclusion 

 
  We appreciate the opportunity to provide our views on these important issues.  
We would be pleased to provide any additional information that the OCABR or its staff 
may request.   Please do not hesitate to contact Karen L. Barr, IAA General Counsel, or 
the undersigned with any questions regarding these matters.     
 

Respectfully submitted, 
 

 
 

Paul D. Glenn 
Counsel 

 











































































































1

From: Jamele, Bryan (EOHED)
Sent: Thursday, January 22, 2009 5:02 PM
To: Murray, David  (SCA)
Cc: Crane, Dan (SCA); McCollum, Ryan (EOHED)
Subject: FW: Oppose Data Security Changes!

 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Moore, Richard (SEN) [mailto:Richard.Moore@state.ma.us] 
Sent: Thursday, January 22, 2009 4:06 PM 
To: Jamele, Bryan (SEA) 
Subject: FW: Oppose Data Security Changes! 
 
Please register this letter from Mr. VanderBaan with regard to comments about the Draft 201 
CMR 17.00 Senator Richard T. Moore 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: mail.relay@mailmanager.net [mailto:mail.relay@mailmanager.net] On Behalf Of James 
VanderBaan 
Sent: Thursday, January 22, 2009 3:41 PM 
To: The Honorable Richard T. Moore 
Subject: Oppose Data Security Changes! 
 
James VanderBaan 
17 Carr St. 
Sutton, MA 01590‐2344 
 
 
January 22, 2009 
 
The Honorable Richard T. Moore 
Massachusetts Senate 
Massachusetts State Senate 
Boston, MA 02133 
 
 
Dear Senator Moore: 
 
As a small business owner I ask that you take into consideration the time and expense these 
modified data security regulations will have on my business. 
 
My business is facing many financial challenges this year, and a new mandate from the state 
would only make things harder for me to keep all my employees.  The cost of doing business is 
already too high! 
 
Please oppose and delay the proposed data security regulations in Massachusetts. Think of how 
this will affect the thousands of small businesses across the state that are already dealing 
with a sputtering economy. 
 
Sincerely, 
 
 
James VanderBaan 
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508‐234‐6868 
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From: bounce@bounce.votervoice.net on behalf of Kim Burdon [kburdon@madixinc.com]
Sent: Tuesday, January 13, 2009 12:37 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray: 
 
As an employer in the North Brookfield, MA with 55 of employees, I am very concerned about 
the mandates currently included in 201 CMR 17.00.  As written, these regulations set a 
difficult course for my business, state agencies and our shared goals to invest and protect 
jobs in the Commonwealth. 
 
My facility is the smallest division of our parent company. We were acquired in 2003 and have 
been struggling with getting and maintaining work ever since largely due to our higher cost 
structure for utilities and labor. Our capabilities are not unique in our company, therefore 
we have to compensate for our higher cost structure with improved efficiency and innovation. 
 
To this point, we have weathered the recent storms of increased costs (health care) and 
higher taxes. However, the costs and the changes in business practices that appear to be 
required by the current version of the personal data law and regulations are extremely 
painful. 
 
The pain arises because our company stores our records, along with the records of the other 
95% of company employees, in a common database. Therefore, any changes required in 
Massachusetts impact that entire database and the procedures required to manage these data 
corporate wide.  
 
We are diligently pursuing the process of evaluating the methods and costs required to 
comply. However, even at this point, I don't believe that we feel that we are fully confident 
we know those requirements.  
 
Please reconsider breaking new ground in this area. These regulations appear to be 
demonstrably more aggressive that other states, the health care industry or the federal 
government. By taking this approach it becomes that much harder to argue to maintain 
Massachusetts operations. This would take the products we have earned the right to produce by 
our efforts and innovation and send them, and our Massachusetts jobs, elsewhere. 
 
Sincerely, 
 
Kim Burdon 
9 Blueberry Ln 
Sturbridge, MA 01566 
 







 

 

 

 

January 16, 2009 

 

 

 

STATEMENT OF MASSACHUSETTS ASSOCIATION OF INSURANCE 

AGENTS BEFORE THE OFFICE OF CONSUMER AFFAIRS AND BUSINESS 

REGULATION IN CONNECTION WITH THE PROMULGATION OF 

AMENDMENTS TO REGULATION 201 CMR 17.00 STANDARDS FOR THE 

PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE 

COMMONWEALTH. 

 

 

Good afternoon Undersecretary Crane.  My name is Daniel J. Foley, Jr., and I am Vice 

President of Government Affairs and General Counsel for the Massachusetts Association 

of Insurance Agents (MAIA).  On behalf of the Massachusetts Association of Insurance 

Agents (MAIA), a statewide trade association that represents 1600 independent insurance 

agencies, I would like to express our serious concerns with the provisions of the 

regulation 201 CMR 17.00, and the devastating financial impact that the regulation’s 

provisions will have upon our member agencies.  Although the effective date of the 

regulation has been extended until May 1, 2009, this extended time is still too short for 

insurance agencies to fully comply.  

 

 

 

 

 

 

 
 

 

 

91 Cedar Street, Milford, MA 01757 

TEL (508) 634-2900  ·  (800) 972-9312  ·  FAX (508) 634-2933 
Francis A. Mancini, Esq., President & CEO 
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We urge the Patrick Administration to engage in a rigorous stakeholder analysis, and to 

provide an opportunity for comment on the entire set of regulations within 201 CMR 

17.00 with the Department, Attorney General, regulated community and elected officials, 

to re-issue an entire set of rules by May 1, 2009, with the implementation of the rules 

over a two-year period. 

 

Protecting a person’s “personal information” as defined in the regulation is very 

important, and is something that MAIA and all of its member independent insurance 

agencies take very seriously.  However, we believe that there has to be a reasonable 

balance between protecting a person’s identity and the legal requirements imposed upon 

the business community in order to assure that an individual’s personal information is 

protected from security breaches.  As currently written, 201 CMR 17.00 goes beyond the 

legislature’s intent, and mandates specific technologies, creates redundant and confusing 

rules, and does not hold public agencies to the  standards of the private sector.  These 

requirements and standards go beyond any existing or emerging federal privacy 

standards. 

 

The standards being imposed upon every business in Massachusetts that possesses 

“personal information” of a Massachusetts resident will be especially devastating on the 

1600 member insurance agencies of MAIA.  Granted there are large insurance agencies 

that may well be able to comply with the regulation, but the majority of MAIA members 

are truly “small businesses.”  We have found that in a recent study that our Association 

commissioned to measure the impact that independent insurance agencies have on the  
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economy in Massachusetts, the average size agency employs seven employees, with 

approximately 85% of the agencies having five or fewer employees.  These agencies will 

not be able to commit the necessary financial resources, both in personnel and money, to 

comply with the requirements by May 1, 2009.  Compliance needs to be based upon 

resources available, and needs to be flexible for small businesses.  The current regulation 

lacks flexibility.  A “one size fits all” approach without regard to the nature of the 

business or its resources is inappropriate. 

 

The promulgation and implementation of these specific regulations are in sharp contrast 

with other states, and especially other Massachusetts state agencies that routinely engage 

in collaborative discussions with the regulated communities.  The state of New Jersey 

recognized the need for a vigorous stakeholder analysis.  Currently, the State of New 

Jersey is currently in a two-year process just to promulgate a “pre-proposal” of 

regulations that do not yet specify actual implementation deadlines.  In fact, on December 

15, 2008, New Jersey issued its new pre-proposed after determining in April 2008 to 

reconsider, and withdraw the proposed rules it had previously issued on April 16, 2007.  

New Jersey’s new pre-regulations do not provide similar time, clarity, recognition of 

federal regulations, nor do they recognize the significant technological, legal, operational 

challenges or the significant investments and human talent that many persons and small 

firms must now face. 
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As a member of the Business Coalition for Data Security, you have seen the list of issues 

and solutions identified by the business community in a letter sent to you.  As I’ve stated 

earlier, independent insurance agencies will not be able to comply with the provisions of 

these regulations by May 1, 2009, and  the financial burden placed upon our members 

specifically and small businesses generally, will be devastating, especially in light of 

today’s economy.  So the issue of TIMING is of great concern to MAIA and its 

members, and we support and urge the Administration to adopt the suggestions made by 

the Business Coalition relative to a phased-in implementation of the rules over a two-year 

period. 

 

The issues of CONSISTENCY and CONTRACT PROVISIONS and WRITTEN 

CERTIFICATION for third-party service providers are of particular concern to 

independent insurance agencies.  With respect to consistency, the current regulations go 

far beyond what the ID theft law requires.  The Massachusetts statute calls for uniformity 

and consistency with other laws, which is crucial for Massachusetts businesses and to 

ensure economic competitiveness.  Moreover, there is no benefit to Massachusetts to 

impose unique requirements that merely conflict or preempt other federal and state laws 

without providing any additional substantive protection for Massachusetts consumers, 

employees and other residents.  MAIA’s members conduct business with clients and 

insurance carriers across the country, and it is very important that everyone is on the 

same page regarding the privacy and data security laws. 
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The CONTRACT and WRITTEN CERTIFICATION PROVISIONS for third-party 

service providers are duplicative, confusing and unnecessary.  Again, we support the 

recommendations of the Business Coalition that contractual language should be used and 

not certification, and then on a going-forward basis when contracts with third parties are 

newly created or renewed. 

 

As for MANDATORY ENCRYPTION, this is not mandated in the law and its 

prescriptive nature negates the reasonableness standard within the statute.  A principle or 

standard should be used allowing the regulated community to assure our outcome, rather 

than complying with a single command and control technology.  This requirement will 

prove very costly in terms of money and personnel to independent insurance agencies, as 

I have indicated in previous communications with your office. 

 

The INVENTORY requirement will be very costly and time-consuming as set forth in 

the regulation.  MAIA supports the recommendations of the Business Coalition for Data 

Security, whereby a more meaningful approach would be to undertake a risk analysis of 

systems to identify the potential for the loss of such data as it moves.  This approach 

would be similar to what is required in other federal and state contexts. 

 

On a final point, the PUBLIC SECTOR, the state agencies, need to be held to exactly to 

the same standards as the private sector.  Personal data is regularly shared with public 

entities, and is a source of significant data breaches. 

 

 



Page 6 

Secretary Daniel O’Connell was recently quoted in the Boston Globe where he said that 

his agency will spend less energy trying to hire out of state businesses to Massachusetts, 

and more time trying to help those already here to weather the tough times.  If he means 

what he says, then given the financial crisis that we are facing in the Commonwealth, 

now is not the time to be imposing additional financial burdens on small businesses. 

 

Again, on behalf of the independent insurance agencies across the Commonwealth, we 

urge the Patrick Administration to engage in a rigorous stakeholder analysis with your 

department, the Attorney General, the regulated community and elected officials, and 

reissue an entire set of rules by May 1, 2009 with implementation carried out over a two-

year period. 

 

Thank you for your consideration of any recommendations and giving me the opportunity 

to provide comments at today’s hearing. 

 

 

 

 

 

 

 

 

 



Statement of David E. Floreen, Senior Vice President  

 Massachusetts Bankers Association 

Regarding 201 CMR 17.00 Standards for the Protection of  

Personal Information of Massachusetts Residents 

Office of Consumer Affairs and Business Regulation 

January 16, 2009 

 

 Undersecretary Crane, General Counsel Murray, I am David Floreen, Senior Vice 

President of the Massachusetts Bankers Association and appear this afternoon on behalf of our 

nearly 200 member banks doing business across the Commonwealth.  Our banks range from 

among the smallest (less than $30 million in assets, to the largest $1 trillion). I appreciate the 

opportunity to offer these comments regarding the new regulation 201 CMR 17.00, MGL Ch. 

93H: Standards for the Protection of Personal Information of Massachusetts Residents (“the 

Rule”) issued by the Office of Consumer Affairs and Business Regulation (OCABR). The Rule is 

now slated to take effect on May 1, 2009. 

 

 At the outset, we want to express our industry’s longstanding commitment to ensuring the 

safety and security of its customers’ and employees’ personal information.  Our members 

continually strive to enhance data security measures and regularly train their staffs on appropriate 

data security policies and procedures.    We also want to acknowledge and express our 

appreciation to the Office of Consumer Affairs in delaying the effective date of the initial rule 

from January 1 until May 1 to allow banks and other businesses more time to prepare to 

implement the rule.  More importantly, we would encourage OCABR to give serious 

consideration to modifying portions of the rule that raise major questions regarding the ability of 

banks and businesses to comply with certain provisions regardless of the timetable. The balance 

of my remarks focuses on our industry’s strong recommendation that the regulations must be 

revised and the effective date delayed to avoid significant unnecessary expense and confusion in 

the marketplace. 

 

 Since the initial regulation was released in late September 2008, the Massachusetts 

Bankers Association and its member banks have devoted considerable resources toward carefully 

assessing and evaluating the language and intent of the Rule. As the banking community more 

deeply analyzed the language and assessed the scope and effects of the Rule, it became extremely 

clear that it would have been nearly impossible for Massachusetts banks of any size to meet the 

January 1, 2009 compliance date.  We applaud the decision by OCABR to delay the effective date 

for four months. 

 

 Our concerns today focus on the practical and pragmatic issues member banks have 

identified as they examine these newly-required due diligence, policies, procedures and 

compliance certifications that must be addressed and put in place by May 1, 2009.  

 

 While some of the numerous requirements contained in the Rule are not far beyond what 

Massachusetts banks already do to protect customer information under Title V of the Gramm-

Leach-Bliley Act (GLBA) and its implementing rules, regulations and guidance, we are 

concerned that the Rule is overly specific and prescriptive in mandating what every 

Massachusetts business, inclusive of banks, must do to comply and goes to a level of detail that 

many businesses, large and small, financial or otherwise will struggle to meet.   

 

 For example, most banks already have comprehensive data security policies in place that 

are designed to detect and prevent data breaches. The focus of these policies is on risk-based 

parameters, not compliance with specific technical requirements.   The current financial 



environment has significantly eroded the ability of many businesses to fund all but the most 

essential services, and the regulations in their present form mandate new compliance that 

Massachusetts businesses, including banks, cannot and do not need in order to adequately protect 

personal information.  We remain steadfast in the position that the clear intent of the legislature in 

adopting section 2 of Chapter 93H was to ensure that Massachusetts rules would be consistent 

with those already mandated by federal law or regulation, to the extent that an industry was 

subject to such rules.  Clearly, the banking industry has been subject to extensive federal data 

security rules and guidance for several years and we believe that the proposed Rule does not 

follow the legislative mandate.     

 

 The following is a partial list of provisions in the Rule that exceed existing federal 

guidelines under GLBA or create significant compliance challenges or costs for all Massachusetts 

banks: 

 

Third Party Vendor Certification: 

 

 Without question, the mandate to secure third party certification of all vendors by May 1, 

2009 remains the most difficult provision.  The Rule mandates that before an institution allows a 

service provider to access personal information, it must conduct due diligence to ascertain the 

vendor can actually safeguard the information in practice. This would require a complete re-run 

of every bank’s vendors through its vendor risk management program at much higher, if not at 

the highest levels of risk and review. Once that review is complete, a bank then must request and 

secure from the affected vendors a written compliance certification stating the service provider 

has a written information security plan and a program in place that complies with the Rules. This 

vendor process would most likely be followed with requests to fund the vendors’ efforts and/or 

requests for relaxed service level agreements and new pricing terms.  

 

 In essence, all banks face a massive vendor contract remediation project; each 

certification will be open to legal drafting interpretation and result in a required legal review as 

new terms and conditions are added. While the four month extension provides more time to 

conduct this process, given the very difficult economic situation and the intense pressure to 

control costs, imposing this mandate at this time is deeply troublesome.  Furthermore, many 

third-party contracts have cancellation clauses requiring advance notice of termination and 

significant penalties for early termination.   

 

 If a vendor fails or is unwilling to provide a certification, and we are now learning that an 

increasing number of vendors, particularly those outside Massachusetts have indicated that they 

will not sign a written certification as currently required, a bank would have to invoke the clause, 

and then seek a new vendor, if in fact a suitable one was both available and capable of providing 

the scope and service quality that the bank expects. Many vendors executed service agreements 

prior to promulgation of the Rule. Choosing a new vendor is a process that takes many months 

and potentially forcing that process in this economic environment is ill-advised. In addition, some 

of the banks’ core processors may not comply with the state’s requirements.  In those instances, 

entire systems and business platforms might have to be scrapped at enormous costs to the 

institutions. 

 

Collection of the “Minimum Amount Necessary”:  

 

 Collecting the minimum amount of personal information necessary to accomplish the 

legitimate purpose for which it was collected and retaining such information for the minimum 

time necessary to accomplish such purpose is a new heightened standard in records retention and 



management.  As written and understood by the industry, banks and other businesses must review 

all application intake points of contact and ensure that they are only collecting the minimum 

amount of information necessary to accomplish such (banking) purposes. This is a complex and 

sophisticated assessment of information that may not be covered by a standard industry practice 

or measurement across all industries. 

 

Inventory of All Hard Copy and Electronic Records:  
 

 The Rule essentially requires that banks inventory all records to identify those records 

containing personal information.  Conducting such an inventory will require banks to decide 

whether they can separate records in electronic or in other format, containing personal data from 

those that do not, or whether the business must treat all information as personal information.  

 

Remote Access: 

 

 This requirement mandates that all affected businesses must develop security policies to 

determine whether such employees may keep, access, or transport data containing personal 

information off-premises. In turn, this forces human resource departments to work with all 

business functions as well as corporate officers to create new policies and procedures around 

remote access.  For many banks and businesses, the previous compliance date of January 1, 2009 

could have crippled all business functions that use remote access.  The extension to May 1, and in 

some cases, January 1, 2010 is a welcome positive development which needs more refinement to 

incorporate the real world use of today’s and tomorrow’s personal electronic devices. 

 

Costs of Encryption: 

 

 Under the Rule, banks and all businesses will have to encrypt personal information stored 

on laptops or other portable devices; is transmitted over wireless systems; and (to the extent 

feasible) it travels across public networks. Banks interact with their customers and counter-parties 

in highly secure environments and are required to maintain multiple levels of authentication.  

While banks are moving rather rapidly toward encrypting all personal information, the budgets 

for 2009 are challenged to provide sufficient funding for this considerable expense due to 

competing regulatory initiatives. This concern extends to bank vendors since they must certify 

compliance with such a mandate while providing service at current costs. 

Conclusion: 

 It is important to note that the Rule was promulgated on September 24, 2008 allowing 

only 99 days until the initial mandatory compliance date of January 1, 2009.   While some 

suggested that businesses had 11 months to comply, no business will invest limited resources to 

prepare for implementation of a regulation until it is promulgated in final form.  It should be 

noted that the state of New Jersey has taken two years to develop now pre-proposed rules to 

implement a similar statute and the current proposal is notably more flexible that what is 

currently proposed in Massachusetts.  

 As promulgated, the Rule presents significant fiscal, operational and training obstacles 

for Massachusetts banks and businesses to meet even by May 1, 2009.  We look forward to 

working with the Office of Consumer Affairs and strongly urge your office to reassess portions of 

the Rule to more appropriately reflect the legislative intent. 

 Thank you for considering the views of all 200 Massachusetts banks on this critical issue.   
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January 21, 2009 

 

Mr. Daniel Crane, Undersecretary 

Mr. David Murray, General Counsel 

Office of Consumer Affairs and Business Regulation 

10 Park Plaza, Suite 5170 

Boston, MA 02116 

 

RE: 201 CMR 17.00, Relative to the Protection of Personal Information 

 

Dear Undersecretary Crane: 

 

On behalf of the over 250 trucking company members and the tens of thousands of individuals employed 

by members of the Massachusetts Motor Transportation Association (MMTA), I am writing relative to 

the promulgation of regulations contained in 201 CMR 17.00, et. seq..  As currently drafted, the 

requirements imposed by 201 CMR 17.00, et. seq., will harm the trucking industry – particularly small to 

medium sized companies who cannot afford to invest in the contemplated encryption technologies nor the 

additional expense associated with the contractual certification of third party vendors.  Accordingly, the 

MMTA respectfully requests your office rescind the current regulations and, as done in other states, re-

issue regulations after a more comprehensive review and implementation period. 

 

At the outset, the MMTA endorses the concerns raised in the letter from the coalition of over 40 

concerned businesses and associations who have expressed practical and legal problems with the 

provisions of 201 CMR 17.00, et. seq..  That letter, which reflects the views of a wide spectrum of 

industries throughout the Commonwealth, cannot understate the impacts these regulations will have on 

the Commonwealth’s employers and, subsequently, employees.  Given the existing protections on the 

federal and state level, these regulations appear to be too broad and ill-defined. 

 

Notwithstanding Commerce Clause concerns about regulating non-Commonwealth domiciled trucking 

companies, the MMTA would also like to raise another specific concern to the trucking industry.  As you 

know, federal law has preemption over state law where Congress has expressed a clear and manifest 

purpose in regulating a specific industry.  Rice v. Santa Fe Elevator Corp., 331 U.S. 218, 230 (1947).  

Here, Congress has quite clearly chosen to regulate states’ abilities to regulate the trucking industry and 

the transportation of property.  In particular, federal law prohibits a state from enacting or enforcing “a 

law or regulation or other provision having the force or effect related to the price, route or service of any 

motor carrier or any motor carrier , broker or freight forwarder with respect to the transportation of 

property.”  49 U.S.C. § 1450(c)(1).  Moreover, direct freight shippers, such as Federal Express (“FedEx”) 

and United Parcel Service (“UPS”), are also governed by a similar provision governing direct air carriers.  

49 U.S.C. §4173(b)(4).  (i.e. Federal Aviation Administration Authorization Act of 1994 forbids States to 

“enact or enforce a law . . . related to a price, route, or service of any motor carrier,” 49 U. S. C. 

§14501(c)(1), see also §41713(b)(4)(a)).  Accordingly, any state law or regulation that conflicts with the 

Supremacy Clause of the United States Constitution is null and void.  Maryland v. Louisiana, 451 U.S. 

725, 746 (1981).  
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The proposed regulations require in 201 CMR 17.03(f) that every security program: 

 

(f) Tak[e] reasonable steps to verify that third-party service 

providers with access to personal information have the capacity 

to protect such personal information, including (i) selecting and 

retaining service providers that are capable of maintaining 

safeguards for personal information; and (ii) contractually 

requiring service providers to maintain such safeguards.  

Prior to permitting third-party service providers access to 

personal information, the person permitting such access shall 

obtain from the third-party service provider a written 

certification that such service provider has a written, 

comprehensive information security program that is in 

compliance with the provisions of these regulations. (emphasis 

added) 

 

Trucking companies are dually impacted by this regulation both as a third party vendor to businesses or 

individuals they transport for and as an entity regulated directly by the regulations due to its very nature 

of collecting information.  (Note: the role of owner-operators within the industry even makes the trucking 

company, itself, responsible for the owner-operator (i.e. third party vendor)).  Without overstating the 

obvious, the requirement to contract and provide written certification directly affects the “price” for 

providing the transportation of goods throughout the Commonwealth.  At a minimum, businesses will 

require trucking companies to contract and certify that the trucking company’s security program meets 

vague standards that may or may not be acceptable under the regulations.  As a result, the trucking 

company will be required to adapt to any number of different security schematics – meaning the trucking 

company will bear a direct cost which will directly affect the price of transporting goods.   Moreover, the 

requirement to provide “encryption” on all devices storing personal information creates an impact on 

trucking companies’ ability to provide their “service” without undue burden.  (See encryption requirement 

under 201 CMR 17.04(3)).   

 

As you may know, the United States Supreme Court recently held that the State of Maine could not 

implement a provision of a law governing the delivery of tobacco products which would have adversely 

affected trucking companies’ ability to establish “price, route or service”.  Rowe, Attorney General of the 

State of Maine v. New Hampshire Motor Transport Association, et. al., 552 U.S. __, No.06-457, 

(February 20, 2008).  In deciding the case, the Court relied on the decision in Morales v. Trans World 

Airlines, Inc., 504 U.S. 374, 378 (1992), stating, in part: 

 

In Morales, the Court determined: (1) that “[s]tate enforcement 

actions having a connection with, or reference to” carrier 

“ ‘rates, routes, or services’ are pre-empted,” 504 U. S., at 384 

(emphasis added); (2) that such pre-emption may occur even if a 

state law’s effect on rates, routes or services “is only indirect,” 

id., at 386 (internal quotation marks omitted); (3) that, in respect 

to pre-emption, it makes no difference whether a state law is 

“consistent” or “inconsistent” with federal regulation, id., at 

386–387 (emphasis deleted); and (4) that pre-emption occurs at 

least where state laws have a “significant impact” related to 

Congress’ deregulatory and pre-emption-related objectives, id., 

at 390. The Court described Congress’ overarching goal as 

helping assure transportation rates, routes, and services that 

reflect “maximum reliance on competitive market forces,” 
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thereby stimulating “efficiency, innovation, and low prices,” as 

well as “variety” and “quality.” Id., at 378 (internal quotation 

marks omitted).  Morales held that, given these principles, 

federal law pre-empts States from enforcing their consumer-

fraud statutes against deceptive airline-fare advertisements. Id., 

at 391. See American Airlines, Inc. v. Wolens, 513 U. S. 219, 

226–228 (1995) (federal law pre-empts application of a State’s 

general consumer-protection statute to an airline’s frequent flyer 

program).  Rowe, 552 U.S. __ (2008), pp.4-5. 

 

In supporting the trucking associations’ assertions in Rowe, the Court further held that “the effect of the 

[Maine] regulation is that carriers will have to offer tobacco delivery services that differ significantly 

from those that, in the absence of the regulation, the market might dictate. . .[i]f federal law pre-empts 

state efforts to regulate, and consequently to affect, the advertising about carrier rates and services at issue 

in Morales, it must pre-empt Maine’s efforts to regulate carrier delivery services themselves.”  Rowe, 552 

U.S. __ (February 20, 2008), pp.6.   

  

In this case, the Commonwealth is attempting to dictate how trucking companies must go about their 

business – whether in contracting and certification or the use of encrypted technology.  There is a direct 

connection to “price and service” when requiring trucking companies to engage in the certain proscribed 

activities contained in the regulations.  Both measures will lead to increased costs, directly affecting the 

price of transporting goods.  As well, both measures will affect the way in which trucking companies do 

business, thereby directly affecting the “service” of transporting goods.  In the absence of this regulation, 

it is not likely that trucking companies – particularly small sized companies – would necessarily contract 

for service in this manner under a market driven system as Congress originally contemplated.  See Rowe, 

552 U.S. __ (2008), pp.7. (“[T]o insist that the carriers provide a special checking system would allow 

other States to do the same. And to interpret the federal law to permit these, and similar, state 

requirements could easily lead to a patchwork of state service-determining laws, rules, and regulations. 

That state regulatory patchwork is inconsistent with Congress’ major legislative effort to leave such 

decisions, where federally unregulated, to the competitive marketplace.”) 

 

With the above concerns in mind and recognizing the good intention of these efforts to protect 

individuals’ personal information, the MMTA respectfully requests that your office rescind the current 

regulations in light of the issues raised above.  That said, the MMTA would welcome the opportunity to 

work with your office and other interested parties to ensure subsequent regulations do not potentially 

violate federal law.  If you have any questions or concerns, please do not hesitate to contact either Anne 

Lynch, Executive Director of the MMTA, or me at (617) 695-3512.  On behalf of the over 250 trucking 

company members and their employees, we appreciate your consideration of this testimony. 

 

Sincerely, 

 

                      
Mark K. Molloy, Esq. 

Legislative and Regulatory Counsel 

 

Cc: Honorable Michael Morrissey, Senate Chair 

 Honorable Michael Rodrigues, House Chair 

 Joint Committee on Consumer Affairs and Professional Licensure  
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January 16, 2009 

 

 

Daniel C. Crane, Undersecretary 

David A. Murray, General Counsel 

Massachusetts Office of Consumer Affairs and Business Regulation 

10 Park Plaza -- Suite 5170 

Boston, MA  02116 

 

RE: Testimony for the Joint Committee on Consumer Protection and Professional 

Licensure Regarding the Promulgation and Implementation of 201 CMR 17.00, Standards 

for the Protection of Personal Information of Residents of the Commonwealth  

On behalf of the Mass Senior Care Association (Mass Senior Care), which represents over 500 

nursing facilities, assisted living residences and continuing care retirement communities 

employing 50,000 people, we are submitting these written comments on the Office of Consumer 

Affairs and Business Regulation’s (OCABR’s) amendments to 201 CMR 17.00, Standards for 

the Protection of Personal Information of Residents of the Commonwealth.  While we appreciate 

the Administration’s delay in the effective date of these regulations, we would respectfully 

request that OCABR further defer implementation until it can fully identify, analyze, address and 

resolve the numerous questions and concerns raised by the current regulations as drafted.    

While Mass Senior Care is committed to protecting the privacy and security of personal data, we 

are very concerned that the scope and complexity of OCABR’s new regulations may impose 

mandates that are neither technically nor economically feasible for our members at this time.  As 

a member of the Data Regulations Business Coalition, we support the view that the 

Administration continue to work the Associated Industries of Massachusetts (AIM) and other 

business and stakeholder groups, the Office of the Attorney General and legal privacy experts 

during this process to ensure promulgation of regulations that protect consumer privacy and are 

more readily understandable and feasible for organizations to successfully implement. 

Specifically, the long term care nursing home community has the following concerns: 

 Dissemination of information – We know that many long term care facilities are 

unaware of and/or do not understand the new regulations, and the requirements that they 

will impose on their operations.  Our membership includes both small, independent 

facilities with minimal administrative staff as well as a substantial number of larger 

companies with multiple facilities whose corporate parent may conduct business in 

multiple states – the complexity of the new regulations and the related costs pose distinct 

compliance challenges to all of our members. While Mass Senior Care has alerted its 
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membership that the agency has promulgated new privacy regulations, we believe a more 

comprehensive public outreach and education effort by the administration is necessary to 

secure greater stakeholder input as well as ensure full understanding and compliance.  

 

 Federal standards – It is our understanding that the privacy regulations go beyond 

established federal standards contained in Gramm-Leach-Bliley, and HIPAA.   

Companies subject to those federal regulations will still have to develop compressive 

information security program (CISP) written plans, designate employees to run them and 

several other specific compliance issues.  We are concerned about the process and 

timeliness of securing a mandated certification of compliance from all of the many 

vendors, both local and out of state, that our members rely on to provide services to 

support our residents and operations. We are also concerned that the regulations require a 

separate and unique data breach notification to affected consumers, which will 

significantly affect companies conducting business in multiple states.   

 

We appreciate the opportunity to provide written testimony for your consideration.  Please do not 

hesitate to contact me if we may provide additional information.  

 

Sincerely,  

 

 
 

Abraham E. Morse 

President 



 

 
 

To: Director Dan Crane of the Office of Consumer Affairs and Business Regulation 

Fr: Eric Bourassa, MASSPIRG Consumer Advocate 

Re: Testimony with regards to data security regulation implementation 

Date: January 20, 2009 

 

MASSPIRG is a non-profit, non-partisan public interest organization with approximately 

40,000 members across the Commonwealth. MASSPIRG was involved in the passage of 

legislation to create safeguards to protect consumer information from security breaches. 

 

MASSPIRG supports the proposal to delay the implementation of the data security 

regulations so that businesses and other entities can take appropriate steps to comply with 

the new law.  

 

However, the law must not be delayed further. Protecting consumer information is 

critically important in preventing identity fraud and identity theft. As the ability to collect 

and store data electronically has grown, so has the crime of identity theft. Requiring 

entities that collect, maintain, or transfer consumer data to meet basic safeguards will go 

a long way in preventing these crimes.   

 

The regulations define personal information as an individual’s last name, first name or 

first initial, linked with a Social Security Number, Drivers License Number, or account 

number. This is very specific data, which should only be collected in certain 

circumstances. This kind of data should not be collected in large databases by average 

businesses. Entities that do collect this type of data must be help responsible and 

accountable to reasonably protect it from a security breach and ending up in the hands of 

identity thieves.  

 

We understand that many business organizations are critical of the regulations. But these 

regulations are commonsense measures such as designating an employee to design and 

implement protections, identifying potential security risks, inventorying data containing 

personal information so it can be protected, preventing terminated employees from 

accessing said data, and making sure only appropriate employees have access to 

consumers’ personal information. 

 

Thank you for the opportunity to comment on the regulations. Please feel free to contact 

me for questions or comments. 

 

Eric Bourassa 

Consumer Advocate 















 

 

 
January 16, 2009 
 
David A. Murray, General Counsel 
Office of Consumer Affairs and Business Regulation 
10 Park Plaza, Suite 5170 
Boston, MA 02116 
 
Re: 201 CMR 17.00, Standards for the Protection of Personal Information of Residents of the 
Commonwealth 
 
Dear Mr. Murray: 
 
On behalf of the membership of Mental Health and Substance Abuse Corporations of 
Massachusetts, Inc. (MHSACM), thank you for the opportunity to submit testimony relative to 
proposed amendments to 201 CMR 17.00, Standards for the Protection of Personal Information 
of Residents of the Commonwealth.  MHSACM is a statewide organization representing 91 
community mental health and substance abuse providers across the state.  MHSACM members 
serve approximately 117,000 clients daily and employ approximately 22,000 individuals. 
 
MHSACM appreciates that the proposed amendments delay the compliance dates for obtaining a 
certification from third party service providers and for encrypting portable devices other than 
laptops until January 1, 2010 and the compliance date for all other provisions until May 1, 2009.  
However, we remain concerned that, even with the delayed implementation dates, these 
regulations will result in significant costs and administrative burdens for mental health and 
substance abuse provider organizations across the Commonwealth.  We urge you to reconsider 
some of these requirements and consider the possibility of allowing organizations more time to 
comply with the regulations. 
 
CONTRACT PROVISIONS AND WRITTEN CERTIFICATIONS 
Many mental health and substance abuse provider organizations contract with third-party entities.  
While providers are obviously concerned with protecting any personal data sent to these entities, 
the requirement that organizations obtain both contract provisions and written certifications is 
duplicative.  We encourage the regulations to require only contract provisions.  Requiring 
providers to obtain written certification from third-party entities will create a financial and 
bureaucratic burden and divert resources from service provision to paperwork.   
 
COMPUTER SYSTEM SECURITY REQUIREMENTS 
MHSACM understands the need to establish and maintain a computer security system in order to 
protect personal data.  At the same time, many behavioral health providers are very small 



 

organizations (some with as few as four employees) and simply do not have the IT capability 
and/or resources to comply with these requirements. We urge you to further extend the 
compliance deadline in order to give organizations more time to meet the requirements.  
 
MHSACM providers are especially concerned about the mandatory encryption provision.  The 
provision is extremely prescriptive; furthermore, behavioral health providers operate on limited 
resources and mandating encryption of all laptops and portable devices will be especially 
burdensome.  Provider organizations are already operating on razor-thin margins and cannot 
simply raise prices to pass along added costs to purchases.  MHSACM urges you to reconsider 
this blanket requirement and instead implement a standard for organizations to follow rather than 
a prescriptive encryption mandate.  
  
CLARIFICATION 
201 CMR 17.03 states that compliance the comprehensive information security program will take 
into account “the size, scope and type of business”.  While we appreciate that the regulations take 
these factors into consideration, this provision, as it is currently written, is unclear.  In order to 
foster compliance, we urge you to clarify this section.  

 
MHSACM provider organizations recognize the importance of protecting the personal 
information of both their employees and their clients.  At the same time, legitimate concern exists 
surrounding the potentially burdensome implications of implementation.  MHSACM members are 
the primary providers of publicly-funded mental health and substance abuse services for children, 
adolescents, and adults across Massachusetts. The recent 9C cuts coupled with the extremely 
dismal FY 2010 budget outlook have placed an already financially unstable system at even 
greater risk.  It is simply not feasible to ask providers to take on additional financial and 
administrative burdens at this time. As such, we respectfully request that you will consider these 
concerns as you evaluate the proposed amendment to these regulations.  At the very least, we 
encourage you to provide organizations with additional time to comply with these extensive 
requirements.  
 
Thank you for your time and consideration. 

 
Sincerely, 
 
 
 
Vicker V. DiGravio III 
President & CEO 
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From: Chisholm, Paul [paul.chisholm@mindshift.com]
Sent: Wednesday, January 21, 2009 9:34 AM
To: Murray, David (SCA)
Subject: FW: Data Privacy Regulations 201 CMR 17

 
Dear Mr. Murray, 
 

As the CEO of an IT services company headquartered in Massachusetts with 390 employees in four key states 
(Massachusetts, New York, Pennsylvania and Virginia), I am writing to support the recommendations and suggested 
modifications made by the Greater Boston Chamber of Commerce in regards to the Data Privacy Regulations. Although 
there is a need to insure stricter standards to protect individuals and businesses, the scope and magnitude of the 
changes would put a burden on all businesses trying to comply with the proposed law. I believe that several 
requirements within the proposed regulation merit further discussion and consideration prior to their implementation. 
 

At a time when the economy is affecting everyone, there is no need to increase the burden to all businesses, 
large or small. I support an approach that furthers our commonly shared goals of protecting personal information while 
also growing the economy. Therefore, I strongly suggest that the Office of Consumer Affairs and Business Regulation 
adopt the Chamber’s suggestions and again extend the time for all businesses to comply with the new regulation.  
 

Thank you for your kind consideration. 
 
 
 
Paul W. Chisholm 
Chairman & CEO 
mindSHIFT Technologies 
307 Waverley Oaks Road, Suite 201 
Waltham, MA 02452 
Tel: 617‐243‐2748 
Cell 781‐526‐2005 
Fax 617‐243‐2799 
www.mindshift.com 
 
Boston‐New York‐Philadelphia‐Washington, DC 
We make IT work for your business.®  
 

 Please consider the environment before printing this e-mail 
 
 









1

From: bounce@bounce.votervoice.net on behalf of David Peterson [david.peterson@netscout.com]
Sent: Tuesday, January 13, 2009 12:35 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray: 
 
As an employer in the town of Westford, MA with 800 worldwide employees, I am very concerned 
about the mandates currently included in 201 CMR 17.00.  As written, these regulations set a 
difficult course for my business, state agencies and our shared goals to invest and protect 
jobs in the Commonwealth.   
 
Our company, similar to most organizations, do not have the resources or the technical 
infrastructure to comply with the regulations by May 1, 2009.  There are no tools, forms or 
guidelines, or templates to help companies such as Netscout, who are all‐ready resources 
constrained, to help comply with the regulations.  Lastly, these regulations will add 
additional expense to the business at a time when budgets are getting slashed. 
 
Sincerely, 
 
David Peterson 
7 Quail Dr 
Medway, MA 02053 
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From: Paul Bowen [pbowen@artsecret.com]
Sent: Thursday, January 15, 2009 10:41 PM
To: Murray, David (SCA)
Subject: Massachusetts Data Breach Regulations

Good evening, 
  
I am writing in support of these.  I just attended a presentation by the Associated Industries of Massachusetts given by 
Brad MacDougall.  I was horrified by his warped presentation which in my expert technical opinion, was seriously flawed.  
It was very apparent that he and this group are engaged in a campaign meant to induce fear, uncertainty and doubt.   
  
Although no one will ever agree on a single perfect law, I feel you are off to a good start and through progressive 
elaboration and changes after implementation; the consumers of Massachusetts will be well served by its 
implementation.  I urge you to proceed with implementation as soon as is practical.   If it were not for steps like these, the 
average consumer would still be subject to tainted food and medicine.   The simple fact of the matter is that a business 
which can not afford to properly maintain personally identifiable information, PII, should not be in business.  The 
consumers of Massachusetts have long been baring the burden of rampant negligence on the part of business in the area 
of PII protection.  If it were not for the groundbreaking California law, consumers would still be in the dark on hundreds of 
millions of exposures.  It is businesses have been responsible for these losses which have led to untold losses by 
individual consumers.   
  
Business should be regulated to at least put in a minimum effort in the protection of PII.   I do not envision the 
Commonwealth of Massachusetts imprisoning someone who does their mothers taxes and losing the information as Mr. 
MacDougall hypothesized in his presentation tonight.   
  
The United States is currently going through a very difficult period as a direct result of business failing to self regulate.  
 Again I urge you to proceed as soon as is possible and would actually request that you increase consumer protection to 
allow consumers to put no cost credit freezes on their credit records as has been requested by consumer advocates.  The 
negligence of businesses have cost consumers and enriched the credit bureaus which charge for credit monitoring when 
a far simpler solution is the freezing of credit.  
  
Thank you, 
  
Paul 
  
Paul Bowen 
MS IT Information Security, CISSP, MCSE, PMP 





























 

 

 
 
 

COMMENTS OF THE 
 

SOFTWARE & INFORMATION INDUSTRY ASSOCIATION (SIIA) 
 

regarding 
 

“Promulgation of Amendments to 201 CMR 17.00: Standards for 
the Protection of 

Personal Information of Residents of the Commonwealth” 
 

 (As provided in the Notice of Public Hearing, issued December 1, 2008) 
 
 

January 15, 2009 
 
 
On behalf of the members of the Software & Information Industry Association 
(SIIA), we appreciate this opportunity to submit our comments on the proposed 
amendments to regulation 201 CMR !7.00 implementing the provisions of 
Massachusetts General Law c. 93H, relating to the standards to be met to 
safeguard the personal information of residents of the Commonwealth of 
Massachusetts.    
 
As the principal trade association of the software and digital information industry, 
the more than 500 members of SIIA develop and market software and electronic 
content for business, education, consumers and the Internet.1  SIIA’s members are 
software companies, ebusinesses, and information service companies, as well as 
many electronic commerce companies.   Our membership consists of some of the 
largest and oldest technology enterprises in the world, as well as many smaller 
and newer companies. 
 
SIIA commends the Massachusetts Department of Consumer Affairs and Business 
Regulation (DCABR) for holding the hearing on January 16, and for recognizing 
the time and costs associated with implementation of the unique approach taken 
by the Massachusetts regulations to implement safeguards for personal 
information.    Our Association supports the proposed amendments to 201 CMR 
17.00, which extends to January 1, 2010, the compliance date for obtaining a 
                                                 
1 Our website can be found at www.siia.net. 
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certification from third party service providers,2 and for encrypting portable devices 
other than laptops,3 and extends to May 1, 2009, the compliance date with respect 
to all other provisions of 201 CMR 17.00.    
 
SIIA believes that this delay is an important, constructive step and an opportunity 
to review the practicality of the regulations as a whole as promulgated; in 
particular, the growing realization of the substantial costs to small, medium and 
large businesses of compliance with the regulations and the effects of the 
regulation in the context of other legal and regulatory requirements (including 
those imposed by other states and under federal law, as well as international 
obligations that entities must meet in the area of information security).    SIIA 
remains concerned that, even with the delay, reconciling the implementation of the 
Massachusetts regulations with other legal obligations in other jurisdictions may 
not be feasible. 
 
 
Growing Concern with Massachusetts’ Disparate Approach 
 
Even with the constructive changes incorporated into the final promulgated 
regulations issued last September, preparation for their implementation indicates 
that the mandated standards, at minimum, are far from co-existent with existing 
federal requirements for most businesses, and in some important respects, are 
likely to create disparate obligations from those imposed in other jurisdictions in 
the United States, even for those industries that are subject to specific regulation 
(such as financial and health care services). 
 
For example, no other federal, state, or (to the best of our knowledge) other 
country’s laws require encrypting personal information to such an extent, and with 
such specificity, as that found in the 201 CMR 17.00.   By contrast, other 
obligations impose on entities the requirement that security protections must be 
appropriate to the company’s size and complexity, the nature and scope of its 
activities, and the sensitivity of the information it handles.4 
 
The disparate approach is also confirmed by the requirements of the standards 
which differ from any other federal or US state law in establishing the requirement 

                                                 
2 201 CMR 17.03(f). 
 
3 201 CMR 17.04(5). 
 
4 See, e.g., “Safeguards Rule” (Final Rule, “Standards for Insuring the Security, Confidentiality, 
Integrity and Protection of Customer Records and Information”, 16 C.F.R. Part 314 (published May 
23, 2002).    See also ““Final Report of the Advisory Committee on Online Access and Security” 
(May 15, 2000), found at:  http://www.ftc.gov/acoas/papers/finalreport.htm#III”, Sec. 3.4.4.  
(“…adopt security procedures (including managerial procedures) that are ‘appropriate under the 
circumstances.’  ‘Appropriateness’ would be defined through reliance on a case-by-case 
adjudication to provide context-specific determinations.”) 
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that a person must “limit ... the amount of personal information collected to that 
which is reasonably necessary to accomplish the legitimate purpose for which it is 
collected.”      In a similar vein, the prescriptive regulatory limitation on “the time 
such information is retained to that reasonably necessary to accomplish such 
purpose” is not found in any other US statutory requirement, including those for 
highly regulated industries.    And the prohibition to “limit… access to those 
persons who are reasonably required to know such information in order to 
accomplish such purpose…” is likewise unique to Massachusetts for otherwise 
non-regulated data under federal law.5 
 
By way of final example, no other federal or state law requires a 3rd party to 
provide a separate certificate to a person that owns, licenses, stores or maintains 
personal information about others that it has a written, comprehensive information 
program that is in compliance with a particular state or federal regulation.6  This 
requirement not only imposes obligations upon the person that holds the data of 
Massachusetts’ residents but expands the requirement’s reach to require entities 
with no business in Massachusetts to follow all of the regulation’s technical and 
administrative requirements. 
 
 
Cost and Business Impact is Significantly Underestimated 
 
SIIA has carefully reviewed materials prepared by DCABR in the form of FAQ’s 
and guides via its website.7    We want to highlight several points regarding the 
assumptions and conclusions found under the “Fiscal Effect and Small Business 
Impact Statement.”8     
 
SIIA recognizes -- indeed strongly advocates -- that investment in sound 
information security practices and technology is essential to any business that 
collects, maintains or uses sensitive personal information.    Based on the 
experience of responsible entities that have sought to comply not only with existing 
legal obligations, but also good industry practices, the lesson learned is that the 
investment must be carefully thought through, as these investments are likely to 
be a noticeable and growing budget component of any entity’s operating costs.    
 

                                                 
5 See, for all three examples, 201 CMR 17.03(g) (italicized emphases added). 
 
6 201 CMR 17.03(f). 
 
7 See “Identity Theft” webpage for Business, found at:  
http://www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eo
ca. 
 
8 Found at:  
http://www.mass.gov/?pageID=ocaterminal&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=
Eoca&b=terminalcontent&f=idtheft_sbimpact&csid=Eoca 
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Taking into account this experience and perspective, we have studied the cost 
assumptions outlined by the DCABR and find that those assumptions significantly 
underestimate the cost and complexity of compliance with the promulgated 
regulations for small, medium and large businesses.    According to the website 
FAQ, “increased costs may include the costs of new or updated versions of 
software,” but that “many businesses may simply need to activate security features 
in hardware and software that is already in place on their computer systems or 
networks.”   DCABR assumes as context a 10-person business; but, even in the 
case of larger businesses, the DCABR asserts that they “will already have in place 
all the resources and management support necessary for compliance, and 
therefore will experience little fiscal impact associated with compliance.”    As 
described in more detail below, the technological, operational and administrative 
burdens associated with implementing these unique regulations belie the 
assumptions found in the DCABR notice. 
 
The website FAQ describes a hypothetical analysis involving a small business and 
concludes that the “up-front cost ... should not exceed $3,000, with ongoing 
technical oversight, monitoring and maintenance that would likely be absorbed 
within currently existing technical support program.”  For those entities where no 
such technical support currently exists, the required support to comply with the 
detailed Massachusetts regulations “should cost no more than $500 per month.”   
The website FAQ goes on to assert that “much of the software needed for such a 
company to comply with [the regulations] is available as free software.” 
 
While the hypothetical analysis is not exactly clear on the point, these factors 
appear to be relevant to implementation of only part of the new standards, in 
particular Section 17.04 (related to Computer System Security Requirements).     
We note, however, that the website FAQ’s lack any careful delineation of how 
activating security features in already existing hardware and software meets all 
eight of the prescriptive elements listed in Section 17.04 or otherwise satisfies an 
entity’s legal exposure, even to inadvertent violations of the standards.   Moreover, 
SIIA is not aware of any ‘system’ that is widely used by (or available generally off-
the-shelf for) many small and medium-sized businesses that, by ‘mere activation’, 
implements each and every one of elements 1-8 of Section 17.04. 
 
By way of just one example, it is highly unlikely that hardware or software systems 
that are currently available provide for “mere activation” of built-in features that 
would facilitate all of element (5), in particular “encryption of all personal 
information on  ... other portable devices” (beyond laptops), particularly at the 
corporate or business administrator level.    As a further example, in order to 
address the encryption and monitoring requirements alone, meaningful investment 
in necessary infrastructure and technology will be required by most companies.  
 
More significantly, the cost estimates underlying the Notice of proposed 
amendments, and the Website FAQ’s are limited to only section 17.04 and do not 
take into account the substantial resources required to fulfill Section 17.03 (Duty to 
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Protect and Standards for Protecting Personal Information).   That section includes 
both development and implementation of an information security plan by every 
person that owns, licenses, stores or maintains personal information, as well as 
certification of each 3rd party service provider that might access such personal 
information prior to the person permitting such access to the 3rd party.   Those 
requirements, among many, require the designation (which will necessitate on-
going training) of one or more employees and the development of security policies 
for all employees. 
 
Based on our understanding of efforts to develop such plans in other regulatory 
contexts, and review of efforts to begin to comply with the Massachusetts 
regulations, the development of such plans can be as costly (if not more 
expensive) than the deployment of technology that facilitates the secure 
maintenance and use of personal information.     
 
As outlined earlier in our comments, regarding the particular ways in which the 
Massachusetts regulations are unique from other Federal, state and many 
international obligations, even an entity that has had to comply with federal 
laws requiring an on-going written security plan9 may not simply rely on any 
such plan as a ‘safe harbor’ or necessarily a ‘reasonable’ effort to comply 
with Section 17.04, since the State’s standards include many key elements that 
go beyond those outlined in federal rules.    
 
The requirement that 3rd parties provide a certification that they have a “written, 
comprehensive information security program that is in compliance with the 
provisions of these regulations” – which may or may not be related to the 3rd 
party’s handling of the personal information owned, licensed, stored or maintained 
by the contracting person -- is inconsistent with the requirements of other laws, 
which focus on contractual obligations “flowing down”.   This has implications not 
just for small businesses – where the hypothetical $500 per month technical 
support person must provide such certification – but also for medium and larger 
size entities which will be required to re-negotiate contracts with dozens, indeed 
hundreds, of supplier and partners globally.   
 
Efforts by medium and larger companies to comply may require significant 
reworking of existing enterprise architectures and databases, which do not as a 
practical matter segregate customers and other business partners from whom 
sensitive personal information may be collected based on location.     
 
SIIA continues to look forward to working with the DCABR as it reviews the public 
record.  We would be glad to answer any questions or try to provide additional 
information that might be helpful. 

                                                 
9 See “Safeguards Rule”. 

















 
 

Symantec Corporation      20300 Stevens Creek Boulevard, Cupertino, CA  95014      www.symantec.com 

 

January 15, 2009 

 

Via Electronic Mail 

 

Mr. David Murray 

General Counsel 

Office of Consumer Affairs and Business Regulation (OCABR) 

Ten Park Plaza, Suite 5170 

Boston, MA 02116 

 

Re: 201 CMR 17.00: Standards for the Protection of Personal Information of Residents of the 

Commonwealth 
 

Dear Mr. Murray: 

 

Symantec Corporation appreciates the opportunity to submit our comments on regulation 201 CMR 17.00 

implementing the provisions of General Law c. 93H, relating to the standards to be met to safeguard the 

personal information of residents of the Commonwealth of Massachusetts.    

 

Symantec is a global leader in providing security, storage and systems management solutions to help 

consumers and organizations secure and manage their information-driven world.  Our software and 

services protect against more risks at more points, more completely and efficiently, enabling confidence 

wherever information is used or stored. 

 

Symantec supports voluntary encryption that utilizes our industry's best practices and widely adopted 

standards.  We believe that states should provide incentives for implementation of encryption technology, 

rather than mandating the use of that or any particular technology.  Furthermore, we believe that 201 

CMR 17.00 places undue burdens on Massachusetts businesses, and others attempting to do business in 

the commonwealth, and for that reason respectfully recommend that OCABR further revise the 

regulations.  To that end, we strongly support the attached comments submitted by the Software & 

Information Industry Association (SIIA), of which Symantec is a member of the Board of Directors. 

 

However, upon any further review OCABR still chooses to mandate the use of encryption technology, 

Symantec takes the position that the commonwealth should adopt an internationally recognized standard 

such as FIPS - 140, which is widely accepted according to our technology experts.  Our experts also assert 

that there already exists interoperability of standard encryption technologies. 

 

We appreciate OCABR’s willingness to address outstanding concerns with industry stakeholders.  Thank 

you for your time and consideration of our comments.  We would be pleased to answer any questions or 

provide any further information you or your staff may need.  Please do not hesitate to contact me directly 

at either 703-283-0347 or owen_sweeney@symantec.com. 

 

Sincerely, 

 
Owen M. Sweeney, Jr. 

State Government Relations 

mailto:owen_sweeney@symantec.com

































