Written Comments and Testimony Related to the January 16, 2009 Public
Hearing on 201 CMR 17.00 Amendments
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From: Jeff Fleming [jeff@acmecarpetone.com]

Sent: Tuesday, January 20, 2009 3:08 PM
To: Murray, David (SCA)
Subject: FW: re: data/security implementaion

From: Jeff Fleming [mailto:jeff@acmecarpetone.com]
Sent: Tuesday, January 20, 2009 2:45 PM

To: 'David.Murray@state.ma.us'

Subject: re: data/security implementaion

Office of Consumer Affairs and Business Regulation
Mr. David Murray
General Councll

Thank you if you are reading this. We are a small business that tries to keep all consumer information private. This we
have been doing for the last 40+ years. We are concerned with our ability to conform to the regulations that
Massachusetts is going to require. We are not the size of Walmart, Target, TIMax, Home Depot; we are a small business
of 11 people. The cost in money and time is giving these giant corporations a big advantage over us with their ability to
have people and money to cover this. Please see what can be done to help really small businesses.

Jim Fleming, Acme Cutrate, Inc.



From: Molchan, Jor [jor.molchan@kewltechs.com]

Sent: Wednesday, January 21, 2009 11:31 AM
To: Murray, David (SCA)
Subject: Comments - 201 CMR 17.00 Hearing

January 21, 2009

David Murray

General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza

Boston MA 02116

RE 201 CMR 17
Mr. Murray,

Thank you for the recent hearing on 201 CMR 17. | was surprised that no consumer groups testified on behalf
of consumer interests. Still, the recently announced Heartland Payment Systems breach underscores the
importance of protecting consumer data. With or without this regulation businesses have an obligation to
protect themselves and their clients from intrusion. 201 CMR 17 which codifies this responsibility should not
be a surprise to any business in Massachusetts.

My specific comments follow;

Costs need not be prohibitive.

I am regularly surprised by the cost estimates that these businesses are providing. My firm is in the
business of managing such compliance engagements. For small businesses compliance can be achieved
for a fraction of the $50,000 expense routinely cited.

While there is clearly work to be done many of the steps needed are common sense or part of good
business practices.

Third Party Agents needs to be included

Deferring the third party agent requirement would eviscerate the law’s impact. Any business which has
access to confidential data needs to be managed. Outsourcing relationships are usually undertaken for
cost savings. Managing this compliance is part of the outsourcing relationship.

Excluding third party agents is akin to locking the front door but leaving all the windows open.

Portable Devices needs to be included
Portable devices may be the most at risk portion of the business. Encryption or simply eliminating
confidential data from such appliances is paramount.

Portable devices are easily lost or stolen beyond the physical controls of the office.

Specificity should not be expanded




Adding specifications to the law or further definitions may have the effect of diminishing protections for
consumers. As written, business owners are responsible for making a judgment as to how to best protect
the data they maintain.

Prescribing a specific remedy may assume a one size fits all solution or worse, define compliance by a
standard that may be quickly outdated by future developments.

Awareness needs to be expanded
It is true that many businesses are not aware of 201 CMR 17. The Commonwealth should expand
awareness to the business community as soon as possible.

This regulation sets important standards for the protection of consumers in Massachusetts. Further deferrals or
reductions in its requirements will disadvantage consumers and expose them to further risk.

Jor Molchan

Managing Partner

Advantage Resolution Consulting
617 448 2225
jor@kewltechs.com

From: Murray, David (SCA) [David.Murray@state.ma.us]

Sent: Wednesday, December 03, 2008 1:25 PM

To: Molchan, Jor

Subject: RE: Enforcement - 201 CMR 17.00: Standards for The Protection of Personal Information of Residents of the
Commonwealth

Mr. Molchan: The enforcement of 201 CMR 17.00 will be the responsibility of the Massachusetts Attorney General.
Please let me know if we can be of any further help. Regards,

David A. Murray

General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza

Boston, MA 02116

(617) 973-8703

David.Murray@state.ma.us

From: Molchan, Jor [mailto:jor.molchan@kewltechs.com]

Sent: Wednesday, December 03, 2008 12:58 PM

To: david.murray@massmail.state.ma.us

Subject: Enforcement - 201 CMR 17.00: Standards for The Protection of Personal Information of Residents of the
Commonwealth

December 3rd, 2008

Mr. Murray,

I am writing to understand enforcement of 201 CMR 17.00: Standards for The Protection of Personal
Information of Residents of the Commonwealth. My firm is aware of GBLA upon which the act is based, and
the enforcement role that the OCC and Fed play in that law. Regarding 201 CMR 17.00 we would like to
understand which State of Massachusetts office will manage enforcement. Further, we would like to understand
specifically, will the state conduct audits or reviews or require affirmative certification of compliance? This
query is specific to cases prior to the occurrence of a breach. The Office of the Attorney General via Ben
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Vitalini has advised that the law will be enforced by the OCABR. Desmond Berimondi of the OCABR has
advised that the AG will enforce the law. Matt Huegel of the OCABR has directed me to your counsel. Your
comments on the State’s enforcement process are appreciated.

My interest is two fold as | manage my own business and assist other small business owners in their compliance
with this important regulation.

Kind regards,

Jor Molchan

Principal

Advantage Resolution Consulting
617 448 2225



Association of Independent
Colleges and Universities

January 16, 2009

in Massachusetts

11 Beacon Street, Suite 1224 | Boston, Massachusetrs 02108-3093
617.742.5147 | FAX 617.742.3089 | www.masscolleges.org

Daniel C. Crane

Undersecretary

Office of Consumer Affairs & Business Regulations
10 Park Plaza, Suite 5170

Boston, MA 02116

RE: AICUM’s Written Comments on the Amended Standards for
the Protection of Personal Information 201 CMR 17.00

Dear Undersecretary Crane:

On behalf of the Association of Independent Colleges & Universities in Massachusetts (AICUM)
and its 59 member institutions of higher education, we would like to thank you for providing this
opportunity to offer written comments on the amended regulations intended to protect the
personal information of Massachusetts residents. AICUM supports the underlying principles and
goals of the regulations, and the private colleges and universities in Massachusetts have been and
will continue to be committed to protecting the personal information of its students, employees
and alumni.

AICUM represents the interests of 59 independent colleges and universities throughout
Massachusetts, the 250,000 students who attend those institutions and the nearly 100,000
employees who work at those institutions. Our members include large nationally renowned
research universities, smaller, highly regarded liberal arts colleges, religiously affiliated
institutions, and colleges with special missions focused on business or music or allied health
services.

The regulations, however, and particularly the deadlines for complying with the regulations,
impose burdens that are virtually impossible for these institutions to meet. For the reasons stated
below, AICUM would respectfully request that Governor Patrick and the Office of Consumer
Affairs and Business Regulations (OCABR) provide a 90-day period for businesses, industries and
the non-profit community to comment on the regulations, re-issue a new set of standards by May

1, 2009 and then allow a two-year period to implement and comply with the new rules.
Cost

The regulations impose a substantial unfunded mandate on colleges and universities. These
institutions will incur significant incremental costs as a result of having to purchase new, albeit
unproven, software and technology. They also will be required to reallocate existing staff and
scarce resources to comply with these regulations.

This unfunded mandate comes at a particularly difficult time for colleges and universities. The
ongoing financial crisis has significantly reduced the value of most endowments, restricted other
revenue streams, and required schools to direct more money to financial aid to help students —
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" and their families — complete their education. Many institutions have instituted both budgetary
and hiring freezes. Add to this the additional funds that colleges and universities must now
expend to comply with new reporting requirements and mandates imposed on them under HEA
Reauthorization, FERPA and the FTC “red flag" rules. Complying with these regulations will
impose a significant new and unanticipated cost at a time when it is most difficult to absorb into
an institution’s operating budget.

gri—Party Verification

The 8rd-party certification provisions included in the regulations are unduly complex, requiring
extensive resources and due diligence to certify compliance. Most colleges and universities have
hundreds — perhaps thousands — of contracts with outside vendors, a significant portion of which
relate to data and documents that contain personal information. Many of these contracts have
been in place for years and already contain a variety of provisions designed to protect confidential
information, including personal information. To the extent that these pre-existing contract
provisions do not meet the requirements contained in the regulations the contracts will have to be
renegotiated. This is a task that certainly will take more time than currently contemplated under
the regulations.

Obtaining assurances from 8-party vendors is a massive undertaking. And doing so before
January 1, 2010 will be virtually impossible for AICUM member institutions, particularly for
smaller institutions with lean and already over-burdened staffs (I'T, legal and procurement). It
makes little, if any sense, to enact regulations with the knowledge that such a wide range of
institutions and businesses cannot meet the deadlines imposed.

Contract provisions designed to protect personal information have proved effective, and requiring
such contract terms in all future transactions involving the personal information of
Massachusetts residents would sufficiently safeguard the rights and interests of the citizens of the
Commonwealth. Such a requirement would also place the responsibility, and any potential
liability for a data breach, on the party that is in the best position to ensure the protection of
personal information — namely the business or institution initiating the transaction with an
outside 8rd-party vendor. If that 3v-party vendor then enters into a subsequent transaction with
a different vendor the 8r-party vendor would be charged with requiring contract provisions
aimed at safeguarding the personal information. This solution provides certainty by imposing
responsibility and potential liability on the party seeking to share the personal information as part
of separate, discrete transactions. The regulatory scheme imposed by these regulations puts
colleges and universities in the impossible situation of ensuring compliance by vendors 2 or 3
transactions down the line from the original transaction. And vendors outside of Massachusetts
are unlikely to know and understand the requirements of these regulations. This is an impossible
burden to satisfy, a burden that would impose significant costs on Massachusetts colleges and
universities and place them at a competitive disadvantage with colleges and universities in other
states.

Inventory

Colleges and universities have a huge volume of records that conceivably come within the scope
of these regulations, and this information is widely distributed across several departments. These
institutions maintain records for applicants, students (educational and health records), employees,
donors, and alumni. It has been — and continues to be —a huge undertaking simply to coordinate
where all of these records are stored, identify which department has control of the records, and
determine how a more centralized approach to storing and protecting the records can best be
achieved. Working groups from each department must be convened, a formal project must be
established with key goals addressed sequentially before procedures can be developed, refined and



implemented. In short, this process will consume a lot of time and resources if it is to be done
correctly.

Reconciling these new standards with the manner in which existing records have been maintained
and stored will take a significant amount of time and resources as well. And designing, testing
and implementing a system that will meet all of the requirements of the regulations cannot even
begin until an institution completes the inventory required by the regulations. Again, this is a
huge undertaking that will require time. Getting it “right” would better serve the underlying
public policy than getting it done by some arbitrary deadline. :

The current regulations require that “every comprehensive information security system” shall
limit the amount of personal information collected. By the nature of their mission, however,
colleges and universities can do little to further limit the amount of personal information they
must collect. Many, if not all, colleges already have implemented campus ID numbers that are
different from Social Security numbers. Moreover, the regulations would require colleges and
universities to treat existing “old” records differently from any records that are created on a
going-forward basis. College applications, financial aid forms, student records, health records,
employment records, and alumni records are all integral parts of the operation of these
institutions. In fact, running one of the larger research universities is the equivalent of operating
a small city. Colleges and universities can do little, if anything, to further limit the records they
must collect to effectively pursue their mission, and requiring colleges and universities to comply
with these regulations within such a short deadline sets a goal that is virtually impossible to meet.

It would seem that a more meaningful and cost-effective approach would be to have businesses
and non-profit institutions undertake a risk assessment of their record-keeping system and then
allow the results of the assessment to identify where resources should be focused. Such an
approach would serve the underlying public policy without causing an unnecessary waste of
scarce resources.

Encryption

The sweeping mandate of the “encryption requirement” goes beyond the legislative intent of the
underlying legislation because the Legislature did not intend to make encryption mandatory.
Moreover, the encryption provision would require colleges and universities to invest in software
and technology that is complex, costly, and time-consuming, which is particularly onerous for
institutions with lean and already over-burdened IT staff because the task of evaluating,
acquiring, implementing and supporting encryption will fall squarely on IT.

Evaluating and implementing encryption solutions are complex undertakings, and there is no
single technical solution that effectively handles laptops and other portable devices. The diverse
systems that currently exist are often not mutually interoperable, and such systems are not
widely used by businesses, organizations and individuals in Massachusetts. The challenges of
deploying data encryption are highlighted in a recent report from the United States Government
Accountability Office entitled Federal Agency Efforts to Encrypt Sensitive Information Are Under Way,
But Work Remains. Back in 2006, federal agencies were directed to encrypt data. As of a year ago,
only 30% of the data was encrypted, and, in some cases where the devices were believed to be
encrypted, there were configuration issues or other reasons that resulted in lack of encryption.
Mandatory encryption is the wrong solution at the wrong time. The fact that the Commonwealth
and its subdivisions will not be required to encrypt or accept encrypted data under these
regulations is telling. Requiring colleges and universities that are dealing with unprecedented
worldwide financial conditions to test, acquire, and implement encryption hardware and software
(that may be obsolete within a short period of time) and pay for related services will only ensure
that there is less money for an institution to devote to need-based financial aid, curriculum and
student support services, etc.



Since the goal of the Massachusetts regulations is to reduce the risk of data loss that may lead to
identity theft, it would seem preferable to implement a carefully designed and sustainable
solution, and not force colleges and universities to rush into buying a product which may or may
not be effective simply to check off a compliance box.

The need for clarification and education calls for additional time

Many colleges and universities use a “point card” system that essentially allows a student to use
his/her Student ID card as a declining balance card to make purchases on campus. A student
deposits money into an account and then uses his/her ID card to redeem “points” in exchange for
books, food, and other good and services at various locations both on and off campus. Some
colleges and universities have received conflicting advice and legal interpretations as to whether
such “point cards” are subject to these regulations. Additional time to comment on a new set of
regulations would provide an answer to this and similar questions and allow for a more concise
and better understood standard. :

Analogous Situations

A quick look at several analogous situations will illustrate the need for additional time to comply
with these regulations. First, as has been widely broadcast, the United States is currently
undergoing a conversion to digital TV. Despite a lead time of more than 4 years to prepare for
and educate people about this conversion, President-elect Obama is urging Congress to delay the
deadline in order to give people more time to navigate the transition. Second, when colleges and
universities had to respond to directives related to Environmental Health and Safety Regulations
the process required the dedication of resources over many years. The training phase alone took
18 to 24 months to complete. Third, organizations initially were given a year to comply with the
FTC's “Red Flag Rules”, but when it became apparent that the rules had a broader impact than
originally anticipated, many organizations were given an additional 6 months to comply with
rules that had little IT impact. The standards being imposed on businesses and non-profit
organizations in Massachusetts were released to the public less than 4 months ago, so asking
them to comply with even the extended deadlines is simply unrealistic.

The independent colleges and universities that make up AICUM are committed to protecting the

personal information of their students, employees and alumni. AICUM applauds the efforts of

Governor Patrick and OCABR in pursuing this important public policy, but we believe that

certain provisions of the regulations, coupled with a wholly unrealistic time-frame for compliance,

constitute an unfunded mandate that most likely cannot be achieved under current deadlines. We

stand ready to work with the Administration and OCABR to create a regulatory scheme that will
advance the goal of protecting the personal information of the citizens of Massachusetts without

imposing unreasonable burdens and unreachable timetables on the business and non-profit

communities.

| Very truly yours,

Richard Doherty,
President



Statement of the Ametrican Insurance Association

210 CMR 17.00
Standards for the Protection of Personal I nformcztzon of
Residents of the Commonwealth

Before the Ofﬁce of Consumer Affairs and Busine'ss

Regulation
January 16, 2009
John P. Murphy
American Insurance Association
One Walnut Street

Boston, MA 02108
(617) 305-4152



Thank you for the opportunity to offer comments on 201 CMR 17.00 Szandards for the
Protection of Personal Information of Residents of the Commonwealth. The American Insurance
Association (“AIA”) is a national trade association fot propetty and casualty insurance
companies with over 350 member companies. ATA membets write over $3.3 billion of
premium in Massachusetts and over $124 billion nationwide. Our carriets include some of
the most recognizable brands in America as well as niche players. All of them are committed
to protecting the personal information which comes into their possession. AIA appreciates
the opportunity to share our members concerns over the regulations proposed by OCABR.

These regulations present both substantive and practical concerns. The original effective
date of January 1, 2009—just 3 months after the final regulation was approved—was simply
not realistic. Even if companies could ignore every othet information technology project on
their plates and focus exclusively on implementing this regulation, time would not be
sufficient. While AIA greatly appreciates OCABR’s decision to delay implementation fora
few months, this “breathing toom” will not cure the substantive problems with the
regulation or afford companies enough time to fully implement its directives. Many of the
requirements of the regulation are unprecedented, extending beyond the identity theft
prevention measures enacted in other states. As most of our companies do business in othet

states, this poses particulat hardships and costs.

AIA strongly encoutages OCABR to indefinitely delay implementation of the regulation for,
so that all affected entities can raise concerns and receive guidance from OCABR and the
Attorney General, where approptiate. New Jersey’s Department of Consumer Affairs has
been grappling with its own version of identity theft regulations. After proposing 2
regulation in April of 2007, the state withdrew its proposal in response to the comments it
received. In Decembet of 2008, after teceiving input from affected parties and further
reflection, it developed and ptesented a new draft regulation and solicited further comments.
AIA respectfully suggests that Massachusetts undertake 2 similar approach to vetting this
proposal and that when OCABR is ready to adopt the regulation, it provide for a phase-in
implementation petiod.

The regulation seeks to implement the provisions of M.G.L. c. 93H' with respect to
standards for the protection of personal information of Massachusetts residents.

- — ,

1 MGL. c. 93H §2(a) reads: Section 2. (2) The department of consumer affaits and business
regulation shall adopt regulations relative to any person that owns or Jicenses personal
information about a resident of the commonwealth. Such regulations shall be designed to
safeguard the petsonal information of residents of the commonwealth and shall be
consistent with the safeguards for protection of pegsonal information set forth in the federal
regulations by which the person is regulated. The objectives of the regulations shall be to:
insure the security and confidentiality of customer information in a manner fully consistent
with industry standards; protect against anticipated threats or hazards to the security ot
integrity of such information; and protect against unauthorized access to oruse of such
information that may result in substantial harm ot inconvenience to any consumet. The
regulations shall take into account the person's size, scope and type of business, the amount
of resources available to such pexsori, the amount of stored data, and the need for security

and confidentiality of both consumex and employee information.



Unfortunately, rather than providing greater context for what constitutes compliance with
the law, this regulation narrows the scope of business options and adds new hurdles for
implementation of the legislative intent.

While the delay in the effective date of the regulation relieves some of the immediate
pressure on companies, AIA does not want to see these regulations go into effect “as is”
when the new effective date atrives. The additional time allows for finding solutions for
some of the new challenges, but it does not address some of the fundamental roadblocks
and areas where further clarification is needed. These issues include: :

(1) encryption;

(2) data mapping or data inventory;

(3) monitoring; - .

(4) safeguards consistent with other state or federal regulations; and
(5) vendor contracting issues.

Before discussing specific concerns in these areas, it is helpful to walk through a balanced
approach to protecting data.

AIA believes-data security safeguards must follow risk assessments and be appropriate to the
size and complexity of the business and the nature and scope of its activities. AIA’s
approach is consistent with the enabling legislation which states:

“The regulations shall take into account the petson's size, scope and type of
business, the amount of resources available to such petson, the amount of stored
data, and the need for security and confidentiality of both consumer and employee
information.” M.G.L. c. 93H §2(a). '

This legislative directive cautions against rigidity and “one size fits all” regulations in favor of
allowing businesses flexibility in theit protection of personal information.

Identity theft prevention and safeguarding personal information is a consumet protection
effort in everyone’s best interest. In addition to the individuals who are victimized and
angered by ID.theft, security breaches can negatively impact a company’s btand and
consumer loyalty ot erode a citizen’s confidence in its government when it is involved in a
breach. To propetly addtess the concerns and interests of all stakeholders, a reasonable
balance needs to guide policy decisions with respect to data secutity.

Today, budgets ate tight and money allocated to those responsible for data secutity is finite.
Requirements should focus on determining whete vulnerabilities are the greatest within a
company and then on addressing those vulnerabilities. A risk assessment approach to
identifying problems and finding solutions is common in business and government and it is
fiscally responsible to shareholdets, customets and taxpayers. Finding and addressing true
ptivacy risks is a matter of getting the most bang for the data security buck. As drafted, this
regulation seems to paint all aspects of security as equally important. They are not.




The most important thing fot business to do is to determine where the real tisks to personal
information are with respect to the kinds of information it has and how such information is
transmitted. Next, it needs to secure the data from a top-down approach working first from
the highest priority. For those companies that do everything internally, their focus will likely
be on the security of data storage and assuring that there are correct controls over access to
that data. For those companies that outsource activities dealing with personal information,
they need to consider whether that vendor has appropriate secutity measures in place. -

Businesses need a certain amount of flexibility in order to use resoutces ofl the most crucial
aspects of a company’s data security program. The regulation favors rigid rules rather than
allowing companies the necessary flexibility to fashion a data security program tailored to its
business and the data in its possession. These concepts particulatly guide the rationale
behind ATA’s comments telating to data mapping and encryption.

1. The encryption requirements are too rigid and were not mandated by the enabling
legislation. The regulation requires enctyption in every instance instead of just
those in which the most non-public personal information is exchanged. This
approach will have severe negative, anintended consequences. (See Sec. 17.04.)-

The encryption provisions raise significant issues since thete is no standard way to encrypt
emails that go outside a company’s network to third parties. Given the size and scope of
insuret operations and information at present, there is no consistent platform for sharing an
encryption key with an individual consistent with these standards and allow them to read an
email. Insurers interact with hundreds of thousands of third parties — doctors, lawyers,
claimants, policyholders, hospitals, etc.. Thete ate some third parties with whom insurers
communicate fairly regulatly, but there are many, many others with whom they deal
infrequently. Some interactions may occut only once Of may relate to only one claimant.
Encryption would not be feasible with these small volume situations. It would slow down
the ability to shate information and claims could not be handled as quickly. Furthermore,
many people prefer to communicate via email and a movement back to paper would be
frustrating and counterproductive for the customet.

This is a perfect example of the need for a isk analysis. Other cost-effective approaches
may be preferable to encryption. For example, the use of “strong” or “complex” passwords
can be effective data safeguards in many contexts. Rather than mandating encryption in all
situations, the regulation needs to allow flexibility so that appropriate safeguards can be
tailored to the business’s unique situation. :

Businesses should assess the patty with whom they ate shating information as well as the
type of data at issue. For regulat vendors or a third party administrator, the business may
choose to set up a secure pipeline (like 2 VPN) to transmit encrypted data to and from that
entity, which can only be accessed through authentication.

This kind of end-to-end system would not, however, be apptopriate for individuals.
Developing an alternative for individuals (¢.g, a web-based solution) would be extremely
expensive to get up and running., One insurer reports that in addition to the start-up



expenses, maintaining such a system would cost over $750,000 annually. This is an
enormous on-going outlay without as much secutity protection as the bigger (and more
manageable) third patty business solution.

Requiring encryption for Blackberry and similar devices would not be a wise investment of
limited IT resources. Encrypting a Blackberry degrades performance significantly. Further,-
these devices may be password protected and a business could turn it off (“zap it”)
immediately when it is lost or stolen or when the individual terminates his or her
employment. In such instances, nothing can be accessed. Even if someone wete to gain
access to a Blackberry (assuming they can get past the password requirement), he or she
cannot get to databases but only to that individual’s emails. Applying a risk assessment
approach, limited resources would be better spent protecting and encrypting laptops with
hard drives which can contain spreadsheets and more vulnerable data.

Similatly, the inflexible encryption rules may raise e-discovery concetns. To deal with e-
discovety, systems need to allow for searchability and production in the event of actual or
threatened litigation. To date, encryption systems with such functionality are costly and
impracticable for smaller businesses.

Representative Michael Rodrigues, House Chair of the Committee on Consumer Protection
and Professional Licensute and co-author of the enabling legislation, was recently quoted in
the MetroWest Daily News saying that encryption was not meant to be mandated: “We didn’t
want to mandate it; we wanted to encourage it,” he said. With tespect to encryption, this
tegulation goes beyond the intent of the statute and imposes an unnecessary burden on
businesses. The regulation should encourage the use of encryption whete appropriate but
not require it. ‘

2. Data mapping/inventorying is ovetly burdensome and the regulations should
allow for othet ways to address the concern with vulnerability of this data. (See Sec.
17.03(h).) :

As drafted, the regulation would require a company to go through all its paper records, as
well s its electronic systems to identify where it has personally identifiable information.
Going through all kinds of media is an inctedibly daunting and almost impossible task.
Older companies with legacy systems will have issues because of the shear volume of data,
further complicated if they have undergone metgers or acquisitions with other companies.
This is especially the case of financial institutions, like insurets. Also, some companies have
numerous locations that serve to magnify the challenges and difficulties of conducting the
inventory. '

Like the data secutity concetrns discussed above, the scope and detail of the data inventory
goes too far. It paints with too broad of a brush, as it regulates down to the minutia. For
example, consider how a company might deal with documenting historic use of CDs and
papet, especially when thousands of employees work from home. The greatest threat to non--
public personal information is through electronic databases ot spreadsheets not through
individual pieces of paper.



Under 2 risk assessment review, a company will determine where it has data that is most at
risk. The steps taken should be approptiate to the size and complexity of the entity and to
the nature and scope of its activities. (See the National Association of Insurance
Commissioners (NAIC) Standards for Safeguarding Customer Information Model
Regulation.) This kind of activity encourages actively knowing your risks for identity theft
and proactively addressing areas whete thete is the greatest concentration of the most
serisitive data. We believe this follows the intent of the law.

3. Monitoring for unauthorized access is costly and should not be necessary if the
other prudent steps for securing data are taken. (See Sec. 17.03(j).)

Monitoring for unauthorized access or use may seem reasonable on its face, but if other
prudent steps for securing data have been undertaken (¢,g, access conttols, authentication
and encryption for vendor data exchanges) then regular monitoring may not be necessary.

Monitoting is a complex process since trying to isolate the data is difficult. For a countywide
insuret, there may be thousands of computer servers with all kinds of data. Further
complicating the effort is the fact that some companies have legacy systems in place from
the 1960s and 1970s that are not conducive to this kind of activity. :

The cost of monitoring can be enormous. One of our membet companies received an
estimate of $1.5 million dollars annually for a vendor to periodically scan servet logs and
automatically flag sets for situations to be reviewed further. This estimate was only for the
most critical setvers containing the most non-public personal information and was only a
periodic scan—nota constant real, time scan. In addition to this significant, on-going
outlay, the initial set up costs wete estimated to be approximately $800,000. The regulation
calls for regular monitoring in a manner “reasonably calculated” to prevent unauthorized use
or access to petsonal information. Itis not clear whether the regulation’s standard would be

met even after making this significant financial investment just for the monitoring
component of the regulation. ‘

Rather than mandating a monitoting program, the regulations should allow for flexibility and
a risk assessment approach so that companies can design programs that protect the data ma
sensible and cost-effective manner consistent with the nature of their business.

4. The regulation should include compliance deemert language indicating that
compliance with “gafeguards for protection of personal information and information
of a similar character as set forth in state or federal regulations by which the person
who owns, licenses, stotes ot maintains such information may be regulated.” (See
Sec. 17.03, first paragraph.)

The enabling legislation directs that: “Such regulations shall be designed to safeguard the

‘ personal information of residents of the commonwealth and shall be consistent with the
safeguards for protection of personal information set forth in the federal regulations by
which the person is regulated.” (emphasis added)




Insurers are subject to the data security requirements of Gramm-Leach-Bliley (“GLB”) and
adherence to those requirements should constitute compliance with Massachusetts law. To
do otherwise would subject insurets to over 50 different sets of security systems at an
enormous and unnecessaty financial cost and would be inconsistent with statutory intent..

AIA recommends that the regulation include compliance deemer language that states that
compliance with the federal ot state data secutity regulations for financial institutions as
defined by Gramm-Leach-Bliley constitute compliance with the Massachusetts requirements.

5. Businesses need clarification on how to satisfy their contractual requirements
with respect to vendors. (See Sec. 17.03(f).) Vendor contracting requirement should
only be prospective and not retroactive.

Sighiﬁcant precedent exists for handling third party vendor contract issues on a “going
forward” basis, rather than requiting an immediate fix of all existing relationships. AIA
strongly believes that the regulation should adopt this approach. (See. 17.03(f).)

The focus should be what can reasonably be done. Gramm-Leach-Bliley (“GLB”)
implementation allowed for grandfathering of vendor agteements. The NAIC’s Privacy of
Consumer Financial and Health Information Regulation issued post-GLB gmndfatheted
service agreements. It reads: '

Two-year grandfathering of service agreements. Until July 1, 2002, a contract that a
licensee has entered into with a nonaffiliated third party to perform services for the
licensee or functions on the licensee’s behalf satisfies the provisions of Section
15A(1)(b) of this regulation, even if the contract does not include a requirement that
the third party maintain the confidentiality of nonpublic personal information, as
long as the licensee entered into the agreement on Of before July 1, 2000.

Segmenting new and existing vendot contracts makes sense as a manageable way to handle
implementation. It gives business a chance to modify language and processes on & going
forward basis without the immediate administrative challenge of identifying the applicable
existing vendors, sending them the necessary paperwork and tracking to ensure the

documents are ratified.

Insuters need to understand whether they will be deemed to be in compliance when they
‘have an executed agteement with a vendot that mandates the vendor’s compliance with
applicable state and federal laws and regulations applicable to the products and services they
provide.

There should be a safe harbor stating that if 2 business has a contract requiting a vendor to
imeet certain standatds (for example the ISO standards or other enumerated standards) that a
signature on such a contract constitutes certification. In the alternative, if the contract itself
will not be automatically deemed compliant with the certification requirement, business
needs direction on what specifically the certification should say.



The idea of getting a certification from third party setvice providets is inconsistent with the
established approach for insutets, which requires contracting but not a certification.
Consider the real likelihood that some large vendors, potentially including those mandated
by state law, may refuse. In these instances, the NAIC Standards for Safeguarding Customer
Information Model Regulation Section 8 outlines examples of approptiate data security
implementation for overseeing setvice provider arrangements as including due diligence in
selecting the providers. Further it “requires its service providers to implement approptiate
measures designed to meet the objectives of this regulation, and, where indicated by the
licensee’s risk assessment, takes appropriate steps to confirm that its service providers have
satisfied these obligations.” (Emphasis added.) Note that this is not a bright line as it allows
for “appropriate steps.”

AIA appreciates the opportunity to ait our concetns with 210 CMR 17.00. Our membet
companies take seriously the obligation to protect the data in their possession and control
and hope that Massachusetts will afford companies the flexibility to effectuate that
obligation in a teasonable and sensible manner and timeframe. :



Friday, January 16, 2009

STATEMENT OF ASSOCIATED INDUSTRIES OF MASSACHUSETTS BEFORE THE
OFFICE OF CONSUMER AFFAIRS AND BUSINESS REGULATION REGARDING
THE AMENDED REGULATIONS OF 201 CMR 17.00, STANDARDS FOR THE
PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE
COMMONWEALTH. '

Good afternoon, I am Bradley A. MacDougall, Associate Vice President for Government Affairs
for Associated Industries of Massachusetts (AIM), the state’s largest nonprofit, nonpartisan
association of Massachusetts’ employers. AIM and its 6,500 members would like to thank the
Office of Consumer Affairs and Business Regulation for extending the general effective date of
January 1, 2009 to May 1, 2009. Today, AIM and fellow members of the business community
will provide testimony relevant to the amended regulations under 201 CMR 17.00, which
provides for the extension of the effective dates by which employers must comply with the new
data privacy regulations. :

AIM and our members believe that the protection of personal information is a necessary activity
and an integral part of every business model. The business and public agencies share the same
public policy goal and the many challenges of how to ensure the protection of personal data.
Experts in data security continually struggle with the complex nature of technology and
operational implications. However, not “all persons” as regulated under 201 CMR 17.00 are
experts nor do all businesses have the resources to hire legal and technology consultants. The
business community has already made significant efforts to address the issue of data theft and
therefore reasonable public policy must consider that work. The long-term viability of our
shared goal, to protect personal data, depends on it. '

Well before the Massachusetts legislature and Governor Deval Patrick enacted data security laws
including 93H and 931, many Massachusetts businesses identified data security as a top priority.
Since that time, the business community has invested resources to address the many challenges
related data security including employee training; technological, operational and legal solutions.

Today, information and technology is the life-blood of our economy as services strive to meet
customer demands in a global market place. Personal data and the protection of this information
is a critical and top priority of any business model. Many firms have already invested significant
resources and human talent to address the ongoing challenges related to data security. Yet, even
those businesses that have made significant investments and time continue to deal with legal and
technical challenges.

Now, the mandates included in 201 CMR 17.00 are being forced upon “all persons™ and all firms
" that conduct business in Massachusetts. In sharp contrast, the state of New Jersey is currently in
the process of implementing their Data Security laws, which includes a process of more than two
years just to promulgate regulations not including actual implementation periods.
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Regrettably, the Massachusetts regulations do not provide similar time, clarity or recognition of
federal regulations, nor do they recognize the significant technological, legal, operational
challenges or the significant investments and human talent that many persons and small firms
must now face. Today, “all persons” and firms regulated cannot achieve 100% compliance
because these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available or reasonable for “all persons” or firms.

The delay in the general effective date from January 1, 2009 to May 1, 2009 is helpful.
However, the underlying problems continue to exist throughout the regulations and the new
effective date of May 1, 2009 does not provide sufficient time for public and private entities to
become aware of the new regulations, to know what compliance really means and then to locate
appropriate resources for the necessary investments required by these regulations. Businesses of
all sizes regardless of resources are challenged by the many legal, technical and operational
challenges that have been mandated.

AIM believes that the intervening time must be focused on amending these regulations with the
direct input of industry experts representing the business, human resources, legal and technical
perspectives in collaboration with the Patrick Administration, the Executive Office of Economic
Development and Housing, the Office of Consumer Affairs and Business Regulation, the Office
of the Attorney General and elected officials.

Since the regulations were finalized on September 22,2008, AIM has taken several steps to raise
awareness, notify and educate our members and the broader business community about the new

: regulations.l AIM has communicated with thousands of Massachusetts businesses and has
provided hundreds of Massachusetts employers with education and resources through webinars®
and seminars’ throughout the state. AIM’s seminars included industry experts, who provided
human resources, legal, information technology and ongoing government affairs perspectives.
The seminars raised general awareness, provided technical assistance and resources for
businesses to analyze their data security protocols as prescribed under the 201 CMR 17.00. Even
with this statewide outreach effort an overwhelming number of Massachusetts firms and
“nersons” are completely unaware of these new regulations. Consistently, businesses would
indicate that AIM’s communication and education seminar was the first time they were alerted to
these new regulations. It is clear that a greater public outreach effort by the administration is
necessary in combination with greater time for businesses to implement them.

The following comments reflect some of the questions and feedback from AIM’s members:

Awareness and undérstanding: Most employers are completely unaware of these new
regulations or mistakenly believe that if their firm is regulated by federal law then they are in
compliance. These specific regulations represent a fundamental shift for every employer in

! Over the past year AIM has communicated to our 7,000 members and the general public through op-eds, quotes in
major new publications, in addition to presentation before major trade and industry groups.

2 AIM provided four webinars :

3 AIM provided six education seminars in 2008 on 201 CMR 17.00 on November 10, Taunton ; November 18,
Worcester; December 2, Andover; December 12, Boston; December 15, Chicopee and Pittsfield.

Page 2



Massachusetts and business transaction occurring within the commonwealth. The challenge of
compliance is further exacerbated by the regulation’s ambiguity, which increases the risk of
liability and affords little assurance that a business is in full compliance.

First exposure and training: Consistently, we learned that ATM’s communication was their
first and that ATM’s training represented their first in depth exposure to the law, regulations and
the tools needed to assess their data security needs. AIM urges the administration to engage in a
greater public outreach effort.

Data security is a priority: Employers want to implement effective tools and utilize resources
to protect personal information. Yet, firms have limited resources and companies in
Massachusetts are struggling to survive, meet payroll and remain competitive in a global
marketplace. Persons and employers should be provided the opportunity to apply reasonable
efforts to protect personal data in both paper and electronic forms.

Education and third party vendors: Further, Massachusetts businesses are having significant
challenges with educating, retaining and contractually binding vendors. Further, many firms
that operate internationally have realized that the regulations do not envision the many national
and global business relationships that they depend on. ' :

Resources: AIM provided businesses with some helpful resources, guidelines and templates.
However, the reality is that no template can be universally implemented because every business
has unique data security needs. Therefore, many employers are frustrated with the confusing
regulatory wording and the complexity of technological and legal issues. Firms are challenged
by the extensive time, resources and expertise that is required to design and implement a data
security program as written in 201 CMR 17.00.

Implementation: Many small firms lack the technical, legal and human resource capabilities to
address the multidisciplinary nature of these regulations. As written, employers must invest in
significant internal human resources and external consultants to address the legal and IT support
needed to evaluate, upgrade and continually monitor their systems.

Highly complex and confusing: As currently written, these regulations are the most
prescriptive set of laws and regulations in the nation.* The rules go far beyond established federal
standards, and will require in most instances significant operational and technological changes
for entities that have custody of personal information, including employee records and customer
data. : '

Significant ambiguity: The regulations place significant ambiguities into an already an
evolving and complex discipline — data security. All companies cannot be 100% secure all of the
time. There are over a half a billion people with internet access and any of them can pose a
danger. Technology, employee training and security practices are continuously evolving. While

4 There are at least 44 other states that currently have their own unique Identity Theft or Data Security laws.
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the regulations rely on a reasonableness standard and other components of consideration such as
company size, resources available and the sensitivity of the data, the fact remains that every
person, 6.5 million residents of the Commonwealth plus any business that maintains or stores
data of a Massachusetts resident, must abide be the minimum standards set forth by these
regulations. Can every person effectively afford or access the resources and technical knowhow
to understand or address these issues? Many firms are concerned that currently, the only
opportunity they have to learn if their firm has achieved compliance is following an investigation
by the Office of the Attorney General. ‘

Public sector regulations: The regulations do not equally apply to the public sector. Therefore,
can a firm continue to conduct business with the State of Massachusetts if several of the agencies
do not accept encrypted data? Companies are concerned that the statute and the regulation

would prevent them from sharing personal information with state agencies because said agencies

do not accept encrypted data or may not provide a written certification.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data privacy
rules that comply with the statute, set standards, recognize existing programs, and invite
innovation.

Industry experts business leaders have aggressively identified issues and are committed to help
the administration formulate and examine solutions for the successful implementation 201 CMR
17.00. Re-issue an entire set of rules by May 1, 2009 with implementation over a two year
period (repealing the existing rules). AIM urges the Department to review the enclosed
addendum, which highlights various issues and solutions relative to the rules and their
implementation.

Therefore, we respectfully request that the Office of Consumer and Business Affairs carefully
consider the significant and detrimental implications of these regulations and to utilize the
intervening time prior to the effective date of May 1, 2009 to meet with the Office of the
Attorney General and industry experts to address the current challenges with the regulations.

In closing, thank you for the opportunity to provide comments and I would be happy to answer
any questions or provide additional information.
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Addendum: Issues and Solutions for 201CMR 17.00
Below is a listing of issues and solutions that AIM urges further examination:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules. Compliance is an essential goal and this process will provide the best opportunity for
regulated parties to understand and reach compliance.

Solution: The State of New Jersey is currently in a two year process just to promulgate a “pre-
proposal” of regulations that do not yet specify actual implementation deadlines. In fact, on
December 15, 2008, New Jersey issued its new pre-proposal after determining in April 2008 to
reconsider and withdraw the proposed rules it had previously issued on April 16, 2007. New
Jersey’s new pre-proposal provides for a comment period until February 13, 2009.
Massachusetts regulations provide far less time. The regulations should be further refined and
implemented in a phased manner to ensure the proper and appropriate level of education and
outreach for the regulated community -

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts.
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict with or preempt other federal
and state laws without providing any additional substantive protection for Massachusetts
consumers, employees and other residents.

Solution: The Massachusetts statute requires consistency with federal law and as written these
regulations place Massachusetts in an economic disadvantage. Last year Governor Patrick and
Attorney General Coakley engaged in a regulatory review process to analyze and eliminate
confusing, onerous and duplicative regulations. 201 CMR 17.00 is one of those very regulations,
which that project set out to resolve. :

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.

Solutions: Only a contract provision requirement should be used. Contractual language should
be used, not certification, and then on a going forward basis when contracts with third parties are
newly created or renewed. Creating contractual provisions should be required of the first
initiating party providing the personal data to the next third party so that each discrete data
sharing event stands on its own. For example, party A would require a contract provision with
party B when A shares personal data with B, but if B then shares the same data with another
party then B has the obligation to require contractual provisions from the party it shares such
data with. Each sharing would be a discrete contractual transaction. Without such discrete
requirements, the contract requirement becomes a never ending, complex, costly, and circular
mandate virtually without end. For purposes of comparison, the recent New Jersey pre-proposal
contains the following provisions with respect to third parties:
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3. Review of service provider agreements by:

i. Exercising appropriate due diligence in selecting service providers;

ii. Requiring service providers to implement appropriate measures designed to meet the
objectives of this sub-chapter; and

iii. Taking appropriate steps to confirm that its service providers have satisfied these
obligations, when indicated by the risk assessment of the business or public entity; and

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute. '

Solutions: A principle or standard should be used allowing the regulated community to assure an

outcome, rather than complying with a single command and control technology. Mandating a

~ specific technique or technology undermines innovation and freezes in place old approaches. A
single technology provides an easier target for theft than using a principle or result standard that

invites innovative approaches, effective technologies, and flexibility to match circumstances.

Inviting innovation by not locking in a single approach ensures that data holders will use up to -

date software, a concept required under the regulations, and will closely monitor systems. '

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary; resource debilitating and quickly becomes outdated.

Solutions: A better, more meaningful approach is to undertake a risk analysis of systems to
identify the potential for the loss of such data as it moves. Risk analysis reveals strong and weak
points of systems, identifies exactly where resources need to be focused to really protect data,
and charts accountability. The risk assessment approach would be similar to what is required in

~ other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory structure
does not require such regulations '

Solutions: Personal data is an integral part of important global transactions today — in both the
public and private sectors. Such data is used for important business, government and personal
reasons. The scope of data held and time held are unconnected to breaches provided systems are
vibrant and comprehensive — which is exactly what the statute requires subject to severe
penalties (as well as destruction of the holder’s reputation). Restricting data collected and time
held are redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal privacy.

Public sector: Needs to be held to exactly the same standards as the private sector. Personal data
is regularly shared with public entities and is a source of significant data breaches.

Solutions: Unless the recipient public agency is held to the same standards and requirements as
the private sector, the purpose of the statute is frustrated and rendered meaningless. Failure of
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the public sector to adhere to the same standards or requirements undermines public policy and
makes a mockery of the statute’s purpose.

Below is a listing of issues and solutions related fo specific sections of the regulations:
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Scope of Encryption (17.01 (a) & 17.04 (3): As defined encryption is ambiguous and
current technological solutions do not provide a universally accepted standard for
encrypting data. The legislature did not intend to mandate encryption. As described in
testimony by experts, encryption technology is not easily deployable and many private
and public sectors will experience significant communication and interoperability
malfunctions. The regulations and the nature of technology will force companies to
encrypt all data. Personal data is clearly defined in section 17.01 (a) as “the safeguarding
of personal information contained in both paper and electronic records” and is further
defined in section 17.02. However, section 17.04(3) describes the scope of encryption to
include “encryption of all data to be transmitted wirelessly.” The requirement that
entities must encrypt personal information that will travel across public networks will
entail considerable time and money. Encryption is not a standard software for brand new
computers. Therefore, new and older system alike will need installation of new software.
Again, experts have indicated in-their experience that many systems as young as 3 years
old have performance problems once encryption software is installed. Can the
department guarantee that computers older than 3 years old will have no problems when
leaders in the technology field have had a very different experience? Encryption is one
of multiple tools for the protection of personal data, however the regulations pick
technology “winners and loser”, which may be quickly outdated. Further, it provides
hackers with a roadmap for attacking all computers. As written, the rules force
companies to make an immediate investment on technology and services that are
complex and highly specialized. Additionally, the definition of encryption in the
regulation remains a concern for many in that it differs from the standard definition in
many other states. AIM advocates that encryption should be removed as a mandated rule
and that the rules reflect a reasonable approach toward effective tools for protecting data.
Further. the rules should reflect

Company Size (Section 17.03): The regulations do not include specific language or
guidance for compliance criteria that differentiates a small, midsize or large company as
required by paragraph a, section 2 of chapter 93H. For many companies the inventorying
process will take months if not years to complete. Individual divisions within a company,
consultants and auditors will need to work together to ensure compliance with this
requirement. This requirement alone will be very costly and time consuming. One must
also keep in mind that data stores and systems are continually growing and evolving from
day to day. The inventory would be dated the moment it is completed and would have to
be continuously updated imposing significant additional costs on a perpetual basis: AIM
advocates that the rules reflect a risk analysis assessment, which will allow businesses
with greater flexibility to deal with the constant changes and challenges with protecting
data based on the size of the company and resources available as well as a determination
of need for the level of security based on the nature of the company’s business.




Federal Standards (Section 17.03): The regulatory framework goes beyond the

requirements of current federal and industry standards causing significant challenges for
compliance. These new regulations represent greater compliance implications including
a more rigorous security management program that includes written security policies for

- any company, regardless of size, conducting business in Massachusetts. The regulations

Page 8

also require a separate and unique data breach notifications. Currently 44 states have
unique data security laws and firms must operate nationally and globally.- Companies -
now face a challenge to integrate complicated and costly technological solutions to
segregate and protect the personal information of anyone from Massachusetts apart from
all other personal information from residents of other states. Additionally, any
company’s employees would need explicit authorization to access any personal
information of a Massachusetts resident. AIM advocates that firms currently regulated
under federal standards should be considered to be in compliance.

Contracts & Third Party Vendors (Section 17.03 (f)): This is one of the most troubling
aspects of the regulations. Companies desire to work with reputable businesses and make
significant efforts to work vendors that protect data. As proposed, all companies must’
first obtain a written statement from a third party vendor prior to the vendor’s access to
any personal information. A third party vendor’s written statement must detail that all
data will be protected as prescribed under the law and regulations of 93H. The
regulations do not explicitly mention if an electronic statement is sufficient for
compliance. Even with the extension of the deadline, many firms outside of
Massachusetts or globally are completely unaware of these rules. Regulated parties
under these rules will face a significant economic disadvantage, because many vendors
have already chosen, or will choose not to amend a contract. Therefore, many firms will
have to go through a costly and time consuming vendor recertification process.
Amending contracts is not simple and cannot be done quickly as the timeline within the
rules indicate. This process will take a considerable amount of time. Further, many
companies are both vendors and suppliers, which has already caused significant
challenges with contract renegotiations. Another concern for business is the issue of
retroactive vendor certification on existing contracts. Thereisa real problem between
opening existing contracts vs. just adding it to new contracts and renewals contracts.
Boilerplate contract language does not suffice; contracts between individual parties will
need to be amended because such provisions are not self-activating. The process is not
simple, and any firm that sends their vendor(s) a written certification could expect that
their contracts need to be reformed. This adds considerable time and opens up further
negotiations on other terms within the contract. For example, not all contracts have
provisions that provide latitude for a firm to quickly amend a contract and further a
vendor or customer may have provisions will allow a customer to cancel or be released
from the contract based on a change in law. AIM advocates that this regulation could
halt business operations within the Massachusetts economy. Companies under Federal
compliance demands were granted at least 2 years to complete this task.. A contract
provision requirements should be used only. Contractual language should be used, not
certification, and then on a going forward basis when contracts with third parties are
newly created or renewed. '




Identifying paper, electronic and other records (17.03 (h)): As proposed, records
must be identified to determine which records contain personal information. For most
companies, this process will take months if not years to complete. Individual divisions
within a company, consultants and auditors will need to work together to ensure
compliance with this requirement. This requirement alone will be very costly and time
consuming. One must also keep in mind that data stores and systems are continually
growing and evolving from day to day. The inventory would be dated the moment it is
completed and would have to be continuously updated imposing significant additional
costs on a perpetual basis. AIM advocates the rules be amended to include a risk analysis
assessment, which will allow businesses with greater flexibility to deal with the constant
changes and challenges with protecting data based on the size of the company and
resources available as well as a determination of need for the level of security based on
the nature of the company’s business. '

Scope of the term “Public Network” (Section 17.04 (3): The term is ambiguous and
might be challenging for companies that rely on multiple networks for internal and
mobile communications. As defined, this term could include all networks for any data
regardless of where the data is stored or accessed. Additionally, the definition of
encryption in the regulation remains a concern for many in that it differs from the -
standard definition in many other states. The requirement that entities must encrypt
personal information that will travel across public networks will entail considerable time
and money. New systems could be encrypted in many situations at additional cost, but

for systems purchased even just a few years ago it would be difficult, expensive and often

impossible to add encryption capabilities retroactively. This type of immediate
investment presents an unfair burden to businesses. AIM advocates that clarification of
the term public network should be defined as the networks utilized to transfer personal
data as defined by section 17.01 (a) and 17.02.

Reasonably Up-to-Date (17.04 (6-7): The regulations call on businesses to have the

- most reasonable and up-to-date software protection. However, the regulations prescribe
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that all computer software must be programmed to receive the most current security
updates on a regular basis. This is a problem for small to midsize companies, where
security software and hardware are costly. It appears that all data regardless of the
information’s sensitivity must be protected through the purchase of costly hardware and
software. Further, technology experts have observed that in some instances computer
hard drives that are three (3) years old have become inoperable once encryption software
was installed. Therefore, this regulation would force business to purchase brand new
equipment. AIM advocates that companies would benefit from a risk analysis model.




————— Original Message -----

From: bounce@bounce.votervoice.net <bounce@bounce.votervoice.net>
To: Secretary Daniel O'Connell <Daniel.O'Connell@state.ma.us>

Sent: Tue Jan 13 12:39:01 2009

Subject: Change Mass. Data Regulations

Secretary O'Connell:

As an employer in Pepperell, MA with 26 employees, | am very concerned about the mandates currently included in
201 CMR 17.00. As written, these regulations set a difficult course for my business, state agencies and our shared
goals to invest and protect jobs in the Commonwealth.

We agree that keeping personal information confidential has and will continue to be a responsibility that employers
assume. However, in most cases the information that is defined as "personal information™ is required by an employer
only to fulfill government requirements. The one exception being financial account number required for direct
payroll deposits.

I urge my elected officials to review the statement given by AIM dated November 19, 2008. The statement clearly
defines the issues, concerns and obstacles businesses will have in implementing 201 CMR 17.00.

| also ask that my elected officials recognize that AIM represents me and my company while 1 am busy trying
desperately to save jobs. I have been informed that some elected officials do not recognize AIM as a representative
of the business community. | would ask these elected officials give AIM the same weight they give union officials. |
am sure no elected official would ever say that a union does not represent its members.

Lastly, I take issue that all government agencies are exempt from this standard. Is that because steps have already
been taken by the numerous government agencies that hold this personal information or that it would be difficult for
them to comply?

Sincerely,

Albert Polmonari
CEO

Astron, Inc.

21 Lomar Park
Pepperell, MA 01463
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Daniel Crane, Undersecretary

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Undersecretary Crane and General Counsel Muiray:

As an (employer or employee) with (X number) of employees, I am very concerned,
about the mandates currently included in 201 CMR 17.00. As written, these regulations
set a perilous course for my business, state agencies and our shared goals to invest and
protect jobs in the Commonwealth. 1 urge the Patrick’s Administration Patrick’s

Administration to engage in a rigorous stakeholder analysis and to provide an opportunity
for comment on the entire set of regulations within 201 CMR 17.00 with the Department,
Attorney General, regulated community and elected officials, to re-issue an entire set of
rules by May 1, 2009 with implementation of the rules over a two year period.

As a business owner or employee the protection of personal information for residents of
the Commonwealth is a top priority. The delay in the effective date is helpful, as a
practical matter, it is unreasonable to believe that my firm has a fair opportunity to reach
full compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s
intent and mandates specific technologies, creates redundant and confusing rules and
does not hold public agencies to the same standards of the private sector. In many
instances the regulatory mandates are not technically or economically feasible for public
or private agencies regardless of size or available resources. Further, the regulations do
not envision the national and global business relationships that the Massachusetts
economy depends on.
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stakeholder analysis. Currently, the State of New Jersey is currently in a two year
process just to promulgate a “pre-proposal” of regulations that do not yet specify actual
implementation deadlines. In fact, on December 15, 2008, New Jersey issued its new
pre-proposal after determining in April 2008 to reconsider and withdraw the proposed
rules it had previously issued on April 16,2007. New J ersey’s new pre-proposal
provides for a comment period until February 13,2009. Regrettably, the Massachusetts
regulations do not provide similar time, clarity, recognition of federal regulations nor do
they recognize the significant technological, legal, operational challenges or the
significant investments and human talent that many persons and small firms must now
face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop
revised rules to achieve the ultimate goal of compliance. The regulations should be
implemented in a phased manner to ensure the proper and appropriate level of education
and outreach for the regulated community. The regulations should be further refined and

implemented in a phased manner to ensure the proper and appropriate level of education
and outreach for the regulated community

Consistency: Is needed with existing and emerging federal law, and the laws of other
states, to avoid duplication, wasted resources, confusion and undue complexity. The
Massachusetts statute calls for uniformity and consistency with other laws, which is
crucial for Massachusetts businesses and to ensure economic competitiveness. Moreover,
there is no benefit to Massachusetts to Impose unique requirements that merely conflict
or preempt other federal and state laws without providing any additional substantive
protection for Massachusetts consumers, employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and
unnecessary. Contractual language should be used, not certification, and then on a going
forward basis when contracts with third parties are newly created or renewed. Otherwise
the contract and written certification requirement becomes a never ending, complex,
costly, and circular mandate virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive
nature negates the reasonableness standard within the statute. A principle or standard
should be used allowing the regulated community to assure an outcome, rather than
complying with a single command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away
from more important objectives. Creating an inventory of the location of every personal
data point is both unnecessary, resource debilitating and quickly becomes outdated. A



better, more meaningful approach is to undertake a risk analysis of systems to identify the
potential for the loss of such data as it moves. The risk assessment approach would be
similar to what is required in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal
privacy

Public sector: Needs to be held to exactly the same standards as the private sector.
Personal data is regularly shared with public entities and is a source of significant data
breaches. Failure of the public sector to adhere to the same standards or requirements
undermines public policy and makes a mockery of the statute’s purpose :

Under these rules “all persons” and firms regulated cannot achieve 100% compliance
because these regulations ignore the fact that many of the technological, legal and
operational requirements are not readily available to “all persons™ or firms, regardless of
readily available resources.

Data s¢curity is not simple, no one person in a firm can provide the expertise and no one
logical solution will provide security. We must get this right — cost effective data
privacly xules that comply with the statute, set standards, recognize exisling programs, and
i innovation. Thank you for considering the long-term implications of these

ijond and their direct impact on my business and the Massachusetts economy.




Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA, 02116

Attention: David A Murray, General Counsel

Dear Mr. Murray:

[ am writing concerning the timing of regulations proposed by the Department of
Consumer Affairs and Business Regulation (OCABR) to implement M.G.L. c. 93H as
codified in 201 CMR 17.00.

Specifically, [ am concerned about the January 1, 2010 deadline for portable devices
other than laptops as delineated in 201 CMR 17.04(5) in relation to 201 CMR 17.02
and .03’s definition of a “person” and current IRS regulations.

As a Massachusetts resident, [ am certainly in favor of protecting the personal
information of Massachusetts residents. Your office is already familiar with the
difficulties in obtaining adequate encryption technology, however, for portable
devices such as PDAs and cell phones, or else you would not have extended the
deadline to January 1, 2010.

Perhaps you are not aware, however, of how IRS regulations are impacting the
handling of these devices by various institutions within the Commonwealth. I attach
at the end of this letter an opinion Boston College received from Price Waterhouse
Coopers vis-a-vis cell phones and an opinion on the same from Grant Thornton,
another public accounting firm. In the past, the university purchased cell phones for
the use of employees where there was a clear business need, and accepted that in
today’s society, the employees might make personal calls on these devices from time
to time as well.

The IRS, however, has clarified that such devices are defined as “listed property” and
that as a result, any use for non-business calls must be individually documented, on
a per-call basis. Because of the IRS’s position, Boston College and many other
institutions have moved to a model where cell phones and “smart” phones/PDAs are
no longer purchased by the university. Instead, employees with a need are given an
allowance in the payroll system to offset their cost in personally purchasing
whatever cell phone brand and plan they desire. This stance allows the university
to avoid the wrath of the IRS, and dispenses with the need for employees to keep
individual logs of each personal cell phone call they make so they can then
reimburse the university. It also, however, creates a situation where the university
has significantly diminished control over what cell phone or smart phone employees
use, and the software (including encryption) deployed on the phone.

A phone purchased in this manner, to make the IRS happy, is not property of the
university in any way. Employees can visit their nearest electronics or cellular
retailer and purchase whatever device they wish. The overwhelming majority of



these devices are consumer-grade, and, as a result, do not have encryption
capabilities.

This brings me to responsibility. 201 CMR 17.02 defines a “person” as “a natural
person, corporation...or other legal entity....” 201 CMR 17.03 states that “Every
person that...stores or maintains personal information about a resident of the
Commonwealth shall develop, implement, maintain and monitor a comprehensive,
written information security program....”

If an individual employee of Boston College buys a cell phone or smart phone with
his or her own funds, I submit that the individual, and not Boston College, is the
owner of that phone. If the individual then stores “personal information” as defined
by M.G.L. 93H on the phone, I submit that the individual is a “natural person” under
201 CMR 17.02’s definition. The logical conclusion, then, is that the individual
employee is personally responsible for the information on the phone that he or she
owns, and not Boston College.

As 201 CMR 17.00 is presently cast, one might argue that the employees are “third-
party service providers” under 17.03(f). But such providers are not formally
defined in the regulation, and it flies in the face of logic to suggest than an employee
is a third-party service provider. Irrespective, under 17.03 each individual BC
employee who purchases their own cell phone and ends up with personal
information of a resident of the Commonwealth on said phone, by definition must
have a comprehensive written information security program related to his or her
personal cell phone. Even if the “third-party” provider logic above held, which as I
noted [ do not think is the case, Boston College would then under 17.03(f) have to
obtain a statement from each employee with a cell phone who might have access to
personal information that said employee was in compliance with 201 CMR 17.00,
which again means each employee having an information security program related
to his or her personal cell phone.

[ suggest that the paucity of encryption software available on consumer cell phones
and PDAs, in combination with the IRS “listed property” regulation, which forces
institutions without sophisticated call recordkeeping systems to allow employees to
buy their own portable phones or smartphones has created an unintentional
consequnce. Specifically, the OCABR has created the consequence in the current
draft of 201 CMR 17.00 of forcing numerous individual residents of the
Commonwealth to comply in full with the regulation. I further suggest that, given
this difficulty, the OCABR extend the deadline for other portable devices past the
January 1, 2010 date until such time as the regulation can be crafted around this
issue, or manufacturers of consumer portable phones can place standardized
encryption on them, much like air bags are now standard on cars, in order to protect
the residents of our Commonwealth properly without exposing potentially large
numbers of them to maintaining written information security programs for their
portable phones.




Boston College appreciates the opportunity to comment on the proposed
regulations and the Department’s efforts to implement the Legislature’s intent. |
would be happy to provide further explanation on any of the comments in this letter
or to have discussions with the Department about any portion of 201 CMR 17.00.
The documents from Price Waterhouse Coopers and Grant Thornton follow.

Thank you for your time and consideration.

David Escalante
Director of Computer Policy & Security
Boston College

Listed Property - Substantiation Rules
August 11, 2006

General Rules on Substantiation of Business Use:

= Cell phones (or similar telecommunications equipment) are defined as listed
property (I.LR.C. §280F(d)(4)(A)(v))

=  When listed property is provided to an employee by an employer:

a.) An employee may not exclude from gross income as
working condition fringe any amount of the value of
the availability of listed property provided by an
employer to the employee unless the employee

substantiates the amount of the exclusion (Treas. Reg.
§1.274-5T(e)(1)(i))

b.) The employer can substantiate its business use
through evidence that shows that the listed property
was used by the employee in the employer's trade or
business and, if any employee used the property for
personal purposes, the employer includes an
appropriate amount in the employee's income (Treas.
Reg. §1.274-5T(e)(2)(i)(A))

c.) Relying on the Employee's record:

- The employer may rely on adequate records
maintained by the employee:
a. Unless the employer know or has reason
to know that the records are not accurate



b. The employer must retain a copy of the
adequate records maintained by the
employee

OR

- The employer can rely on a statement submitted
by the employee that provides sufficient
information to allow the employer to determine
the business use of the property:

a. Employer can rely on employee
statement unless the employer knows or
has reason to know that the statement is
not based on adequate records

b. If the employer relies on the employee's
statement, the employer must retain only
a copy of the statement - the employee
must retain a copy of the adequate
records

(Treas. Reg. §1.274-5T(e)(2)(ii))

General Rules on Substantiation of Business Use (continued):

= To prove the business use of listed property the amount, the time, and the business purpose must be
substantiated as follows:

a.) The amount of:
- Expenditure - each separate expenditure with respect to an
item of listed property
- Use - the amount of each business use based on appropriate
measure (i.e. minutes)
b.) Time - date of use
c.) Business purpose - the business purpose for use

Treas. Reg. §1.274-5T(b)(6)

=  Adequate records - an account book, diary, log, statement of expense, or similar record must be
prepared or maintained in such a manner that each recording of an element of a use is made at or near

the time of the use (Treas. Reg. § 1.274-5T(c)(2)(ii)):

a.) At or near the time of use - a log, record, etc. submitted by an
employee to the employer in the "regular course of good business
practice"

b.) A written statement is generally required to constitute an adequate
record of business purpose

c.) Listed property - substantiation of business use - the record must
contain sufficient information as to each element of every business

use (Treas. Reg. §1.274-5T(c)(2)(ii)(C))




= Sampling - use of listed property - substantiation by other sufficient evidence:

a.) Records can be maintained for a portion of the year,
and

b.) Periods for which an adequate record is maintained
must be representative of the use for the year

(Treas. Reg. §1.274-5T(c)(3)(ii))

= Listed property is not eligible for the no-cost additional fringe benefit (Treas. Reg.
§1.132-5T(c)(1))

Grant Thornton LLP Not for Profit Tax Alert, March 4, 2008

Relief may be on the way for organizations that provide cell phones to

employees Representative Sam Johnson of Texas and six co-sponsors introduced legislation
on Feb. 14, 2008, that would amend the Internal Revenue Code of 1986 to remove cell phones
from "listed property" under section 280F. If enacted in its current form, the MOBILE Cell Phone
Act would mean that personal use of employee paid cell phones and cell phone service would no
longer be subject to the onerous record-keeping requirements under the listed property rules.
This would help eliminate the reporting and intermediate sanctions risks associated with this
common but problematic employee benefit.

Current law can result in automatic excess benefits Under the current tax law, cell phones
(and similar telecommunication devices such as the Blackberry®, Treo, etc.) are considered
listed property. The working condition fringe benefit rules apply to cell phones and other listed
property only when the item is used for business purposes. As a result, the business use versus
personal use of these items is required to be tracked contemporaneously by employees, in order
to properly exclude the value of the use of the item from the employee's gross income. Generally,
a business log or diary indicating business use and prepared contemporaneously is required in
order to disprove personal use, and thus prevent compensation treatment for listed property
provided as an employee benefit. Otherwise, the entire benefit is normally includable as wage
income. While all employers face an income tax withholding and payroll tax risk, the additional
problem for Section 501(c)(3) and Section 501(c)(4) organizations is that if the value of the
personal use of telecommunication devices is not properly documented as compensation for
employees who are provided these items, intermediate sanctions may apply if the individuals are
considered disqualified persons under IRC 4958. The IRS has applied these laws to hold that
using employer equipment (and reimbursements for purported but not properly recorded business
use) can result in wage income, which, if unreported on Form W-2 or other tax form, can result in
an automatic excess benefit subject to intermediate sanctions. This presents a serious risk for a
seemingly minor and ubiquitous fringe benefit.
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January 15, 2009

Mr. Daniel Crane, Undersecretary

Mr. David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Dear Mr. Crane and Mr. Murray,
We take good care of our customers private information. And, we have never had
an incident where information was lost. The new regulations are extremely
expensive and small companies are already struggling to get along.

Sincerely,

Carleton Burr, Jr.

CB,Jr..eh



January 16, 2009

Daniel Crane, Undersecretary

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Undersecretary Crane:

As leaders in business, the protection of personal information is a top priority and we write on
behalf of a very broad range of businesses and industries that serve Massachusetts residents to
express our deep concerns regarding many of the requirements of 201 CMR 17.00. While the
delay in the effective date is helpful, it is unreasonable to believe, as a practical matter, that
businesses or government agencies will have a fair opportunity to reach full compliance with
these regulations as currently written. The requirements imposed by 201 CMR 17.00 set a
difficult course for public and private entities, hindering our ability to invest and protect jobs in
the Commonwealth. The Business Coalition urges the Patrick Administration to engage in a
rigorous stakeholder analysis and to provide an opportunity for comment on the entire set of
regulations within 201 CMR 17.00 so that the Department, Attorney General, regulated
community and elected officials, can re-issue an entire set of rules by May 1, 2009, allowing for

~ a two year period within which to implement the revised regulations.

As public policy matter, the business community supports laws and efforts aimed at protecting
the personal information for residents of the Commonwealth. In fact, the business community
demands that the successful implementation of regulations is necessary to protect personal
information in the private and public sectors and to prevent further economic distress caused by
the loss of personal data. However, regulations within 201 CMR 17.00 set a perilous course for
already strained individuals, families, businesses and state agencies that depend upon the success
and growth of the Massachusetts economy.

As currently written, 201 CMR 17.00 goes beyond the Legislature’s intent through highly
prescriptive mandates. For example, the Legislature never intended to make encryption
mandatory. In many instances the regulatory mandates are not technically or economically
feasible. Further, the regulations do not envision the national and global business relationships
that Massachusetts firms depend on. :

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. In sharp contrast, the state of New Jersey is currently in
the process of implementing their data security laws, which includes a process of more than two
years just to promulgate regulations not including actual implementation periods.

Regrettably, the Massachusetts regulations do not provide similar time, clarity, recognition of
federal regulations nor do they recognize the significant technological, legal, operational
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challenges or the significant investments and human talent that many persons and small firms
must now face. Today, “all persons” and firms regulated cannot achieve 100% compliance

because these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available

resources. The following is a partial list of the issues and solutions that the business community
has identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised

rules. Compliance is an essential goal and this process will provide the best opportunity for
regulated parties to understand and reach compliance.

Solution: The State of New Jersey is currently in a two year process just to promulgate a “pre-
proposal” of regulations that do not yet specify actual implementation deadlines. In fact, on
December 15, 2008, New Jersey issued its new pre-proposal after determining in April 2008 to
reconsider and withdraw the proposed rules it had previously issued on April 16,2007. New
Jersey’s new pre-proposal provides for a comment period until February 13, 2009.
Massachusetts regulations provide far less time. The regulations should be further refined and
implemented in a phased manner to ensure the proper and appropriate level of education and
outreach for the regulated community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict with or preempt other federal
and state laws without providing any additional substantive protection for Massachusetts
consumers, employees and other residents.

Solution: The Massachusetts statute requires consistency with federal law and as written these
regulations place Massachusetts in an economic disadvantage. Last year Governor Patrick and
Attorney General Coakley engaged in a regulatory review process to analyze and eliminate
confusing, onerous and duplicative regulations. 201 CMR 17.00 is one of those very regulations,
which that project set out to resolve.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.

Solutions: A contract provision requirements should be used only. Contractual language should
be used, not certification, and then on a going forward basis when contracts with third parties are
newly created or renewed. Creating contractual provisions should be required of the first
initiating party providing the personal data to the next third party so that each discrete data
sharing event stands on its OWI. For example, party A would require a contract provision with
party B when A shares personal data with B, but if B then shares the same data with another
party then B has the obligation to require contractual provisions from the party it shares such
data with. Each sharing would be a discrete contractual transaction. Without such discrete
requirements, the contract requirement becomes a never ending, complex, costly, and circular
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mandate virtually without end. For purposes of comparison, the recent New Jersey pre-proposal
contains the following provisions with respect to third parties:

3. Review of service provider agreements by:

i. Exercising appropriate due diligence in selecting service providers;

ii. Requiring service providers to implement appropriate measures designed to meet the
objectives of this sub-chapter; and

iii. Taking appropriate steps to confirm that its service providers have satisfied these
obligations, when indicated by the risk assessment of the business or public entity; and

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute.

Solutions: A principle or standard should be used allowing the regulated community to assure an
outcome, rather than complying with a single command and control technology. Mandating a
specific technique or technology undermines innovation and creativity, and it freezes in place old
approaches. A single technology provides an easier target for theft than using a principle or
result standard that invites innovative approaches, effective technologies, and flexibility to match
circumstances. Inviting innovation by not locking in a single approach ensures that data holders
will use up to date software, a concept required under the regulations, and will closely monitor
systems.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated.

Solutions: A better, more meaningful approach is to undertake a risk analysis of systems to
identify the potential for the loss of such data as it moves. Risk analysis reveals strong and weak
points of systems, identifies exactly where resources need to be focused to really protect data,
and charts accountability. The risk assessment approach would be similar to what is required in
other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory structure
does not require such regulations

Solutions: Personal data is an integral part of important global transactions today — in both the
public and private sectors. Such data is used for important business, government and personal
reasons. The scope of data held and time held are unconnected to breaches provided systems are
vibrant and comprehensive — which is exactly what the statute requires subject to severe
penalties (as well as destruction of the holder’s reputation). Restricting data collected and time
held are redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal privacy.
Public sector: Needs to be held to exactly the same standards as the private sector. Personal data
is regularly shared with public entities and is a source of significant data breaches.
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Solutions: Unless the recipient public agency is held to the same standards and requirements as
the private sector, the purpose of the statute is frustrated and rendered meaningless. Failure of
the public sector t0 adhere to the same standards or requirements undermines public policy and
makes a mockery of the statute’s purpose.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. The Business Coalition urges the Patrick
Administration to provide an opportunity for greater stakeholder analysis with the Department,
Attorney General, regulated community and elected officials. We must get this right — cost

effective data privacy rules that comply with the statute, set standards, recognize existing
programs, and invite innovation.

These comments represent but a few of the concerns the business community has with the
Standards. Others include, but are not limited to: the Standards’ encryption requirement that, for
many businesses, will require abandoning existing systems and investing in completely new (and
likely expensive) hardware and software that can accommodate encryption; the requirement to
only provide clectronic information in an encrypted form, which is impractical unless the
recipient of such information — including the Commonwealth and its sister states are able and
willing to accept encrypted information (which is not the case today); requiring the revision of
all contracts with third-party vendors to ensure they include provisions expressly addressing data
security; inconsistency with other state/Federal data security requirements; limitations on the use
and maintenance of information; the costs associated with implementation; and the overly
aggressive compliance date for implementing the Standards.

Therefore, industry experts and business leaders have aggressively identified issues and are
committed to help the administration formulate and examine solutions for the successful
implementation 201 CMR 17.00. We respectfully urge the administration to allow for this
process, to re-issue an entire set of rules by May 1, 2009 with implementation of the rules over a
two year period. ‘Thank you for considering the long-term implications of these regulations for
the protection of personal information of Massachusetts residents and the Massachusetts

economy.

We appreciate your consideration of these concerns and strongly urge your assistance in working
together with uson a solution, as New Jersey was able to accomplish by the Government and
private sector working in tandem, to the above concerns that is in the best interest of the
Commonwealth, its citizenry, and the business community.

Sincerely,

AeA

Affiliated Chambers of Commerce of Greater Springfield
American Insurance Association

American Rental Association of Massachusetts Inc.
American Staffing Association

Andover Country Club, Inc

4{Page



AOL

Associated Industries of Massachusetts

Association of Independent Colleges and Universities in Massachusetts
AT&T

Avedis Zildjian Co.

Cambridge Chamber of Commerce

CitiGroup

Comcast

Consumer Data Industry Association

Costco Wholesale Corp.

CSW, Inc.

CTIA—The Wireless Coalition

First Data

Google

Greater Boston Chamber of Commerce

Greater Gardner Chamber of Commerce

Internet Alliance

Investment Companies Institute

Liberty Mutual

Life Insurance Association of Massachusetts
Massachusetts Marine Trades Association
Massachusetts Staffing Association

Massachusetts Association of Health Underwriters
Massachusetts Association of Insurance Agents
Massachusetts Bankers Association

Massachusetts Biotechnology Council

Massachusetts Business Roundtable

Massachusetts Council of Human Service Providers, Inc.
Massachusetts Food Association

Massachusetts High Technology Council & Defense Technology Institute
Massachusetts Hospital Association

Massachusetts Insurance Federation, Inc.

Massachusetts Mortgage Bankers Association
Massachusetts Package Store Association
Massachusetts Retail Lumber Dealers Association
Massachusetts Senior Care Association

Massachusetts Society of Certified Public Accountants
Massachusetts Technology Leadership Council

Mental Health and Substance Abuse Corporations of Massachusetts, Inc.
Metro South Chamber of Commerce

MetroWest Chamber of Commerce

Microsoft

Monster.com

National Federation of Independent Business/Massachusetts
National Retail Federation

New England Financial Services Association
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North Central Massachusetts Chamber of Commerce
North Suburban Chamber of Commerce

Property Casualty Insurers Association of America
Reed Elsevier

Retail Industry Leaders Association

Retailers Association of Massachusetts

Rocky’s Hardware

Securities Industry and Financial Markets Association
South Shore Chamber of Commerce

State Privacy and Security Coalition

Target Corporation

TechNet

The Gap

T-Mobile

Verizon

‘Walmart Stores, Inc.

Waltham West Suburban Chamber of Commerce
Worcester Regional Chambers of Commerce

Cc:  Governor Deval Patrick
Lt. Governor Timothy Murray
Attorney General Martha Coakley
Speaker Salvatore DiMasi
President Therese Murray
Chairman Michael Morrissey
Chairman Michael Rodrigues
Secretary Daniel O’Connell
Gregory Bialeki, Undersecretary
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Daniel Crane, Undersecretary JAN 15 2(}0‘3
David Murray, General Counsel
Office of Consumer Affairs and Business Regulation  §nrEICE OF CONSUN“ZR M:\ZNR‘@
10 Park Plaza, Suite 5 170 L
Boston, MA 021 16

January 15, 2009

Top Priority: Protect Personal Information through Stakeholder Analysis

Dear Undersecretary Crane:

As leaders in business, the protection of personal information is a top priority and we write on
behalf of a very broad range of businesses and industries that serve Massachusetts residents to
express our deep cONCENs regarding many of the requirements of 201 CMR 17.00. While the
delay in the effective date is helpful, it is unreasonable to believe, as a practical matter, that
businesses or government agencies will have a fair opportunity t0 reach full compliance with
these regulations as currently written. The requirements imposed by 201 CMR 17.00 set a
difficult course for public and private entities, hindering our ability to invest and protect jobs in
the Commonwealth. The Business Coalition urges the Patrick Administration to engage ina
rigorous stakeholder analysis and to provide an opportunity for comment on the entire set of
regulations within 201 CMR 17.00 so that the Department, Attorney General, regulated
community and elected officials, can re-issue an entire set of rules by May 1, 2009, allowing for
a two year period within which to implement the revised regulations.

As public policy matter, the business community supports laws and efforts aimed at protecting
the personal information for residents of the Commonwealth. In fact, the business community
demands that the successful implementation of regulations is necessary to protect personal
information in the private and public sectors and to prevent further economic distress caused by
the loss of personal data. However, regulations within 201 CMR 17.00 set a perilous course for
already strained individuals, families, businesses and state agencies that depend upon the success
and growth of the Massachusetts economy.

As currently written, 201 CMR 17.00 goes beyond the Legislature’s intent through highly
prescriptive mandates. For example, the Legislature never intended to make encryption
mandatory. In many instances the regulatory mandates are not technically or economically
feasible. Further, the regulations do not envision the national and global business relationships
that Massachusetts firms depend on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. In sharp contrast, the state of New Jersey is currently in
the process of implementing their data security laws, which includes a process of more than two
years just 10 promulgate regulations not including actual implementation periods.

Regrettably, the Massachusetts regulations do not provide similar time, clarity, recognition of
federal regulations nor do they recognize the significant technological, legal, operational

1



challenges or the significant investments and human talent that many persons and small firms
must now face. Today, “all persons” and firms regulated cannot achieve 100% compliance
because these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available
resources. The following is a partial list of the issues and solutions that the business community
has identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules. Compliance is an essential goal and this process will provide the best opportunity for
regulated parties to understand and reach compliance.

Solution. The State of New Jersey is currently in a two year process just to promulgate a “pre-
proposal” of regulations that do not yet specify actual implementation deadlines. In fact, on
December 15, 2008, New Jersey issued its new pre-proposal after determining in April 2008 to
reconsider and withdraw the proposed rules it had previously issued on April 16, 2007. New
Jersey’s new pre-proposal provides for a comment period until February 13, 20009.
Massachusetts regulations provide far less time. The regulations should be further refined and
implemented in a phased manner to ensure the proper and appropriate level of education and
outreach for the regulated community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict with or preempt other federal
and state laws without providing any additional substantive protection for Massachusetts
consumers, employees and other residents.

Solution: The Massachusetts statute requires consistency with federal law and as written these
regulations place Massachusetts in an economic disadvantage. Last year Governor Patrick and
Attorney General Coakley engaged in a regulatory review process to analyze and eliminate
confusing, onerous and duplicative regulations. 201 CMR 17.00 is one of those very regulations,
which that project set out to resolve.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.

Solutions: A contract provision requirements should be used only. Contractual language should
be used, not certification, and then on a going forward basis when contracts with third parties are
newly created or renewed. Creating contractual provisions should be required of the first
initiating party providing the personal data to the next third party so that each discrete data
sharing event stands on its own. For example, party A would require a contract provision with
party B when A shares personal data with B, but if B then shares the same data with another
party then B has the obligation to require contractual provisions from the party it shares such
data with. Each sharing would be a discrete contractual transaction. Without such discrete
requirements, the contract requirement becomes a never ending, complex, costly, and circular
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mandate virtually without end. For purposes of comparison, the recent New Jersey pre-proposal
contains the following provisions with respect to third parties:

3. Review of service provider agreements by:

i. Exercising appropriate due diligence in selecting service providers;

ii. Requiring service providers to implement appropriate measures designed to meet the
objectives of this sub-chapter; and

i1i. Taking appropriate steps to confirm that its service providers have satisfied these
obligations, when indicated by the risk assessment of the business or public entity; and

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute.

Solutions: A principle or standard should be used allowing the regulated community to assure an
outcome, rather than complying with a single command and control technology. Mandating a
specific technique or technology undermines innovation and creativity, and it freezes in place old
approaches. A single technology provides an easier target for theft than using a principle or
result standard that invites innovative approaches, effective technologies, and flexibility to match
circumstances. Inviting innovation by not locking in a single approach ensures that data holders
will use up to date software, a concept required under the regulations, and will closely monitor
systems.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated.

Solutions: A better, more meaningful approach is to undertake a risk analysis of systems to
identify the potential for the loss of such data as it moves. Risk analysis reveals strong and weak
points of systems, identifies exactly where resources need to be focused to really protect data,
and charts accountability. The risk assessment approach would be similar to what is required in
other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory structure
does not require such regulations

Solutions: Personal data is an integral part of important global transactions today — in both the
public and private sectors. Such data is used for important business, government and personal
reasons. The scope of data held and time held are unconnected to breaches provided systems are
vibrant and comprehensive — which is exactly what the statute requires subject to severe
penalties (as well as destruction of the holder’s reputation). Restricting data collected and time
held are redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal privacy.

Public sector: Needs to be held to exactly the same standards as the private sector. Personal data
is regularly shared with public entities and is a source of significant data breaches.
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Solutions: Unless the recipient public agency 1s held to the same standards and requirements as
the private sector, the purpose of the statute is frustrated and rendered meaningless. Failure of
the public sector to adhere to the same standards or requirements undermines public policy and
makes a mockery of the statute’s purpose.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. The Business Coalition urges the Patrick
Administration to provide an opportunity for greater stakeholder analysis with the Department,
Attorney General, regulated community and elected officials. We must get this right — cost
effective data privacy rules that comply with the statute, set standards, recognize existing
programs, and invite innovation.

These comments represent but a few of the concerns the business community has with the
Standards. Others include, but are not limited to: the Standards’ encryption requirement that, for
many businesses, will require abandoning existing systems and investing in completely new (and
likely expensive) hardware and software that can accommodate encryption; the requirement to
only provide electronic information in an encrypted form, which is impractical unless the
recipient of such information — including the Commonwealth and its sister states are able and
willing to accept encrypted information (which is not the case today); requiring the revision of
all contracts with third-party vendors to ensure they include provisions expressly addressing data
security; inconsistency with other state/Federal data security requirements; limitations on the use
and maintenance of information; the costs associated with implementation; and the overly
aggressive compliance date for implementing the Standards.

Therefore, industry experts and business leaders have aggressively identified issues and are
committed to help the administration formulate and examine solutions for the successful
implementation 201 CMR 17.00. We respectfully urge the administration to allow for this
process, to re-issue an entire set of rules by May 1, 2009 with implementation of the rules over a
two year period. Thank you for considering the long-term implications of these regulations for
the protection of personal information of Massachusetts residents and the Massachusetts
economy.

We appreciate your consideration of these concerns and strongly urge your assistance in working
together with us on a solution, as New Jersey was able to accomplish by the Government and
private sector working in tandem, to the above concerns that is in the best interest of the
Commonwealth, its citizenry, and the business community.

Sincerely,

AeA

Affiliated Chambers of Commerce of Greater Springfield
American Insurance Association

American Rental Association of Massachusetts Inc.
American Staffing Association

Andover Country Club, Inc
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AQL

Associated Industries of Massachusetts

Association of Independent Colleges and Universities in Massachusetts
AT&T

Avedis Zildjian Co.

Cambridge Chamber of Commerce

CitiGroup

Comcast

Consumer Data Industry Association

Costco Wholesale Corp.

CSW, Inc.

CTIA—The Wireless Coalition

First Data

Google

Greater Boston Chamber of Commerce

Greater Gardner Chamber of Commerce

Internet Alliance

Investment Companies Institute

Liberty Mutual

Life Insurance Association of Massachusetts
Massachusetts Marine Trades Association
Massachusetts Staffing Association

Massachusetts Association of Health Underwriters
Massachusetts Association of Insurance Agents
Massachusetts Bankers Association

Massachusetts Biotechnology Council

Massachusetts Business Roundtable

Massachusetts Council of Human Service Providers, Inc.
Massachusetts Food Association

Massachusetts High Technology Council & Defense Technology Institute
Massachusetts Hospital Association

Massachusetts Insurance Federation, Inc.

Massachusetts Mortgage Bankers Association
Massachusetts Package Store Association

Massachusetts Retail Lumber Dealers Association
Massachusetts Senior Care Association

Massachusetts Society of Certified Public Accountants
Massachusetts Technology Leadership Council

Mental Health and Substance Abuse Corporations of Massachusetts, Inc.
Metro South Chamber of Commerce

MetroWest Chamber of Commerce

Microsoft

Monster.com

National Federation of Independent Business/Massachusetts
National Retail Federation

New England Financial Services Association
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North Central Massachusetts Chamber of Commerce
North Suburban Chamber of Commerce

Property Casualty Insurers Association of America
Reed Elsevier

Retail Industry Leaders Association

Retailers Association of Massachusetts

Rocky’s Hardware

Securities Industry and Financial Markets Association
South Shore Chamber of Commerce

State Privacy and Security Coalition

Target Corporation

TechNet

The Gap

T-Mobile

Verizon

Walmart Stores, Inc.

Waltham West Suburban Chamber of Commerce
Worcester Regional Chambers of Commerce

Cc:  Govemnor Deval Patrick
Lt. Governor Timothy Murray
Attorney General Martha Coakley
Speaker Salvatore DiMasi
President Therese Murray
Chairman Michael Morrissey
Chairman Michael Rodrigues
Secretary Daniel O’Connell
Gregory Bialeki, Undersecretary
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From: bounce@bounce.votervoice.net on behalf of Willa Giordano
[wgiordano@centralmassmachine.com]

Sent: Tuesday, January 13, 2009 12:34 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray:

Our facility, Central Mass. Machine, Inc., has been machining very large parts in Holyoke for
over 100 years. From Massachusetts,our parts (up to 30,000 lbs) are shipped world-wide for
power plants, for defense and for industry. As both controller and human resource manager for
our 37 employees, I am very concerned about the mandates currently included in 201 CMR 17.00.
As written, these regulations set a difficult course for my business, state agencies and our
shared goals to invest and protect jobs in the Commonwealth.

We make all efforts to comply with existing privacy, HIPAA and data security regulations. We
need to protect both the business's data and the personal information of our employees. But
the new CMR is so vague, ambiguous and convoluted that it defies logic. We need clear
guidelines, no more burdensome than Federal regulations, to effectively manage this issue.
Please reconsider implementation until these goals met. Thank you for your attention.

Sincerely,

Willa Giordano

Controller

Central Mass. Machine, Inc.
529 S East St

Holyoke, MA 01040



T Chisholm ...,

January 15, 2009

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Mr. Murray:

As an employer with 5 employees, I am very concerned, about the mandates currently included
in 201 CMR 17.00. As written, these regulations set a perilous course for my business, state
agencies and our shared goals to invest and protect jobs in the Commonwealth. [urge the
Patrick’s Administration to engage in a rigorous stakeholder analysis and to provide an
opportunity for comment on the entire set of regulations within 201 CMR 17.00 with the
Department, Attorney General, regulated community and elected officials, to re-issue an entire
set of rules by May 1, 2009 with implementation of the rules over a two year period.

As a business owner, the protection of personal information for residents of the
Commonwealth is a top priority. The delay in the effective date is helpful, as a practical
matter, it is unreasonable to believe that my firm has a fair opportunity to reach full
compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s intent and
mandates specific technologies, creates redundant and confusing rules and does not hold public
agencies to the same standards of the private sector. In many instances the regulatory
mandates are not technically or economically feasible for public or private agencies regardless
of size or available resources. Further, the regulations do not envision the national and global
business relationships that the Massachusetts economy depends on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons™ and all firms
that conduct business in Massachusetts. The promulgation and implementation of these
specific regulations are in sharp confrast with other states and especially other Massachusetts
state agencies that routinely engage in collaborative discussions with the regulated
communities. The state of New Jersey recognized the need for a vigorous stakeholder analysis.
Currently, the State of New Jersey is in a two year process just to promulgate a “pre-proposal”
of regulations that do not yet specify actual implementation deadlines. In fact, on December
15, 2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider
and withdraw the proposed rules it had previously issued on April 16, 2007. New Jersey’s new
pre-proposal provides for a comment period until February 13, 2009. Regrettably, the
Massachusetts regulations do not provide similar time, clarity, recognition of federal

16 Boston Post Road, Post Office Box 399, Wayland, Massachusetts 01778
Telephone (508) 358-6111 Facsimile (508) 358-5324



regulations nor do they recognize the significant technological, legal, operational challenges or
the significant investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The regulations should be implemented in a
phased manner to ensure the proper and appropriate level of education and outreach for the
regulated community. The regulations should be further refined and implemented in a phased
manner to ensure the proper and appropriate level of education and outreach for the regulated
community

Consistency: Is needed with existing and emerging federal law, and the laws of other states,
to avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict or preempt other federal and
state laws without providing any additional substantive protection for Massachusetts
consumers, employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and
unnecessary. Contractual language should be used, not certification, and then on a going
forward basis when contracts with third parties are newly created or renewed. Otherwise the
contract and written certification requirement becomes a never ending, complex, costly, and
circular mandate virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive
nature negates the reasonableness standard within the statute. A principle or standard should be
used allowing the regulated community to assure an outcome, rather than complying with a

single command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives, Creating an inventory of the location of every personal data point
is both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems to identify the potential for the
loss of such data as it moves. The risk assessment approach would be similar to what is
required in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal privacy




Public sector: Needs to be held to exactly the same standards as the private sector. Personal
data is regularly shared with public entities and is a source of significant data breaches. Failure
of the public sector to adhere to the same standards or requirements undermines public policy
and makes a mockery of the statute’s purpose

Under these rules “all persons™ and firms regulated cannot achieve 100% compliance because
these regulations ignore the fact that many of the technological, legal and operational
Tequirements are not readily available to “all persons™ or firms, regardless of readily available
resources.

Data security is not simple; no one person in a firm can provide the expertise and no cne
technological solution will provide security. We must get this right — cost effective data
privacy rutes that comply with the statute, set standards, recognize existing programs, and
invite innovation. Thank you for considering the long-term implications of these regulations
and their direct impact on my business and the Massachusetts economy.

Sincerely,

Thomas B. Chisholm
President

Cc:  Senator Michael W. Morrissey, Chairman
Committee on Consumer Protection & Professional Licensure

Rep. Michael J. Rodrigues, Chairman
Committee on Consumer Protection & Professional Licensure



City Hall

281 BROADWAY

REVERE, MA 02151

(781) 289-3288 RESIDENCE
(781) 289-5099 FAX

Office of the City Council

The City of Revere Massachusetts

Daniel Rizzo
Councilor-at-Large

Governor Deval Patrick
Massachusetts State House
Office of the Governor
Room 360

Boston, MA 02133

Secretary Daniel O’'Connell

Executive Office of Housing & Economic Development
One Ashburton Place, Room 2101

Boston, MA 02108

Daniel Crane, Undersecretary

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

CC: Senator Anthony Galluccio, Senator Anthony Petruccelli, Senator Michael W. Morrissey, Chairman
Committee on Consumer Protection & Professional Licensure, Rep. Michael J. Rodrigues, Chairman

Committee on Consumer Protection & Professional Licensure, Representative Robert DeLeo, Representative Kathi
Reinstein, Mayor Thomas G. Ambrosino, Revere Chamber of Commerce

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Governor Patrick, Secretary O’Connell and Undersecretary Crane:

As current President of the Revere City Council and as an employer with 6 employees, | am very concerned, about the
mandates currently included in 201 CMR 17.00.

As written, these regulations set a perilous course for my business, state agencies and our shared goals to invest and
protect jobs in the Commonwealth. | urge the Patrick’s Administration Patrick’s Administration to engage in a rigorous
stakeholder analysis and to provide an opportunity for comment on the entire set of regulations within 201 CMR 17.00 with
the Department, Attorney General, regulated community and elected officials, to re-issue an entire set of rules by May 1,
2009 with implementation of the rules over a two year period.

As a business owner, the protection of personal information for residents of the Commonwealth is a top priority. The delay
in the effective date is helpful, as a practical matter, it is unreasonable to believe that my firm has a fair opportunity to reach
full compliance.

As currently written, 201 CMR 17.00 goes beyond the legislature’s intent and mandates specific technologies, creates
redundant and confusing rules and does not hold public agencies to the same standards of the private sector. In many
instances the regulatory mandates are not technically or economically feasible for public or private agencies regardless of
size or available resources. Further, the regulations do not envision the national and global business relationships that the
Massachusetts economy depends on.



The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms that conduct business in
Massachusetts. The promulgation and implementation of these specific regulations are in sharp contrast with other states
and especially other Massachusetts state agencies that routinely engage in collaborative discussions with the regulated
communities. The state of New Jersey recognized the need for a vigorous stakeholder analysis. Currently, the State of
New Jersey is currently in a two year process just to promulgate a “pre-proposal” of regulations that do not yet specify
actual implementation deadlines. In fact, on December 15, 2008, New Jersey issued its new pre-proposal after determining
in April 2008 to reconsider and withdraw the proposed rules it had previously issued on April 16, 2007. New Jersey’s new
pre-proposal provides for a comment period until February 13, 2009. Regrettably, the Massachusetts regulations do not
provide similar time, clarity, recognition of federal regulations nor do they recognize the significant technological, legal,
operational challenges or the significant investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that should be addressed:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the Department, Attorney General,
regulated community, and elected officials to develop revised rules to achieve the ultimate goal of compliance. The
regulations should be implemented in a phased manner to ensure the proper and appropriate level of education and
outreach for the regulated community. The regulations should be further refined and implemented in a phased manner to
ensure the proper and appropriate level of education and outreach for the regulated community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to avoid duplication, wasted
resources, confusion and undue complexity. The Massachusetts statute calls for uniformity and consistency with other
laws, which is crucial for Massachusetts businesses and to ensure economic competitiveness. Moreover, there is no
benefit to Massachusetts to impose unique requirements that merely conflict or preempt other federal and state laws
without providing any additional substantive protection for Massachusetts consumers, employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary. Contractual language should
be used, not certification, and then on a going forward basis when contracts with third parties are newly created or
renewed. Otherwise the contract and written certification requirement becomes a never ending, complex, costly, and
circular mandate virtually without end.

Mandatory encryption: Is hot mandated in the Massachusetts statute and its prescriptive nature negates the
reasonableness standard within the statute. A principle or standard should be used allowing the regulated community to
assure an outcome, rather than complying with a single command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from more important objectives.
Creating an inventory of the location of every personal data point is both unnecessary, resource debilitating and quickly
becomes outdated. A better, more meaningful approach is to undertake a risk analysis of systems to identify the potential
for the loss of such data as it moves. The risk assessment approach would be similar to what is required in other federal
and state contexts.

Information collected and time held: Requirements are problematic and the regulatory structure does not require such
regulations. Restricting data collected and time held are redundant to the privacy requirements under the statute, and
worse wastes resources and distracts focus from the primary goal of ensuring systems are protective of personal privacy

Public sector: Needs to be held to exactly the same standards as the private sector. Personal data is regularly shared with
public entities and is a source of significant data breaches. We know this in dealing with our constituents on a daily basis.
Failure of the public sector to adhere to the same standards or requirements undermines public policy and makes a
mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because these regulations ignore the
fact that many of the technological, legal and operational requirements are not readily available to “all persons” or firms,
regardless of readily available resources.

Data security is not simple, no one person in a firm can provide the expertise and no one technological solution will provide
security. We must get this right — cost effective data privacy rules that comply with the statute, set standards, recognize



existing programs, and invite innovation. Thank you for considering the long-term implications of these regulations and
their direct impact on my business and the Massachusetts economy.

Sincerely,

Daniel Rizzo
Revere City Council President
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OFFICE OF CONSUMER AFFAIRS

Daniel Crane, Undersecretary January 14, 2009
David Murray, General Counsel

Office of Consumer Affairs and Business Regulation

10 Park Plaza, Suite 5170

Boston, MA 02116

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Undersecretary Crane:

As an employer with 30 full-time employees, I am very concerned, about the mandates currently
included in 201 CMR 17.00. As written, these regulations set a perilous course for my business,
state agencies and our shared goals to invest and protect jobs in the Commonwealth. Iurge the
Patrick Administration to engage in a rigorous stakeholder analysis and to provide an
opportunity for comment on the entire set of regulations within 201 CMR 17.00 with the
Departmént, Attorney General, regulated community and elected officials, to re-issue an entire
set of rules by May 1, 2009 with implementation of the rules over a two year period.

As a business owner, the protection of personal information for residents of the Commonwealth
is a top priority. The delay in the effective date is helpful, as a practical matter, it is
unreasonable to believe that my firm has a fair opportunity to reach full compliance. As
currently written, 201 CMR 17.00 goes beyond the legislature’s intent and mandates specific
technologies, creates redundant and confusing rules and does not hold public agencies to the
same standards of the private sector. In many instances the regulatory mandates are not
technically or economically feasible for public or private agencies regardless of size or available
resources. Further, the regulations do not envision the national and global business relationships
that the Massachusetts economy depends on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. The promulgation and implementation of these specific
regulations are in sharp contrast with other states and especially other Massachusetts state
agencies that routinely engage in collaborative discussions with the regulated communities. The
state of New Jersey recognized the need for a vigorous stakeholder analysis. Currently, the State
of New Jersey is currently in a two year process just to promulgate a “pre-proposal” of
regulations that do not yet specify actual implementation deadlines. In fact, on December 15,
2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider and
withdraw the proposed rules it had previously issued on April 16,2007. New Jersey’s new pre-
proposal provides for a comment period until February 13, 2009. Regrettably, the Massachusetts
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regulations do not provide similar time, clarity, recognition of federal regulations nor do they
recognize the significant technological, legal, operational challenges ot the significant
investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The regulations should be implemented in a
phased manner to ensure the proper and appropriate level of education and outreach for the
regulated community. The regulations should be further refined and implemented in a phased
manner to ensure the proper and appropriate level of education and outreach for the regulated
community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict or preempt other federal and
state laws without providing any additional substantive protection for Massachusetts consumers,
employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.
Contractual language should be used, not certification, and then on a going forward basis when
contracts with third parties are newly created or renewed. Otherwise the contract and written
certification requirement becomes a never ending, complex, costly, and circular mandate
virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute. A principle or standard should be used
allowing the regulated community to assure an outcome, rather than complying with a single
command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems to identify the potential for the
loss of such data as it moves. The risk assessment approach would be similar to what is required
in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and distracts
focus from the primary goal of ensuring systems are protective of personal privacy




Public sector: Needs to be held to exactly the same standards as the private sector. Personal
data is regularly shared with public entities and is a source of significant data breaches. Failure
of the public sector to adhere to the same standards or requirements undermines public policy
and makes a mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because
these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available
resources.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data privacy
rules that comply with the statute, set standards, recognize existing programs, and invite
innovation. Thank you for considering the long-term implications of these regulations and their
direct impact on my business and the Massachusetts economy.

Sincerel

Willfam J.
President
Cleary Insurance, Inc.

226 Causeway Street, Suite 302
Boston, MA 02114-2155




CorLecE oF THE Hory Cross

Timotizy E Mines
General Counsel

January 21, 2009

Secretary Daniel O’Connell

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Re: Protect Personal Information through Stakeholder Anaiysis
Dear Secretary O’Connell:

As an employer with over 800 employees, I am very concerned about the mandates in 201 CMR
17.00. These regulations set a perilous course for this College, the state and our shared goals to
invest and protect jobs in the Commonwealth. I urge the Patrick Administration to engage in a
rigorous; stakeholder analysis and transparent ',comme;:nt,prgc‘ess” focused on the entire setof
regulations within 201 CMR.17.00,with the Department, Attornej General, regnlated = "~
community, and elected officials with a goal to issue an entirely new set of tules, with ~
implementation over a two yearperiod. -, . ...~ . .. R

The protection of personal information for residents of the Commonwealth is a top priority for
everyone. However, as currently written, 201 CMR 17.00 goes beyond the legislature’s intent
and mandates specific technologies, creates redundant and confusing rules and does not hold
public agencies to the same standards as the private sector. In many instances the regulatory
mandates are not technically or economically feasible for public or private agencies regardless of
size or available resources. Further, the regulations.do not envision the national and global
business relationships thatthe Massachusetts economy depends on.

The current rules will have a negative impact on “all persons” and all firms that conduct
business in Massachusetts. The promulgation and, implementation history of these specific
regulations are in sharp contrast with other states and even other Massachusetts state agencies
that routinely engage in extensive and vibrant collaborative discussions with the regulated
communities. The state of New Jersey recognized the need for a vigorous stakeholder analysis.
Currently; the State of New, Jersey is engaged in a two year process just to promulgate a “pre-
proposal” for:data privacy regulations and that does not include the phase in time for actual
‘compliance. Regrettably, the Massachusetts, process for our privacy regulations did not provide
similar time, clarity, education, and récognition of federal fegulations, nor do the rules recognize
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the significant technological, legal, operational challenges, or the significant investments and
human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Time is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The resulting regulations should be
implemented in a phased manner to ensure the proper and appropriate level of education and
outreach for the regulated community. .

Consistency: Consistency with existing and soon to be promulgated federal law and the laws of
other states is essential, to avoid duplication, wasted resources, confusion and undue complexity.
The Massachusetts statute calls for uniformity and consistency with other laws, which is crucial
for Massachusetts businesses and to ensure economic competitiveness. Moreover, there is no
benefit to Massachusetts to impose unique requirements that merely conflict other federal and
state laws and provide little or no additional substantive protection for Massachusetts consumers,
employees and other residents. IR

Contract provisions and written certifications: The third party contractual obligations and
separate certification are duplicative, confusing, and unnecessary. Contractual language
requiring third parties holding personal data to protect such information should be used.
Otherwise the contract obligations and written certification requirements becomes a never
ending, complex, costly, and essentially circular mandate virtually without end.

Mandatory encryption: Encryption of data is not mandated in the Massachusetts statute and its
prescriptive nature negates the reasonableness standard the Legislature put in the law. A
standard for the outcome protecting personal data should be used allowing the regulated
community to develop a range of measures for protection, rather than complying with a single
command and control technology requirement.

Inventory: The inventory requirement to find every piece of personal data is a complex, costly
and counterproductive effort, drawing resources away from more important privacy objectives.

Creating an inventory of the location of every personal data point is both unnecessary, resource
debilitating and quickly becomes outdated. A better, more meaningful approach is to undertake
a risk analysis of systems identifying the potential for the loss of such data. The risk assessment
approach would be similar to what is required in other federal and state contexts.

Information collected and time held: Data collecting and holding requirements are problematic
and the regulatory structure does not require such rules. Restricting data collected and time held
are redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal privacy.




Public sector: Massachusetts agencies need to be held to exactly the same standards as the
private sector for data privacy. Personal data is regularly shared with public entities and has the
potential to be a source of significant data breaches. Failure of the public sector to adhere to the
same standards or requirements undermines public policy and makes a mockery of the statute’s

purpose.

In the final analysis, under the existing rules “all persons” and firms regulated cannot achieve
100% compliance because these regulations ignore the fact that many of the technological, legal
and operational requirements are not readily available to “all persons” or firms, regardless of
available resources.

Data security is not simple, no one person in a firm can provide the expertise, and no single
technological solution will work in all situations. We must get this right — cost effective data
privacy rulés that comply with the statute, set standards, recognize existing programs, and invite
innovation. Thank you for considering the long-term implications of these regulations and their
direct impact on the College and the Massachusetts economy.

Sincerely,
Torastly ol

Timothy F. Mines, Esq.
General Counsel



From: bounce@bounce.votervoice.net on behalf of Ann Lukasik [alukasik@cswgraphics.com]

Sent: Tuesday, January 13, 2009 12:33 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray:

As an employer in the Ludlow, MA with 100 employees, I am very concerned about the mandates
currently included in 201 CMR 17.00. As written, these regulations set a difficult course
for my business, state agencies and our shared goals to invest and protect jobs in the
Commonwealth.

I feel the upcoming notifications regarding security incidents involving personal information
will become as common place, meaningless and as ignored as the privacy statements now are.

The cost to comply will involve hiring a consultant to determine that our computer systems
meet the requirements.

In our attempts to comply I have run across our vendors that our not prepared to address this
situation.

Also the requirement to inventory all records that contain personal information seems
arbitrary, time-consuming and useless.

Please do what you can to reduce the compliance burden to Massachusetts employers who are
already struggling to survive in this economy.

Sincerely,

Ann Lukasik
Controller

CSW, Inc.

45 Tyburski Rd
Ludlow, MA 01056



From: djkern@comcast.net

Sent: Wednesday, January 21, 2009 4:54 PM

To: Murray, David (SCA)

Subject: What about protecting Massachusetts’ CITIZENS?
Attachments: What about protecting MA residents OCABR.doc

Attention: David A. Murray

What about protecting Massachusetts’ CITIZENS?

201 CRM 17.00, Standards for the Protection of Personal Information of Residents of the Commonwealth has
already been delayed from January 1, 2009 to May 1, 2009 and January 1, 2010.

Now, as reported by THE ASSOCIATED PRESS on January 17, 2009 in the Worcester Telegram article “New
identity theft rules protested” http://www.telegram.com/article/20090117/NEWS/901170311/-1/NEWS
companies and advocates have asked the Patrick administration in a 1/15/09 letter to

1. reissue new regulations on May 1
2. give them two additional years to comply.

In doing this, how many millions of innocent victims will have their personal and financial lives torn apart;
have their medical records compromised; have warrants for their arrest and so much more.

| appreciate that the economy is in shambles. | can also see how the regulations are a challenge in both cost
and complexity. But what makes me ill is that

Businesses should be responsible to know that since the nations first disclosure bill CA 1386, (effective July 1,
2003) that privacy issues were being seriously neglected and that breaches were required to be disclosed
unless the privacy data had been encrypted. | feel they could have done more and any further delays are
unwarranted.

Business hasn’t done the right things; they’ve done the least that they could to slide by!

After almost 5-years of data breach disclosures and daily news reports of problems, business owners,
associations and advocates shouldn’t be acting as if they are the victims. Claiming that “personal data
protection and reporting is too costly and complex” is really unfair to the commonwealth’s residents.

It would be one thing if the Bay State was the first in the nation with a data protection law but being the a4
state is something else.

Besides, Massachusetts has the great distinction of being the home base of TIX who precipitated the loss of
almost 100 million credit card numbers that fueled many serious extended identity theft issues.

We need privacy protection

As a resident, | applaud the effort as Massachusetts residents absolutely need privacy protection and anyone
that has been a victim of identity theft knows the absolute frustration that lasts years and never seems to go
away. | feel the Federal Trade Commission’s finding that 28% of ID theft victims are never able to completely
put the facts back prior to being victimized is very accurate .

Because a business was sloppy with the private information of my family members, they have spent hundreds
of hours trying to clear their good names, reputations and credit rankings. | can’t tell you the number of times
they have been put on hold by phone systems, credit bureaus and other institutions.

The time away from their jobs, their family time and continued “proving themselves innocent as the system
has declared them guilty” is wrong. The double checking of every bill, statement, medical procedure, calling
law enforcement to investigate fraudulent warrants for arrest and the hours spent crying and worrying if this
nightmare will ever come to an end is just not right.




It’s simply unbelievable what can happen when your life is turned upside down. In fact, one member was
denied a loan, another lost a job opportunity.

And they will never know if that criminal is still using their identity at this very moment.

Businesses do not have any problem at all charging the profit margin on the goods and services. Why can’t
they do the basic, moral thing and do to protect every customer’s private data and financial records?

They have asked me to ask our elected officials (Governor Patrick, the Office of Consumer Affairs and Business
Regulations (OCABR) and the Attorney General’s office (AG) to start protecting them and all Massachusetts
citizens.

At the very least, businesses should be forced to

1. Immediately report if data has been compromised.

Immediately train their people so that everyone knows how to protect both physical and cyber data

3. Maintain a written policy so that everyone within the company is operating efficiently and is on the
same page as to addressing procedures, discussing potential shortcomings and to know how to handle
mistakes before they become catastrophic in a systematic manner.

I

Thank you for this opportunity to express a combination of views.

DJ Kern
California Senate Bill 1386

This bill, operative July 1, 2003, would require a state agency, or a person or business that conducts business in California,
that owns or licenses computerized data that includes personal information, as defined, to disclose in specified ways, any
breach of the security of the data, as defined, to any resident of California whose unencrypted personal information was, or
is reasonably believed to have been, acquired by an unauthorized person. The bill would permit the notifications required by
its provisions to be delayed if a law enforcement agency determines that it would impede a criminal investigation. The bill
would require an agency, person, or business that maintains computerized data that includes personal information owned by
another to notify the owner or licensee of the information of any breach of security of the data, as specified. The bill would
state the intent of the Legislature to preempt all local regulation of the subject matter of the bill. This bill would also make a
statement of legislative findings and declarations regarding privacy and financial security.



EatonVance

Investment Managers

January 21, 2009 JAN 21 2009

OFFICE OF CONSUMER AFFAIRS

Daniel O’Connell

Secretary of Housing and Economic Development
c/o Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Re: 201 CMR 17.00: Standards for the Protection of Personal Information
of Residents of the Commonwealth

Dear Secretary O’Connell:

As Chairman and Chief Executive Officer of Eaton Vance Corp., 2 Massachusetts-based
investment management company with over 800 employees in the Commonwealth, 1 feel
it is important to let you know my concerns regarding the recently adopted Standards for
the Protection of Personal Information of Residents of the Commonwealth (the “New
Privacy Rules”). The New Privacy Rules will put a substantial burden on all firms doing
business in the Commonwealth and will have a particularly adverse effect on investment
management organizations and the funds they manage.

On November 17, 2008, two Eaton Vance employees along with representatives from
seventeen other well-known investment managers in Massachusetts and the Investment
Company Institute (the “IJCI")! met with Messrs. Crane and Murray at the Office of
Consumer Affairs and Business Regulation (the “OCABR?), and then Messrs. Conroy,
Scafide and Clements of the Office of the Attorney General (the “QAC”) to discuss the
significant impact of the New Privacy Rules on investment management firms doing
business in Massachusetts. During the course of these meetings, the OCABR and the
OAC encouraged companies to inform senior leadership in Massachusetts of concerns
raised by the New Privacy Rules. Eaton Vance also has been working with the ICI to
help educate the OCABR and OAC about the adverse impact of the New Privacy Rules
on the investment management industry (including investment advisers, broker-dealers
and transfer agents) and, more particularly, mutual funds. Eaton Vance supported Ms.
Tamara Salmon, Esq., a senior representative of the ICL, in her testimony before the Joint
Committee on Consumer Protection and Professional Licensure on November 19, 2008
and before the OCABR’s public hearing on January 16, 2009.

The ICI is the national association of U.S. investment companies, including mutual funds, closed-end
funds, exchange-traded funds, and unit investment trusts. The ICI seeks to encourage adherence to
high ethical standards, promote public understanding, and otherwise advance the interests of funds,
their shareholders, directors, and advisers. Members of the ICI manage total assets of $9.86 trillion and
serve almost 93 million shareholders.



Daniel O’Connell
Secretary of Housing and Economic Development
Page 2 of 5

Current Privacy Protections. Eaton Vance is compelled by regulations and fiduciary
principles to protect client information. Eaton Vance and other investment management
companies are required to comply with numerous federal and state privacy regulations,
which mandate maintaining client privacy and require that privacy breaches be
communicated to clients. Regulation S-P, adopted in response to the federal Gramm-
Leach-Bliley Act and administered by the U.S. Securities and Exchange Commission, the
recently adopted “Red Flag Rule” administered by the Federal Trade Commission, and
Massachusetts’ existing privacy rules, along with those of other states, have lead to the
development of robust privacy protections for clients of investment management firms.

While regulatory requirements compel the protection of client information, protecting
client information also is inherent in the fiduciary relationship investment management
firms have with their clients. Eaton Vance and its service providers, as well as other
firms in the investment management industry, have worked diligently to create and
maintain a secure environment that ensures the privacy of client data. In preserving the
privacy of client data, Eaton Vance employs data encryption and firewall security that
benefits from some of the latest technologies. Similar to many other investment
management companies, Eaton Vance has a Chief Privacy Officer who is charged with
oversight of our privacy policies and procedures. In protecting the privacy of clients,
Eaton Vance monitors the use of client information to ensure it is only used for the
purpase of providing client services, and stores this information in a manner designed to
ensure that it is niot lost or misused. In addition, Eaton Vance requires firms to which
client information is provided to contractually agree to protect the confidentiality of such
information. To ensure the effectiveness of our privacy program, we conduct periodic
audits of our compliance with our privacy policies and procedures. Maintaining the
privacy of our clients is a significant business priority at Eaton Vance; we have
established strong and effective policies and procedures to support this effort.

The New Privacy Rules. Our primary concerns with the New Privacy Rules are as
follows:

e The New Privacy Rules contain requirements that exceed the requirements
imposed upon investment management firms by federal regulations. Section 2(a)
of M.G.L. c. 93H, pursuant to which the New Privacy Rules were adopted,
requires in part that the OCABR adopt regulations “consistent with the safeguards
for protection of personal information set forth in the federal regulations by which

~ the person is regulated.” (Emphasis added). However, as described below, certain
provisions of the New Privacy Rules, such as those mandating written certificates
and specific computer systems requirements, are not consistent with federal
regulations and create significant new burdens on investment management
companies and mutual funds doing business in Massachusetts.



Daniel O’Connell
Secretary of Housing and Economic Development
Page 3 of 5

e The requirements to amend existing contracts and obtain written certificates
before providing access to personal information are unduly burdensome.
Investment management firms have extensive relationships with third party
service providers. Similarly, mutual funds, which typically do not have
employees, rely heavily on third party service providers for their opf:ration.2 As
required by applicable law, most contracts with investment management firms or
mutual funds relating to servicing of client or shareholder accounts contain a
provision requiring that client or shareholder information be protected. A similar
provision is included in the New Privacy Rules. The New Privacy Rules differ
from previous regulations in that they mandate a written certification from each
service provider that such provider has a written comprehensive security program
that complies with the New Privacy Rules. In order to comply with this
requirement, we estimate we may be required to amend over 3,000 contracts with
third parties that provide servicing to Eaton Vance and/or the mutual funds that
we sponsor.3 This would be a very significant undertaking, involving many
hundreds of hours of negotiation and attorney time. For the mutual funds, the
high cost of this effort would be borne by fund shareholders. Because some
service providers may not otherwise be subject to the New Privacy Rules and
therefore may be unwilling to certify that they comply with the New Privacy
Rules, or may be unable to comply with the unique provisions of the Rules (such
as those relating to encryption), Eaton Vance or a fund may have to terminate
service relationships to the detriment of clients or shareholders.

In addition to the burden of complying with the written certification requirement,
certain provisions of that requirement are ambiguous. Funds and investment
managers frequently receive subpoenas for information from other states and
information requests from regulatory bodies asking for client information. For
instance, funds and investment managers are often requested by various state
entities to provide client data regarding unpaid child support and are subpoenaed
by various state or other regulatory entities to furnish client data. Regulatory
bodies may be unwilling to provide the written certification required by the New
Privacy Rules, which would result in delayed responses to, or non-compliance
with, requests from other states.

Attached hereto is a table prepared by the ICI that details the various relationships between funds and
their service providers.

The burden associated with a requirement to amend contracts and to require written certifications is
apparently recognized in Governor Patrick’s Executive Order No. 504, Order Regarding the Security
and Confidentiality of Personal Information (the “Order”). Unlike section 17.03(f) of the New Privacy
Rules, which would require all businesses to revise all existing contracts with third-parties, under the
Order, state agencies are only required to amend contracts entered into after January 1, 2009. None of
the other requirements of the Order are subject to a compliance date, presumably in recognition of the
difficulties associated with compliance with timeframes such as those under the New Privacy Rules.



Daniel O’Connell
Secretary of Housing and Economic Development
Page 4 of 5

o The specific technical requirements in the New Privacy Rules are overly
restrictive. The New Privacy Rules enumerate specific electronic security
provisions that must be employed by companies to safeguard personal
information. By mandating the means by which a company must comply with the
New Privacy Rules, companies are precluded from developing privacy protection
technologies that may better address the privacy concerns associated with their
particular business. Moreover, some recipients of data that meet the encryption
requirements of the New Privacy Rules may be unable to access encrypted data,
including certain agencies of the Commonwealth.

o The New Privacy Rules create a disincentive to do business in Massachusetts. It
is important to note that most of the service providers with whom Eaton Vance
and the funds do business currently are subject to, or are contractually bound to
comply with, stringent federal and state privacy regulations. To require these
service providers to provide a written certificate of compliance with the New
Privacy Rules may serve as a disincentive for such service providers to do
business in Massachusetts and/or to service residents of the Commonwealth.

Requested Action. In light of these concerns, we respectfully request that you take
action to amend or otherwise revise the New Privacy Rules. Specifically, we request
that the New Privacy Rules be amended to provide that they do not apply to entities to
the extent such entities are subject to federal privacy regulations, such as Regulation
S-P. Alternatively, we would recommend the following:

e That the requirement to obtain written certifications from service providers be
eliminated from the New Privacy Rules; and

e That the provisions requiring the use of specific technology and/or specific
security provisions in transmitting and storing electronic data be eliminated from
the New Privacy Rules.

If the foregoing amendments to the New Privacy Rules cannot be implemented before the
initial effectiveness date of May 1, 2009, we request that compliance with all provisions
of the New Privacy Rules be delayed until not earlier than January 1, 2011 so that the
necessary contractual amendments can be negotiated, written certifications can be
obtained, and specific technologies can be implemented, or, if needed, service providers
who do not agree to the amendments or certificates, or who cannot work with the
mandated technologies, can be replaced.

As stated above, client privacy is of the highest concern to Eaton Vance, and we believe
it is well guarded under existing regulations. We hope to work with you to ensure the
continued safety of client data, while providing our clients with the level of service and
~ cost effectiveness that they require.



Daniel O’Connell
Secretary of Housing and Economic Development
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I appreciate your attention to this matter. Please contact me if you would like to discuss
further the New Privacy Rules and their impact on investment managers and the funds
they sponsor.

Respectf} J -subg
5 ff//
Thomas E. Faust Jr.

Chairman and Chief Executive Officer
Eaton Vance Corp.

tted,

Cc:  Daniel C. Crane, Undersecretary
Office of Consumer Affairs and Business Regulation

David A. Murray, General Counsel
Office of Consumer Affairs and Business Regulation

The Honorable Deval Patrick, G_overnor
The Commonwealth of Massachusetts

Martha Coakley, Attorney General
The Commonwealth of Massachusetts

Representative Michael J. Rodrigues, Co-Chair
Joint Committee on Consumer Protection and Professional Licensure

Senator Michael W. Morrissey, Co-Chair
Joint Committee on Consumer Protection and Professional Licensure

Tamara K. Salmon, Senior Associate Counsel
Investment Company Institute
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OFFICE OF CONSUMER AF%‘R%
January 9, 2009 ‘ A

Daniel Crane, Undersecretary

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

- Boston, MA 02116

‘Top Priority: Protect Personal Information through Stakeholder Analysis
Dear' Undersecretary Crane:

As leaders in business, the protection of personal information is a top priority, but we express our deep
concerns regarding many of the requirements of 201 CMR 17.00 and its affect on small business, in particular to
businesses that have minimal exposure to data breach of MA residents. Collaboration with the MA business
community is essential to minimize the burden and maximize the success of this type of legislation. lts easier to
do it right NOW vs. later!

The requirements imposed by 201 CMR 17.00 set a difficult course for public and private entities, hindering our
ability to invest and protect jobs in the Commonwealth. We urge the Patrick Administration to engage in a
rigorous stakeholder analysis and to provide an opportunity for comment on the entire set of regulations within
201 CMR 17.00 so that the Department, Attorney General, regulated community and elected officials, can re-
issue an entire set of rules by May 1, 2009, allowing for a two year period within which to implement the revised
regulations.

We believe that successful implementation of regulations is necessary to protect personal information in the
private and public sectors and to prevent further economic distress caused by the loss of personal data.
However, these regulations place an unreasonable burden on already strained resources essential for success
and growth of the Massachusetts economy.

As currently written, 201 CMR 17.00 goes beyond the legislature’s intent through highly prescriptive mandates.
For example, the legislature never intended to make encryption mandatory. In many instances the regulatory
mandates are not technically or economically feasible. Further, the regulations do not envision the national and
global business relationships that Massachusetts firms depend on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms that conduct
business in Massachusetts. In sharp contrast, the state of New Jersey is currently in the process of
implementing their data security laws, which includes a process of more than two years just to promulgate
regulations not including actual implementation periods.

Regrettably, the Massachusetts regulations do not provide similar time, clarity, recognition of federal regulations
nor do they recognize the significant technological, legal, operational challenges or the significant investments
and human talent that many persons and small firms must now face.

The public sector must be held to exactly the same standards as the private sector. Personal data is regularly
shared with public entities and is a source of significant data breaches.

Data security is not simple, no one person provide the expertise and no one technological solution will provide
security. The Business Coalition, AIM and Energy Sciences, Inc., urge the Patrick Administration to provide an
opportunity for greater stakeholder analysis with the business community, the Attorney General, regulated
community and elected officials. We must get this right at the onset — cost effective data privacy rules that
comply with the statute, set standards, recognize existing programs, and invite innovation



We respectfully urge the administration to allow for this process, to re-issue an entire set of rules with
implementation of the rules over a two year period. Thank you for considering the long-term implications of
these regulations for the protection of personal information of Massachusetts residents and the Massachusetts

economy.
Sincerely,
N /
L2 .

Tsuneo Kobayashi, CEO
Energy Sciences, Inc.




William Duserick
Chief Privacy Officer
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Daniel Crane JAN 21 2008
Undersecretary .
Office of Consumer Affairs and Business Regulation INE NE -
Ten Park Plaza, Suite 5170 OrHCE OF CONSUMER AFFAIRS
Boston, MA 02116

Re: 201 CMR 17.00: Standards for the Protection of Personal Information of Residents of
the Commonwealth

Dear Undersecretary Crane:

As a major employer in Massachusetts and one of the world’s largest financial services
companies, Fidelity Investments writes to express our serious concerns with 201 CMR 17.00:
Standards for the Protection of Personal Information of Residents of the Commonwealth,
promulgated by the Office of Consumer Affairs and Business Regulation (“OCABR”) on
November 14, 2008 (the “Regulations™).

Fidelity takes the protection of the personal information it manages very seriously and supports
the objective of the identity theft statute and the Regulations to improve the protection of the
personal information of Massachusetts residents. We believe, however, that the Regulations
impose costly new burdens on businesses and are inconsistent with existing national standards.
The Regulations will result in a poorly timed imposition of unnecessary new business costs
during a very challenging economic period and run counter to the Administration’s initiative to
improve the Massachusetts business climate through a streamlined regulatory scheme.

The business and operations of the financial services industry demand the extensive use of
personal information. Such information is essential to completing financial transactions, and is
required by myriad federal and state laws relating to taxes, health care, fraud prevention,
homeland security, and securities. With more than 24 million customers who execute more than
00% of their transactions online, Fidelity has always considered the protection of sensitive
information to be a foundation of customer trust and a sound business practice. We employ
physical, electronic and procedural controls, and we regularly adapt and improve these controls
to respond to changing requirements and advances in technology.

Not surprisingly, the breadth of new obligations imposed by the Regulations has given rise to a
variety of different concerns for different organizations. Fidelity shares many of the concerns
that a broad spectrum of companies and business organizations in Massachusetts and across the

IFMR LLC 82 Devonshire Street, ZWI0B Phone: 617.392.1224
Boston, MA 02109 Fax: 617.476.9619
william.duserick@fmr.com




country have raised about the substantive requirements of the Regulations and the challenging
implementation timetable prescribed by OCABR.

In particular, we share the concern of many companies that the Regulations conflict with the
underlying statute by imposing new obligations and restrictions that are inconsistent with
existing federal laws. Pursuant to M.G.L. ¢. 93H (the “Statute™), OCABR is required to adopt
implementing regulations that are designed to “insure the security and confidentiality of
customer information in a manner fully consistent with industry standards.” The Statute requires
the OCABR s regulations to be “consistent with the safeguards for protection of personal
information set forth in the federal regulations by which the person is regulated.” The
Regulations clearly impose new obligations that are unique and specific to Massachusetts and
create inconsistencies with both existing federal regulations and industry standards. These
inconsistencies continue to raise concerns for Fidelity about the impacts on the multi-state
operations of our business.

We would like to point out to you and your staff specific provisions of the Regulations where
modifications or clarifying guidance from the OCABR would be helpful.

Service Provider Contract and Certification Requirements

The Regulations impose extensive requirements on entities that share the personal information of
Massachusetts residents with third party service providers. Specifically, the Regulations require
that prior to sharing personal information with any service provider, an entity must:

1. Verify that the service provider has the capacity to protect personal information;
Contractually require the service provider to maintain safeguards for personal
information; and

3. Obtain from the service provider a separate written certification that the service
provider is in compliance with the Regulations.

Separately, these contractual and certification requirements each can create significant obstacles
and burdens for covered entities. Taken together, they represent a set of overlapping obligations
that will require entities to engage in unnecessarily duplicative efforts and incur unwarranted
costs while providing little or no added protection for Massachusetts residents.

Given its size and the complexity and scope of its business, Fidelity has hundreds of service
providers entrusted with personal information. These service providers serve necessary and
important functions, such as statement printing and mailing, customer check writing and bill
paying services, data processing, professional services, and meeting various regulatory
obligations, as well as providing workplace benefits, background checks and other services with
respect to Fidelity’s employees. Like many companies, it is critical that Fidelity is able to
engage and interact with service providers in ways that are efficient and appropriately regulated
in light of the national marketplace in which we operate. Single-state requirements like those in
the Regulations ignore these necessities.

Service Provider Certifications

Section 17.03(f) requires every entity that shares personal information with service providers to
obtain from each service provider a written certification that the provider is in compliance with



the Regulations. This obligation is unique and unprecedented, and it is inconsistent with industry
standards and existing federal regulations under which Fidelity operates.

While a number of federal regulators have required entities to contractually obligate their service
providers to protect customers’ personal information, we are aware of no other regulator that has
required a separate written certification as required by the Regulations. We appreciate
OCABR’s decision to delay the implementation date of this provision of the Regulations to
January 1, 2010. But despite the delay, the imposition of this Massachusetts-specific
certification requirement will continue to create a costly regulatory obligation which is
inconsistent with national industry practice and standards, particularly for companies that operate
in interstate commerce. Soliciting and obtaining certifications from all of its impacted service
providers will be an immensely costly and burdensome exercise for Fidelity and other companies.
We believe that the service provider selection standards required by the Regulations, coupled
with an effective and flexible approach with regard to requiring certain contract language to be
included in contracts with service providers, are more than sufficient to effectively ensure the
safety of personal information shared with service providers. To also require a separate
certification would be unwarranted and unnecessarily duplicative.

Additionally, the service provider certification requirement can cause circular compliance (or
non-compliance) issues for companies that both retain and provide vendor services. Fidelity, in
its role as a service provider, will not be able to certify to its clients that it is compliant with the
new state law and the Regulations until it receives certifications from all of its service providers
with whom it shares personal information. This type of circularity can be avoided by utilizing
contractual provisions to impose safeguarding requirements on service providers.

We strongly urge the OCABR to amend the Regulations to remove the vendor certification
requirement and require instead a contractual language requirement on a prospective basis. This
is a more flexible approach that reflects the realities of the multi-state and multi-national markets
in which many companies operate. If OCABR maintains the vendor certification requirement in
the Regulations, we request that it remove the duplicative contractual safeguard requirements in
Section 17.03(f). Alternatively, a separate vendor certification could serve as a substitute that
entities may choose to utilize if they do not or cannot satisfy the contractual language
requirement.

Contractual Safeguard Requirement

Section 17.03(f) requires entities that share personal information with service providers to
contractually require the service provider to maintain safeguards for personal information. We
believe that many existing service provider contracts include language that appropriately and
effectively obligate vendors to safeguard personal information through “compliance with law”
provisions and with specific provisions that are compliant with the requirements of the SEC’s
Regulation S-P.

The type of service provider contract requirement that is imposed by Section 17.03 is not
unprecedented. As previously mentioned, several federal regulators, including the Securities and
Exchange Commission (SEC) and the U.S. Department of Health and Human Services (HHS),
have imposed similar requirements. OCABR’s application of the requirements in Section 17.03
could, however, result in unprecedented impacts to companies like Fidelity, particularly if
OCABR insists on imposing obligations of single-jurisdiction specificity. We believe it is
critical that OCABR allow general contract language that is not specific to Massachusetts or any
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other state to satisfy this contractual safeguard requirement. To do otherwise will create a
landscape where each successive change to the statute or regulation in any state could require
subject entities to amend vast numbers of contracts.

Like many commercial contracts, our contracts typically contain language that requires service
providers to comply with any and all applicable state laws. These types of overarching,
“compliance with law” provisions reflect the commercial realities of the ever-changing
regulatory landscape businesses operate under and are designed to avoid the very type of never-
ending amendment cycle that Section 17.03 would create.

Many of our existing service provider contracts also specifically require our service providers to
treat customer information confidentially. Under the Gramm-Leach-Bliley Act, the SEC has
promulgated Regulation S-P, which requires Fidelity and other regulated entities to enter into
contractual agreements prohibiting third party service providers from disclosing or using
nonpublic personal information other than to carry out the purposes for which the information
has been provided. We believe that contract provisions that comply with the requirements of the
Gramm-Leach-Bliley Act do and should fulfill the Regulation’s contractual safeguard
requirement. We request that OCABR modify the Regulations or issue guidance to confirm and
clarify this interpretation.

If OCABR insists on imposing additional Massachusetts-specific contract requirements, then it
should apply any such requirements only on a prospective basis. In this way, companies can
avoid the extensive costs associated with negotiating amendments to a large number of existing
service provider contracts. Requiring entities to amend scores of existing vendor contracts is
extremely burdensome and wasteful, particularly if existing contracts already include language
that protects customers and complies with existing federal standards. Requiring such contract
amendments would be even more wasteful if OCABR continues to require that these same
vendors will be obligated to provide certifications just a few months later.

We understand and appreciate OCABR’s interest in protecting the Commonwealth’s residents by
ensuring that entities that maintain Massachusetts resident information do not carelessly share
that information with third party service providers. But we believe that the Regulations could
continue to serve this underlying purpose by allowing companies to satisfy either a contractual
requirement or a certification requirement and permitting companies to satisfy the contractual
safeguards requirements with certain existing and widely-used contract provisions.

Portable Device Definition

Section 17.04(5) of the Regulations requires the encryption of all personal information stored on
laptops or other “portable devices.” This remains an unclear mandate — one that has not

been imposed by any other state law or regulation. We believe that the term “portable devices”
refers only to actual devices, such as Blackberries and Personal Digital Assistants, rather than to
other storage media, such as discs or tapes. A broader interpretation of this term would require a
costly and burdensome encryption process that would offer little additional protection to the
consumer. We respectfully request that OCABR provide interpretive guidance to clarify that the
term “portable device” refers only to an actual device that by itself allows a user of the device to
access information stored on the device.



Conclusion

In conclusion, we believe that both economic realities and the Statute require that OCABR
promulgate regulations that recognize and are consistent with the many federal regulatory layers
already imposed on the companies that do business in Massachusetts. The legislature recognized
' the crucial need to avoid Regulations that might unnecessarily impede businesses, particularly
Massachusetts businesses, from operating and competing in a global marketplace. It is critical
that the implementing regulations do not create conflicting standards and obligations that would
cause competitive disadvantages to impacted companies.

We appreciate the opportunity to share these concerns with you and to continue to discuss
workable solutions that will protect the personal information of the residents of the
Commonwealth without imposing any unnecessarily burdensome requirements on Massachusetts
businesses and employers.

Sincerely,
William Duserick

Chief Privacy Officer
Fidelity Investments

Ce:  Daniel O’Connell, Secretary of Housing and Economic Development



January 21, 2009

Governor Deval Patrick
Massachusetts State House
Office of the Governor
Room 360

Boston, MA 02133

Phone: 617.725.4005

Fax: 617.727.9725

Secretary Daniel O’Connell

Daniel Crane, Undersecretary

David Murray, General Counsel

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

p. 617-973-8700

f. 617-973-8799

Email: David.Murray@state.ma.us

CC: Senator Jennifer Flanagan, Representative Dennis Rosa, North Central
Massachusetts Chamber of Commerce

Top Priority: Protect Personal Information through Stakeholder Analysis
Dear Governor Patrick, Secretary O’Connell and Undersecretary Crane:

As an employer with approximately 140 employees, | am very concerned, about the
mandates in 201 CMR 17.00. These regulations set a perilous course for my business,
the state and our shared goals to invest and protect jobs in the Commonwealth. | urge the
Patrick Administration to engage in a rigorous stakeholder analysis and transparent
comment process focused on the entire set of regulations within 201 CMR 17.00 with the
Department, Attorney General, regulated community, and elected officials with a goal
issue an entirely new set of rules by May 1, 2009 with implementation over a two year
period.

The protection of personal information for residents of the Commonwealth is a top
priority for everyone. The delay in the effective date is helpful, as a practical matter, but
it is unreasonable to believe that my firm or others have a fair opportunity to reach full
compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s intent
and mandates specific technologies, creates redundant and confusing rules and does not
hold public agencies to the same standards of the private sector. In many instances the
regulatory mandates are not technically or economically feasible for public or private
agencies regardless of size or available resources. Further, the regulations do not
envision the national and global business relationships that the Massachusetts economy
depends on.


mailto:David.Murray@state.ma.us

The current rules will have a negative impact on “all persons” and all firms that conduct
business in Massachusetts. The promulgation and implementation history of these
specific regulations are in sharp contrast with other states and even other Massachusetts
state agencies that routinely engage in extensive and vibrant collaborative discussions
with the regulated communities. The state of New Jersey recognized the need for a
vigorous stakeholder analysis. Currently, the State of New Jersey is engaged in a two-
year process just to promulgate a “pre-proposal” for data privacy regulations and that
does not include the phase in time for actual compliance. Regrettably, the Massachusetts
process for our privacy regulations did not provide similar time, clarity, education, and
recognition of federal regulations, nor do the rules recognize the significant
technological, legal, operational challenges, or the significant investments and human
talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Time is needed for collaborative stakeholder process with aggressive interaction
by the Department, Attorney General, regulated community, and elected officials to
develop revised rules to achieve the ultimate goal of compliance. The resulting
regulations should be implemented in a phased manner to ensure the proper and
appropriate level of education and outreach for the regulated community.

Consistency: Consistency with existing and soon to be promulgated federal law and the
laws of other states is essential, to avoid duplication, wasted resources, confusion and
undue complexity. The Massachusetts statute calls for uniformity and consistency with
other laws, which is crucial for Massachusetts businesses and to ensure economic
competitiveness. Moreover, there is no benefit to Massachusetts to impose unique
requirements that merely conflict other federal and state laws and provide little or no
additional substantive protection for Massachusetts consumers, employees and other
residents.

Contract provisions and written certifications: The third party contractual obligations
and separate certification are duplicative, confusing, and unnecessary. Contractual
language requiring third parties holding personal data to protect such information should
be used, not certification. Otherwise the contract obligations and written certification
requirements becomes a never ending, complex, costly, and essentially circular mandate
virtually without end.

Mandatory encryption: Encryption of data is not mandated in the Massachusetts statute
and its prescriptive nature negates the reasonableness standard the Legislature put in the
law. A standard for the outcome protecting personal data should be used allowing the
regulated community to develop a range of measures for protection, rather than
complying with a single command and control technology requirement.

Inventory: The inventory requirement to find every piece of personal data is a complex,
costly and counterproductive effort, drawing resources away from more important



privacy objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems identifying the potential
for the loss of such data. The risk assessment approach would be similar to what is
required in other federal and state contexts.

Information collected and time held: Data collecting and holding requirements are
problematic and the regulatory structure does not require such rules. Restricting data
collected and time held are redundant to the privacy requirements under the statute, and
worse wastes resources and distracts focus from the primary goal of ensuring systems are
protective of personal privacy.

Public sector: Massachusetts agencies need to be held to exactly the same standards as
the private sector for data privacy. Personal data is regularly shared with public entities
and has the potential to be a source of significant data breaches. Failure of the public
sector to adhere to the same standards or requirements undermines public policy and
makes a mockery of the statute’s purpose.

In the final analysis, under the existing rules “all persons” and firms regulated cannot
achieve 100% compliance because these regulations ignore the fact that many of the
technological, legal and operational requirements are not readily available to “all
persons” or firms, regardless of available resources.

Data security is not simple, no one person in a firm can provide the expertise, and no
single technological solution will work in all situations. We must get this right — cost
effective data privacy rules that comply with the statute, set standards, recognize existing
programs, and invite innovation. Thank you for considering the long-term implications
of these regulations and their direct impact on my business and the Massachusetts
economy.

Sincerely,

Michael A. Quirk

Human Resources Manager
Fosta-Tek Optics, Inc.
Leominster, MA
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Secretary Daniel O’Connell
Executive Office of Housing & Economic Developmen
One Ashburton Place, Room 2101
Boston, MA 02108

Top Priority: Protect Personal Information through Stakehl

Dear Secretary O’ Connell,

As an employer with 14 employees, I am very concerned, about the mandates currently
included in 201 CMR 17.00. As written, these regulations set a perilous course for my
business, state agencies and our shared goals to invest and protect jobs in the
Commonwealth. Iurge the Patrick Administration to engage in a rigorous stakeholder
analysis and to provide an opportunity for comment on the entire set of regulations within
201 CMR: 17.00 -with the Department, Attorney General, regulated community and
clected officials, to re-issue an entire set of rulés by May 1, 2009 with implementation of
the rules over atwo yearperiod. T SR -

As a business owner or employee the protection.of personal information for residents of
the Commonwealth is a top priority. The delay in the effective date is helpful, as a
practical matter, it is unreasonable to believe that my firm has a fair opportunity to reach
full compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s
intent and mandates specific technologies, creates redundant and confusing rules and
does not hold public agencies to the same standards of the private sector. In many
instances the regulatory mandates are not technically or economically feasible for public
or private agencies regardless of size or available resources. Further, the regulations do
not envision the national and global business relationships that the Massachusetts
economy depends on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all
frms that conduct business in Massachusetts. The promuilgation and implementation of
these specific regulations are in sharp contrast with other states and especially other
Massachusetts state agencies that routinely engage in collaborative discussions with the
regulated communities. The state of New Jersey recognized the need for a vigorous
stakeholder analysis. o B ' :
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Currently, the State of New Jersey is currently in a two year process just to promulgate a
“pre-proposal” of regulations that do not yet specify actual implementation deadlines.

In fact, on December 15, 2008, New Jersey issued its new pre-proposal after determining
in April 2008 to reconsider and withdraw the proposed rules it had previously issued on
April 16,2007. New Jersey’s new pre-proposal provides for a comment period until
February 13,2009. Regrettably, the Massachusetts regulations do not provide similar
time, clarity, recognition of federal regulations nor do they recognize the significant
technological, legal, operational challenges or the significant investments and human
talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Isneeded for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop
revised rules to achieve the ultimate goal of compliance. The regulations should be
implemented in a phased manner to ensure the proper and appropriate level of education
and outreach for the regulated community. The regulations should be further refined and
implemented in a phased manner to ensure the proper and appropriate level of education
and outreach for the regulated community

Consistency: Is needed with existing and emerging federal law, and the laws of other
states, to avoid duplication, wasted resources, confusion and undue complexity. The
Massachusetts statute calls for uniformity and consistency with other laws, which is
crucial for Massachusetts businesses and to ensure economic competitiveness. Moreover,
there is no benefit to Massachusetts to impose unique requirements that merely conflict

or preempt other federal and state laws without providing any additional substantive
protection for Massachusetts consumers, employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and
unnecessary. Contractual language should be used, not certification, and then on a going
forward basis when contracts with third parties are newly created or renewed. Otherwise
the contract and written certification requirement becomes a never ending, complex,
costly, and circular mandate virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive
nature negates the reasonableness standard within the statute. A principle or standard
should be used allowing the regulated community to assure an outcome, rather than
complying with a single command and control technology.
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Inventory: Requirements are complex and counterproductive, drawing resources away
from more important objectives. Creating an inventory of the location of every personal
data point is both unnecessary, resource debilitating and quickly becomes outdated. A
better, more meaningful approach is to undertake a risk analysis of systems to identify the
potential for the loss of such data as it moves. The risk assessment approach would be
similar to what is required in other federal and state contexits.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and
distracts focus from the primary goal of ensuring systems are protective of personal
privacy

Public sector: Needs to be held to exactly the same standards as the private sector.
Personal data is regularly shared with public entities and is a source of significant data
breaches. Failure of the public sector to adhere to the same standards or requirements
undermines public policy and makes a mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance
because these regulations ignore the fact that many of the technological, legal and
operational requirements are not readily available to “all persons” or firms, regardless of
readily available resources.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data
privacy rules that comply with the statute, set standards, recognize existing programs, and
invite innovation. Thank you for considering the long-term implications of these
regulations and their direct impact on my business and the Massachusetts economy.

Sincerely,

Sco .cF/oster, Pre&ident CPCU
Foster/Insurance Agency, Inc.
321 Lunenburg Street

Fitchburg, MA 01420
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Governor Deval Patrick
Massachusetts State House
Office of the Governor
Room 360

Boston, MA 02133

Big Problems with New Regulations to Protect Personal Information
Dear Governor Patrick:

As an employer with 30 employees, | am very concerned about the mandates currently included
in 201 CMR 17.00. As written, these regulations set a perilous course for my business, state
agencies and our shared goals to invest and protect jobs in the Commonwealth. 1 urge the
Patrick Administration to engage in a rigorous stakeholder analysis and to provide an
opportunity for comment on the entire set of regulations within 201 CMR 17.00 with the
Department, Attorney General, regulated community and elected officials, to re-issue an entire
set of rules by May 1, 2009 with implementation of the rules over a two year period.

As a business owner or employee the protection of personal information for residents of the
Commonwealth is a top priority. The delay in the effective date is helpful, as a practical matter,
it is unreasonable to believe that my firm has a fair opportunity to reach full compliance. As
currently written, 201 CMR 17.00 goes beyond the legislature’s intent and mandates specific
technologies, creates redundant and confusing rules and does not hold public agencies to the
same standards of the private sector. In many instances the regulatory mandates are not
technically or economically feasible for public or private agencies regardless of size or available
resources. Further, the regulations do not envision the national and global business relationships
that the Massachusetts economy depends on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. The promulgation and implementation of these specific
regulations are in sharp contrast with other states and especially other Massachusetts state
agencies that routinely engage in collaborative discussions with the regulated communities. The
state of New Jersey recognized the need for a vigorous stakeholder analysis. Currently, the State
of New Jersey is currently in a two year process just to promulgate a “pre-proposal” of
regulations that do not yet specify actual implementation deadlines. In fact, on December 15,



2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider and
withdraw the proposed rules it had previously issued on April 16, 2007. New Jersey’s new pre-
proposal provides for a comment period until February 13, 2009. Regrettably, the Massachusetts
regulations do not provide similar time, clarity, recognition of federal regulations nor do they
recognize the significant technological, legal, operational challenges or the significant
investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The regulations should be implemented in a
phased manner to ensure the proper and appropriate level of education and outreach for the
regulated community. The regulations should be further refined and implemented in a phased
manner to ensure the proper and appropriate level of education and outreach for the regulated
community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict or preempt other federal and
state laws without providing any additional substantive protection for Massachusetts consumers,
employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.
Contractual language should be used, not certification, and then on a going forward basis when
contracts with third parties are newly created or renewed. Otherwise the contract and written
certification requirement becomes a never ending, complex, costly, and circular mandate
virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute. A principle or standard should be used
allowing the regulated community to assure an outcome, rather than complying with a single
command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems to identify the potential for the
loss of such data as it moves. The risk assessment approach would be similar to what is required



in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and distracts
focus from the primary goal of ensuring systems are protective of personal privacy

Public sector: Needs to be held to exactly the same standards as the private sector. Personal
data is regularly shared with public entities and is a source of significant data breaches. Failure
of the public sector to adhere to the same standards or requirements undermines public policy
and makes a mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because
these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available
resources.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data privacy
rules that comply with the statute, set standards, recognize existing programs, and invite
innovation. Thank you for considering the long-term implications of these regulations and their
direct impact on my business and the Massachusetts economy.

Sincerely,

G. L. (Lee) Gaudette, 111, CPCU
President

CC: Daniel.OConnell@state.ma.us; dan.crane@state.ma.us; David.Murray@state.ma.us; Michael.W.Morrissey@state.ma.us;
Richard.Moore@state.ma.us; Rep.MichaelRodrigues@hou.state.ma.us; Rep.GeorgePeterson@Hou.State. MA.US;
Rep.JenniferCallahan@hou.state.ma.us
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Testimony of the Greater Boston Chamber of Commerce
Before the Office of Consumer Affairs and Business Regulation
January 16, 2009

The Chamber would like to submit testimony on behalf of its 1,700 members, all of which will be
impacted by the proposed data privacy regulation, Standards for the Protection of Personal Information
of Residents of the Commonwealth [210 CMR 17.00].

First, the Chamber would like to thank the Administration, the Attorney General’s office, and the
legislature for their ongoing efforts on this important matter. We would also like to acknowledge and
applaud the decision last fall by the Office of Consumer Affairs & Business Regulation to delay
effective dates for this regulation. Such delays were absolutely essential for companies seeking to
become compliant with this unprecedented set of new data privacy requirements.

Ensuring data privacy is a goal we all share, and we believe this issue can be addressed in regulation
without significantly impacting jobs, investment, or the overall economic competitiveness of the state.
Implementation delays are a very positive step in that direction — however, there are requirements within
the regulation that we believe merit further discussion and consideration prior to their effective dates:

DEFINITIONS
Personal information: While the definition in the regulation appears straight-forward, there remains
uncertainty among several industries as to whether other customer data would be included in this
definition, either through interpretation or enforcement. A commonly-used example is that of “customer
account numbers” such as are used by utilities. While not explicitly cited in the regulation, companies
are concerned that such account numbers would be treated in the same way as social security or
financial account numbers. Unlike those numbers, customer account numbers cannot be used to
withdraw funds or establish someone else's identity. Excluding “customer account numbers” from the
definition of “personal information” would remove this uncertainty and ensure that such account
numbers are not subject to the statute and the regulations.
» Recommendation: At the end of the last sentence of section 17.02, subsection (c) in the
definition of Personal Information, insert “, nor shall it include non-financial customer accounts
numbers.”

ENCRYPTION
Going-forward basis: We believe encryption should be required only on a going forward basis for any
new investment, upgrade or equipment purchase. New systems could be encrypted in many situations at
additional cost, but adding encryption capabilities retroactively to systems and devices purchased even
just a few years ago could be very difficult and costly. We recommend inserting language that requires
encryption on systems and devices acquired or implemented after the effective date of the regulation.
» Recommendation — Revise subsection (3) of section 17.04 by inserting the following sentence
thereafter: “Encryption requirements in this regulation are applicable to devices, networks, and
systems acquired or implemented after the effective date of this regulation.”

Flexibility in technology: In addition, prescribing specific encryption technologies would prevent
companies from employing cutting-edge solutions in this rapidly evolving field. Our understanding is
that the regulation was not intended to be overly prescriptive in terms of which technologies are used, as
long as the result is the encryption of personal information. Such latitude would enable network-based
content blocking, portable device-disabling “kill pills”, and other next-generation technologies to be
used to meet the requirement. We agree with this thoughtful approach and urge its codification in the
regulation.



> Recommendation: Insert language allowing technological flexibility in meeting encryption
requirements of this regulation.

Clarifying requirements for wireless systems: We urge a revision ensuring that encryption
requirements for wireless systems and devices do not exceed the intended scope of the regulation. Such
a revision would preserve encryption requirements for “transmitted records and files containing personal
information that will travel across public networks,” but would protect against an interpretation in which
the regulation is deemed applicable to other wirelessly transmitted data such as internet packets or
emails (that contain no personal information).

> Recommendation: Strike the last clause in subsection (3) of section 17.04.

INVENTORY

For most companies, the compliance process could take months and even years to complete and will
involve substantial new up-front costs. Also, due to the evolving nature of data stores and systems, an
inventory of the location of every personal data point for Massachusetts residents would have to be
continuously updated, thereby imposing significant ongoing costs and drawing critical resources away
from more important privacy objectives. We recommend an approach that reflects these realities:

» Recommendation: Inserting at the beginning of subsection (h) of section 17.03 the following:
“Companies are permitted to conduct an assessment of the data they retain and the potential loss
of such data. Determinations of compliance with this provision will be based on inserting
language that allows companies to adopt a more risk-based approach grounded in the data they
keep and the potential for the loss of such data.

THIRD-PARTY VENDOR CERTIFICATION

When dealing with third-party vendors, companies typically insist on and negotiate contractual language
guaranteeing the safety and security of their customers’ personal information. Best practices such as this
are essential to securing a company’s reputation, long-term viability, and commitment to its customers.
Many of our larger companies have hundreds upon hundreds of vendor contracts currently in place — the
prospect of having to reopen or renegotiate existing contracts in order to satisfy the vendor certification
process in this regulation would prove immensely costly, time-consuming and, in many cases,
unworkable — especially if vendors are located outside of Massachusetts, are the only vendor offering a
certain product or service in this market, or are simply unwilling to certify compliance to a new code
while under an existing contract.

> As such, we recommend removing third-party vendor certification requirements — striking the
last sentence of subsection (f) in section 17.03 — in favor of a process in which companies are
required to only certify their own compliance.

If the removal of third-party certification cannot be accommodated in the regulation, we strongly urge
the following revisions to at least ensure that such a process is workable:

Eliminate retroactivity of vendor certification, requiring such certifications only as part of new contract
agreements inked after the regulation becomes effective. Requiring certification on a “going-forward”
basis is consistent with the allowances made for public agencies in Executive Order 504, Order
Regarding the Security and Confidentiality of Personal Information. If public agencies are allowed to
certify vendors only on a going-forward basis, companies should be governed by the same principle.
> Recommendation — Strike “After January 1, 2010” in subsection (f) in section 17.03 and insert
the following at the end of this revised last sentence in subsection (f): “The requirements of this
provision are applicable to agreements finalized after the effective date of this regulation.”



Insert language to only require a company to obtain compliance certification from the vendors they
directly contract with. It is our understanding that limiting such a requirement to just the company and
their direct vendor was intended by OCABR in its drafting of the regulation, however codifying
language in the regulation would provide certainty to companies engaging in multi-party transactions —
such as routinely occurs in financial services — that they need not certify each vendor that their primary
vendor utilizes in order to execute a transaction.

» Recommendation — Insert the word “direct” before the term “third-party service providers”

anywhere it appears in subsection (f) in section 17.03.

PERSONAL INFORMATION COLLECTION
The collection and retention of personal customer information has long been a standard and essential
business practice of companies of all size and industry. Overly restrictive limits on both the amount of
information that can be collected and the time that such information can be retained could disrupt long-
standing operational processes at companies, while limiting marketing, advertising and customer service
options and placing Massachusetts companies at a distinct competitive disadvantage. Furthermore, if
companies are compliant with a first-in-the-nation regulation securing and protecting all sensitive or
material personal information, limits on the amount of information collected and the time it can be
retained would be unnecessary.

» Recommendation — Strike subsection (g) of section 17.03 within the regulation.

SMALL BUSINESS COMPLJIANCE CHECKLIST
While we greatly appreciate the responsiveness of OCABR to address the substantial compliance
concerns that persist in the small business community, we believe that implementing a great many of the
items on this checklist would prove unworkable or cost-and-resource prohibitive for small businesses.
Recognizing the already substantial hurdles most small businesses must overcome simply to remain in
business these days, the Chamber believes the checklist should be presented as a “set of possible
options” for small businesses or individuals to consider, rather than a prescriptive set of items that not
only exceed the scope of the regulation, but “require attention in order for a plan to be compliant.” Such
a revision would reflect the intent of the regulation and its allowances for compliance scalability based
on size, scope, type of business, available resources, and need for data security and confidentiality.
» Recommendation — Strike the last sentence in the first paragraph of 201 CMR 17.00
Compliance Checklist and replace with: “The following items, in question and answer, may be
considered as options by small businesses or individuals in evaluating their plan for compliance.

In closing, this regulation will impact companies of all sizes and industries at a time of widespread
budgetary constraints and accelerating revenue and job loss. The cost and operational burden of any
new business regulation must be viewed, in part, through this lens. In addition, lack of awareness
persists among many employers, and uncertainties about compliance and impacts remain among those
employers who are aware of these new requirements. As such, the Chamber looks forward to continuing
this discussion in the weeks ahead and working toward implementing a data privacy regulation that
furthers our commonly shared goals of protecting personal information and growing the economy.
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Dear Secretary O’Connell, |

I am writing to you today as a local small business owner who currently employs 5 full time and
2 part time employees, has been conducting business here in Massachusetts since 1946 and am
very concerned about the mandates currently included in 201 CMR 17.00. As written, these
regulations set a perilous course for my business, state agencies and our shared goals to invest
and protect jobs in the Commonwealth. Iurge the Patrick Administration to engage in a rigorous
stakeholder analysis and to provide an opportunity for comment on the entire set of regulations
within 201 CMR 17.00 with the Department, Attorney General, regulated community and
elected officials, to re-issue an entire set of rules by May 1, 2009 with implementation of the

rules over a two year period. . :

In today’s society the access to personal information and the misuse of such is at the forefront of
day to day operations in any small business. As the owner of a small business the protection of
my client’s personal information is a top priority. The delay in the effective date is helpful, as a
practical matter, it is unreasonable to believe that my company has a fair opportunity to reach
full compliance. As currently written, 201 CMR 17.00 goes beyond the legislature’s intent and
mandates specific technologies, creates redundant and confusing rules and does not hold public
agencies to the same standards of the private sector. In many instances the regulatory mandates
are not technically or economically feasible for public or private agencies regardless of size or
available resources, especially in these troubling financial times. Further, the regulations do not
envision the national and global business relationships that the Massachusetts economy depends
on.

The implications of 201 CMR 17.00 will have a negative impact on “all persons” and all firms
that conduct business in Massachusetts. The promulgation and implementation of these specific
regulations are in sharp contrast with other states and especially other Massachusetts state
agencies that routinely engage in collaborative discussions with the regulated communities. The
state of New Jersey recognized the need for a vigorous stakeholder analysis. Currently, the State
of New Jersey is currently in a two year process just to promulgate a “pre-proposal” of
regulations that do not yet specify actual implementation deadlines. In fact, on December 15,
2008, New Jersey issued its new pre-proposal after determining in April 2008 to reconsider and
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withdraw the proposed rules it had previously issued on April 16, 2007. New J ersey’s new pre-
proposal provides for a comment period until February 13, 2009. Regrettably, the Massachusetts
regulations do not provide similar time, clarity, recognition of federal regulations nor do they
recognize the significant technological, legal, operational challenges or the significant
investments and human talent that many persons and small firms must now face.

The following is a partial list of the issues and solutions that the business community has
identified:

Time: Is needed for collaborative stakeholder process with aggressive interaction by the
Department, Attorney General, regulated community, and elected officials to develop revised
rules to achieve the ultimate goal of compliance. The regulations should be implemented in a
phased manner to ensure the proper and appropriate level of education and outreach for the
regulated community. The regulations should be further refined and implemented in a phased
manner to ensure the proper and appropriate level of education and outreach for the regulated
community

Consistency: Is needed with existing and emerging federal law, and the laws of other states, to
avoid duplication, wasted resources, confusion and undue complexity. The Massachusetts
statute calls for uniformity and consistency with other laws, which is crucial for Massachusetts
businesses and to ensure economic competitiveness. Moreover, there is no benefit to
Massachusetts to impose unique requirements that merely conflict or preempt other federal and
state laws without providing any additional substantive protection for Massachusetts consumers,
employees and other residents.

Contract provisions and written certifications: Are duplicative, confusing, and unnecessary.
Contractual language should be used, not certification, and then on a going forward basis when
contracts with third parties are newly created or renewed. Otherwise the contract and written
certification requirement becomes a never ending, complex, costly, and circular mandate
virtually without end.

Mandatory encryption: Is not mandated in the Massachusetts statute and its prescriptive nature
negates the reasonableness standard within the statute. A principle or standard should be used
allowing the regulated community to assure an outcome, rather than complying with a single
command and control technology.

Inventory: Requirements are complex and counterproductive, drawing resources away from
more important objectives. Creating an inventory of the location of every personal data point is
both unnecessary, resource debilitating and quickly becomes outdated. A better, more
meaningful approach is to undertake a risk analysis of systems to identify the potential for the
loss of such data as it moves. The risk assessment approach would be similar to what is required



in other federal and state contexts.

Information collected and time held: Requirements are problematic and the regulatory
structure does not require such regulations. Restricting data collected and time held are
redundant to the privacy requirements under the statute, and worse wastes resources and distracts
focus from the primary goal of ensuring systems are protective of personal privacy

Public sector: Needs to be held to exactly the same standards as the private sector. Personal
data is regularly shared with public entities and is a source of significant data breaches. Failure
of the public sector to adhere to the same standards or requirements undermines public policy
and makes a mockery of the statute’s purpose

Under these rules “all persons” and firms regulated cannot achieve 100% compliance because
these regulations ignore the fact that many of the technological, legal and operational
requirements are not readily available to “all persons” or firms, regardless of readily available
resources.

Data security is not simple, no one person in a firm can provide the expertise and no one
technological solution will provide security. We must get this right — cost effective data privacy
rules that comply with the statute, set standards, recognize existing programs, and invite
innovation. Thank you for considering the long-term implications of these regulations and their
direct impact on my business and the Massachusetts economy.

o WD QIO

President — Hayden Wood Insurance Agency, Inc.

CC: Local Legislators, (Kéryn Polito, Michael W. Morrissey & Michael J. Rodrigues)



Joint Committee on Consumer Protection and Professional Licensure
201 CMR 17.00

Testimony of Joe Moore, Executive Director
International Health, Racquet & Sportsclub Association (IHRSA)

January 16, 2009

Members of the Committee, thank you for the opportunity to submit testimony on the amendments
to 201 CMR 17.00, Standards for the Protection of Personal Information of Residents of the
Commonwealth, which would extend the compliance date for obtaining certification from third
party service providers to January 1, 2010, and for encrypting portable devices other than laptops to
May 1, 2009.

My name is Joe Moore, and I am the Executive Director for the International Health, Racquet &
Sportsclub Association (IHRSA), the leader in education, research and advocacy for the health and
fitness industry. IHRSA represents 187 health clubs throughout Massachusetts, 7,000 worldwide,
and we are opposed to these amendments as currently written.

First of all, I would like to thank you for taking the time to address an issue that is critical to the
business community: the ever-growing need for greater protection and security of personal
information. As technology becomes more advanced and information is shared at a faster and more
frequent pace, businesses must go to greater lengths to ensure that the confidentiality of such
information is not jeopardized. We recognize the good intentions of the sponsors of these
amendments, and the members of this Committee, who clearly have the safety of all Massachusetts
residents in mind.

However, I am concerned that the amendments, as currently written, are not technically or
economically feasible in the time that is allotted for compliance. Compliance with these regulations
will require a significant amount of financial resources, time and personnel, on behalf of all health
clubs. Although the delay in the effective date is helpful, roughly five months to execute all
necessary steps and acquire the necessary resources (financial and otherwise) does not give clubs a
fair opportunity to reach compliance.

The immediacy of the financial investment that would be required to reach compliance would place
an enormous strain on health clubs, many of who are already struggling during this difficult
economic period. While these regulations are well intentioned, they could exacerbate the fiscal
strain that is currently on our economy. Also, business size is not indicative of operational costs.
Many smaller health clubs do not have the financial resources to invest in costly encryption
hardware and software.

Further extending the compliance date will allow time to ensure that all health clubs are aware of
and understand the regulations. We support the idea that health clubs would benefit from greater
clarity regarding compliance according to company size and available resources. This will decrease
the risk of clubs being out of compliance and having to face penalties.

I thank the Committee for your time and I would be happy to answer any questions that you may
have.
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By electronic mail to David.Murray@state.ma.us

David A. Murray, General Counsel

Office of Consumer Affairs and Business Regulation
Suite 5170

10 Park Plaza

Boston MA 02116

Re: Public Hearingson “ Standardsfor the Protection of Personal
Information of Residents of the Commonwealth,” 201 CMR 17.00, held
January 16, 2009

Dear Mr. Murray:

The Investment Adviser Association' welcomes the opportunity to comment on
amendments extending time for compliance with the provisions of Code of
Massachusetts Regulations at 201 CMR 17.00, originally promulgated as emergency
regulations on November 14, 2008. By these amendments, the Office of Consumer
Affairs and Business Regulation (OCABR) has delayed the effective date of this set of
information security rulesto May 1, 2009.

The IAA supports the Commonwealth’s goal of preventing and addressing
security breaches and enhancing the security of its residents personal information. We
respectfully submit, however, that SEC-registered investment advisers already subject to
extensive privacy regulations should be exempted from the requirements of the
Massachusetts 201 CMR 17.00 regulations. In the absence of such exemption, we support
the amendments extending time for compliance but also request additional time beyond
May 1, 2009 to comply with the 201 CMR 17.00 regulations. Finally, we suggest that the
Office of Consumer Affairs and Business Regulation post all comment letters and
responses on its Web site for public review.

! The Investment Adviser Association (IAA) isanot-for-profit association that represents the interests of
SEC-registered investment adviser firms. The Association’s membership consists of investment advisory
firmsthat manage assets for a wide variety of ingtitutional and individua clients, including pension plans,
trusts, investment companies, endowments, foundations, and corporations. Fifty-seven IAA member firms
have headquartersin Massachusetts. For more information, please visit our web site:
www.investmentadviser.org.

2 The OCABR convened a hearing on the extensi ons-of-time amendments on January 16, 2009 and is
accepting written comments until January 21, 20009.

1050 17th Street, N.W., Suite 725 - Washington, DC 20036-5514 - 202.293.4222 ph 202.293.4223 fx - www.investmentadviser.org
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1 M assachusetts should provide an exemption from 201 CMR 17.00
regulationsfor SEC-registered investment advisers.

SEC-registered investment advisers are subject to a strict fiduciary duty that
requires maintaining the confidentiality of client information. In addition, such advisers
are subject to extensive privacy requirements under federal law.

Congress enacted the Gramm-Leach-Bliley Act (GLBA) to ensure the privacy and
security of non-public personal information relating to individual “consumers’ who
become “customers’ of such ingtitutions. 1n 2000, the SEC adopted Regulation S-P,
which implemented the GLBA information safeguards and privacy notice requirements,
aswell asrestrictions on sharing “consumer” and “customer” non-public personal
information.®

Regulation S-P requires investment advisers to adopt written policies and
procedures reasonably designed to ensure the security and confidentiality of customer
records and information, protect against anticipated threats and hazards to the security or
integrity of customer records and information, and protect against unauthorized access to
or use of customer records and information that could result in substantial harm or
inconvenience to any customer. In addition, advisers must provide an initial notice of
their privacy policies and practices upon entering into a customer relationship and prior
to disclosing nonpublic personal information about a consumer to a nonaffiliated third
party. Advisersare required to deliver annual notices to cusomers with whom an
ongoing relationship exists and to permit consumers, via an opt-out notice, to prevent
disclosure of nonpublic personal information to certain nonaffiliated third parties.
Further, under Rule 206(4)-7 of the Investment Advisers Act (the compliance program
rule), advisers are required to review their privacy policies and procedures annually to
evaluate and address their effectiveness.

In addition, the Fair Credit Reporting Act (FCRA) protects the privacy of
individuals who are the subject of consumer reports. FCRA was amended by the Fair and
Accurate Credit Transactions (FACT) Act of 2003, which added to FCRA a requirement
that the relevant federal regulators issue regulations ensuring that any person that
maintains or possesses consumer information derived from “consumer reports’ for a
business purpose “properly dispose” of any such information. The SEC implemented this
requirement by amending Regulation S-P in 2004 to govern disposal of consumer report
information.” In 2008, the SEC proposed amending its rules to impose even more
specific requirements for safeguarding information and responding to information
security breaches and to broaden the scope of information covered by both the safeguard

3 See Privacy of Consumer Financial Information (Regulation S-P), Final Rule, SEC Rel. No. IA-1883,
File No. S7-6-00 (June 22, 2000).

* Disposal of Consumer Report Information, SEC Rel. No. 1A-2332, File No. S7-33-04 (Dec. 2, 2004).



and disposal provisions authorized separately by the GLBA and the FACT Act.’> This
proposal is still pending.

Because SEC-registered investment advisers are already subject to an extensive
federal regulatory regime governing protection of personal information, we respectfully
submit that the Massachusetts requirements are not needed to protect Massachusetts
clients of advisers and would impose unnecessary costs and burdens.® As your office and
the Commonwealth of Massachusetts continue to consider further this legislation and its
implementation, we strongly urge you to provide such an exemption.

2. M assachusetts should provide adequate time for implementation.

If advisers are not exempted from 201 CMR 17.00 regulations, they will require a
significant amount of time to implement the new rules. The IAA supports and commends
the OCABR for providing the current extensions of time for implementation, but requests
alonger period of time for compliance. A phase-in period of at least 18-24 months would
seem appropriate for the extensive requirements of the Massachusetts regulation.

For example, advisers will need to review and revise their policies and procedures
to address specific Massachusetts requirements, identify and inventory information flows
at the firm, fully assess a wide range of internal and external security risks, set up
documentation systems, train staff, and perform ongoing monitoring. Most significantly,
extensive time is needed to identify and implement new technology and any software and
hardware upgrades needed to comply with the Commonwealth’s far-reaching
requirements regarding security procedures for computer systems, including wireless
networks. Such efforts, both in time and cost, should be considered in light of the
stressors of current economic conditions affecting the financial servicesindustry. The
Commonwealth should permit these coststo be incurred over alonger period of time.

Similarly, the Massachusetts regulation imposes exceedingly broad requirements
on firms in overseeing their service providers and their use of appropriate technology to
safeguard personal information, and to obtain certifications of compliance with
Massachusetts requirements. Adviserstypically retain numerous service providers that
may have access to personal information, including employees’ personal information,
such as providers of payroll, tax, accounting, legal, technology, compliance, and
employee benefits services (e.g. retirement plans and health, life, and disability
insurance), not to mention service providers related to the adviser’ s core investment
management services, such as broker-dealers, banks, subadvisers, and portfolio and
accounting system providers. Requiring an adviser to assure that each of these service
providers adequately safeguards personal information consistent with the

® Part 248 - Regulation S-P: Privacy of Consumer Financial Information and Safeguarding Personal
Information, SEC Rel. No. |A-2712, File No. S7-06-08 (Mar. 4, 2008) (Proposing Release).

® ThelAA isalso concerned that the Commonweal th may seek to apply its regulatory requirements beyond
itsjurisdictional reach.



Commonwealth’ s requirements will involve substantial time and effort. Indeed,
Massachusetts should consider a transition rule that would permit amendments to service
provider contracts when contracts are renewed or renegotiated rather than revisions en
masse.

3. The Office of Consumer Affairsand Business Regulation should post all
comment lettersand responses on its Web sitefor public review.

We understand that the OCABR has received numerous comment letters on this
regulation and related hearings. We suggest that the OCABR post all comment letters
and responses on its Web site for public review. The visibility and transparency of the
OCABR deliberative process would be enhanced if members of the public could easily
read and review each comment letter and any response from the OCABR or other
Massachusetts official.

Conclusion
We appreciate the opportunity to provide our views on these important issues.
We would be pleased to provide any additional information that the OCABR or its staff
may request. Please do not hesitate to contact Karen L. Barr, IAA General Counsel, or
the undersigned with any questions regarding these matters.

Respectfully submitted,

(7t N s

Paul D. Glenn
Counsel



TESTIMONY OF THE INVESTMENT COMPANY INSTITUTE
BEFORE THE OFFICE OF CONSUMER AFFAIRS AND BUSINESS REGULATION

My name is Tami Salmon and I am here today representing the mutual fund
members of the Investment Company Institute. The Institute is the national
association of the U.S. mutual fund industry. Members of the Institute operate in all 50
states, as well as internationally; they manage total assets of almost $10 trillion; and they
serve over almost 93 million shareholders. As regards the Commonwealth,
approximately half of the households here own at least one mutual fund and these
shareholders account for approximately $290 billion in mutual fund assets.
Massachusetts remains the epicenter of the mutual fund industry with Massachusetts
investment companies managing $2.4 trillion in assets, or 21% of the total industry
assets. Importantly, these companies are also large employers in the Commonwealth,
employing over 33,000 persons, or approximately 20% of the total employees in the
industry. Many of the Institure’s members have joined me here today. It is because of
the importance of the Commonwealth to the mutual fund industry, and the industry’s
concerns with the new data security standards that I am here today to discuss the recent

extension of the compliant date attached to the Standards.

M
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As a preliminary matter, I want té stress that mutual funds have long taken
seriously their obligation to protect the confidentiality and integrity of non-public
consumer information. This obligation derives not only from requirements imposed on
us under Federal law, but on each fund’s interest in protecting its b;and image. Our
industry depends on investors’ trust to survive and an important component of that
trust is protecting the confidentiality, security, and integrity of shareholders’
information, regardless of where that shareholder may reside. It is for this reason that
our members have spent tens of millions of dollars on their information security systems
and why they continue to revise them as necessary to ensure they address new and

emerging vulnerabilities and threats, and adopt security new technologies as appropiate.

Notwithstanding that commitment to data privacy, I am here today both to
express the very serious concerns our members have with the manner and substance with
which the Department of Consumer Affairs and Business Regulation undertook
rulemaking under Chapter 93H and to comment on the emergency rules issued in
December. Asyouknow, lﬁy appearance today is not the first time the Institute has

expressed these concerns.

W
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To recap briefly, we first expressed concerns with the proposed rules on January
10, 2008. Shortly after their adoption, by letter dated October 8, 2008, we expressed our
concerns with their extra-territorial impact and their aggressive compliance date. On
November 17%, I met with representatives of the Department along with 17 mutual
fund companies to again express our serious concerns with the overly prescriptive
requirements of the rules and the aggressive compliance date. On November 19, 1
testified before the Legislature’s Joint Committee on Consumer Protection and
Professional Licensure regarding our concerns with the rules. On November 26%, at the
request of the Department as a follow-up to our November 17* meeting, I filed a
lengthy letter with the Department on behalf of mutual funds identifying very specific
issues of concern, including the compliance date, and seeking clarification of various
requirements. On December 12%, after attending the conference of the National
Association of State Treasurers, where the Standards were discussed in detail and state
officials expressed serious concerns with their potential application to such states’
activities, I again wrote to the Department. My last letter to the Department, which was
sent on December 24% identified each of the issues from our November 26™ letter that

the Department either failed to address or did not address in a meaningful way.
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I provide this history by way of background regarding our efforts to clearly
present to the Department the serious concerns mutual funds have with the
prescriptive, vague, and impractical provisions comprising the Standards. Because these
efforts, to date, have been largely unsuccessful in opening a fruitful dialogue with the
Department, I am here again today, to reiterate these concerns in the context of the

- emergency rules.

Since today’s hearing is ostensibly focused on the Department’s recent extension
of the compliance dates attached to the Standards, I want to first address this issuc.
When we met with you on November 17, we expressly asked you how the Department
determined the new compliance date and who the Department has consulted to
determine their appropriateness. From the response we received, it appears that the
Department did not consult anyone from the private sector but determined the new
dates were reasonable. We respectfully disagree with your determination. As presented
in our previous correspondence, we know from our direct experience implementing

Federal rules that, to the extent they can be implemented, it will take mutual fundsa

minimum of two years to implement fully the Standards’ requirements.
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Notwithstanding the absence of its own empirical evidence, tHe Department
“believes,” that we can accomplish compliance by May 1* for all provisions in the
Standards except encryption of portable devices and receipt of certifications, which it
believes we can comply with by January 1,2010. The Department has also indicated
that the May 1* compliance rule is intended to enable persons to implement the rules at
the same time they implement the Federal Trade Commission’s new “Red Flag
Guidelines,” which also have a compliance date of May 1*. This presumably reflects the
idea that the two regulatory systems are somehow linked and some efficiency flows from
the choice of a joint compliance deadline. We find aligning these two compliance dates
to be mosf peculiar in light of the fact that there are no regulatory similarities between
the Massachusetts rulés and the FTC’s rules. Moreover, many persons subject to
Massachusetts’ rules — including many mutual fund companies — are not subject to the
FTC’s rules because they do not permit third-party payement from their shareholders’
accounts. Accordingly, we are at a loss to understand why, in the Department’s view, it is
appropriate to link any compliance date for its rules to the FTC’s compliance date. We
would add, however, that for those companies that are subject to the FTC’s rule, the

FTC has provided a compliance period of 18 months - which is far more time than the
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Department is providing persons to comply with its rules, even though the FTC’s rules

are far less complex than the Department’s rules.

While I know, based upon a Department letter to me, that the Department
believes our members should have begun implementing the rules as soon as they were
proposed for comment a year ago, such a response undermines the public comment
process. Iam not aware of any business that would expend considerable time, energy,

and resources on rule requirements that may or may not be adopted some day.

Because mutual funds’ concerns are well documented through our previous
correspondence, meetings, and testimony, I will not waste your time today by dwelling
on them in any great detail. I will, however, provide them in hard copy this afternoon so
that they become part of the administrative record of this rule making. Given the
nature of this hearing, which is the question on an appropriate time frame for these
regulations, I believe it appropriate to outline for the record the nature of these concerns
and suggest to you that compliance dates of May 1** and January 1*, 2010 are not

appropriate because of the complexity of these issues:
pprop plexity
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e First, the rules appear to exceed the Department’s statutory authority because
they are not “consistent with” federal law as required by Chapter 93H. Nor do
the rules provide sufficient flexibility based on a person’s size, scope, type of
business, amount of resources, amount of stored data, and need for the security
and confidentiality of information as also required by Chapter 93H;

e Second, the rules will impede interstate commerce because they will preclude
the free movement of information until persons wholly outside the
Comimonwealth are willing to subject themselves to the Commonwealth’s
requirements and affirm so in writing;

e Third, contrary to the Commerce Clause of the U.S. Constitution, the rules
appear to impermissibly subject other states to the Commonwealth’s regulatory
requirements and enforcement authority and, as I have already personally heard,
your sister states are not willing to submit to your authority and have no intention
of receiving only encrypted information, modifying their contracts with our
members or others to affirm their compliance with Massachusetts law, or

providing certifications regarding their compliance as the Standards require them

to do; and
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e Fourth, the rules are overly prescriptive and take a one-size-fits-all approach to
data security, which makes them difficult to implement and, ironically, less
effective. The difficulty mutual funds, among others have in implementing the
rules is exacerbated by the Department’s unwillingness or inability to address very
specific issues raised by the rules — for example, who is a third-party vendor?

Without knowing with precision the answer to this question, persons subject to

the rules cannot implement them with any degree of compliance certainty.

These comments highlight but a few of our concerns with the rules and the
deficiencies in the emergency amendment to them issued last December. Other concerns
we have raised with the Department that remain unresolved include provisions in the
rule relating to encryption, the definition of key undefined terms, and the meaning of
ambiguous provisions. Each of these have been amply documented in our

COI.'I'CSPOIldCHCC to the Departmcnt.

In closing, I want to briefly raise two additional issues, one of which I understand
was raised by Senator Morrissey in a recent letter to Secretary O’Connell and relates to
the economic impact of implementing the Standards. I continue to see quotes in the

press from Department regarding the de minimis fiscal impact of the Standards and I
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bélieve that, if the Department believes its own quotes, it needs t.o undertake a far more
rigorous analysis of the fiscal impact of the Standards than it has done to date. Our
members expect to spent millions of dollars implementing the rules. Indeed, the
testimony presented at the December legislative hearing indicated the serious concerns
businesses — from the smallest companies to the largest — have with the costs they will
incur implementing the rules. Ilook forward to seeing the Department’s response to
Senator Morrissey’s request for any serious and credible fiscal analysis that was

conducted in accordance with the rules’ adoption.

The final matter I want to raise and which is most instructive to this hearing on
the emergency rule is New Jersey’s recent experience in adopting rules to regulate data
security and privacy. Like Massachusetts, New Jersey originally proposed overly
prescriptive and unworkable rules that were not consistent with federal law, that did not
provide flexibility in their implementation, and that would have been unduly
burdensome and costly to implement. Unlike Massachusetts to date, however, New
Jersey listened to these concerns. The New Jersey administrators went back to the

drawing board and substantially revised their regulations. The revised version has been

—w
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pre-proposed for comment by affected persons and the public to make sure New Jersey

“gets it right” before even pursuing the official rule adoption process.

We believe that, by listening to the regulated community, New Jersey has gotten
it right and we support their revised regulations. Their pre-proposed rules represent a
well-reasoned, balanced approach to privacy and data security. It took New Jersey two
years to get their data security regulations right (not including the actual time for
implementation) and pre-proposed for comment. I respectfully submit to you that
Massachusetts simply cannot get it right without first listening to and hearing the
concerns of business and working together with the business community. Moreover, as
indicated by New Jersey’s experience, getting it righ involves a deliberative process where

substance takes precedence over haste.

In Senator Morrissey’s recent letter to Secretary O’Connell, he suggested that in
lieu of Massachusetts reinventing the wheel, it should be able to adopt the standards and
protections used in other jurisdictions which ensure “a more seamless transaction and
also data protection”. We wholeheartedly concur with Senator Morrissey. In light of

the near unanimous opposition to the current form of the rules, we strongly recommend

TAVESHIIENt Company Inehimie o 1 £ o ————————————
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that the Department heed Senator Morrissey’s advice and consider using New Jersey’s
approach as its guide — incorporating a withdrawal of the current rules, engaging in a
meaningful dialogue with persons subject to the rules, , re-promulgation of new rules
that are both compliant with the express languge of Chapter 93H and consistent with
Federal law, and that appropriately balance the concerns of national and international
businesses with the state’s interest in protecting nonpublic personal information held by
persons conducting business in the state. Additionally, this process should ensure that,

upon adoption, the public is provided ample time to comply with the rules.

Thank you for your time. My industry stands ready to assit the Department in

adopting rules that are effective and achieve the goals the Legislature created.

Investment Company Institute, January 16, 2009 Page 11




ﬁ INVESTMENT
‘ E 4 COMPANY
V. “%.q0 B INSTITUTE

1401 H Street, NW, Washington, DC 20005-2148, USA
202/326-5800 www.ici.org

January 10, 2008

M. Bryan Jamele, Legal Services Administrator
Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Re:  Proposed 201 CMR 17.00, Standards
for the Protection of Personal
Information of Residents of the
Commonwealth

Dear Mr. Jamele:

The Investment Company Institute is writing to oppose strongly the Office of Consumer
Affairs and Business Regulation’s (the “Office”) adoption of the proposed “Standards for the
Protection of Personal Information of Residents of the Commonwealth,” 201 CMR 17.00 (the
“Standards”), which seeks to implement the provisions of the Massachusetts General Laws Chapter
93H.! The Institute is particularly concerned with the fact that the proposed Standards (1) seem to go
far beyond what the Office’s authority under Chapter 93; (2) are misguided in secking to imposc a
“one-size-fits-all” and staric approach to information security; and (3) sweep so broadly that they will
have an extra-territorial impact that likely exceeds the Office’s authority and offend Massachusetts’
sister states. Each of these issues, and others, is discussed in more detail below.

As a preliminary matter, members of the Institute have long taken seriously their obligation to
protect the confidentiality and integrity of non-public consumer information. Indeed, the report

! The Investment Company Instirute (“ICI”) is the trade association of the U.S. mutual fund industry. ICI
secks to encourage adherence to high ethical standards, promore public understanding, and otherwise advance
the incerests of finds, their shareholders, directors, and advisers. Members of ICT manage total assets of $12.70
crillion and serve almost 90 million shareholdersICI members include 8,781 open-end investment companies

(mutual funds), 665 closed-end investment companies, 428 exchange-traded funds, and 4 sponsors of unit
investment trusts.
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recently issued by the President’s Identity Theft Task Force, Combating Identity Theft, noted that the
federal regulator of the Institute’s members, the U.S. Securities and Exchange Commission, “has
actively examined securities firms to determine whether they have policies and procedures reasonably
designed to protect their customers from identity theft. ... The SEC has not yet found any deficiencies
during its examinations that warranted formal enforcement actions.”

Because of the brevity of time provided to members of the public to comment upon the
proposed Standards, our comments are not as specific or extensive as we would prefer. However, we
trust they will convey the very serious concerns we have with the u/tra vires nature of the proposal and
the deleterious impact it will have on our members #hroughout the United States with shareholders who
are residents of Massachusetts.

I. THE PROPOSED STANDARDS EXCEED THE OFFICE’S AUTHORITY UNDER THE ACT

Primary among the Instirute’s concerns with the proposed Standards is the fact that, contrary
to implementing the Chapter 93H, they attempt to wholly rewrite Chapter 93H'’s provisions. Indeed,
as applied to the private sector, the law’s provision is quite simple. It states in relevant part:

The department of consumer affairs and business regulation shall adopt regulations relative to
any person that owns or licenses personal information about a resident of the commonwealth.
Such regulations shall be designed to safeguard the person information of residents of the
commonwealth and_shall be consistent with the safeguards for protection of personal

information set forth in the federal regulations by which the person is regulated. See Section
2 of Chapter 93H.

The privacy practices of the Institute’s members, as registrants with the U.S. Securities and Exchange
Commission, have been regulated under Title V of the Gramm-Leach-Bliley Act since its enactment.
Such practices are additionally subject to the rules adopted by the SEC under the Act to implement its
provisions. Our members, and other financial institutions subject to the GLB Act are precisely the
types of entities that are referred to in the above provision. Accordingly, as applied to our members and
other similarly situated entities, Massachusetts law reguires that the regulations implementing Chapter
93H “be consistent with the safeguards for protection of personal in ormation” adopted by the SEC
or the other federal regulators. And yet, contrary to this mandate, there is no provision in the proposed
' Standards that excludes or exempts federally-regulated entities from having the required
“comprehensive information security program,” including computer system security requirements. For
some reason unknown to us, the proposed Standards completely ignore this statutory limit on the
Office’s rulemaking authority under Chapter 93H. Ata minimum, to be consistent with the Office’s

2 See The President’s Identicy Theft Task Force, Combating Identity Theft, Volume I1: Supplemental Information (April
2007) at p. 13.
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authority under Chapter 93H, the proposed Standards need to expressly exclude federally-regulated

financial institutions from their coverage.

II. THE PROPOSED STANDARDS ARE A MISGUIDED APPROACH TO PROTECTING THE
PERSONAL INFORMATION OF MASSACHUSETTS’ RESIDENTS

Were we legally subject to the proposed Standards, we would be concerned with the face that
their proposed approach to computer security is very misguided. This is because the Office scems to be
mandating a static, “one-size fits all” approach to its requirements, particularly those relating to
computer security. While the Office’s proposed computer security requirements appear to be based on
the PCI Data Security Standards, it bears noting that such standards were developed for the payment
card industry. Notwithstanding, this, the Office proposes to apply the standards developed for the
payment card industry to 4/ businesses and public entities without regard to the nature of such business
or entity, its size, complexity, the types of records or information it collects and maintains, its
information security needs, vulnerabilities, or existing system security, or the appropriateness of
applying the payment card industry’s standards to such entities. We are aware of no other provision
under state or federal law that indiscriminately imposes on all businesses and public entities computer
security system requirements of the nature proposed by the Offices. Indeed, even the regulations adopted by
the federal regulators of financial institutions under the Gramm-Leach-Bliley Act take into account the

nature of the financial institution and do not just cavalierly subject all federally-regulated institutions to
identical requirements.

It also bears noting that, the more standardized security is, the easier it is to defeat, particularly
on a large-scale basis. It is for this reason that, for example, the federal Department of Homeland
Security has proposed to permit each nuclear facility in the United States to determine its own type and
level of security rather than the Department imposinga “one-size-fits-all” standard on each such facility
that, when compromised at one facility, is capable of being compromised at all facilities. It scems both
inexplicable and naive that the Office-would take a less enlightened approach to computer security.
Instead, for those entities that will be subject to the Standards, the Office should ensure that its basis for
such Standards is more principled and meaningful rather than rakinga shortcut that subjects all entities

to identical security standards without regard to their size, how critically sensitive their information,
the extent of their vulnerabilities, and their resources.

Along these lines, we are quite confused by a provision in the proposed Standards that we
recommend be addressed during the rulemaking process. This confusion derives from the language in
proposed Section 17.03 that precedes the required contents of a “comprehensive information security
program.” While Section 17.03 lists, in detail, the required elements of a comprehensive information
security program, this prefatory language provides that whether such program meets the requirements
of the Standards “shall be evaluated” taking into account certain factors such as the size of the business,
the amount of its resources, the amount of its stored data, and the need for the security and
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confidentiality of its data. Ifevery entity has to establish a comprehensive information security
program that, at 4 minimum, consists of the required elements set forth in Section 17.03, what is the
purpose of this prefatory language? For example, at what point does it become relevant whether, in the
Office’s view, the entity has spent a sufficient amount of resources on its program® — and what expertise
does the Office have to assess this? Either entities have to comply with each of the elements set forth in
Section 17.03 or they do not. If they do, at what point are these additional factors relevant? Indeed,
their mere inclusion seems, at best, contradictory to the requirements set forth in Section 17.03 and, at
worst, an implication that, based on these factors, some entities may need to do more than the
Standards require. To climinate this confusion, we recommend that the Office delete this prefatory

language.

II1. THE PROPOSED STANDARDS WOULD HAVE EXTRA-TERRITORIAL IMPLICATIONS THAT
EXCEED MASSACHUSETTS’ AUTHORITY

By their wording, the proposed Standards are limited in application to “every person that owns,
licenses, stores, or maintains personal information about a resident of the Commonwealth.” In our
view, however, they need to be further limited in scope to ensure that they do not run afoul of
Massachusetts’ authority under Federal law and are respectful of the laws of the sister states of
Massachusetts. Mutual funds are a perfect example to demonstrate the problematic reach of the
proposed Standards. There are approximately 8800 mutual funds domiciled in the United States. Itis
not uncommon for these companies to have shareholders in a variety of states, if not in every state.
Under the proposed Standards, a mutual fund located in California, or Texas, or North Dakota that
has ever one resident of the Commonwealth as a shareholder would be required to adbere to the
proposed Standards with respect to that sharebolder. To do so, the fund would have two choices:
have separate and distinct information security policies for that one shareholder’s information,* or
apply the Standards to the entirety of its business.> Because the first option is impractical, the fund’s
only practical choice may be to subject the entirety of its business to the Massachusetts Standards.
California, however, may not agree with the Massachusetts Standards and determine to develop its own
standards tha, in their view, are superior to those of Massachusetts. What is our mutual fund to do in
this situation? Is it expected to start segregating its shareholders based on their state of residency and
employing the security practices of the variety of states where its shareholders reside? Such a resuleis

3 We are particularly troubled by the implication in this language that the Office believes it has legal access to the budgets of
every entity — regardless of where located or domiciled — that maintains personal information on Massachusetts residents as
well as the legal authority to determine that such entity is spending an appropriate amount of its resources on its
comprehensive informarion security program.

4 This is likely an impossible option based on the required elements of the program. For example, is the fund supposed to
somehow inventory only those documents related chis shareholder and conduct information audits of just this account?

5 We believe thar Massachusetts' sister states would be as offended as we are by the Office atrempting to export its
regulations into those states.
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both incredibly unrealistic and problematic. Most importantly, however, it would impede the ability of
. narionwide business to conduct business efficiently and effectively on a nationwide basis. This is why
Congress, in passing the Gramm-Leach-Bliely Act, deferred to the federal regulators of financial
institutions to adopt regulations that would be uniform throughout the United States and not subject
financial institutions to privacy regulations that differed by state. We strongly suspect that this
consideration was also behind the wisdom of the General Court of the Commonwealth of
Massachusetts when it expressly prescribed that, any rulemaking by the Office under Chapter 93H
“shall be consistent with the safeguards for the protection of | personal information set forth in the

federal regulations by which the person is regulated.”

We respectfully request that the Office heed the wisdom of the General Court and provide an
express exclusion for federally-regulated institutions.

[ 0 O O

As noted above, the brevity of the comment period precludes the Institute from providing more
detailed comments on our concerns with the specific provisions within the Office’s proposed Standards
and their related costs. However, we hope the above comments communicate our very serious and
grave concerns with the proposal and why the Institute strongly opposes its adoption. We appreciate
the opportunity to share our views with the Office and we hope our comments are given the utmost
consideration by the Office during the rulemaking process.

If you have any questions concerning these comments, please contact the undersigned by phone

(202-326-5825) or email (tamara@ici.org).

Sincerely,
/s/

Tamara K. Salmon
Senior Associate Counsel
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October 8, 2008

Mr. David Murray, General Counsel

Massachusetts Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170

Boston, MA 02116

Mr. Scott Schaeffer

Office of the Massachusetts Attorney General
One Ashburton Place

Boston, MA 02108

Re:  Mutual Fund Compliance with the
Standards for the Protection of
Personal Information of
Commonwealth Residents

Dear Messrs. Murray and Schaeffer:

1 appreciate the time you took yesterday morning to discuss concerns of the mutual fund
industry with the compliance date of the Standards for the Protection of Personal Information of
Residents of the Commonwealth (the “Standards”), which were recently adopted by the Office of
Consumer Affairs and Business Regulation (the “Office”). As you know, the Standards have a
compliance date of January 1, 2009. For the reasons set forth below, the Investment Company
Institute,’ on behalf of the mutual fund industry, is writing to request that this extension date be
postponed until January 2011. While this may seem like an unduly long extension, based upon the
unique structure of our industry and our recent experience in complying with regulations of the
Securities and Exchange Commission (“SEC”), we believe it will take two years for the mutual fund

! The Investment Company Institute is the national association of U.S. investment companies, including mutual funds,
closed-end funds, exchange-traded funds (ETFs), and unit investment trusts (UITs). ICI seeks to encourage adherence to
high ethical standards, promote public understanding, and otherwise advance the interests of funds, their shareholders,
directors, and advisers. Members of ICI manage total assets of $12.11 willion and serve almost 90 million shareholders.
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industry to comply with the new rigorous standards. Moreover, considering the current turmoil in our
financial markets, we believe this is the wrong time to impose upon the industry new rigorous
regulatory requirements that will result in significant and costly burdens on the industry.> As there was
no cost benefit analysis published in connection with either the proposed or adopted versions of the
rule, the Office may be unaware of the significant costs and burdens that compliance with the
Standards will impose on the mutual fund industry.

As a preliminary matter, the Institute presumes that, consistent with rulings of the U.S.
Supreme Court under the Commerce Clause, it is not the intent of Massachusetts to impose the
Standards on persons outside the boundaries of Massachusetts.® Indeed, were Massachusetts to take the
view that the Standards apply to persons outside the Commonwealth, such a view would create a real
and impermissible risk of inconsistent regulations by different states. Moreover, such interpretation
would seem to regulate impermissibly the conduct of Massachusetts’ sister states in their treatment of
information about residents of Massachusetts. For example, most every state today has established an
education savings plans pursuant to Section 529 of the Internal Revenue Code. It is not unusual for
residents of one state to buy another state’s 529 plan. As such, it is likely that Massachusetts residents
have invested in 529 plans offered by one or more of Massachusetts’ sister states. Because the opening
and maintenance of a 529 plan account requires the sharing of personal information, undoubtedly
some, if not all, of Massachusetts’ sister states are in possession of personal information relating to
Massachusetts’ residents. We suspect that such states would take great offense if Massachusetts took
the view that the Standards apply to such states and that Massachusetts has enforcement authority over
such states to the extent necessary to enforce compliance with the Standards. Because there is no carve
out, in either the law enabling promulgation and adoption of the Standards or in the Standards
themselves, that would relieve Massachusetts’ sister states from having to comply with the Standards,
we presume that it is the Commerce Clause that provides such protection and such protection has
equal application to all persons located outside the Commonwealth.

Because Boston is often referred to as the home of the mutual fund industry, limiting the
application of the Standards to persons within Massachusetts’ boundaries will still have a major impact
on the mutual fund industry. Indeed, some of the largest mutual fund companies and their service
providers are domiciled in Massachusetts. It is for this reason that we strongly encourage the Office to
consider how the Standards will impact mutual fund companies located in Massachusetts.

* Our members are currently in the throes of complying with a rule recently adopted by the Federal Trade Commission thar
has an effective date of November 1, 2008 and that requires all financial institutions, including mutual funds, to have
written identity theft prevention programs in place. While both the FTC's rule and the Standards seem calculated towards
the same end - protection of accountholder information to prevent identity theft — the two rules bear little resemblance to
each other and, consequently, impose very different requirements on mutual funds that must comply with both. See FTC

Rule 681.2.

3 See, e.g,, CTS Corp. f Dynamics Corporation of American, 481 U.S. 69 (1987) and Healey et al. v. The Beer Institute et al.,
491 U.S. 109 (1989).
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THE UNIQUE STRUCTURE OF THE MUTUAL FUND INDUSTRY

Unlike other companies, mutual funds are not operating companies with employees in the
craditional sense. Instead, they are externally managed and rely upon third parties or service providers
to invest fund assets and carry out the fund’s business activiies. These service providers include, among

others, the fund’s:

e Investment Adviser — which is regulated under the Investment Advisers Act of 1940 and
which manages the fund’s portfolio according to the objectives and policies described in the
fund’s prospectus. In addition to its investment adviser, a fund may have one or more sub-
advisers that are charged with managing portions of a fund’s portfolio.

e Principal Underwriter — which is regulated under the Securities Exchange Act of 1934 and
which is charged with selling the fund’s shares, cither directly to the public or through other
firms (e.g., broker-dealers). It is not uncommon for the fund’s principal underwriter to enter
into agreements with thousands of broker-dealers, bank trust departments, third-party
administrators of pension plans, insurance companies (through variable annuity separate
accounts), and others to distribute the fund’s shares throughout the United States.

e Transfer Agent — which is regulated under the Securities Exchange Act of 1934 and which
executes shareholder transactions and maintains records of transaction and other shareholder
account activity.

o Custodian — whose activities on behalf of the mutual fund are regulated under the Investment
Company Act of 1940 and who holds the fund’s assets and maintains them separately to
protect shareholders’ interests.

o Administrator — which oversees the performance of the companies that provide services to the

fund and ensures that the fund’s operations comply with applicable federal and state law
requirements.

In addition to the above, funds also utilize independent public accountants and auditors to
certify the fund’s financial statements and audit the fund’s activities; mailing services that print and
mail informarion to fund shareholders; banks that may be affiliated with a sharcholder’s account;

information storage facilities (¢.g., Iron Mountain); information destruction services; and others.

The unique structure of mutual fund companies requires them to engage with a variety of
entities in order to operate the business of a mutual fund, which includes, among other things, effecting

offers and sales of the fund’s shares, processing fund transactions, and maintaining records regarding the
fund’s operations and its compliance with federal law.

THE STANDARDS’ REQUIRED CERTIFICATION

Among other issues, the Institute is particularly concerned with the provision in the Standards
that requires mutual funds, asa condition to sharing information with any third-party service provider,
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to “obtain from the third-party service provider a written certification that such service provider has a
written, comprehensive information security program that is in compliance with the provisions of [the
Standards].” See201 CMR 17.03(f). As a result of this provision, a mutual fund would be prohibited
from sharing information — as required by federal law as necessary to process a transaction requested by
a mutual fund shareholder — without having in hand a written certification from the recipient of the
information that such recipient is fully compliant with the Standards. As such, before the recipient can
provide such certification, it, too, must have adopted its own comprehensive information security
program, including the computer system security requirements. Many such entities are likely unaware

of Massachusetts’ Standards because they are not aware of Massachusetts’ assertion of jurisdiction over
them through these regulations.

Of concern to the Institute is that mutual funds have only been provided approximately three
months to implement a compliance information security program, including the computer security
standards, and obtain all required certifications from their service providers. Based upon our experience
with recent rulemaking initiatives of the SEC, we believe this compliance period is too ambitious and
unrealistic. In 2004, the SEC adopted amendments to Regulation S-P, which is the regulation the SEC
adopted to implement the privacy provisions of the Gramm-Leach-Bliley Act. These amendments
required mutual funds and other SEC registrants to adopt policies and procedures regarding the proper
disposal of consumer report information. Realizing the burdens this requirement would impose on
those SEC registrants that had existing contracts with service providers for services involving the
disposal or destruction of consumer report information, the SEC provided such registrants
approximately eighteen months to revise their existing contracts with such service providers. See SEC
Release No. 34-50781, 69 Fed. Regis. 71322 (Dec. 8,2004). It bears emphasizing that this eighteen
month period was necessary to implement amendments that were far more limited in their impact than
the Standards in two ways. First, they impacted a far smaller universe of service providers than are
impacted by the Standards; the SEC’s rule only impacted destruction services, the Standard impact
every person that touches a Massachusetts resident’s personal information. Second, the SEC’s
amendment only required the service provider to certify that it was properly disposing of covered
information.? By contrast, the Standards require every recipient of a Massachusetts resident’s personal

information to have a rigorous information security program that complies with the Standards.

Another, more current, example of the time that may be involved in mutual funds complying
with the Standards is the SEC’s 2005 adoption of Rule 22¢-2 under the Investment Company Act of
1940 Rule 22¢-2 required mutual funds to enter into shareholder information agreements with each
of their financial intermediaries that distribute fund shares (e.g., broker-dealers, bank trust

* No doubt, each of the contracts mutual funds had to re-execute with those service providers covered by the SEC’s 2004
amendments will need to be revised and re-execured to accommodate the requirements of the Standards.

5 See Mutual Fund Redemption Fees, SEC Release No, IC-27255 (Feb. 28, 2006), which is available on the SEC’s websire at:
hrep://sec.gov/rules/proposed/ic-27255 pdf.
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departments, pension plans, insurance companies, etc.). The purpose of these agreements was to enable
mutual funds to have access to trading information on shareholders who hold their account through
financial intermediaries to enable funds to monitor for marker timing activity that violates their market
timing policies. In total, the SEC provided investment companies approximately 25 months to have
their agreements in place prior to the rule’s compliance date. (Failure to have an agreement with an
individual intermediary precluded that intermediary’s ability to purchase fund shares after the rule’s
compliance date.) As arduous and burdensome as it was for mutual funds to obtain such agreements
with each of their financial intermediaries ~ which numbered in the thousands for many, many funds -
such burdens and ardor pale by comparison to what is entailed by the Standards because the universe of
contracts that will need to be amended under the Standards to obtain the required certification will be
far more extensive than the agreements that had to be executed under Rule 22¢-2. Simply put, this
process cannot be completed within three months.

Aside from the certification portion of the Standards, we believe a three month compliance
period woefully underestimates the amount of time that it will take mucual funds to create, implement,
and document their written information security programs. Among other things, this process will
involve evaluating the totality of their “reasonably foreseeable internal and external risks,” “identifying
... records, computing systems, and storage media . . . to determine which records contain personal
information,” imposing “reasonable restrictions upon physical access to records,” acquiring or
developing the full panoply of computer system security requirements imposed by the Standards,
drafting the required written policies and procedures to document and govern their information
security programs, testing and validating such policies and procedures, and implementing ongoing
monitoring capability, each of which are requirements imposed by the Standards. Importantly, it is zo#

just the fund that must undertake these activities, but every entity with which the fund shares
personal information, which, as explained above, is extensive and can number in the thousands for an

individual fund complex.

Each of the requirements in the Standards will impose extensive burdens on funds and other
entities with which they share information and require the allocation of significant resources to
complete. Indeed, considering the industry’s vast reliance and interdependence on technology -
including, for example, desk tops, laptops, websites, PDAs, telephony systems including VOIP and
bluetooth, fax machines, and copiers — just conducting an inventory of all such devices and the security
risks they present will be a massive undertaking. In addition, as contemplated by the “physical access”
provision in the Standards, mutual funds and their service providers will also have to consider
document handling and the “human” element as part of their inventory. This is an incredibly massive

undertaking for the mutual fund industry and its scope — and the resources it will require — should not
be underestimated.

It bears noting that the requirements imposed by the Standards will be undertaken by funds 46
initio. This is because there is currently no requirement under federal law that requires mutual funds to

have such rigorous or extensive information security programs. While the SEC, in March 2008,
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proposed information security program requirements similar to those of the Standards, such proposal
has yet to be adopted.® Accordingly, today, funds are not required to perform and document each of
the activities that are required by the Standards. In our comment letter on the SEC’s proposal, we have
requested a two-year compliance period.”

Based upon what compliance with the undertakings will entail, and based on our experience
with the time it took to implement two recent SEC rules that are not nearly as extensive in their scope
and requirements as whar will be required under the Standards, we respectfully request that the Office
provide mutual funds ample time to comply with the revised rule’s requirements. In our view, any
period less than 24 month will not provide funds ample time to comply. Accordingly, we respectfully

request that the compliance date for the Standards, as applied to SEC registered mutual funds and their
service providers, be delayed until January 1, 2011.

We very much appreciate your consideration of this request. If you have any questions
regarding it or would like additional information concerning the issues raised in this letter, please do

not hesitate to contact the undersigned by phone (202-326-5825) or email (tamara@ici.org). Because

time is of the essence in this matter, I look forward to your prompt response to this request.
Sincerely,

Rk T

Tamara K. Salmon
Senior Associate Counsel

¢ See Regulation S-P: Privacy of Consumer Financial Information and Safeguarding Personal Information, SEC Release No.
34-57427 (Mar. 4, 2004), which is available on the SEC’s website at: http://sec.gov/rules/proposed/2008/34-57427.pdf.

7 The ICI’s comment letter is available on the SEC’s website at: hrep://sec.gov/comments/s7-06-08/s70608-22.pdf.




TESTIMONY OF THE INVESTMENT COMPANY INSTITUTE
BEFORE THE COMMONWEALTH OF MASSACHUSETTS
JoinT COMMITTEE ON CONSUMER PROTECTION & PROFESSIONAL LICENSURE

My name is Tami Salmon and I am here today representing the Investment
Company Institute. The Institute is the national association of the U.S. mutual
fund industry. Members of the Institute operate in all 50 states, as well as
internationally; they manage total assets of over $11 trillion; and they serve almost
90 million shareholders. As regards the Commonwealth of Massachusetts,
approximately half of the households here own at léast one mutual fund and these

shareholders account for approximately $290 billion in mutual fund assets.

As you probably know, Boston is the birthplace of the mutual fund industry.
The first mutual fund was founded here in March 1924 a few blocks from here and,
today, the Commonwealth continues to be the epicenter of the industry with
Massachusetts investment companies managing $2.4 trillion in assets, or 21% of
the total industry assets. Importantly, these companies are also large employers in
the Commonwealth, employing over 33,000 persons, or approximately 20% of the
total employees in the industry. It is because of the importance of the

Commonwealth to the industry that I am here today and I very much want to thank

/
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Chairmen Morrissey and Rodrigues and members of the Committee for both

holding this hearing and permitting us to participate in it.

As a preliminary matter, I want to stress that mutual funds have long taken
seriously their obligation to protect the confidentiality and integrity of non-public
consumer information. This obligation derives not only from requirements
imposed on us under Federal law, but on each fund’s interest in protecting its brand
image. Our industry depends on investors’ trust to survive and an important
component of that trust is protecting the confidentiality, security, and integrity of
shareholders’ information, regardless of where that shareholder may reside. It is
for this reason that our members have spent tens of millions of dollars on their
information security systems and why they continue to revise them as necessary to

ensure they address new and emerging vulnerabilities and threats.

Notwithstanding that commitment to data privacy, I am here today to
express the very serious concerns our members have — not with the provisions of
Chapter 93H that authorized rulemaking — but with the manner and substance with
which the Department of Consumer Affairs and Business Regulation undertook its
rulemaking responsibility under Chapter 93H. Our concerns with the

Department’s resulting rules are fourfold:

“
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e Tirst, they appear to exceed the Department’s statutory authority;

¢ Second, they will impede interstate commerce;

e Third, they appear to impermissibly subject the Commonwealth’s sister
states to the Commonwealth’s regulatory requirements and enforcement
authority; and

e Fourth, they are overly prescriptive, which makes them difficult to
implement and, ironically, less effective.

I will briefly explain our concerns in each of these areas.

As regards the four concerns I would like to address, the first one relates to
the Department’s rules exceeding their authority under Chapter 93H. In granting
rulemaking authority to the Department, Chapter 93H specifically required that any
rules adopted by the Department “be consistent with the safeguards for the
protection of personal information set forth in the federal regulatioﬁs by which the
person is regulated.” Since 2000, when the SEC adopted Regulation S-P under the
Gramm-Leach-Bliley Act, mutual funds have been subject to federal regulations
requiring that they insure the security and confidentiality of all customer records
and information; protect again any anticipated threats or hazards to such
information; and protect against unauthorized access to the information that could

result in any substantial harm or inconvenience to any customer.

M
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Accordingly, we presumed that, pursuant to Chapter 93H, the federal
protection accorded all mutual fund shareholders — not merely those who are
resident of the Commonwealth — would suffice for purposes of complying with the
Department’s rules. Unfortunately, however, this appears not to be the case
because, according to the General Counsel of the Department, as used in Chapter
93H, the Department interprets the “consistent with” language to mean “not
inconsistent with.” As such, so long as the Department’s rules were not
“inconsistent with” any related federal rules, the Department’s could impose
whatever data security requirements it deemed appropriate. I respectfully submit,
however, that “consistent with” and “not inconsistent with” are two very different
standards. Had the Department acted consistently with the legislative language
and adopted rules that are “consistent with” the federal regulatory standards

applicable to our members, I would not be before you today.

The problem with the Department interpreting “consistent with” to mean
“not inconsistent with” results in the second of my four concerns — the fact that the
Department’s rules will impede interstate commerce. Mutual funds are both a
national and international business. As recognized by Congress in 1996 when it

preempted the ability of states to regulate the operations of mutual funds, the

”
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inconsistent actions of a single state can thwart the policies of federal regulators to
impose uniform national policies on national businesses. We believe the
Department’s current regulations are a vivid and disturbing example of the manner
in which a single state’s very well-intentioned actions can have a debilitating

impact on a national business.

Let me give you an example of this. Boston Financial Data Services
(“BFDS”), which is located in Quincy, Massachusetts, services the accounts of
more than 100 mutual fund companies. In all, they maintain close to 200 million
accounts from investors all over the United States and the world. Notwithstanding
BFDS’ longstanding commitment to protect the data entrusted to them, under the
Department’s rules, BFDS now must determine which of the 200 million accounts
it holds involve personal information on Commonwealth residents, and revise its
systems as necessary to make sure that such accounts are protected as required by
the Department’s very specific requirements. But what happens if tomorrow,
California, or Mississippi, or Wyoming decides that they have a better approach to
securing the information on their state’s residents that is in direct conflict with
some of the prescriptive Massachusetts standards? The technology our members
depend upon to operate, and the integrated nature of the systems throughout our

industry, make it virtually impossible any mutual fund or service company like

”
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BFDS to wrap state-specific data with state-specific requirements. This is why —
as was the case with the substantive regulation of mutual funds — it is absolutely
crucial to our industry that we have one national standard governing our data
security requirements. We believe that standard should be set by the Federal
government and we believe that, as enacted, Chapter 93H supports this approach to
regulation. Unfortunately, as implemented, the Department’s rules take a different

approach.

The industry’s third concern with the Department’s rules is that they appear
to regulate Massachusetts’ sister states. While I am not here to protect and defend

the rights and interests of your sister states, mutual funds will be directly affected

by the resulting conflict.

Let me provide you two examples of this. Like the Massachusetts UFund
529 college savings plan, every state has a 529 plan. Members of the Institute have
been retained by the various state plans to administer these plans, including
investing their assets and servicing their account holders. Under the Department’s
regulations, before a mutual fund could provide a state information about its 529
account holders, the mutual fund would have to get a certification from the state

confirming that the state is compliant with the Department’s rules. Also, any

J
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information sent to the state electronically would have to be encrypted. So what is
the mutual fund to do if (1) the state refuses to sign the certification and (2) it is
either unable or refuses to accept encrypted information? Similar issues will arise
as the Commonwealth and its sister states continue their practice of asking mutual
funds to share with them personal information on Commonwealth residents
pursuant to such state’s delinquent taxpayer or “deadbeat dad” laws. These are
very real issues for mutual funds because of the nationwide nature of their

business.

My fourth concern with the Department’s rules is their overly prescriptive
nature. Security experts and federal regulators — including the Department of
Homeland Security — advocate so called “principles-based” regulation whereby,
rather than prescribing detailed requirements, regulations impose standards on
affected businesses, and leave to the business’ judgment the decision of how to
achieve such standards. By contrast, the Department has imposed very specific
requirements that apply without regard to the nature of the business, its size and

scope, its vulnerabilities, or any other relevant factors.

We submit that such a “one-size-fits-all” approach is wholly inappropriate

when it comes to data security. This is because, the more standardized the security
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is, the easier it is to defeat, particularly, on a large-scale basis. Moreover,
however, such prescriptive requirements lock us into yesterday’s security and
technology, which some mutual funds and their service providers may have
advanced beyond. For example, the rules require encryption of all personal
information stored on laptops or other portable devices. Many of our members,
however, have abandoned securing information on portable devices through
encryption. Instead, they utilize “’kill pills,” which disable devices remotely. If a
laptop is misplaced or stolen, the information stored on that laptop can be erased
remotely. Under the Department’s rules, however, mutual funds that have
employed this more advanced technology will be required to resort once again to
encrypting their information. This is but one example. Every day new and more
effective security technologies are developed. We respectfully submit that, so long
as rules such as the Department’s prescribe very specific means of securing
information, in the long run, personal information on the Commonwealth’s
residents will be less — not more — secure because it will be impossible for state

rules to keep pace with changing technologies and emerging vulnerabilities.

Finally, I want to express our continuing concerns with the Department’s
overly aggressive date for complying with the rules. On Monday, September 22nd,

we were informed that the Department had adopted these rules and that all persons
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must be compliant by January 1, 2009. When we raised thé inadequacy of this
compliance period with the Department, they responded that “the mutual fund
industry has now had almost 11 months’ notice” of the promulgation of the rules —
which implies that we should have begun complying with the rules at the time they
were proposed for comment. Not only does such a response make a mockery of
the public comment process, but it evidences a fundamental misunderstanding of
how businesses operate. I am not aware of any business that would expend
considerable time, energy, and resources on proposed rule requirements that may

or may not ever be adopted.

While we appreciate the compliance date extension the Department granted
last Friday, we submit that it bears no rational relationship to the implementation
process and the Department has no evidence to support why it believes one year is
an appropriate extension. With respect to the May 1, 2009 extension, the
Department’s press release notes that this date is consistent with a new Red Flag
rule adopted by the Federal Trade Commission. However, there is no relationship
between the Department’s rules and the FTC’s rule, which is far less prescriptive
than the Department’s rules. Moreover, the FTC provided persons subject to its
rule, which is but a small subset of persons subject to the Department’s rules, a

total of 18 months to comply with it. As regards the one year extension on certain
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provisions in the Department’s rules, we have sound evidence that,
notwithstanding our members’ best efforts, which have been underway since the
rules were adopted, it will take our members no less than two years to be

compliant with such rules.

In closing, I want to express my sincere appreciation for your holding
today’s hearing and offering us an opportunity to express our concerns. Each of
the issues I have mentioned today is a very real concern for an industry born in
Boston and for which Boston today remains the epicenter. In our view, if the
Department had adopted rules that were “consistent with” the Federal regulations
governing the data security practices of mutual funds, I would not be here today
and mutual funds and their service providers would not be dealing with each of the
issues I have discussed in my testimony. On behalf of the mutual fund iﬁdustry, I
strongly urge this Committee to hold the Department to its authority under Chapter
93H and ensure that, for federally-regulated financial institutions, there be but one

national data security standard.

Thank you for your time and I will be happy to respond to any questions at

the appropriate time.
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Mr. David Murray, General Counsel

Massachusetts Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170

Boston, MA 02116

Re: Mutual Fund Meeting Follow-up

Dear Mr. Murray:

It was nice to finally meet you. Thank you again for the time you and Mr. Crane took to meet
with me and several representatives of the Investment Company Institute! to discuss mutual funds’
concerns with the recently adopted Standards for the Protection of Personal Information of Residents
of the Commonwealth (the “rules”). Aswe noted during our meeting, one of the purposes of the
meeting, in addition to expressing our general concerns with the rules’ contents and the aggressive (and
unrealistic) compliance date attached to them, was to discuss provisions of the rules that mutual funds
need guidance on prior to being able to fully implement them. To address our concerns, you and Mr.
Crane asked us to provide you a list of such concerns, which is the purpose of this letter. Accordingly,
below is a list of the issues mutual funds have identified on which they need interpretive guidance.
While Mr. Crane cautioned us against being too specific in our request for guidance, we believe that the
very detailed and prescriptive nature of the rules’ requirements necessitates that the Department
provide us specific guidance in order for us to be able to implement the rules’ requirements as written.

Before I list the issues, I want to respond to what appears to be a continuing concern of Mr.
Crane. Both during our meeting and during his testimony before the November 19 hearing of the

! The Investment Company Institute is the national association of U.S. investment companies, including mutual funds,
closed-end funds, exchange-traded funds (ETFs), and unit investment trusts (UITs). ICI seeks to encourage adherence to
high ethical standards, promote public understanding, and otherwise advance the interests of funds, their shareholders,
directors, and advisers. Members of ICI manage total assets of $11.2 trillion and serve almost 90 million shareholders. With
respect to Massachusetts, an estimated 1.2 million, or 50% of households, own at least one mutual fund. Investment
companies in Massachusetts manage approximately $2.4 trillion in assets and employ in excess of 33,000 people.
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Joint Committee on Consumer Protection and Professional Licensure (the “Joint Committee”), he
seemed most interested in what actions businesses are taking today to comply with the rules. Ican
assure both you and Mr. Crane that mutual funds take very seriously their duty to comply with all
applicable federal and state laws and the rules thereunder governing their activities. As such, since they
first became aware in September 2008 that these rules were adopted, they have been reviewing their
requirements, conducting gap analysis to determine the areas they need to address, and beginning the
process of implementing the rules. In other words, mutual funds are not watching the compliance date
clock tick away hoping that some intervening action will alleviate their need to comply with the rules’
requirements.

AREAS IN WHICH MUTUAL FUNDS NEED INTERPRETIVE GUIDANCE

Mutual funds have identified the following issues as ones on which they need interpretive
guidance in order to implement fully the rules’ requirements. If you have any questions concerning any
of these concerns, please let me know.

1. Rule 17.02, Definitions

A. “Personal Information” — this definition and its use in the Rules 17.03 and 17.04 raise three
issues for our members:

First, if a person has an individual’s name and either a Social Security number, driver’s
license number, state-issued identification card number, financial account number, or
credit or debit card number, but no address for the individual, so the person cannot know,
based on the information it possesses, whether the individual is a Massachusetts resident,
what duty does the person have to determine the residence of the person to which such
information relates? This issue arises, for example, in connection with the 200 million
shareholder account records that Boston Financial Data Services holds on individuals from
throughout the United States and the world where, for example, a person may be listed asa
beneficiary on a mutual fund account with no indication as to where that beneficiary
resides. Depending upon how the Department addresses this issue, the date for complying
with various provisions of the rules may need o be delayed for a significant period of time
to obtain any missing informartion.

Second, is it the Department’s intention to include in the definition of “personal
information” personal information that is merely returned to the person who originally
shared such information? For example, assume Company A shares personal information
with Company B. If Company B returns the information to Company A, must Company
B have a certification (as required by Rule 17.03(f)) from Company A stating that
Company A is compliant with the requirements of the Standards? This situation is very
common in the mutual fund industry where a broker-dealer that accepts a mutual fund
cransaction forwards the shareholder’s information to the mutual fund company for

M
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processing. Once the trade is effected, the mutual fund company shares with the broker-
dealer information confirming the transaction. In such instance, before the mutual fund
can confirm the transaction to the shareholder’s broker-dealer, must the mutual fund have
in hand a certification from the broker-dealer, even if the entirety of the personal
information the mutual fund provides to the broker-dealer is information the broker-dealer

had originally provided to the mutual fund?

Third, what is meant by “financial account number”? As was raised during the testimony at
the November 19* Joint Committee hearing on the rules, is an account number, for
example, on a contract to provide janitorial or heating oil services, deemed to be a “financial
account” for purposes of the rules? Or, instead, is this term intended to mean only those
account numbers for an account maintained by a financial institution? The answer to this
question is crucial for mutual funds to know which accounts are covered by the rules’
requirements.

B. “Person” — while this definition expressly excludes the Commonwealth and any of its
subdivisions, we note there is no similar carve out for the Commonwealth’s sister
jurisdictions — both Federal and state. As such, it appears the intent of the Department is
to subject the Commonwealth’s sister states and the Federal Government (and its
subdivisions) to the prescriptive requirements of the rules to the extent they own, store, or
maintain personal information on a Commonwealth resident. So, for example, is it the
Department’s intent, as currently appears to be the case based on a plain reading of the
rules, to require a sister state that requests personal information on a Commonwealth
resident pursuant to its delinquent taxpayer or “deadbeat dad” statutes, to accept such
information in an encrypted format as required by Rule 17.04(3)? Similarly, if one of the
Commonwealth’s sister states enters into a business arrangement with a mutual fund to
manage or administer such state’s 529 education savings plan, is it the Department’s intent
to require such state to agree in such contract to comply with the rules and provide a
certification to such mutual fund prior to the mutual fund providing the state access to any
information on accounts held by Massachusetts residents? In particular, we seek the
Department’s interpretation of whether the term “person” includes persons outside the
Commonwealth, including Massachusetts’ sister states and the Federal Government.?

IL Rule 17.03, Duty to Protect and Standards for Protecting Personal Information

A. Prefatory Language — The prefatory language to Rule 17.03 raises two issues:

2 To the extent the Department expresses the view that the Commerce Clause of the U.S. Constitute precludes the
application of the rules ro its sister states, we would be most interested in knowing the Department’s views concerning
whether these same restraints preclude the application of the rules to persons outside the Commonwealth that have no
presence within the Commonwealth.

RS L R T L T A L A T R T N NI
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(1) What is meant by the phrase “reasonably consistent with industry standards™?
Where is one to find what constitutes the appropriate standards for a particular person
(i.e. a particular industry)? To our knowledge, there are no such industry standards
governing the conduct of the mutual fund industry so we are uncertain as to what
standards this language refers. We presume many other persons subject to the rule
similarly have no such “industry standards.”

(2) The prefatory language expressly states that a program’s compliance with the
regulations “shall be evaluated taking into account (i) the size, scope and type of
business of the person obligated to safeguard the personal information under such.
comprehensive information security program, (ii) the amount of resources available to
such person, (iii) the amount of stored data, and (iv) the need for security and
confidentiality of both consumer and employee information.” The prescriptive
provisions of the rules, however, seem to apply without regard to any of these four
factors. Accordingly, we are curious as to how the Department expects a person to take
these factors into account in implementing the rules requirements and how it expects
the Office of the Attorney General to consider these factors in enforcing compliance
with the rules. Any insight the Department can provide on this issue is most
appreciated.

B. Subsection 17.03(b) ~Mutual funds are confused by the phrasing of this provision.
According to its language, persons subject to the rules must improve, “where necessary,
the effectiveness of the current safeguards for limiting such risks, including but not
limited to: (i) ongoing employee (including temporary and contract) employee
training; (ii) employee compliance with policies and procedures; and (iii) means for
detecting and preventing security system failures.” Is this provision intended to require
that persons engage in (i), (ii), and (iii) or, instead, are these intended merely as
examples of how a person might improve its current safeguards? We would appreciate
the Department clarifying the meaning of this provision.

C. Subdivision 17.03(d) - This provision requires persons subject to the rule to impose
“disciplinary measures for violations of the comprehensive information security
program rules.” Is it the intent of the Department that the disciplinary measures be
specific to the security program rules or, instead, if a person has disciplinary measures
for violating other operating, compliance, and/or regulatory policies and procedures, is
that sufficient for purposes of complying with this provision? The answer to this
question is necessary for mutual funds to know how precise their written policies and
procedures pursuant to the rules must be.

D. Subdivision 17.03(e) — This provision requires a person to “immediately” terminate a
terminated employee’s access to records containing personal information. Ifa person
has a process to terminate such access “as soon as reasonably practicable,” is it the
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Department’s intent that such a standard would comply with this requirement? If not,
we would appreciate the Department defining what, in its view, “immediately” means
(e.g., within a certain number of hours, etc.).

E. Subdivision 17.03(f) — Undoubtedly, this provision will impose great burdens on
persons subject to the rules as it will require them to revisit all existing contracts with
service providers and obtain the requisite certifications.® Accordingly, it is absolutely
crucial for mutnal funds to know, with precision, which of their business relationships
are subject to these requirements. Complicating compliance with this provision is the
fact that the rules have failed to define the term “third-party service provider.”
Accordingly, we seck the Department’s interpretation of what constitutes a “third-
party service provider” as such term is used in this rule. For example, is the language in
subdivision (ii) of Subdivision 17.03(f) intended to limit this subdivision application to
entities with which a person has a contractual relationship (which seems to be implied
by Subdivision (ii)) or, instead, s it intended to require all persons subject to the rule to
have a contractual relationship with each third-party service provider? Ifit is the later,
what constitutes a third-party service provider — for example, must consideration be
paid for a person to be deemed a third-party service provider? Also, is it the
Department’s intent that entities such as self-regulatory organizations registered with
the U.S. Securities and Exchange Commission under Section 15A of the Securities
Exchange Act of 1934 be deemed third-party service providers? What about the U.S.
Postal Service and overnight mail delivery services — does the Department deem them
to be “third-party service providers” for purposes of these rules? As discussed above
under our comments relating to the rule’s definition of “person,” because the
Commonwealth’s sister states currently fall within the definition of “person” does the
Department intend for such sister states to be deemed “third-party service providers” if

3 Cf Governor Patrick’s Executive Order No. 504, Order Regarding the Security and Confidentiality of Personal Information,
which was issued September 19, 2008 to implement the provisions of Chapter 93H by imposing on the Commonwealth
and its subdivisions information security requirements. Though this Executive Order was issued in response to statutory
authority that was substantively identical to the authority requiring the Department’s rulemaking, it imposes far less
onerous requirements on the Commonwealth and its subdivisions. By way of example, neither the Commonwealth nor its
subdivisions are required to revise any existing contracts with third-party service providers. Instead, are only required to
revise their contracts with service providers prospectively as they enter into any new contracts after January 1, 2009.
Similarly, neither the Commonwealch nor its subdivisions are required to encrypt or accept encrypted data. Moreover, but
for the provision relating to prospective contracts, there are no compliance dates imposed in the Executive Order, which
means agencies have the luxury of complying with any of the Order’s provisions at their convenience and based on their own
time frame. We question why the requirements the Department imposed on the private sector are much more onerous than
those imposed on the Commonwealth under the same statutory chapter. This scems particularly unjust and unfair in light
of the fact of the fact that the Commonwealth is likely in possession of far more personal information than the private sector
and the fact that we believe financial institutions have stronger protections for maintaining the security, integrity, and
confidentiality of personal information. An example of this is the fact that some, if not all, agencies of the Commonwealth
will not accept encrypted personal information from the private sector, which requires some mutual funds to unencrypt
information before providing it to the Commonwealth.
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they have contractual business relationships involving a person subject to the
Department’s rules? If not, what language within the rule excludes them from

treatment as a “third-party service provider” and what other persons may be similarly
excluded?

Another issued raised by this provision relates to a “chain” of third-party service
providers. For example, assume a resident of the Commonwealth goes to its local
broker-dealer, Broker-Dealer A, to purchase a mutual fund. In order to effect the
customer’s order, the Broker-Dealer A shares the information with another larger
broker-dealer, Broker-Dealer B, that has an omnibus trading platform. Broker-Dealer
B, in turn, forwards the transaction to the mutual fund’s principal underwriter
(another registered broker-dealer), Broker-Dealer C, which then forwards the trade to
the mutual fund’s transfer agent for recordkeeping purposes. Once the trade is effected,
the transfer agent issues a confirmation (including personal information), which flows
to the investor via Broker-Dealers A, B, and C. This very common distribution system
raises the issues of (1) which of these entities — assuming they are each unaffiliated with
each other — is a third-party service provider of Broker-Dealer A? Also, which of these
entities is a third-party service provider of the fund? The answers to these questions are
crucial to know inasmuch as the rule prohibits the sharing of personal information with
a third-party service provider without a person first having obtain a certification of
compliance from such service provider. Also, in order for Broker-Dealer B to certify to
Broker-Dealer A, must it either have in hand certifications from Broker-Dealer C, the
fund’s transfer agent, and the mutual fund or is Broker-Dealer A only required to have a
certification from Broker-Dealer B? Ifit’s the later, must Broker-Dealer B have
obtained a certification from Broker-Dealer C regarding Broker-Dealer C’s compliance
prior to Broker-Dealer B providinga certification to Broker-Dealer A? Needless to say,
these are very real issues for our members that reflect mutual fund distribution channels
and it is necessary for us to understand how the Department intends the requirements of
subjection (f) to apply in instances such as this. While we understand, as noted above,
that the Department has expressed concerns with providing specific interpretations to
specific industries, it adopted very specific and prescriptive rules and because the
Department is the only person in a position to explain what it intends by its
prescriptive provisions, we believe it is incumbent upon the Department to provide
persons subject to the rules specific guidance of its intent in adopting these rules.

4 The Institute was most disappointed to read in “Industries Rip New Identity Theft Protection Rules,” State House News
Service (Nov. 19, 2008) that Mr. Crane allegedly stated, in response to similar concerns raised at the recent hearing of the
Joint Committee, that our concerns are “a law school hypothetical.” Not only does this statement appear wholly dismissive
of what our members, representing a major Commonwealth industry, believe to be a very serious issue needing resolution,
bur it underestimates the seriousness with which murual funds take their compliance obligations. We find such comments
to be counterproductive to our attempts to understand the variety of issues raised by the rules in their current form in order
that mutual funds may comply fully with them.

W
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Finally, we would like the Department to clarify what, in its view, is an adequate
certification for purposes of this provision. For example, if 2 third-party service
provider certifies as follows, would the Department consider this to be a compliant
certification:

On behalf of [name of third-party service provider] I
hereby certify that, to the best of our reasonable knowledge and belief,

[name of third-party service provider] is compliant with the
requirements of the Massachusetts Standards for the Protection of Personal
Information of Residents of the Commonwealth, 201 CMR 17.03 and 17.04
(the “Standards”). In the event this entity becomes aware of any
noncompliance with the Standards, we agree to notify all persons to whom we
have furnished this certification.

If the Department’s response to each of these issues results in the rules having broader
application than their language would indicate, additional compliance time may be
required beyond the current extensions to accommodate such breadth.

E. Subdivision 17.03(g) - The language of this provision raises many concerns for
mutual funds. As adopted, this provision requires limiting the person information a
person obtains as well as its use and maintenance to that “necessary to accomplish the
legitimate purpose for which it is collected.” [Emphasis added.] It is not uncommon in
the financial services industry — and we presume many other industries — for
information to be obtained for one purpose and utilized for a variety of other legitimate
(and legally required) purposes. For example, in our industry, information is obtained
£O Open an account so a mutual fund shareholder can purchase a mutual fund, but such
information is used for a variery of other purposes — many of which are required under
state or federal law’ — and the information is retained for extensive periods of time -
often decades. We recommend that the Department clarify that this provision is not
intended to limit persons retaining personal information for a variety of purposes
beyond the purpose for which it may have originally been collected.

G. Subdivision 17.03(h) — This provision requires identification of all records used to
store personal information to determine which records contain personal information.
We question how the Department intends this provision to apply to recorded
telephone calls, since such recordings are considered “records” as defined in Rule 17.02.
In particular, what is the identifying information the Department intends to require by

5 Note thar, by its language, this provision only speaks to maintaining informarion “to comply with state or federal rezention
requirements.” Our members have a panoply of state and federal regulatory requirements necessitating their maintenance of
personal information beyond any such “retention” requirements.
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this provision with respect to recorded calls containing personal information that are
maintained by person subject to the rule?

H. Subdivisions 17.03(j) and (k) — Each (and both) of these provisions require ongoing
oversight of a person’s comprehensive information security program. We are unable to
discern, however, any substantive difference berween these two provisions and would
appreciate the Department providing guidance regarding what substantive differences
are intended by including two provisions that seemingly impose the same requirements.
In the Department’s view, what is the substantive difference between these two
provisions?

1. Subdivision (1) — This provision requires persons to document “responsive actions
taken in connection with any incident involving a breach of security.” This
requirement raises several issues: (1) What does the Department intend by “responsive
action”? For example, if internal meetings are held to discuss a breach, are these part of
the “responsive actions” that are to be documented? If not, what actions or types of
actions are to be documented? (2) How detailed must such documentation be? For
example, is it to list, to the extent a person is able, the personal information that was
breached? (3) What is the record retention period for maintaining the required
documentation? Because this would not be a required record under any applicable

provision of state or federal law, we question what the Department believes to be the
required retention period.

III.  Rule 17.04, Computer System Security Requirements

A. Subdivision (1)(ii) — This provision requires that persons use “a reasonably secure method
of assigning and selecting passwords.” We would appreciate the Department providing us
examples of what it considers to be “reasonably secure methods” when it comes to assigning

and selecting passwords. Also, by what standard is reasonableness, as used in this provision,
to be measured?

B. Subdivision (2)(ii) — This provision requires the assigning of unique identifications plus
passwords “to each person with computer access.” What is meant by a person “with
computer access” as used in this provision? For example, if an employee has “computer
access” but no access to any personal information through such access, must such employee
be assigned a unique identification and password or, alternatively, consistent with the rules’
focus on personal information, is it the Department’s intent that this provision only applies
to employees who have computer access to personal information?

C. Subdivision (3) — This provision, which requires the encryption of records, raises several
issues.

M
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First, how is this provision to be applied to businesses that provide personal information by
phone to their customers or others? In particular, how is such telephonic information to be
encrypted when transmitted?

Second, what is meant by “technically feasible” as used in this provision? Theoretically,
everything is “technically feasible” though it may not be practically feasible or its costs may
far exceed any resulting benefit. This being the case, what does the Department intend by
using the phrase “technically feasible”? Also, we understand from Microsoft that some
computers older than three years may lack the ability to be encrypted without crashing, In
the Department’s view, would trying to encrypt an older unencryptable laptop be an
example of encryption that is not “technically feasible”?

Third, what type/level of encryption is required to satisfy the requirements of this
provision?

Fourth, must all “records and files containing personal information” that are transmitted be
encrypted or merely the personal information in such records and files?

Fifth, rather than requiring the encryption of information that travels across public
networks, this provision requires the encryption of all personal information “that will travel
across public networks.” Because potentially all data could travel over a public network, is

this provision intended to require the encryption of all such data or only that data that
actually travels across public networks?

Sixth, the term “data” is not defined in the rules. Is this term intended to have the same
meaning as “personal information”? If not, how does the Department define “data™?

D. Subdivision (4) — This provision requires the “reasonable monitoring of systems for
unauthorized use of or access to personal systems.” We would appreciate the Department

clarifying what duty this provision requires that is not required by the provisions of
subdivisions 17.03(j) and (k).

E. Subdivision (5) ~ This provision requires the encryption of all personal information stored
on personal devices. This raises two issues: First, how does the Department define
“portable devices”? Second, what if a person uses security (e.g., “kill pills”) that does not
involve encryption? Does the Department intend by this provision requiring encryption to
impose yesterday’s security on tomorrow’s devices and vulnerabilities?

F. Subdivision (6)—This provision requires up-to-date firewalls and patches for personal
information “on a system that is connected to the Internet.” What does the Department
intend by using the phrase “connected to the Internet.” Ifa person has an system with both
intranet and Internet access, but the files containing personal information are only available
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on the intranet system, does the Department believe such system is “connected to the
Internet” for purposes of this provision?

G. Subdivision (7) —This provision requires “reasonably up-to-date” versions of system
security software. This requirement raises several questions. First, what is meant by
“reasonably up-to-date” as used in this provision? In particular, what standard does the
Department intend to be used to determine reasonableness for purposes of this provision?
Second, we note that this provision does not seem to be tied to any personal information
files or records. Does the Department intend that the security requirements of this
provision apply only to software or systems containing personal information or does it
intend for it to have broader application? Third, this provision requires the use of “software
that can still be supported with up-to-date patches and virus definitions.” Is it the
Department’s intent to require persons to deploy all new systems if their existing systems
cannot be supported with “up-to-date patches and virus definitions”?

H. Subdivision (8) — This provision requires the training of employees “on the proper use of
the computer security system.” We do not understand the meaning of this provision and
would appreciate the Department clarifying what it means by “the proper use of the
computer security system.” Perhaps if the Department could provide us an example of a

“proper use of a computer security system” we might better understand the meaning of this
requirement.

THE DEPARTMENT’S “SMALL BUSINESS GUIDE FOR FORMULATING A COMPREHENSIVE
INFORMATION SECURITY PROGRAM”

The Department recently published “a collection of documents that focus on helping small
business with the task of complying with [the rules].” These documents, which include one entitled
“Small Business Guide for Formulating A Comprehensive Information Security Program,” have been
posted on the Department’s website. While we commend the Department for attempting to assist
persons in complying with the rules, we are puzzled by their focus on assisting “small business”
inasmuch as there is nothing in the rules that distinguish the rules’ application to small businesses
versus any other size business. In addition, however, we are concerned with the language of Section V
of the Small Business Guide, which relates to “Internal Risks.” Our concern results from the fact that
the prefatory language to this section lists “measures [that] are mandatory” under the rules. These
“mandatory measures” include each of the following:

o Each employee must receive a copy of the Plan and, upon receipt “acknowledge in writing that
he/she has received a copy of the Plan.”

* “There must be immediate retraining of employees on the detailed provisions of the Plan.”

e “Employment contracts must be amended immediately to require all employees to comply with

the provisions of the Plan, and to prohibit any nonconforming use of person information
during or after employment. . ..”
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e The Data Security Coordinator shall be responsible for conducting the annual review of “all
security measures” “and shall fully apprise management of the results of that review and any
recommendations for improved security arising out of that review.”

e Requiringthata terminated employee’s “voice mail access [must] ... be invalidated.”

e  “The Data Security Coordinator shall maintain a highly secured master list of alllock
combinations, passwords and keys.”

e “Current employees’ user-Ids and passwords must be changed periodically.”

o Employees must be “encouraged to report any suspicious or unauthorized use of customer
information.”

e Employees must be “prohibited from keeping open files containing personal information on
their desks when they are not at their desks.”

o  “Each department” must “develop rules. .. that ensure reasonable restriction upon physical
access to records . . . including a written procedure that sets forth the manner in which physical
access to such records iz the department is to be restricted; and each department must store such
records and data in locked facilities, secure storage areas or locked containers.” [Emphasis

added.]

o “Re-log-in [by employees] shall be required when a computer has been inactive for more thana
few minutes.”

e  “Visitor access must be restricted to one entry point for each building in which personal
information is stored, and visitors shall be required to present a photo ID, sign-in and wear a
plainly visible “GUEST” badge or tag. Visitors shall not be permitted to visit unescorted any

area within our premises that contains personal informarion.”

While we commend the Department for attempting to assist small businesses in complying
with the rules’ requirement, we believe that any such assistance should be entirely consistent with the
rules’ requirements. Instead, it appears that the Department has artempted to provide advice that
would lead small businesses — or any business subject to the rules — to believe that each of the above
listed requirements are imposed by the rules when, in fact, there is nothing in the adopted rules that
impose any of these requirements. Accordingly, we strongly recommend that the Department either
clarify where the rules impose each of the above “mandatory measures” or, in the alternative, revise its
Guide to clarify that none of these measures are required by the rules.”

6 Asan aside, security experts indicate that vesting all such securiry access in one person is an unsafe practice that increases

an entiry’s vulnerability. We therefore question why the Department believes this is a pracrice that should be followed by a
small business or any business.

7 While we recognize that the Guide includes various caveats regarding the fact that “The Guide is not a substitute for
compliance with 201 CMR 17.00, [emphasis in original] it would seem prudent that any such Guide at least be consistent
with the rules’ requirements. We believe that publishing a Guide that imposes requirements beyond those required by the
rules disserves those entities that are relying upon the Department to assist them in their compliance efforts.

M
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THE INDUSTRY’S CONTINUING CONCERNS WITH THE AGGRESSIVE COMPLIANCE DATE

In order for mutual funds to implement fully the requirements of the rules, they need
resolution and guidance on each of the above discussed interpretive issues. Moreover, as noted in
connection with certain of the issues discussed above, the Department’s response may necessitate
further extensions of the compliance date because, even with their best efforts, mutual funds will be
unable to comply with the Department’s current, very aggressive, compliance dates. While the
Department appears to underestimate the impact of the rules — particularly the provisions of Rule
17.03(f) -~ on mutual funds, we have credible, objective evidence based on our implementation of
federal rules that implementation will likely take 4 least two years. Notwithstanding this, according to
Mr. Crane, the Department “believes,” in the absence of any credible information or evidence, that
mutual funds should be able to comply with some of the rules provisions by May 1, 2009 and with the

totality of the rules by January 1, 2010 and the Department has extended the compliance dates
accordingly.

We strongly encourage the Department to reconsider its position on a compliance date until it
obtains credible information regarding a more realistic time frame for compliance. Indeed, in the
Department’s announcement of the extended compliance date, it notes, in connection with the May 1,
2009 compliance date, that “businesses addressing the new FT'C requirements can now address the
state regulations during the same time frame.” We are quite puzzled by this statement in lieu of the fact
that (1) the FTC requirement apply to a very limited subset of persons subject to the Department’s
rules (indeed, not all mutual funds are subject to the FTC’s rules); (2) the FTC’s requirements bear no
resemblance to the Department’s requirements; and (3) the FT'C has given persons subject to it rules 18
months to comply with their requirements, which are far less rigorous and far less prescriptive that the
Department’s requirements and the Department, even with its extension, has only provided persons a
compliance period of approximately eight months.* Accordingly, we are at a loss to understand why
compliance with the FT'C’s rules bear any relevance to compliance with the Department’s rules.’

Obviously, time is of the essence in terms of our members getting a response from your
Department in order for them to be able to implement fully the requirements of the rules. Accordingly,
your prompt response to each of the issues raised in this letter is most appreciated. If you have any
questions concerning any of the issues raised in this letter or need any additional information
concerning these issues, please do not hesitate to contact me by phone (202-326-5825) or email

¥ In our view, contrary to the view expressed by the Department in its recent letter to me, the compliance period only begins
when a rule is adopted - not when it is proposed for comment. Indeed, for an agency to commence the running of the
compliance period upon the publication of a proposed rule would appear ro make a mockery of the public comment process.

9 The Institute has actively worked with ics members on complying with the FTC’s rules and we have been actively engaged
with senior staff of the FTC responsible for addressing issues concerning such rules. We commend the FT'C staff for
working with industry to understand and address industry concerns and for extending the compliance date to ensure that
persons subject to their rules have ample time to comply with them.
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(tamara@ici.org). Similarly, if you would like to discuss any of these issues with our members, we can
accommodate that request as well.

Sinccrely,

-

a— k
Tamara K. Salmo

n
Senior Associate Counsel
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December 12, 2008

Mr. David Murray, General Counsel

Massachusetts Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170

Boston, MA 02116

Re: Additional Information on Data Standards

Dear Mr. Murray:

I have just returned from attending the annual joint conference of the National Association of
State Treasurers (NAST), National Association of Unclaimed Property Administrators (NAUPA),
and the College Savings Plan Network(CSPN).! The Massachusetts data security standards were a
topic of discussion at Committee meetings of these groups held during the conference. Indeed, state
officials expressed their concerns with the Commonwealth, through its rules, seeking to impose the
Commonwealth’s legal requirements on the sovereignty of its sister states and indicated that they have
no intent of subjecting themselves to the Commonwealth’s rules. This being the case, it appears that
the scenario that Mr. Crane recently referred to as “a law school hypothetical” will, in fact, be reality.
As such, it is vital that, as requested in my November 28, 2008 letter to you, Commonwealth businesses
be advised by your agency what they are to do when a sovereign state refuses to abide by the provisions
in the rules regarding amending third-party contracts, providing certifications, encrypting information,
or only accepting encrypted information when information s submitted electronically. Their
unwillingness - or refusal ~ to abide by these requirements in the rules will result in our members’ and
other business’ inability to be fully compliant with the rules to the extent they involve, among other

things, interacting with the states as third-party vendors or transmitting personal information to such
states.

! As you may know, these organizations are comprised of senior state officials, including State Treasurers, who are charged
with administering state treasuries, 529 plans, and abandoned property laws.



Mr. David Murray
December 12,2008
Page 2

In addition to reaffirming this concern, another issue has arisen in connection with the rules
involving the administration of a decedent’s estate and other legal processes. While the Federal privacy
rules provide an express exception to permit the sharing of nonpublic personal information in
connection with legal and regulatory processes,” the same is not true of the Massachusetts rules.
Accordingly, if the executor of an estate being administered involves the transfer of personal
nformation on a Commonwealch resident, the rules prohibit the transfer of such information until the
executor of the estate is fully compliant with the Commonwealch’s rules. Needless to say, the
likelihood of an executor being fully compliant may be quite remote, which could result in impeding
the administraion of the estate. This is but yet another example of the far-reaching nature of the rules
and the real world impact they will have on the ability of persons to conduct business in an unimpeded
fashion. In addition to the issues I raised with you in my November 28 letter, I would appreciate your
agency’s guidance on issues similar to this that will result from the rules’ failure to include an exemption
addressing the sharing of personal information in connection with legal or regulatory proceedings.

Also, in light of the rules’ fast-approaching compliance date and our members” uncertainty
regarding the meaning and intent of various provisions in the rules, your prompt response to the issues
raised in this letter and in my previous letter will be most appreciated.

Sincerely,

/s/

Tamara K. Salmon
Senior Association Counsel

* See, e.g., Securities and Exchange Commission Rule 248.15.
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December 24, 2008

Mr. David Murray, General Counsel

Massachusetts Office of Consumer Affairs and Business Regulation
Ten park Plaza, Suite 5170

Boston, MA 02116

Re: Clarification of December 11,2008 Letter

Dear Mr. Murray:

The Investment Company Institute appreciates your letter dated December 11,2008, which
was in response to the Institute’s November 26% letter seeking guidance on various provisions in the
Division’s new Standards for the Protection of Personal Information of Residents of the
Commonwealth (the “Standards”). We also appreciate your affirming that the form of certification we
proposed in our lerter would be satisfactory for purposes of complying with Section 17.03(f).

Unfortunately, most of the questions/issues we raised in our letter were either not addressed in
your correspondence or addressed in a meaningful way. Some of these are listed below. Of particular
concern, however, is your response relating to the required third-party certifications, which are one of
the most troubling provisions in the Standards. To address concerns of our members with this
requirement in Subdivision 17.03(f), the Institute’s letter’s stated, in relevant part, as follows (footnotes

omitted; emphasis added):

Undoubtedly, this provision will impose great burdens on persons subject to the rules as
it will require them to revisit all existing contracts with service providers and obtain the
requisite certifications. Accordingly, it is absolutely crucial for mutual funds to
know, with precision, which of their business relationships are subject to these
requirements. Complicating compliance with this provision is the fact that the rules
have failed to define the term “third-party service provider.” Accordingly, we seek the
Department’s interpretation of what constitutes a “third-party service provider” as such
term is used in this rule. For example, is the language in subdivision (ii) of Subdivision
17.03(f) intended to limit this subdivision’s application to entities with which a person
has a contractual relationship (which seems to be implied by Subdivision (ii)) or,
instead, is it intended to require all persons subject to the rule to have a contractual
relationship with each third-party service provider? Ifit is the later, what constitutes a



third-party service provider — for example, must consideration be paid for a person to
be deemed a third-party service provider? Also, is it the Department’s intent that
entities such as self-regulatory organizations registered with the U.S. Securities and
Exchange Commission under Section 15A of the Securities Exchange Act of 1934 be
deemed third-party service providers? What about the U.S. Postal Service and
overnight mail delivery services — does the Department deem them to be “chird-party
service providers” for purposes of these rules? As discussed above under our comments
relating to the rule’s definition of “person,” because the Commonwealth’s sister states
currently fall within the definition of “person” does the Department intend for such
sister states to be deemed “third-party service providers” if they have contractual
business relationships involving a person subject to the Department’s rules? If not,
what language within the rule excludes them from treatment as a “third-party service
provider” and what other persons may be similarly excluded?

Another issued raised by this provision relates to a “chain” of third-party service
providers. For example, assume a resident of the Commonwealth goes to its local
broker-dealer, Broker-Dealer A, to purchase a mutual fund. In order to effect the
customer’s order, the Broker-Dealer A shares the information with another larger
broker-dealer, Broker-Dealer B, that has an omnibus trading platform. Broker-Dealer
B, in turn, forwards the transaction to the mutual fund’s principal underwriter
(another registered broker-dealer), Broker-Dealer C, which then forwards the trade to
the mutual fund’s transfer agent for recordkeeping purposes. Once the trade is effected,
the transfer agent issues a confirmation (including personal information), which flows
to the investor via Broker-Dealers A, B, and C. This very common distribution system
raises the issues of (1) which of these entities — assuming they are each unaffiliated with
each other — is a third-party service provider of Broker-Dealer A? Also, which of these
entities is a third-party service provider of the fund? The answers to these questions
are crucial to know inasmuch as the rule prohibits the sharing of personal
information with a third-party service provider without a person first having
obtain a certification of compliance from such service provider. Also, in order for
Broker-Dealer B to certify to Broker-Dealer A, must it either have in hand certifications
from Broker-Dealer C, the fund’s transfer agent, and the mutual fund or is Broker-
Dealer A only required to have a certification from Broker-Dealer B? Ifit’s the later,
must Broker-Dealer B have obtained a certification from Broker-Dealer C regarding
Broker-Dealer C’s compliance prior to Broker-Dealer B providing a certification to
Broker-Dealer A? Needless to say, these are very real issues for our members that
reflect mutual fund distribution channels and it is necessary for us to understand how
the Department intends the requirements of subjection (f) to apply in instances such
s this. While we understand, as noted above, that the Department has expressed
concerns with providing specific interpretations to specific industries, it adopted
very specific and prescriptive rules and because the Department is the only person
in a position to explain what it intends by its prescriptive provisions, we believe it
is incumbent upon the Department to provide persons subject to the rules specific
guidance of its intent in adopting these rules.



In response, to the above, your letter merely states as follows:

Regarding 201 CMR 17.03(f), a ‘third-party service provider’ refers to any person or
entity that provides a service to the principal to whom the Massachusetts resident
delivered his/her personal information. No useful purpose would be served by trying to
formulate a definition that will capture every kind of relationship between the recipient
to whom a Massachusetts resident delivers his/her personal information and any other
person or entity whom that recipient engages to transport, maintain, process, etc., that
information; especially so, since third-party service providers are very well known in the

mutual fund industry.

Quite candidly, I have no idea what this answer means. It seems to introduce some new
concepts into 17.03(f) that we are at a loss to understand. For example, the first sentence seems to
somewhat narrow the scope of 17.03(f) by implying that certifications need only be obtained from
those third-parties that provide a service directly to the original recipient of the information. Is this, in
fact, the Division’s intent? Similarly, the second sentence, too, seems to limit the meaning of “third-
party service provider,” though it is unclear how such term is being limited. It begins by trying to
narrow the scope of this term to those persons where a “useful purpose” would be served by including
them in the rule. However, we are at a loss to understand who is supposed to make the determination
regarding which third-party service providers satisfy this standard and which do not. Indeed, we note
that the regulation itself provides no such “useful purpose” standard so what would be the basis for a
person relying on such a standard?

Most puzzling to us is the statement in the last sentence that “third-party service providers are
very well known in the mutual fund industry.” While it is true that, as externally-managed entities,
mutual funds must rely on a panoply of service providers to operate, that operating structure provides
us no insight into how the Commonwealth interprets the term “third-party service provider” for
purposes of the Standards — which was why we raised the issue in our November 26™ letter. Indeed, if
anything, your response seems to muddy the water even further by introducing the concepts of the
person to whom a Commonwealth resident delivers information, reading into the Standards a new
“useful purpose” test, and referencing the “very well known” third-party service providers in the mutual
fund industry. Accordingly, once again, we are asking you to clarify with more precision, and consistent
with the language of Section 17.03 and the Standards, the meaning of the term “third-party service
provider.” It would be most helpful to us if, in addition to making general statements regarding this
term, you address the specific instances raised in our November 26 letter so we can understand, for
purposes of our industry, what this term means.

In addition to the issue of third-party service providers, your letter failed to address each of the
following issues raised in the Institute’s November 26™ letter:



o Whether, if a business maintains an individual’s name and social security/account
number, there is a duty to determine the state of residence of such person in order
to determine whether the individual is a Commonwealth resident;

e Whether personal information merely returned to a person requires a certification
from such person prior to being able to return it;

e What is meant by “financial account number;”

o Whether the term “person” includes states other than Massachusetts.

e The document retention period for the documentation of responsive actions taken
in connecrion with breaches;

e  Where in the Standards the scalability required by the authorizing statute are
incorporated;

e  What constitutes “technically feasible” encryption;

¢ What electronically transmitted information must be encrypted;

e The meaning of “data,” as used in the Standards and its relationship to the meaning
of “personal information;”

e The meaning of “portable devices;”

e What systems are considered “connected to the Internet” for purposes of the
Standards’ requirements relating to firewalls and patches;

e  What is meant by “reasonably up-to-date” versions of system security software; and

e  What would constitute training “on the proper use of the computer security
system.”

In addition, in my supplemental letter to you dated December 12, 2008, I raised the additional
issues of:

e How persons subject to the Standards are expected to address the unwillingness - or
refusal — of the Commonwealth’s sister states to abide by the Standards’ requirements
in Section 17.03(f) relating to contractual provisions and certifications;

o The ability to share personal information with estate administrators and others
pursuant to legal proceedings when such sharing may result in the violation of one or
more provisions of the Standards.

We would very much appreciate your response to these concerns as well as those concerns
raised in my November 26™ letter that remain unaddressed. Morever, in light of the Standards’ fast-
approaching compliance date and our members’ uncertainty regarding these issues, your prompt
response to this letter will be most appreciated.

Sincerely,

/s/
Tamara K. Salmon

Senior Associate Counsel
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January 21, 2009

Daniel Crane, Undersecretary
David Murray, General Counsel
Office of Consumer Affairs

and Business Regulation
10 Park Plaza, Suite 5170
Boston, MA 02116

RE: Massachusetts Regulation 201 CMR 17.00, Standards for the
Protection of Personal Information of Residents of the Commonwealth

Gentlemen:

Iron Mountain Incorporated is a Boston-based provider of information storage and management
services. We provide storage and management services for information on paper and electronic
media in most states of the United States and many other countries.

One of our business lines consists of providing secure off-site storage for back-up and archival
computer tapes, cartridges and cassettes. In the off-site storage of backup and archival media, the
media is physically transported from customers’ data centers to our secure storage facilities, and then
re-transported from our storage facilities to customers’ data centers on a pre-scheduled date or when
the media is required for business purposes.

201 CMR 17.04(5) requires that companies that own, store, license or manage personal information
of Massachusetts residents encrypt such information on laptops and other portable devices. We are
uncertain as to the meaning of the phrase “other portable devices” in this context. Specifically, does
the phrase “other portable devices” include backup and archival tapes, cassettes and cartridges,
thereby requiring that it be encrypted? If the OCABR interprets the phrase to have such meaning, it
would have a very disruptive effect on many companies in the United States and other countries,
because encryption of backup and archival tapes would be quite expensive and adversely affect the
utility of backup tapes.

We appreciate your prompt attention to this question.

Very truly yours,

J{arg-g. Watzke % .

Q\GBW L&MMiscellaneous\.T OCABR.doc
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From: Jamele, Bryan (EOHED)

Sent: Thursday, January 22, 2009 5:02 PM

To: Murray, David (SCA)

Cc: Crane, Dan (SCA); McCollum, Ryan (EOHED)
Subject: FW: Oppose Data Security Changes!

----- Original Message-----

From: Moore, Richard (SEN) [mailto:Richard.Moore@state.ma.us]
Sent: Thursday, January 22, 2009 4:06 PM

To: Jamele, Bryan (SEA)

Subject: FW: Oppose Data Security Changes!

Please register this letter from Mr. VanderBaan with regard to comments about the Draft 201
CMR 17.00 Senator Richard T. Moore

----- Original Message-----

From: mail.relay@mailmanager.net [mailto:mail.relay@mailmanager.net] On Behalf Of James
VanderBaan

Sent: Thursday, January 22, 2009 3:41 PM

To: The Honorable Richard T. Moore

Subject: Oppose Data Security Changes!

James VanderBaan
17 Carr St.
Sutton, MA 01590-2344

January 22, 2009

The Honorable Richard T. Moore
Massachusetts Senate
Massachusetts State Senate
Boston, MA 02133

Dear Senator Moore:

As a small business owner I ask that you take into consideration the time and expense these
modified data security regulations will have on my business.

My business is facing many financial challenges this year, and a new mandate from the state
would only make things harder for me to keep all my employees. The cost of doing business is
already too high!

Please oppose and delay the proposed data security regulations in Massachusetts. Think of how
this will affect the thousands of small businesses across the state that are already dealing
with a sputtering economy.

Sincerely,

James VanderBaan
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John Hancock Life Insurance Company
Post Office Box 111

Boston, Massachusetts 02117

(617) 572-0862

Fax: (617) 572-1565

E-mail: Curtis_Morrison @manulifeusa.com

Curtis Morrison
Vice President and Counsel

December 12, 2008

Mr. David A. Murray
General Counsel

Office of Consumer Affairs and Business Regulation R E C E E V E D

10 Park Plaza

Suite 5170 np

Bch)'s’?on, MA 02116 oEC 29 2008

RE: MA Privacy Regs OFFICE OF CONSUMER AFFAIRS

Dear Mr. Murray:

Thank you for the opportunity to comment on Regulation 201 CMR 17.00: Standards
for the Protection of Personal Information of Residents of the Commonwealth. The comments
expressed herein are’ submrtted on behalf of the John Hancock ere lnsurance Company
(USA) and its family of-financial’ services companies. SRS TS : o

Sectron 2(a) of Chapter 93H of the Massachusetts General Laws requires the Office of
Consumer Affairs and Business Regulation’ (OCABR) to adopt regulations for the protection of
personal information relating to-residents of the Commonwealth. -Section 2(a) goes on to
require that those regulatrons ..shall be consistent with the safeguards .set forth in federal
regulatrons by whrch w7 a covered person ‘or entrty ' |s regulated

Despite the clear Ianguage of 93H 'some of the regulatrons adopted by OCABR (201
CMR 17.00) are not consistent with existing federal privacy regulations applicable to financial
services companies and their customers. Furthermore, in a time of severe economic
challenges for most businesses, the OCABR regulations mandate covered persons to adhere
to requirements that will be costly to rmplement but wrll not provide addrtronal protections for
Massachusetts resrdents

Support for the above conclusion is contained in Section 17.03 (f) of the OCABR-
regulatrons Under Section 17.03 (f) “persons” who provide personal information to third party
service providers must first do three things: determine that selected providers are capable of
maintaining appropriate safeguards for that information (due diligence); contractually require
providers to maintain such safeguards; and—prior to permitting them access to personal
mformatron—requrre that they execute wntten certrfrcatrons of therr complrance with the -
OCABR reguiations: - G S TR ‘ e

The frrst two of those: requrrements are consistent with “best practices,” existing
;federal pnvacy regulatrons govermng frnancral servnces companles and clearly both provrde



Mr. David A. Murray, General Counsel

Office of Consumer Affairs and Business Regulation
December 12, 2008

Page 2

protection for personal information. Financial services companies like John Hancock are
(under federal privacy regulations) already required to comply with those requirements.

However, under the OCABR regulations, “persons” sharing personal information, even
under long standing contracts with reputable and fully vetted service providers, will have to
incur the difficulty and expense of obtaining certifications before being able to continue to
share personal information with those providers after January 1, 2010. Such certifications
provide no additional protections for Massachusetts’ residents. Rather, protection is
effectively established as a result of appropriate due diligence and the inclusion of strong
privacy protection provisions within a given vendor’s contract.

Mandating a superfluous and costly certification requirement makes no sense when
the aforementioned due diligence and contractual provision requirements have been fully
satisfied. By insisting that certifications be in place for existing vendor contracts before
personal information can be shared after January 1, 2010, the Commonwealth potentially
undermines existing vendor relations that are already governed by contracts with strong
privacy protections; and it unintentionally puts at a competitive disadvantage financial
services companies with customers who are Massachusetts residents, when compared to
those companies that either have no such residents as customers or are effectively beyond
the Commonwealth’s enforcement powers. As such, John Hancock respectfully requests that
the third party service provider certification requirement be rescinded.

In the alternative, John Hancock submits that a more reasoned approach for
incorporating certifications within Massachusetts' regulatory process would be to only require
them on a prospective basis: after January 1, 2010, all newly contracted third party service
providers who are provided personal information would be required to complete written
certifications. Making certifications a prospective requirement appears to be the approach
taken by Section 9 of Massachusetts’ Executive Order No. 504, wherein on September 19,
2008, state agencies were required—on a prospective basis—to obtain certifications of
compliance with both the Order and 93H from all vendors who receive personal information
relating to Massachusetts residents. Clearly what is reasonable for the Commonwealth
regarding procedures to protect personal information should also be reasonable for all other
persons covered by the OCABR regulations.

John Hancock thanks you for the opportunity to be heard on this important issue.
Please feel free to contact the undersigned if you need additional information relating to this
letter.

Yours truly,
Curtis Morrison

Vice President and Counsel

CM:paa



Testimony for the Joint Committee on Consumer Protection &
Professional Licensure by Steven Michalove, Principal Security Strategist

at Microsoft

Informational Hearing on November 19" relative to the content and implantation of proposed
regulation 210 CMR 17.00 Standards for the Protection of Personal information of Residents of the
Commonwealth of Massachusetts.

| am Steven Michalove, principal security strategist at Microsoft, and | want to thank you for the
opportunity to testify today.

To start, Microsoft would like to commend the Joint Committee on Consumer Protection, and the
Patrick Administration, especially Undersecretary Dan Crane and Attorney General Martha Coakley, for
their efforts to ensure the sensitive personal information of Massachusetts residents is protected from
identity theft and other online threats. This is a common goal that the public and private sectors share
equally.

At Microsoft, protecting computer users against risks in the “Internet age” , including the risks of
identity theft, is a top priority. We are committed to making the investments necessary in the operation
of our own business and to deliver technologies that enhance security for computer users around the
world. At the same time, we recognize that security is an extremely complex equation, and that it is
important that all stakeholders — industry, the public sector, and users alike — work together and be
thoughtful about how to fight online crime, including identity theft.

There is clearly a role for well-crafted and meaningful legislation and regulations to protect against the
risks of identity theft. However, as a technologist, | have concerns about certain aspects of the
regulations promulgated by the Office of Consumer Affairs and Business Regulation. Specifically, | would
like to address the encryption-related requirements in the regulations. While encryption can and does
play a role in building a well-rounded set of controls to protect sensitive information, it is no silver
bullet. The industry is in a constant “arms race” against those with nefarious intent. Encryption may or
may not be the best use of scarce resources in addressing these threats over time. These requirements
are technically problematic, potentially extremely costly, and would have serious unintended
consequences for businesses and organizations of all sizes.

17.04: Computer System Security Requirements (3) To the extent technically feasible, encryption of
all transmitted records and files containing personal information that will travel across public

networks, and encryption of all data to be transmitted wirelessly

With respect to encryption of all transmitted records that will travel across public networks and, to a
certain extent, for all data to be transmitted wirelessly, there are significant barriers to implementing a
technical solution for small and large businesses alike. While the challenges are different for small
businesses compared to large businesses, there are some common elements that make deployment



difficult. These include the challenge of interoperability, the availability of mature technology, and the
resources that it would take to implement a common solution. Let me say a few words on each of
these challenges:

First, the chief challenge in scrambling information crossing public networks is one of Interoperability.
Data that is scrambled by the sending party must be unscrambled by the receiving party.

Interoperability is critical - sender and receiver must agree on confidential keys, sharing of those keys
and decryption methods ahead of time. PKI (Public Key Infrastructure) is the technologist’s dream state
solving this “shared secrets” problem but the end users “nightmare” — expensive to build and hard to
use. It takes a great deal of technical talent to design, implement and operate. Massachusetts’s own
Government Taskforce Force found PK! so complicated that it recommended creation of a PKI Task Force
(http://www.mass.gov/Aitd/docs/online gov task force rpt.pdf). Nevertheless, many large
enterprises (and agencies) -- but not small businesses — do operate such PKl infrastructures. Like the
Commonwealth, they often outsource these certificate services
(http://www.mass.gov/Aitd/docs/operations_managed services.rtf ) and they most often limited to SSL
Web certificates. If two enterprises do happen to operate PK! infrastructures that do issue encryption
capable certificates for email, the users must be knowledgeable enough exchange certificates across the
enterprises prior to the information exchange. These systems are not “natively” interoperable.

Second, the interoperability challenge also is exacerbated by the issue of availability. While encryption
technologies may be “technically feasible” they are not readily available, and are certainly not widely
deployed or used by businesses in Massachusetts or, for that matter, elsewhere in the United States.
For example, email encryption technologies such as PGP (Pretty Good Privacy), S/MIME
(Secure/Multipurpose Internet Mail Extensions) and DRM (Digital Rights Management) exist and provide
varying types of protection against unauthorized viewing. Hawever, there is no one standard among
these technologies, they may be superseded by other technologies, and they are not universally used.
While there are a few service providers inside the financial services industry that provide a secure email
service {(e.g. SWIFT http://www,swift.com/index.cfm?item_id=60759 and Citigroup
http://www.citi.com/citi/citizen/privacy/email.htm) these systems are not compatible with one another and
depend upon proprietary technologies or certificates. In short, they are not interoperable.

Third, even if a standard form of encryption technology necessary to fulfill compliance were commonly
accepted and readily available in the marketplace (which it is not), it would take a significant amount of
time and financial resources for businesses to acquire and deploy the necessary hardware, software or
services, and to pay for the related services to implement “encryption” for all relevant electronic
transmissions. Small businesses have a gap in skills and financial resources needed to implement the
provisions of the regulation whilst large enterprises will have the challenge of scale. To deploy this to
large numbers of users takes significant investment and years of deployment effort. While some
countries, most notably Denmark, have overcome this through the deployment of national Public Key
infrastructures, and then widely implemented them in the public domain and in eGoverment, ; this is
not an option currently available in the Commonwealth nor in the US Federal domain. A good source of
additional obstacles can be found at: http://www.oasis-open.org/committees/pki/pkiactionplan.pdf by
the Organization for the Advancement of Structured Information Standards




17.04: Computer System Security Requirements (5) Encryption of all personal information
stored on laptops or other portable devices

Information on laptops or other portable devices is clearly a potential security risk. Indeed, many
current industry surveys indicate that over 50% of data breaches are caused by lost or stolen devices.
Encrypting the data on these devices is one way to significantly mitigate this risk. But it is not the only
one. Cyber security should be viewed holistically, and not limited by definition to any one technological
requirement. | would like to discuss some of the challenges to encryption to demonstrate why the
government, by regulation, should not dictate any one technological solution.

As a general matter, the very flexibility and decentralized mobile nature of these devices that makes
them so useful also makes it costly and slow for organizations to deploy and enforce encryption as a
method of protecting the data stored on the devices. The basic underlying challenge of shared secrets is
the same with this scenario as above with a few notable differences. Normally, the key is created by
software, and then encrypted with a secret (passwords, PIN’s, finger print, etc.). In a in an institution or
corporation, secondary access to the data must be provided to authorized third parties (like law
enforcement , corporate fraud investigators, or network administrators) via a secure key escrow
infrastructure. So not only does the enterprise need to deploy encryption technologies, it must also
design and implement a key escrow infrastructure.

Laptops

With respect to laptops, there are common obstacles to deploying data encryption on laptops owned by
small and large organizations. In general, the industry practice is to encrypt the whole data volume and
not just individual files. This obscures the data both in its primary location as well as in temporary files,
meaning the end-users do not need to think about what and where to encrypt. Itis also hard to know
what is sensitive and what is not, so it is often easier to encrypt everything compared to having to
decide file by file. While there are various hardware (disk drive) and software solutions available — there
is no clear or emerging standard. Currently, most new laptops shipped from factories do not include full
disk encryption as a standard hardware nor software feature. These systems must be retrofitted and
converted.

Conversion of existing systems is both time consuming and labor intensive. With current hardware, it
takes about 1 minute per Gigabyte of disk size to convert a system. For a 120Gbyte hard drive this will
mean a minimum of 2 hours for the conversion. New systems are starting to ship with 300Gbyte drives
which will more than double the encryption time. As drive sized increase, so do encryption times. So
not only must technicians likely handle each system in order to install the necessary software the actual
setup can take hours for each computer. Additionally, anecdotal evidence indicates that about 10% of
laptop drives over 3 years old cannot survive the encryption process due to the stress placed on the
hardware. While the drive will have failed sometime in the future, encryption acts as an early detector
forcing disc replacement, causing potential data loss unless proper backup procedures are in place and
then another round of encryption on the new drive. Small and large organizations alike must pay for the
encryption solution and then provide both the labor and skills needed to convert existing systems. For
enterprises with hundreds of thousands of systems, this can take years to deploy and can be quite
expensive (often exceeding $200 in direct and indirect cost per PC).



Larger enterprises also face the creation of a monitoring and compliance framework to enforce the
progress of deployment and ongoing compliance. Since solutions have not become standards, this will
mean significant investment in custom inventory and management tools. Additionally, large
organizations will also have to develop technologies and processes for key escrow and drive recovery.
This includes everything from password resets to dealing with litigation eDiscovery requests. Since the
technology is so immature, the burden for deployment is high and requires a high level of specialized
technical skills to build custom solutions.

Portable Devices

The portable device scenario is even more challenging and the technology less mature. We like to call
these roaming devices since they tend to be used on one PC and then plugged into another PC. The
huge variety of devices and media from thumb-drives, cameras and music players to memory chips and
cell phones makes encryption difficult. These technologies often do not work when using the memory
device across platforms, for example, when using; a memory card in both your PC and in a camera. As
always interoperability can be a major barrier when dealing with devices and software from different
manufacturers.

*  If a software solution is chosen, that software must run on all of the systems the media may
roam to. If it requires a license, the user must purchase that software and make it available.
For some platforms like camera’s and cell phones, no solution may be available.

* The burden of key escrow must also be considered with roaming devices in the for large
businesses and institutions.

* Interoperability across time is an issue. If you encrypt a USB Thumb drive this year, will you still
be able to read it in one year’s time? The solution you may have been relying on may now be
technically obsolete or the licenses may have lapsed.

* Many devices break when encrypted. If you plug your MP3 player into your PC and then encrypt
its drive it will most likely no longer function as a music player. There is no standard way to
encrypt such small devices and it is often not possible at all. Interoperability is often lost when
encrypted.

*  One of the viable options available to users is prevent the data from getting onto devices in the
first place. For example, make the drive “read only” if not encrypted {the user is unable to save
files to them from the PC. This remains a technical challenge with a variety of emerging
solutions.

Conclusion

Encryption is certainly one of many tools that can help protect the security of personal information.
However, it is not the only one and the law should not mandate such a limiting and restrictive
requirement on businesses. Moreover, as noted, there is no reasonable means by which businesses —
small or large — could comply with this strict encryption requirement in the near future. The technical



and deployment barriers are significant and will take years to develop and deploy. Industry is
committed to the goal of protecting the security of personal information and understanding how to
reasonably protect such information. Unfortunately, current encryption technologies are not
sufficiently advanced or widely deployed to make this possible on a comprehensive or reasonably
affordable basis for several years. Ubiquitous use encryption is just not possible with current
technologies.

A better approach would be to provide businesses and individuals — which are in the best position to
understand the particular security measures that are best suited to the different types of storage and
transmission devices they maintain — the discretion to implement the most appropriate technologies
and procedures for their respective environments. This flexibility is also critical because cyber security,
of which encryption-related technologies are simply one tool, is an ever-changing technological
challenge. ltis a constant arms race against a variety of threats. Security measures are constantly
evolving and improving as technology advances and engineers respond to evolving threats to
information security. By imposing an inflexible encryption requirement, the Commonwealth would risk
having its own regulations become obsolete and potentially limiting on businesses and organizations.



LIFE INSURANCE ASSOCIATION
OF MASSACHUSETTS

501 Bovlston Street, Boston, Massachusetts 02116-3700
Phone: (617) 375-9200 Fax: (617) 375-1029

January 16, 2009

Mr. Daniel C. Crane

Director

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Dear Director Crane:

I am writing on behalf of the Life Insurance Association of Massachusetts
regarding proposed 201 CMR 17.00, concerning the protection of personal
information of residents of the commonwealth. LIAM is a trade association
representing thirteen leading life, health, disability income and long term care
insurers licensed to do business in the Commonwealth. Nine of these companies
are domiciled in Massachusetts.

LIAM and its member companies have long been supporters of consumers’
privacy rights. Insurance companies are financial institutions which are subject
to the federal Gramm Leach Bliley Act, including its safeguarding provisions. We
comply with GLB as well as the privacy laws of the states in which we do
business, including M.G.L. c. 1751, the Insurance Information and Privacy
Protection Act.

M.G.L. Chapter 93H requires the Department of Consumer Affairs and Business
Regulation to adopt regulations which are consistent with the federal
safeguarding regulations under the Gramm Leach Bliley Act. Unfortunately,
the proposed regulation, as drafted, is inconsistent with all of the federal
safeguarding regulations promulgated pursuant to GLB, as well as with the
Model developed by the National Association of Insurance Commissioners, also
pursuant to GLB.

We respectfully recommend the Office of Consumer Affairs and Business
Regulation deem persons who maintain procedures for protection of personal
information pursuant to GLB and the safeguarding rules thereunder be
considered to be in compliance with the 201 CMR 17.00. This tracks the
approach taken in Ch. 93H with regard to security breaches which states that “a



person who maintains procedures for responding to a breach of security pursuant to
federal laws, rules, regulations, guidance, or guidelines, is deemed to be in compliance
with this chapter if the person notifies affected Massachusetts residents in accordance
with the maintained or required procedures when a breach occurs....”

If compliance with federal rules is not deemed to be compliance with 201 CMR
17.00, we believe that companies should be given more time to comply. While
we appreciate the extension dates the Office has proposed, we believe that they
do not afford enough time for companies to come into full compliance with the
regulation. We respectfully recommend that the compliance dates be further
extended to at least June 1, 2010.

We also respectfully recommend that you eliminate the requirement for third
party certification and make the contracting requirement effective for new and
renewed contracts only. The regulation’s contract and written certification
provisions are duplicative, unnecessary, and unduly burdensome.

In addition, we are hopeful that the Office of Consumer Affairs and Business
Regulation will clarify that, if the requirement is not eliminated, certification
from third party vendors is required only once as well as provide a definition for
the term “portable device.”

We would be pleased to provide you with any further information that you may
find helpful as you consider this important issue.

Sincergly,

Andrew J. Calathare
President and €hief Executive Officer
Life Insurance Association of Massachusetts



From: bounce@bounce.votervoice.net on behalf of Kim Burdon [kburdon@madixinc.com]

Sent: Tuesday, January 13, 2009 12:37 PM
To: General Counsel David Murray
Subject: Change Mass. Data Regulations

General Counsel Murray:

As an employer in the North Brookfield, MA with 55 of employees, I am very concerned about
the mandates currently included in 201 CMR 17.00. As written, these regulations set a
difficult course for my business, state agencies and our shared goals to invest and protect
jobs in the Commonwealth.

My facility is the smallest division of our parent company. We were acquired in 2003 and have
been struggling with getting and maintaining work ever since largely due to our higher cost
structure for utilities and labor. Our capabilities are not unique in our company, therefore
we have to compensate for our higher cost structure with improved efficiency and innovation.

To this point, we have weathered the recent storms of increased costs (health care) and
higher taxes. However, the costs and the changes in business practices that appear to be
required by the current version of the personal data law and regulations are extremely
painful.

The pain arises because our company stores our records, along with the records of the other
95% of company employees, in a common database. Therefore, any changes required in
Massachusetts impact that entire database and the procedures required to manage these data
corporate wide.

We are diligently pursuing the process of evaluating the methods and costs required to
comply. However, even at this point, I don't believe that we feel that we are fully confident
we know those requirements.

Please reconsider breaking new ground in this area. These regulations appear to be
demonstrably more aggressive that other states, the health care industry or the federal
government. By taking this approach it becomes that much harder to argue to maintain
Massachusetts operations. This would take the products we have earned the right to produce by
our efforts and innovation and send them, and our Massachusetts jobs, elsewhere.

Sincerely,
Kim Burdon

9 Blueberry Ln
Sturbridge, MA 01566
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January 16, 2009

Daniel C. Crane, Undersecretary

Office of Consumer Affairs and Business Regulation
10 Park Plaza, Suite 5170

Boston, MA 02116

Re: Amendments to 201 CMR 17.00 — Standards for the Protection of Personal
Information of Residents of the Commonwealth

Dear Undersecretary Crane:

I am writing on behalf of the Massachusetts Association of Health Plans (MAHP), which
represents 12 health plans that provide coverage to 2.3 million Massachusetts residents, with
regard to 201 CMR 17.00. Our members place a high priority on protecting the personal
information of individuals they serve. While we are supportive of your efforts to institute
measures to protect Massachusetts residents from the risk of identity theft, we are very
concerned that sections 17.03 and 17.04 of the regulation assert greater jurisdiction over health
plans and other entities that comply with federal requirements regarding security breaches than
Chapter 93H ,Security Breaches, created by Chapter 82 of the Acts of 2007, allows. We believe
that requiring federally-compliant organizations such as health plans to provide additional
verification and documentation would be time consuming to implement and impose unnecessary
administrative requirements, increasing the cost of health care with little or no value to the
consumer.

Section 2 of Chapter 93H requires that regulations adopted by OCABR “be consistent with the
safeguards for protection of personal information set form in the federal regulations by which the
person is regulated.” In addition, Section 5 of Chapter 93H requires persons (defined as natural
persons, corporations, partnerships, associations or other legal entities) or agencies to comply
with “any applicable general or special law or federal law regarding the protection and privacy of
personal information; provided however, a person who maintains procedures for responding
to a breach of security pursuant to federal laws, rules, regulations, guidance, or guideiines,
is deemed to be in compliance with this chapter (emphasis added)...” Section 5 then
continues to state the specific actions, including notices to affected Massachusetts residents and
to the Attorney General and the director of the office of consumer affairs and business
regulation, that the person must still meet. If the person fails to comply with any federal law,
rule, or other applicable guidelines or guidance regarding security breaches, the person becomes
subject to all the requirements of Chapter 93H.

Under the Health Insurance Portability and Accountability Act (HIPAA) of 1996, health plans
already are required to have in place extensive measures to safeguard residents' protected health
information, which would encompass personal information as defined under the regulations.
Our recommendation is to add a separate section after sections 17.03 and 17.04 that incorporates
the language from Sections 2 and 5 of Chapter 93H, including the deeming language and the

40 Court Street, Boston, MA 02108
617-338-2244 rax: 617-338-9844
www.mahp.com



notice requirements in the event of a security breach, so that it will be clear that organizations
that already meet federal and industry standards, including health plans that have implemented
HIPAA requirements, are deemed to be in compliance with the regulations.

For example, 201 CMR 17.03(f), which deals with verification of third-party service providers,
requires entities to take reasonable steps to verify that third party suppliers have the capability to
protect information to which they have access. The section also requires that anyone permitting
such access must obtain written certification that a third-party service provider has a written,
comprehensive information security program. Consistent with Sections 2 and 5 of Chapter 93H,
we believe, a HIPAA-compliant business associate agreement, or when appropriate, a written
confirmation that a supplier is a HIPAA-covered entity should be recognized as satisfying the
requirements of 17.03(f). Requiring additional verification and documentation would be time
consuming to implement and impose unnecessary administrative requirements, increasing the
cost of health care with little or no value to the consumer.

We appreciate the opportunity to offer comment and would be happy to talk with you or a
member of your staff in more detail.

Sincerely,

W) /»{41-‘ : 7. O,
Marylou Buyse, M.D.
President
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January 16, 2009

STATEMENT OF MASSACHUSETTS ASSOCIATION OF INSURANCE
AGENTS BEFORE THE OFFICE OF CONSUMER AFFAIRS AND BUSINESS
REGULATION IN CONNECTION WITH THE PROMULGATION OF
AMENDMENTS TO REGULATION 201 CMR 17.00 STANDARDS FOR THE
PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE
COMMONWEALTH.

Good afternoon Undersecretary Crane. My name is Daniel J. Foley, Jr., and | am Vice
President of Government Affairs and General Counsel for the Massachusetts Association
of Insurance Agents (MAIA). On behalf of the Massachusetts Association of Insurance
Agents (MAIA), a statewide trade association that represents 1600 independent insurance
agencies, | would like to express our serious concerns with the provisions of the
regulation 201 CMR 17.00, and the devastating financial impact that the regulation’s
provisions will have upon our member agencies. Although the effective date of the

regulation has been extended until May 1, 2009, this extended time is still too short for

insurance agencies to fully comply.

Indegendent 91 Cedar Street, Milford, MA 01757
II,”’”@%?””” TEL (508) 634-2900 - (800) 972-9312 - FAX (508) 634-2933

Francis A. Mancini, Esq., President & CEO
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We urge the Patrick Administration to engage in a rigorous stakeholder analysis, and to
provide an opportunity for comment on the entire set of regulations within 201 CMR
17.00 with the Department, Attorney General, regulated community and elected officials,
to re-issue an entire set of rules by May 1, 2009, with the implementation of the rules

over a two-year period.

Protecting a person’s “personal information” as defined in the regulation is very
important, and is something that MAIA and all of its member independent insurance
agencies take very seriously. However, we believe that there has to be a reasonable
balance between protecting a person’s identity and the legal requirements imposed upon
the business community in order to assure that an individual’s personal information is
protected from security breaches. As currently written, 201 CMR 17.00 goes beyond the
legislature’s intent, and mandates specific technologies, creates redundant and confusing
rules, and does not hold public agencies to the standards of the private sector. These
requirements and standards go beyond any existing or emerging federal privacy

standards.

The standards being imposed upon every business in Massachusetts that possesses
“personal information” of a Massachusetts resident will be especially devastating on the
1600 member insurance agencies of MAIA. Granted there are large insurance agencies
that may well be able to comply with the regulation, but the majority of MAIA members
are truly “small businesses.” We have found that in a recent study that our Association

commissioned to measure the impact that independent insurance agencies have on the
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economy in Massachusetts, the average size agency employs seven employees, with
approximately 85% of the agencies having five or fewer employees. These agencies will
not be able to commit the necessary financial resources, both in personnel and money, to
comply with the requirements by May 1, 2009. Compliance needs to be based upon
resources available, and needs to be flexible for small businesses. The current regulation
lacks flexibility. A “one size fits all” approach without regard to the nature of the

business or its resources is inappropriate.

The promulgation and implementation of these specific regulations are in sharp contrast
with other states, and especially other Massachusetts state agencies that routinely engage
in collaborative discussions with the regulated communities. The state of New Jersey
recognized the need for a vigorous stakeholder analysis. Currently, the State of New
Jersey is currently in a two-year process just to promulgate a “pre-proposal” of
regulations that do not yet specify actual implementation deadlines. In fact, on December
15, 2008, New Jersey issued its new pre-proposed after determining in April 2008 to
reconsider, and withdraw the proposed rules it had previously issued on April 16, 2007.
New Jersey’s new pre-regulations do not provide similar time, clarity, recognition of
federal regulations, nor do they recognize the significant technological, legal, operational
challenges or the significant investments and human talent that many persons and small

firms must now face.
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As a member of the Business Coalition for Data Security, you have seen the list of issues
and solutions identified by the business community in a letter sent to you. As I’ve stated
earlier, independent insurance agencies will not be able to comply with the provisions of
these regulations by May 1, 2009, and the financial burden placed upon our members
specifically and small businesses generally, will be devastating, especially in light of
today’s economy. So the issue of TIMING is of great concern to MAIA and its
members, and we support and urge the Administration to adopt the suggestions made by
the Business Coalition relative to a phased-in implementation of the rules over a two-year

period.

The issues of CONSISTENCY and CONTRACT PROVISIONS and WRITTEN
CERTIFICATION for third-party service providers are of particular concern to
independent insurance agencies. With respect to consistency, the current regulations go
far beyond what the ID theft law requires. The Massachusetts statute calls for uniformity
and consistency with other laws, which is crucial for Massachusetts businesses and to
ensure economic competitiveness. Moreover, there is no benefit to Massachusetts to
impose unique requirements that merely conflict or preempt other federal and state laws
without providing any additional substantive protection for Massachusetts consumers,
employees and other residents. MAIA’s members conduct business with clients and
insurance carriers across the country, and it is very important that everyone is on the

same page regarding the privacy and data security laws.
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The CONTRACT and WRITTEN CERTIFICATION PROVISIONS for third-party
service providers are duplicative, confusing and unnecessary. Again, we support the
recommendations of the Business Coalition that contractual language should be used and
not certification, and then on a going-forward basis when contracts with third parties are

newly created or renewed.

As for MANDATORY ENCRYPTION, this is not mandated in the law and its
prescriptive nature negates the reasonableness standard within the statute. A principle or
standard should be used allowing the regulated community to assure our outcome, rather
than complying with a single command and control technology. This requirement will
prove very costly in terms of money and personnel to independent insurance agencies, as

| have indicated in previous communications with your office.

The INVENTORY requirement will be very costly and time-consuming as set forth in
the regulation. MAIA supports the recommendations of the Business Coalition for Data
Security, whereby a more meaningful approach would be to undertake a risk analysis of
systems to identify the potential for the loss of such data as it moves. This approach

would be similar to what is required in other federal and state contexts.

On a final point, the PUBLIC SECTOR, the state agencies, need to be held to exactly to
the same standards as the private sector. Personal data is regularly shared with public

entities, and is a source of significant data breaches.
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Secretary Daniel O’Connell was recently quoted in the Boston Globe where he said that
his agency will spend less energy trying to hire out of state businesses to Massachusetts,
and more time trying to help those already here to weather the tough times. If he means
what he says, then given the financial crisis that we are facing in the Commonwealth,

now is not the time to be imposing additional financial burdens on small businesses.

Again, on behalf of the independent insurance agencies across the Commonwealth, we
urge the Patrick Administration to engage in a rigorous stakeholder analysis with your
department, the Attorney General, the regulated community and elected officials, and
reissue an entire set of rules by May 1, 2009 with implementation carried out over a two-

year period.

Thank you for your consideration of any recommendations and giving me the opportunity

to provide comments at today’s hearing.



Statement of David E. Floreen, Senior Vice President
Massachusetts Bankers Association
Regarding 201 CMR 17.00 Standards for the Protection of
Personal Information of Massachusetts Residents
Office of Consumer Affairs and Business Regulation
January 16, 2009

Undersecretary Crane, General Counsel Murray, | am David Floreen, Senior Vice
President of the Massachusetts Bankers Association and appear this afternoon on behalf of our
nearly 200 member banks doing business across the Commonwealth. Our banks range from
among the smallest (less than $30 million in assets, to the largest $1 trillion). | appreciate the
opportunity to offer these comments regarding the new regulation 201 CMR 17.00, MGL Ch.
93H: Standards for the Protection of Personal Information of Massachusetts Residents (“the
Rule”) issued by the Office of Consumer Affairs and Business Regulation (OCABR). The Rule is
now slated to take effect on May 1, 20009.

At the outset, we want to express our industry’s longstanding commitment to ensuring the
safety and security of its customers’ and employees’ personal information. Our members
continually strive to enhance data security measures and regularly train their staffs on appropriate
data security policies and procedures. We also want to acknowledge and express our
appreciation to the Office of Consumer Affairs in delaying the effective date of the initial rule
from January 1 until May 1 to allow banks and other businesses more time to prepare to
implement the rule. More importantly, we would encourage OCABR to give serious
consideration to modifying portions of the rule that raise major questions regarding the ability of
banks and businesses to comply with certain provisions regardless of the timetable. The balance
of my remarks focuses on our industry’s strong recommendation that the regulations must be
revised and the effective date delayed to avoid significant unnecessary expense and confusion in
the marketplace.

Since the initial regulation was released in late September 2008, the Massachusetts
Bankers Association and its member banks have devoted considerable resources toward carefully
assessing and evaluating the language and intent of the Rule. As the banking community more
deeply analyzed the language and assessed the scope and effects of the Rule, it became extremely
clear that it would have been nearly impossible for Massachusetts banks of any size to meet the
January 1, 2009 compliance date. We applaud the decision by OCABR to delay the effective date
for four months.

Our concerns today focus on the practical and pragmatic issues member banks have
identified as they examine these newly-required due diligence, policies, procedures and
compliance certifications that must be addressed and put in place by May 1, 20009.

While some of the numerous requirements contained in the Rule are not far beyond what
Massachusetts banks already do to protect customer information under Title V of the Gramm-
Leach-Bliley Act (GLBA) and its implementing rules, regulations and guidance, we are
concerned that the Rule is overly specific and prescriptive in mandating what every
Massachusetts business, inclusive of banks, must do to comply and goes to a level of detail that
many businesses, large and small, financial or otherwise will struggle to meet.

For example, most banks already have comprehensive data security policies in place that
are designed to detect and prevent data breaches. The focus of these policies is on risk-based
parameters, not compliance with specific technical requirements. The current financial



environment has significantly eroded the ability of many businesses to fund all but the most
essential services, and the regulations in their present form mandate new compliance that
Massachusetts businesses, including banks, cannot and do not need in order to adequately protect
personal information. We remain steadfast in the position that the clear intent of the legislature in
adopting section 2 of Chapter 93H was to ensure that Massachusetts rules would be consistent
with those already mandated by federal law or regulation, to the extent that an industry was
subject to such rules. Clearly, the banking industry has been subject to extensive federal data
security rules and guidance for several years and we believe that the proposed Rule does not
follow the legislative mandate.

The following is a partial list of provisions in the Rule that exceed existing federal
guidelines under GLBA or create significant compliance challenges or costs for all Massachusetts
banks:

Third Party Vendor Certification:

Without question, the mandate to secure third party certification of all vendors by May 1,
2009 remains the most difficult provision. The Rule mandates that before an institution allows a
service provider to access personal information, it must conduct due diligence to ascertain the
vendor can actually safeguard the information in practice. This would require a complete re-run
of every bank’s vendors through its vendor risk management program at much higher, if not at
the highest levels of risk and review. Once that review is complete, a bank then must request and
secure from the affected vendors a written compliance certification stating the service provider
has a written information security plan and a program in place that complies with the Rules. This
vendor process would most likely be followed with requests to fund the vendors’ efforts and/or
requests for relaxed service level agreements and new pricing terms.

In essence, all banks face a massive vendor contract remediation project; each
certification will be open to legal drafting interpretation and result in a required legal review as
new terms and conditions are added. While the four month extension provides more time to
conduct this process, given the very difficult economic situation and the intense pressure to
control costs, imposing this mandate at this time is deeply troublesome. Furthermore, many
third-party contracts have cancellation clauses requiring advance notice of termination and
significant penalties for early termination.

If a vendor fails or is unwilling to provide a certification, and we are now learning that an
increasing number of vendors, particularly those outside Massachusetts have indicated that they
will not sign a written certification as currently required, a bank would have to invoke the clause,
and then seek a new vendor, if in fact a suitable one was both available and capable of providing
the scope and service quality that the bank expects. Many vendors executed service agreements
prior to promulgation of the Rule. Choosing a new vendor is a process that takes many months
and potentially forcing that process in this economic environment is ill-advised. In addition, some
of the banks’ core processors may not comply with the state’s requirements. In those instances,
entire systems and business platforms might have to be scrapped at enormous costs to the
institutions.

Collection of the “Minimum Amount Necessary”:

Collecting the minimum amount of personal information necessary to accomplish the
legitimate purpose for which it was collected and retaining such information for the minimum
time necessary to accomplish such purpose is a new heightened standard in records retention and



management. As written and understood by the industry, banks and other businesses must review
all application intake points of contact and ensure that they are only collecting the minimum
amount of information necessary to accomplish such (banking) purposes. This is a complex and
sophisticated assessment of information that may not be covered by a standard industry practice
or measurement across all industries.

Inventory of All Hard Copy and Electronic Records:

The Rule essentially requires that banks inventory all records to identify those records
containing personal information. Conducting such an inventory will require banks to decide
whether they can separate records in electronic or in other format, containing personal data from
those that do not, or whether the business must treat all information as personal information.

Remote Access:

This requirement mandates that all affected businesses must develop security policies to
determine whether such employees may keep, access, or transport data containing personal
information off-premises. In turn, this forces human resource departments to work with all
business functions as well as corporate officers to create new policies and procedures around
remote access. For many banks and businesses, the previous compliance date of January 1, 2009
could have crippled all business functions that use remote access. The extension to May 1, and in
some cases, January 1, 2010 is a welcome positive development which needs more refinement to
incorporate the real world use of today’s and tomorrow’s personal electronic devices.

Costs of Encryption:

Under the Rule, banks and all businesses will have to encrypt personal information stored
on laptops or other portable devices; is transmitted over wireless systems; and (to the extent
feasible) it travels across public networks. Banks interact with their customers and counter-parties
in highly secure environments and are required to maintain multiple levels of authentication.
While banks are moving rather rapidly toward encrypting all personal information, the budgets
for 2009 are challenged to provide sufficient funding for this considerable expense due to
competing regulatory initiatives. This concern extends to bank vendors since they must certify
compliance with such a mandate while providing service at current costs.

Conclusion:

It is important to note that the Rule was promulgated on September 24, 2008 allowing
only 99 days until the initial mandatory compliance date of January 1, 2009. While some
suggested that businesses had 11 months to comply, no business will invest limited resources to
prepare for implementation of a regulation until it is promulgated in final form. It should be
noted that the state of New Jersey has taken two years to develop now pre-proposed rules to
implement a similar statute and the current proposal is notably more flexible that what is
currently proposed in Massachusetts.

As promulgated, the Rule presents significant fiscal, operational and training obstacles
for Massachusetts banks and businesses to meet even by May 1, 2009. We look forward to
working with the Office of Consumer Affairs and strongly urge your office to reassess portions of
the Rule to more appropriately reflect the legislative intent.

Thank you for considering the views of all 200 Massachusetts banks on this critical issue.
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January 21, 2009

Daniel Crane, Undersecretary

Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170

Boston, MA 02116

Re: 201 CMR 17.00, Standards for the Protection of Personal Information of
Residents of the Commonwealth

Dear Undersecretary Crane:

I am writing this letter to share our perspective and concerns as they relate to the draft
“Standards for the Protection of Personal Information of Residents of the
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