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The purpose of this policy is to establish departmental procedures for the issuance of Massachusetts Management Accounting and Reporting System (MMARS) security profiles that limit the users access while in MMARS.

The goal of this policy is to ensure that MMARS users have security profiles that enable them to perform required financial transactions while preventing them from exceeding authorized transaction levels.

Policy
The Assistant Commissioner for Systems shall appoint a MMARS Security Officer.  The MMARS Security Officer, along with the Central Office Fiscal Unit, shall oversee the issuance of all MMARS security profiles.

The MMARS Security Officer shall maintain passwords and identification codes for personnel using MMARS and carefully restrict the capabilities allowed for each individual.

The MMARS Security Officer shall ensure that an employee’s code is deactivated when the employee is terminated from the Payroll system.

The Office of the State Comptroller defines each security profile’s level of responsibility.    

Requests for MMARS security codes for the Central Office staff shall be prepared by the Director of Accounting and forwarded to the Budget Director for review. 

All requests for MMARS security codes shall be forwarded by the Area Director to the Director of Accounting prior to being acted on by the fiscal unit.

The Central Office Fiscal Unit shall make User Guides, Procedure Manuals and other appropriate documentation readily available.

Appropriate management personnel shall ensure that staff with MMARS access is properly trained in the use of MMARS. 

Procedures
         1.
Areas shall submit written requests for MMARS security codes to the Central Office Fiscal Unit, including the job description of the employee to be assigned a security code.

         2.
The Budget Director and Director of Accounting shall determine the code level that will be requested and forward the request to the MMARS Security Officer.

         3.
The MMARS Security Officer shall fill out the necessary paperwork, sending the package to the Office of the State Comptroller.

         4.
The Office of the State Comptroller shall notify the MMARS Security Officer of their decision to approve or disapprove the request.

         5.
The MMARS Security Officer shall notify the Central Office Fiscal Unit of the Office of State Comptroller’s decision.

         6. 
The Central Office Fiscal Unit will notify the Area of the results and plan a course of action if necessary.  

OUTCOME MEASURES AND PERFORMANCE INDICATORS

· All MMARS security codes are on file with the MMARS Security Officer and Central Office Fiscal Unit.

· All MMARS security codes have Area Director or Director of Accounting approval prior to issuance.

· All MMARS security codes belong to active employees.


· MMARS security codes restrict user capabilities to those duties that are in compliance with their job descriptions.

· MMARS Security Officers ensure that employee’s codes are deactivated when the employee is terminated from the payroll system.
