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The purpose of this policy is to ensure that all Department employees, including those under an individual (03) contract, have a centrally-located personnel record.
The goal of this policy is to maintain an accurate, confidential, and up-to-date personnel record on all employees.

Policy


The Department shall adhere to the Fair Information Practices Act (FIPA) in accordance with Massachusetts General Laws (MGL) Chapter 66A, regarding employees’ right to privacy.

Employees personnel records shall be maintained both automated via a statewide database known as PMIS (Personnel/Payroll Management Information System) and manually.

All personal data contained in the personnel records shall be considered confidential material to the degree required under the Fair Information Practices Act.

Access to personnel data shall be limited to instances where there is a clearly demonstrated need for this information, or where the employee has given his/her written consent.

The Human Resources Department shall maintain official personnel records for all DYS State and individually contracted (03) employees.

Location Managers/designee shall forward any and all documentation pertaining to the employees under their supervision to the Human Resource Department in order to maintain an accurate and up-to-date personnel record.

All materials pertaining to employees shall be date stamped before insertion into personnel records. 

The DYS Human Resources Director/designee shall ensure that all personnel records under his/her jurisdiction are locked during non-working hours.

The DYS Human Resources Department shall ensure that all inactive personnel records are stored in a safe and secure location.

Any DYS employee violating this policy with malicious intent shall receive disciplinary action up to and including termination from the Department.

Procedures
A.     Automated Personnel Records
1. 
The personnel record for all Department staff shall be maintained on a statewide automated database known as PMIS (Personnel/Payroll Management Information System).

2.
All personnel data contained on PMIS shall be considered confidential.

3.
Access to PMIS shall be limited to the Human Resource staff via security codes.

B.     Manual Personnel Records

1.
The personnel record shall be organized into the following six sections in order to make all data easily accessible for maximum utility:

a.
Section I shall contain employee address changes
b.
Section II shall contain the following kinds of personnel information:

I. Personnel action checklist;
II. Form 1;
III.
I-9 Form;
IV. 
Provisional Appointment form;

 

V. 
Job application/resume;
VI.
Request for certification of tax status;
VII. 
Criminal Offenders Record Information (CORI) letter; and

VIII.
Welcome to DYS letter.
c. 
Section III shall contain the following kinds of personnel information:

I. 
Evaluation forms Employee Performance Review System (EPRS) /Performance Appraisal Program (PAP); 



II.
Training certificates, listing types of training;
III.  
Attendance calendars;
IV.  
Medical verification of illness;
V.  
Verification of policies - sign off forms; 

VI.  
Workers compensation claim; and


VII.
Reference letters/reference checks.

     d.     Section IV shall contain the following kinds of personnel information:

I.  
Letters of commendation; and

II.   
Letters of reprimand/discipline


     e.     Section V shall contain the payroll correspondences. 

                 f.     Section VI shall contain the following kinds of personnel information:

I. 
Group Insurance forms;
II. 
Retirement forms;
III.  
Payroll deduction forms (i.e., alimony, tax levy, child support, credit union, United Way, etc.);
IV. 
Tax forms; and
V.  
Unemployment claims.
C.     Inactive Personnel Records
1. 
Upon the separation (retirement, resignation, discharge or layoff) of a Department employee, his/her official personnel record shall be retained as an inactive file by the Human Resources Department.

2.
The Human Resources Department shall keep all official inactive personnel records on file for a minimum of seven (7) years. 


D.     Access to Personnel Records
1. Department employees (or former employees) shall have the right, upon request, to examine and have copies made of any and all records maintained in his/her personnel record.

2. All staff wishing to view personnel records shall request access through the Human Resources Director/designee.

3. Employees shall sign a consent form before any and/or all data from a personnel record is released unless the release of data is part of an internal DYS investigation or required in conjunction with a court procedure.

4. The Human Resource Department shall ensure that all personnel records and file cabinets are labeled confidential and secure.  


5. The Record of Review Log shall be completed in instances where access is granted to an individual to review an employee’s personnel record. 

E.     Keeper of Records

6. The Human Resources Director/designee shall be responsible for the overall maintenance of the Department’s personnel records.

7. The Director shall ensure that the requirements of the Fair Information Practices Act (FIPA) and this policy are met.

8. The Director shall receive and respond to complaints, objections, and subpoenas and answer any questions on the aforementioned requirements.

9. The Director shall notify the Legal Unit whenever he/she receives a subpoena for any records maintained by the Human Resources Department.

OUTCOME MEASURES/PERFORMANCE INDICATORS

· All Department employees have a personnel record available to them containing all records and documentation on their employment and job performance.

· All employees review and sign off on the DYS “Consent Form” when accessing their personnel record.

· All employees complete the DYS “Record of Review Log” before reviewing personnel records.

· All personal data maintained in the employees personnel record is kept confidential.

· All employees’ rights to privacy are protected through the M.G.L. Chapter 66A.

· Employees’ right to privacy is maintained in accordance with the Fair Information Practice Act.

· Inactive personnel records are maintained for seven years.

