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The purpose of this policy is to ensure that all DYS employees maintain the confidentiality of client records and that client information is shared with other agencies or actors in an appropriate and regulated way.

The goal of this policy is to protect the confidentiality of client records while still permitting client data to be shared with other agencies and actors in an appropriate and regulated way.
Policy
DYS employees are authorized to share verbal information that is specific to any client, now or formerly in the care of DYS, with any authorized DYS employee, other state human services agency, criminal justice agency, law enforcement agency, or local educational authority (LEA).  
The Commissioner/designee or Area Directors/designees shall approve verbal disclosure to other persons or groups.

DYS employees are authorized to share written information that is specific to any client, now or formerly in the care of DYS, with any authorized DYS employee, contracted provider, or other state human services agency. 
Written disclosure to other persons or groups shall be accompanied by a release signed by the client’s parent/guardian, shall be pursuant to a signed interagency agreement, or shall be approved, in writing, by the Commissioner/designee or the Area Director/designee.

Procedures
A.  
Definitions
1. Audit Trail – a record of instances in which persons who are not DYS employees or contracted providers have been authorized to view or receive client data
2. Client Data – any data in whatever form generated or collected by the Department any information concerning an individual which, because of name, identifying number, mark or description can be readily associated with a particular client.  “Client data” shall not include criminal offender record information as defined in M.G.L. c. 6, section 167.

3. Contracted Provider – any private agency or not-profit institution which now or formerly has provided services to clients of the Department.
4. DYS Employee – any person, whether a full or part-time state employee or an “03” independent contractor who is paid from the payroll of the Department.
5. Local Educational Authority (LEA) – any school or school district operating within the Commonwealth.
6. Keeper of the Records – a person designated by the Department to administer all rules and regulations governing the Department’s records. 
7. Public Records – a public record as defined in clause 26th of section 7 of chapter 4 of the Massachusetts General Laws.
B. 
Sharing Verbal Information 
1. Department personnel shall share verbal information that is specific to any client, now or formerly in the care of DYS, with any authorized DYS employee, contracted provider, other state human services agency, criminal justice agency, law enforcement agency, or local educational authority.
2. The Commissioner/designee or the Keeper of the Records shall approve verbal disclosure to other persons or groups.

C. 
Sharing Written Information
1. Department personnel shall, when appropriate, share written information that is specific to any client, now or formerly in the care of DYS, with any authorized DYS employee, contracted provider, or other state human services agency.
2. Written disclosure to other persons or groups, including any other state human services agency, criminal justice agency, law enforcement agency, or local educational authority, shall only be made when one of the following is true: 
a. The disclosure is accompanied by a release signed by the client’s parent or guardian;

b. The disclosure is pursuant to a signed interagency agreement; or

c. The disclosure has been approved, in advance and in writing, by the Commissioner/designee or the Keeper of the Records.

D. 
Sharing Information with Clients

1. Clients, their parent/guardians, or their attorneys may examine the client’s records by making a request in person, during normal business hours, to the Area Director/designee, or by making a request by certified mail, return receipt requested, and addressed to the Keeper of the Records.

2. The Keeper of the Records shall respond to any written request within five business days either approving or denying access to client data.

3. The Keeper of the Records shall not deny a client, their parent/guardian, or attorney access to such client data solely because such data are not “public records” as defined in clause 26th of section 7 of chapter 4 of the General Laws.

4. The Keeper of the Records shall deny a client or their parent/guardians access to the client data if, at the time of the request for access, the data is part of an investigation and permitting such access at that time would be likely to prejudice the investigation.

5. Such access shall be denied only until the investigation has been completed and any resultant administrative or judicial proceeding commenced or one year has passed from the commencement of the investigation, whichever is sooner.
E.
Fees
1. The Keeper of the Records shall not set any fee in cases where the total fee would be less than two (2) dollars.
2. The Keeper of the Records shall, at his/her discretion, set fees for copying records requested by a client, their parent/guardian, or their attorney.

3. A fee of ten (10) cents per page for photocopying records shall be charged as provided by the schedule set forth in 101 CMR 8.01(6)(d).
4. The Keeper of the Records shall set fees substantially equivalent to the actual cost of reproduction for any materials that cannot simply be photocopied.  In addition, anytime that the requested records require a search of the Department’s record keeping systems, including its computer records, the Keeper of the Records may set a fee reasonably related to the cost of making the search, so long as that fee is consistent with 950 CMR 202.02(5). 
5. The Keeper of the Records shall ensure that fees due for the copying of records are paid in advance of the copies being delivered.
6. Payment may be made by check or money order made payable to the Commonwealth of Massachusetts and delivered to the person designated to receive it by the Keeper of the Records.  Payment may be made in cash if the total charge is under five (5) dollars and a receipt is provided. 
F.
Response to Compulsory Legal Process
1. Department personnel shall comply with the Compulsory Legal Process policy.
2. Client records may be released in response to a subpoena.  However, no client data shall be made available in response to a subpoena unless the client is reasonably notified so that he or she may seek to have the process quashed as provided in section 2(k) of chapter 66A of the General Laws. 
3. Any employee, other than the one named on the subpoena, can accept a subpoena.  Such an acceptance of service still creates an obligation to comply on the part of the person named in the subpoena. 
4. Upon accepting any subpoena, the person receiving the subpoena shall immediately notify the Department’s Legal Unit.
G. 
Disclosure to Investigative Agents
1. The Keeper of the Records shall give access to client data to any legitimate investigating body, including agents of the Office of the Attorney General, the State Ethics Commission, or the Office of the Inspector General, so long as those agents are acting in furtherance of their official duties.
2. Any request by an investigative agent to have access to client data shall be addressed in writing to the Keeper of the Records.  The Keeper of the Records shall respond in writing to the request within five business days of its receipt.
H. 
Audit Trails
1. The Keeper of the Records shall make sure that audit trails are maintained for all client files in the client record. 
2. Audit trails shall be documented on a form to be developed and maintained by the Department and shall track access to client records by anyone other than a DYS employee. 
3. Any person giving written information from a client record to anyone other than a DYS employee shall make note of the dissemination of such data on the audit trail.  The audit trail shall identify: 

a. The person inspecting or receiving the record;
b. The date of the inspection or receipt;

c. Where information was removed from the record, the length of time held; and

d. The authorization for the inspection or receipt.

I.
Correction of Records
1. Clients, their parents/guardians, or their attorneys who object to the accuracy of data contained in the client’s record may file an objection with the Keeper of the Records. 
2. The Keeper of the Records shall investigate the validity of a submitted objection with the assistance of the Legal Unit.  A written decision shall be rendered within thirty (30) days and a copy of the decision shall be sent to the client and the Commissioner.
3. The Keeper of the Records shall correct the contents of the data and notify any person who has been the recipient of inaccurate data if the objection is found to be meritorious. 
4. The Keeper of the Records shall provide the client with the opportunity to have his or her objection and views recorded and placed in the file if the objection is found to lack merit. 

5. Such decisions may be appealed to the Commissioner.  Such an appeal shall be filed in writing within 30 days of the client’s receipt of notification of the decision. 
6. The Commissioner shall render his decision within 30 days of receipt of the appeal, and shall notify the client of the decision within seven days of rendering such decision, as provided in 101 CMR 8.09(2). 
7. Any failure by the Keeper of the Records of the Commissioner to render a decision at any stage of the appeal process within the time periods set out in this policy shall result in a decision favorable to the client making the appeal.  The time periods may be extended by agreement between the client and the Department. 
8. Clients, their parents/guardians, and their attorneys may appeal a decision of the Commissioner to the Secretary of Human Services/designee.  Such appeals shall be file din writing within 30 days of the client’s receipt of notification of the decision by the Commissioner.  The conduct of this appeal is governed by the Regulations of the Executive Office of Human Services, 101 CMR 8.09(3). 
9. Clients, their parents/guardians, and their attorneys may also appeal any decision rendered by the Secretary of Health and Human Services to any court as provided for by section 3B of chapter 124 of the General Laws, or any other law authorizing a judicial appeal.

J. 
Right of Minors to Act on their Own Behalf
1. Any rights and powers granted to a client to make decisions about agreeing to the release of information or challenging its accuracy may be made:
a. By the client alone if the client has attained the age of 18;
b. By both the client and a parent/guardian if the client has attained the age of 14 but not the age of 18; or

c. By the client’s parent/guardian if the client has not yet attained the age of 14.

2. Area Directors may deny the exercise of any right or power to parents/guardians whose interests are reasonably judged to be substantially adverse to those of a client about whom data are held.
3. Amu parent or guardian denied the exercise of such right or power by an Area Director may appeal such denial under 101 CMR 8.09. 
K. 
Freedom of Information Act
1. This policy shall not in any way abridge the requirements of the Freedom of Information Act, embodied in section 10 of chapter 66 of the Massachusetts General Laws, which requires that agencies must grant access to members of the public to all client records deemed to be “public records” within the meaning of the Act.
2. The Keeper of the Records shall determine which client records or which parts of a client’s record are considered “public” after consultation with the Legal Unit of the Department. 
3. The Keeper of the Records shall make sure that any client who is the subject of a Freedom of Information Act (FOIA) request is informed of the request in a timely fashion by the client’s caseworker or any other appropriate person.
4. The Director of Public Affairs shall seek to ascertain, through the client’s caseworker or any other appropriate person, whether the client wishes to challenge the FOIA request and whether the client is represented by legal counsel who may challenge the FOIA request on his or her behalf. 
5. The Legal Unit shall render a timely recommendation on which, if any, information from a client’s file is a “public record” for purposes of responding to a FOIA request.  Such recommendation shall be given to the Keeper of the Records at the latest within ten business days of the Keeper of the Records receiving the request.
L.
Breach of Confidentiality
1. Any employee of the Department found to be in violation of the provisions of this policy with respect to requirements for maintaining the confidentiality of client records may be subject to reprimand, suspension, dismissal, or other disciplinary actions at the discretion of the Commissioner and the Director of Human Services. 
2. Whenever an employee of a contracted provider is found to be in violation of the provisions of this policy with respect to requirements for maintaining the confidentiality of client records, the Commissioner may seek the suspension of any contractual relationship with that provider as provided for by 101 CMR 8.10.
M. 
Training of Staff
1. The Keeper of the Records shall coordinate with the Department’s Director of Training to ensure that all staff are acquainted with the requirements of this policy and of other laws and regulations dealing with the confidentiality and appropriate handling of client records. 
OUTCOME MEASURES/PERFORMANCE INDICATORS
· All client records are marked confidential.

· Area Directors/designees approve the sharing of information with persons and groups other than DYS employees, other state human services agencies, criminal justice agencies, law enforcement agencies, and local education authorities. 

· Written disclosures are accompanied by a signed release. 
· Audit trails are maintained for all client records. 

· Department personnel comply with the Compulsory Legal Process policy.

· Clients, their parents/guardians, or their attorneys have the opportunity to file an objection to the accuracy of data with the Keeper of the Records and to appeal decisions all the way up to the Secretary of Health and Human Services. 
· The Department abides by the requirements of the Freedom of Information Act.
· Breaches of confidentiality are minimized.







