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Policy

It is the policy of the Department of Youth Services (DYS) that the DYS computer system is property of the Department and shall be maintained by the Systems Unit.  Employees or providers are not to make unauthorized hardware or software modifications or infringe copyright protected materials on or through the use of the DYS computer system. 

Procedure

A.
Definitions

1. DYS Computer System: the system of personal computers, network servers, and associated software and peripherals owned and maintained by the Department of Youth Services.

2. DYSHelpDesk: the customer assistance email staffed by a member of the Systems Unit through which requests for systems help should be made by DYS staff.
3. Systems Unit: the unit of the Department of Youth Services responsible for maintaining the DYS computer system.  

4. Information Technology Division: the Division of Massachusetts state government responsible for information technology in the Commonwealth, established by G.L. c. 7, §4A.

5. State-wide Network: the state-wide computer network maintained by the Information Technology Division.

6. Information Technology Resources: resources that include computers, printers, and other peripherals, programs, data.
B.
Uses of Information Technology Resources

7. In accordance to the Executive Office for Administration and Finance's (EOAF) Policy on the Use of Information Technology Resources the following uses are unacceptable:

a. In furtherance of any illegal act, including violation of any criminal or civil laws or regulations, whether state or federal; 

b. For any political purpose; 

c. For any commercial purpose; 

d. To send threatening or harassing messages, whether sexual or otherwise; 

e. To access or share sexually explicit, obscene, or otherwise inappropriate materials; 

f. To infringe any intellectual property rights; 

g. To gain, or attempt to gain, unauthorized access to any computer or network; 

h. For any use that causes interference with or disruption of network users and resources, including propagation of computer viruses or other harmful programs; 

i. To intercept communications intended for other persons; 

j. To misrepresent either the Agency or a person's role at the Agency; 

k. To distribute chain letters or other unacceptable propaganda or documentation as directed by the Information Technology Division, Director of Network Operations or DYS Systems Unit or their designee.
l. To access unauthorized online sites such as online gambling sites, gaming sites, pornographic sites, or otherwise indicated sites as directed by the Information Technology Division, DYS Director of Network Operations or DYS Systems Unit or their designee.; or 
m. To libel or otherwise defame any person or organization.
8. Misuse of information and technology resources may lead to disciplinary action.

C.
Copyright Protection

9. Computer programs are considered intellectual property.  Specific legal protections exist for software and for information published on the Internet.  

10. DYS employees shall be prohibited from copying copyrighted software or other copyrighted materials using DYS equipment.  Violations of this section can lead to discipline of employees or sanctions against Providers.

D.
Password Security

11. Whenever a user logs onto a DYS computer system, the user must use a password that is a minimum of 8 characters long and has specifically been assigned to that user.  The password may contain any combination of letters or numbers, so long as each password contains at least one uppercase and one lowercase letter and at least one number. 

12. As required by the Information Technology Division, passwords are set to expire approximately every forty-two (42) days and cannot be duplicated for twenty-four (24) sessions.  At the end of every forty-two day period, upon login, the user will be prompted to enter a new password and enter it again to verify it.

13. The security and protection of individual passwords is the responsibility of the individual user.  Any communications that are authored from a password-protected system are presumed to have been authored by the password owner. 

14. The unauthorized use of someone else's password is considered a violation of the Code of Employee Conduct and may lead to discipline up to and including termination.

15. The System Unit has implemented a security function that will lock every personal computer after 15 minutes of idle time.  This function can also be manually invoked.  For any user leaving their work area for an extended period of time, it is recommended that they lock their computer. 

E.
Care of DYS Equipment

16. The Systems Unit shall be responsible for maintaining DYS equipment in operating condition, including all approved software and hardware components. 

17. All individual desktop systems, including the monitor and Computer should not be powered off at the end of each workday but should be logged off of their user account. 

18. DYS employees shall not shut down systems by unplugging them, shutting off power strips or disconnect from the network, as the failure to follow correct shut-down procedures may result in a corrupted user profile or file system. 

F.
Use of PC Hardware and Software

19. All hardware and software provided to users of the Department's computer system are the property of DYS.

20. All hardware and software provided to users of the Department's computer system are for the purpose of departmental business.

G.
Unauthorized Hardware Modifications

21. No modifications to existing hardware or addition of hardware to DYS systems are permitted, unless approved by the Director of Network Operations. 

22. Requests for hardware modifications are to be forwarded via E-Mail to the DYSHelpDesk.

H.
Unauthorized Software Modifications:

23. No modifications to existing software or the addition of software to DYS systems is permitted, unless approved by the Director of Network Operations. 

24. Requests for modifications are to be forwarded via E-Mail to the DYSHelpDesk.

I.
Authorized Software Installations:

25. All hardware and software changes to a users system from the standard DYS configuration must be performed by a member of the System Unit or their designee and will require the final approval of the DYS Director of Network Operations. 

26. Requests for modifications are to be forwarded via E-Mail to the DYSHelpDesk.  

27. The DYSHelpDesk will forward requests to load non-DYS standard software to the Director of Network Operations. 

28. Before a software will be tested, the Director of Network Operations will see that the following criteria is meet: 

a. That the software has a valid proof of purchase and a valid user license.

b. That the software is compatible with the configuration of the Department's computers and the state-wide network.

29. If software is determined to be non-conflicting with the DYS standard configuration it will be loaded by a member of the System Unit. 

J.
Notification Regarding the Unauthorized Installation of Hardware or Software:

30. If a member of the System Unit discovers changes to the hardware, software or unauthorized software on a personal computer or server, they will report it to the Director of Network Operations immediately.

31. The Director of Network Operations may investigate the changes to the computer's configuration and the system may be returned to its original configuration, without any prior notification to the user.

32. Notification of this activity will be sent to the Area Director and the Director of Human Resources.

33. Repeated or deliberate disregard for this policy may result in disciplinary action, as deemed necessary by the department.

K.
Expectation of Privacy

34. All DYS users should understand the Department retains the right to inspect any user's computer, any data stored, and any data sent or received by said computer.  There is no “expectation of privacy” for materials stored on a DYS computer.

35. In order to ensure proper network operations, network administrators shall routinely monitor network traffic.
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