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The purpose of this policy is to outline acceptable uses of electronic mail and delineate unacceptable practices.

The goal of this policy is to improve the day-to-day operational business of the department through the proper use of electronic mail.

Policy

Department personnel shall use electronic mail for authorized and legitimate business purposes only.

Electronic mail is not private and employees should have no expectation of privacy with respect to any document created, received, or sent via electronic mail.

The Department reserves the right to access, copy, delete, monitor, and review any employee electronic mail.

Electronic mail in printed form shall be treated like any other employee record.  Electronic mail is a public record, is subject to disclosure or subpoena, and is potentially discoverable in any legal proceeding. Electronic mail is covered under the laws of confidentiality. 

Any violation of this policy may be grounds for disciplinary action.

Procedures

A. Use
1. Department personnel shall be courteous and professional when using electronic mail.

2. Department personnel shall not send messages by electronic mail that would not be put in a written memorandum or document.

3. Department personnel using electronic mail for public service announcements, and raising/charity events, or personal announcements shall obtain prior approval from the appropriate location or unit manager.  No such electronic mail shall be approved if it appears to violate Chapter 268A of the General Laws, the State Ethics Code.

4. Department personnel shall not send electronic mail using wildcards (*@*@*) to other state organizations. Wildcards are symbols, such as an asterisk (*) which represent a global set of names. For example, a violation of this policy would be to send electronic mail using *@*@* in the TO: area.  

OUTCOME MEASURES/PERFORMANCE INDICATORS

(  
The content of electronic mail messages is courteous and professional.

( 
Electronic mail is never sent randomly or globally across the state network.

( 
Public announcements sent through electronic mail have prior approval from management.

( 
Electronic mail is used for authorized or legitimate business purposes only.
