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Policy

It is the policy of the Department of Youth Services (DYS) that Internet access is provided to employees of the Department or to others having access to the DYS computer system for business-related purposes.  This includes, but is not limited to, access to the web pages of DYS Providers, to the Massachusetts government portal, to the YSIS and MAJJIC systems through the Department’s Intranet, and for other purposes related to the functioning of the Department of Youth Services.  Substantial misuse or abuse of the Internet or World Wide Web by employees or Providers of the Department may lead to sanctions, including cut-off of access to the Internet or World Wide Web.

Procedure

A.
Definitions

1. DYS Computer System: the system of personal computers, network servers, and associated software and peripherals owned and maintained by the Department of Youth Services.

2. Systems Unit: the unit of the Department of Youth Services responsible for maintaining the DYS computer system.  The systems unit is headed by the Chief Information Officer, and shall have such other positions as have been approved by the Director of Human Resources in accordance with the state position classification system.

3. Information Technology Division: the division of Massachusetts state government responsible for information technology in the Commonwealth, established by G.L. c. 7, §4A.

4. Internet Access:  access to the World Wide Web or related services or protocols through the use of a web browser such as Microsoft’s Internet Explorer.

5. Information Technology Resources: resources that include computers, printers, and other peripherals, programs, data, local and wide area networks, and means of Internet access.

B.
Use of the Internet

6. Internet access is a service provided by the Information Technology Division (ITD) of the Executive Office for Administration and Finance.  DYS employees and Providers should know that ITD monitors Internet access and informs the Systems Unit of misuse  

7. The use of the Internet by DYS employees shall be regulated by the following conditions:

a. Internet access is to be used only for the purpose of conducting business related to the Department’s operations.

b. Internet access is not to be used for non-business related activities including but not limited to disseminating political opinions, conducting personal profit or non-profit ventures, or viewing or downloading pornography or other unauthorized or inappropriate data or graphics as indicated by the Information Technology Division, DYS Director of Network Operations or DYS Systems Unit or their designee. 

c. Any user of the DYS computer system may have their Internet access usage habits monitored at anytime and without prior notification by the Information Technology Division or the Systems Unit or any agent of either.

d. Any user of the DYS computer system should particularly refrain from subscribing to streaming audio, video and multicast services, as those services are not job-related and also demand resources that put an unacceptable strain on the bandwidth of the Wide Area Network (WAN) maintained by the Information Technology Division.

8. In accordance with the Executive Office for Administration and Finance’s mandate regarding the use of agency information technology resources it is unacceptable to use the Internet for the following:

a. In furtherance of any illegal act, including violation of any criminal or civil laws or regulations, whether state or federal; 

b. For any political purpose; 

c. For any commercial purpose; 

d. To send threatening or harassing messages, whether sexual or otherwise; 

e. To access or share sexually explicit, obscene, or otherwise inappropriate materials; 

f. To infringe any intellectual property rights; 

g. To gain, or attempt to gain, unauthorized access to any computer or network; 

h. For any use that causes interference with or disruption of network users and resources, including propagation of computer viruses or other harmful programs; 

i. To intercept communications intended for other persons; 

j. To misrepresent either the Agency or a person’s role at the Agency; 

k. To distribute chain letters; 

l. To access unauthorized online sites such as online gambling sites, gaming sites, pornographic sites, or otherwise indicated sites as directed by the Information Technology Division, DYS Director of Network Operations or DYS Systems Unit or their designee.  or
m. To libel or otherwise defame any person or organization.
9. If the Systems Unit is notified by the Information Technology Division that certain users on the DYS computer system consistently misuse their Internet access for purposes other that are not job related, the System Unit will (1) report the misuse to the Director of Human Resources and the appropriate Area Director and (2) may impose restrictions with respect to Internet access on the user found to be in violation of this policy. 
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