2012 National Cyber Crime Conference

Conference Overview

Day One (Monday, April 30, 2012)

7:30 AM -8:15 AM
8:30 AM - 8:45 AM
8:45 AM - 9:45 AM

10:00 AM - 10:50 AM
11:00 AM-11:50 AM
12:00 PM - 1:00 PM

1:10 PM - 2:00 PM
2:10 PM - 3:00 PM
3:10 PM - 4:00 PM
4:10 PM - 5:00 PM

Registration and Continental Breakfast
Opening Ceremony and Welcoming Remarks
Featured Speaker

Richard Bejtlich, Chief Security Officer, Mandiant
Breakout Session 1

Breakout Session 2

Lunch - Featured Speaker

Cynthia Hetherington, MLS, MSM, CFE
Breakout Session 3

Breakout Session 4

Breakout Session 5

Breakout Session 6

Day Two (Tuesday, May 1, 2012)

7:30 AM - 8:15 AM
8:30 AM - 9:30 AM
9:40 AM - 10:40 AM
10:50 AM - 11:50 AM
12:00 PM - 1:00 PM

1:10 PM - 2:00 PM
2:10 PM - 3:00 PM
3:10 PM - 4:00 PM
4:10 PM - 5:00 PM

Continental Breakfast

Breakout Session 7

Breakout Session 8

Breakout Session 9

Lunch - Featured Speaker

Supervisory Special Agent Kevin Swindon
Breakout Session 10

Breakout Session 11

Breakout Session 12

Breakout Session 13

Day Three (Wednesday, May 2, 2012)

7:30 AM - 8:15 AM
8:30 AM - 9:30 AM
9:40 AM - 10:40 AM
10:50 AM - 11:50 AM
12:00 PM - 1:00 PM

Continental Breakfast

Breakout Session 14

Breakout Session 15

Breakout Session 16

Lunch - Featured Panel Case Study
Technical Evidence in the Philip Markoff
"The Craiglist Killer" Investigation

Tiffany Ballroom
Tiffany Ballroom
Tiffany Ballroom

Various Locations
Various Locations
Tiffany Ballroom

Various Locations
Various Locations
Various Locations
Various Locations

Tiffany Ballroom
Various Locations
Various Locations
Various Locations
Tiffany Ballroom

Various Locations
Various Locations
Various Locations
Various Locations

Tiffany Ballroom
Various Locations
Various Locations
Various Locations
Tiffany Ballroom
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2012 National Cyber Crime Conference

7:30 AM - 8:15 AM

8:30 AM - 8:45 AM

8:45 AM - 9:45 AM

10:00 AM - 10:50 AM

11:00 AM - 11:50 AM

Conference Day 1 - Morning Schedule

Registration and Continental Breakfast

Opening Ceremony and Welcoming Remarks
Martha Coakley, Massachusetts Attorney General

Featured Speaker
Richard Bejtlich, Chief Security Officer, Mandiant

Breakout Session 1 (Descriptions found on page 20)

Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Digital Crime Scene Processing Part 1
Sgt. Mike Hill, MA State Police, Commander, MA ICAC Task Force

Online Investigations Part 1
Mark Menz, MJMenz & Associates
Mike Menz, Sacramento County Hi-Tech Crimes Task Force

Lion Forensics Update
Ryan Chapin / Ryan Kubasiak, BlackBag Technologies

Cyber Bullying - New Research and Findings
Dr. Elizabeth Englander, Massachusetts Aggression Reduction Center
Bridgewater State University

Breakout Session 2 (Descriptions found on page 21)
Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Digital Crime Scene Processing Part 2
Sgt. Mike Hill, MA State Police, Commander, MA ICAC Task Force

Online Investigations Part 2
Mark Menz, MJMenz & Associates
Mike Menz, Sacramento County Hi-Tech Crimes Task Force

iPhone - Artifacts and Issues with iOS

Ryan Chapin / Ryan Kubasiak, BlackBag Technologies

Mobile Device Forensics with Cellebrite

Brian Moran, Senior Forensics Consultant, cmdLabs>

Search and Seizure of the Mobile Devices of Juveniles

Mary Leary, Associate Professor of Law, Catholic University of America

Tiffany Ballroom

Tiffany Ballroom

Tiffany Ballroom

Room 203
Room 115
Room 116
Room 101

Room 102

Room 103

Room 104

Room 203
Room 115
Room 116
Room 101

Room 102

Room 103
Room 104

Room 105

Conference Agenda Day 1 Morning Schedule



2012 National Cyber Crime Conference

12:00 PM - 1:00 PM

1:10 PM - 2:00 PM

2:10 PM - 3:00 PM

Conference Day 1 - Afternoon Schedule

Lunch - Featured Speaker
Cynthia Hetherington, MLS, MSM, CFE

Breakout Session 3 (Descriptions found on page 22)
Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Windows 7 Forensics
Harlan Carvey, Chief Forensic Scientist, Applied Security, Inc.

Recent Cyber Crime Legal Decisions that

Police Officers Must Know

AAG Tom Ralph, Chief, and AAG Tim Wyse

Massachusetts Attorney General's Office Cyber Crime Division

ICAC Resources for Law Enforcement
Trooper Chris Ware, MA State Police ICAC Task Force

Cyber Components to Human Trafficking Investigation
Mary Leary, Associate Professor of Law, Catholic University of America

Breakout Session 4 (Descriptions found on page 23)
Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Windows 8 Forensics Part 1
Christopher Ard, Investigations Consultant, CISSP, MCSE+Security
Microsoft Consulting Services

The Next Generation of Forensic Digital Video &
Image Field Acquisition & Clarification Part 1
Bryan Kerrigan, Ocean Systems

Timeline Analysis Revealed Part 1
Rob Lee, Digital Forensics and Incident Response Lead, SANS Institute

Internet Open Source Intelligence
Cynthia Hetherington, President, Hetherington Group

Mobile Device Forensics with Paraben Tools
Amber Schroader, CEQO, Paraben Corporation

Tiffany Ballroom

Room 203
Room 115
Room 116

Room 101

Room 102

Room 104

Room 105

Room 203
Room 115
Room 116

Room 103

Room 101
Room 107
Room 102

Room 104

Conference Agenda Day 1 Afternoon Schedule



2012 National Cyber Crime Conference

3:10 PM - 4:00 PM

4:10 PM - 5:00 PM

Conference Day 1 - Afternoon Schedule

Breakout Session 5 (Descriptions found on page 24)
Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Windows 8 Forensics Part 2
Christopher Ard, Investigations Consultant, CISSP, MCSE+Security
Microsoft Consulting Services

Timeline Analysis Revealed Part 2
Rob Lee, Digital Forensics and Incident Response Lead, SANS Institute

The Next Generation of Forensic Digital Video &
Image Field Acquisition & Clarification Part 2
Bryan Kerrigan, Ocean Systems

Best Practices for Successful Mobile Device Extraction
Keith Daniels, Director of Forensic Sales and Training, Cellebrite USA

Analysis with EnCase Version 7
Rodney Smith, Guidance Software

iPhone - Artifacts and Issues with iOS
Ryan Chapin / Ryan Kubasiak, BlackBag Technologies

Breakout Session 6 (Descriptions found on page 25)
Prosecutor Training
National District Attorneys Association

Basic Cell Phone Investigation
National White Collar Crime Center

Secure Techniques for Onsite Preview
National White Collar Crime Center

Mobile Device Analysis Primer for Investigators
Dr. Gary Kessler, Vermont ICAC
Det. Cindy Murphy, Madison, WI Police Department

Interview and Interrogation Techniques
Sgt. Peter Curran, Norwood, MA Police Department

Data Breach Investigations
Brian Moran, Senior Forensics Consultant, cmdLabs>

Microsoft Online Services
Alex Yap, Domestic Criminal Compliance Team Manager
Microsoft Global Criminal Compliance Team

Room 203

Room 115

Room 116

Room 103

Room 107

Room 101

Room 102

Room 104

Room 105

Room 203

Room 115

Room 116

Room 101

Room 102

Room 104

Room 103

Conference Agenda Day 1 Afternoon Schedule
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Conference Day 2 - Morning Schedule
7:30 AM - 8:15 AM Continental Breakfast Tiffany Ballroom

8:30 AM - 9:30 AM Breakout Session 7 (Descriptions found on page 26)
Prosecutor Training Room 203
National District Attorneys Association

GPS Interrogation Room 115
National White Collar Crime Center
Wireless Network Investigations Room 116
National White Collar Crime Center
MDEC Testimony Boot Camp Room 112

Massachusetts Digital Evidence Consortium
National District Attorneys Association

Windows Registry Analysis Room 101
Harlan Carvey, Chief Forensic Scientist, Applied Security, Inc.

Memory Forensics Room 107
Mike Webber, Owner, BitSec Forensics, Inc.

Anti-Piracy Investigations Room 103
Tom (Monty) Montgomery, Senior Program Manager, Anti-Piracy Investigations

Sue Ventura, Program Manager, U.S. Piracy Enforcement Program

Microsoft Legal and Corporate Affairs

Encryption Room 102
Dr. Gary Kessler, Vermont ICAC

9:40 AM - 10:40 AM Breakout Session 8 (Descriptions found on page 27)
Prosecutor Training Room 203
National District Attorneys Association

GPS Interrogation Room 115
National White Collar Crime Center
Wireless Network Investigations Room 116
National White Collar Crime Center
Browser Forensics Room 116
National White Collar Crime Center
MDEC Testimony Boot Camp Room 112

Massachusetts Digital Evidence Consortium
National District Attorneys Association

Ocean Systems - Forensic Video Analysis Room 101
Solutions from a Trusted Company
Bryan Kerrigan, Ocean Systems

Courtroom Testimony - Tips and Preparation Room 102
AAG Glenn Cunha, Managing Attorney, Criminal Bureau, MA AGO
Interview and Interrogation Techniques Room 103

Sgt. Peter Curran, Norwood, MA Police Department

Microsoft Law Enforcement Portal Resources Room 104
for Law Enforcement

Bill Harmon, Associate General Counsel, Digital Crimes Unit, Microsoft Corp.
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10:50 AM - 11:50 AM

12:00 PM - 1:00 PM

Conference Day 2 - Morning Schedule

Breakout Session 9 (Descriptions found on page 28)
Prosecutor Training Room 203
National District Attorneys Association

GPS Interrogation Room 115
National White Collar Crime Center

Browser Forensics Room 116
National White Collar Crime Center

Remote Mobile Device Tracking Room 101
Steve Treglia, Esq. / Timothy Smail, Absolute Software

MDEC Testimony Boot Camp Room 112
Massachusetts Digital Evidence Consortium
National District Attorneys Association

Private Browser Forensics Room 102
Trooper Brian Gavioli, MA State Police Digital Evidence & Multimedia Section

AAG Christopher Kelly, Cyber Crime Division

Massachusetts Attorney General's Office

Network Forensics: The Final Frontier (Until the Next One) Room 103
Philip Hagen, Principal Consultant at
Lewes Technology Consulting, LLC, SANS Institute

Estimation of Victim Age in Child Pornography and Room 104
Child Sexual Exploitation Investigations
Det. Cindy Murphy, Madison WI Police Department

Lunch - Featured Speaker Tiffany Ballroom

Supervisory Special Agent Kevin Swindon

Conference Agenda Day 2 Morning Schedule
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Conference Day 2 - Afternoon Schedule

1:10 PM - 2:00 PM Breakout Session 10 (Descriptions found on page 29)
Prosecutor Training Room 203
National District Attorneys Association

GPS Interrogation Room 115
National White Collar Crime Center
Wireless Network Investigations Room 116
National White Collar Crime Center
MDEC Testimony Boot Camp Room 112

Massachusetts Digital Evidence Consortium
National District Attorneys Association

Online Investigations Part 1 Room 101
Mark Menz, MJMenz & Associates
Mike Menz, Sacramento County Hi-Tech Crimes Task Force

Best Practices for Successful Mobile Device Extraction Room 102
Keith Daniels, Director of Forensic Sales and Training, Cellebrite USA

Forensic Analysis with ProDiscover Room 103
Chris Brown, Founder and CTO, Technology Pathways

2:10 PM - 3:00 PM Breakout Session 11 (Descriptions found on page 30)
Prosecutor Training Room 203
National District Attorneys Association

GPS Interrogation Room 115
National White Collar Crime Center

Wireless Network Investigations Room 116
National White Collar Crime Center

MDEC Testimony Boot Camp Room 112
Massachusetts Digital Evidence Consortium
National District Attorneys Association

Online Investigations Part 2 Room 101
Mark Menz, MJMenz & Associates

Mike Menz, Sacramento County Hi-Tech Crimes Task Force

Analysis with EnCase Version 7 Room 102
Rodney Smith, Guidance Software

Forensic Toolkit Version 4 Room 107
Glynn LeBlanc, Access Data

Xbox Forensics Room 103

Christopher Ard, Investigations Consultant, CISSP, MCSE+Security
Microsoft Consulting Services
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3:10 PM - 4:00 PM

4:10 PM - 5:00 PM

Conference Day 2 - Afternoon Schedule

Breakout Session 12 (Descriptions found on page 31)
Prosecutor Training
National District Attorneys Association

GPS Interrogation
National White Collar Crime Center

Browser Forensics
National White Collar Crime Center

MDEC Testimony Boot Camp
Massachusetts Digital Evidence Consortium
National District Attorneys Association

Mobile Device Forensics with Cellebrite
Brian Moran, Senior Forensics Consultant, cmdLabs>

Investigation of NCMEC CyberTips
Trooper Chris Ware, MA State Police ICAC Task Force

Google for Investigators
Mike Webber, Owner, BitSec Forensics, Inc.

Advanced Log File Analysis
Applied Security, Inc.

Breakout Session 13 (Descriptions found on page 32)
Prosecutor Training
National District Attorneys Association

GPS Interrogation
National White Collar Crime Center

Browser Forensics
National White Collar Crime Center

MDEC Testimony Boot Camp
Massachusetts Digital Evidence Consortium
National District Attorneys Association

iPad and iOS Forensics

Katana Forensics Inc.

Remote Mobile Device Tracking
Steve Treglia, Esq. / Timothy Smail, Absolute Software

Forensic Triage with E-Discovery Tools in Criminal Cases
David Papargiris, Director / Steve Devlin, Digital Evidence Analyst
Massachusetts Attorney General's Office Computer Forensic Laboratory

Room 203

Room 115

Room 116

Room 112

Room 101

Room 102

Room 107

Room 103

Room 203

Room 115

Room 116

Room 112

Room 101

Room 102

Room 103

Conference Agenda Day 2 Afternoon Schedule
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7:30 AM - 8:15 AM

8:30 AM - 9:30 AM

9:40 AM - 10:40 AM

Conference Day 3 - Morning Schedule

Continental Breakfast

Breakout Session 14 (Descriptions found on page 33)
Prosecutor Training
National District Attorneys Association

Sidewinder
National White Collar Crime Center

Windows 8 Forensics Part 1
Christopher Ard, Investigations Consultant, CISSP, MCSE+Security
Microsoft Consulting Services

Decryption with Access Data Products
Glynn LeBlanc, Access Data

iPad and iOS Forensics
Katana Forensics Inc.

Best Practices for Successful Mobile Device Extraction
Keith Daniels, Director of Forensic Sales and Training, Cellebrite USA

Cyber Crime Investigation
What is on the Horizon that You Have to Know
Panel Discussion - National District Attornes Association

Cyber Bullying and the First Amendment
AAG Maura Healey, Chief, Public Protection and Advocacy Bureau
Massachusetts Attorney General's Office

Breakout Session 15 (Descriptions found on page 34)
Prosecutor Training
National District Attorneys Association

Sidewinder

National White Collar Crime Center

Digital Crime Scene Processing Part 1

Sgt. Mike Hill, MA State Police, Commander, MA ICAC Task Force
Windows 8 Forensics Part 2

Christopher Ard, Investigations Consultant, CISSP, MCSE+Security
Microsoft Consulting Services

EnCase Version 7 Reporting Features

Rodney Smith, Guidance Software

Drafting Search Warrants for Digital Evidence

AAG Tom Ralph, Chief, Cyber Crime Division

Massachusetts Attorney General's Office

Faster, Smarter Electronic Investigations with Nuix
John Bargiel, SE, NUIX

Tiffany Ballroom

Room 203
Room 115

Room 103

Room 107
Room 101
Room 102

Room 104

Room 105

Room 203
Room 115
Room 101

Room 103

Room 107

Room 104

Room 105
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10:50 AM - 11:50 AM

12:00 PM - 1:00 PM

Conference Day 3 - Morning Schedule

Breakout Session 16  (Descriptions found on page 35)
Prosecutor Training
National District Attorneys Association

Sidewinder
National White Collar Crime Center

Digital Crime Scene Processing Part 2
Sgt. Mike Hill, MA State Police, Commander, MA ICAC Task Force

Real Time Tracking of Suspects - the State of the Law
AAG Tim Wyse, Cyber Crime Division
Massachusetts Attorney General’s Office

Volume Shadow Copy Forensics

Chris Brown, Founder and CTO, Technology Pathways

Five Forensic Tools You Should Have in Your Toolbox
David Papargiris, Director, Computer Forensics Laboratory
AAG Christopher Kelly, Cyber Crime Divison

Massachusetts Attorney General's Office

Decryption with Access Data Products

Glynn LeBlanc, Access Data

Lunch - Featured Panel Case Study
Technical Evidence in the Philip Markoff
“The Craiglist Killer” Investigation

Room 203
Room 115
Room 101

Room 104

Room 102

Room 103

Room 107

Tiffany Ballroom

Conference Agenda Day 3 Morning Schedule
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