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1

HOW QUSHHE OOFEMPLATE

StartHere:

This template provides a starting point to create a Continuity of Operations
(COOPPlanat the departmentor agencylevel. Thesectionsin this template are
recommended based on a review of plans across the country and is designed
to be modified by jurisdictions to meet their unique needs. Every agency has
different needs and plans. Customization of this document is STRONGLY
encouraged. This template is organized to facilitate use of the document
duringactivation. Thereare nine sections,describedin the table below.

Eachsectioncontainsguidanceabout the purposeof the section. Manysections
also contain a list of questions to answer that facilitate content development.
Theseinstructions are identified by GREEROLO EXand are to be removedfrom
the final document.In some cases,examplelanguageis providedin ORANGE
ITALICIZEDEXTto assistauthorswith drafting contentandis to be updatedor
replaced in the final document. Additionally, brackets are used in the template
backbone to indicate that the content needs to be updated by the author (e.g.,
versionnumber, jurisdiction name). Finally,whenthe documentis complete,the
appropriate marking of sensitivity should be added to the footer preceding the
versionnumber (e.g.,ForInternal Use Only,GovernmentSensitivelnformation).

Focus on plan development and detail assumptions,
Sections 166 requirements, descriptions related to the activities directed;
these sections provide context for future updates

Section 7 Focuseson operationsand is the primary reference during

an activation; subsections 7.187.5 provide information for all
phases of activation and suksection 7.6 (Concept of Operations)
describes activation, ongoing operations, and reconstitution

Section 8 Focuseson maintenance of the plan and overall COORprogram

Section 9 List of appendices

COOP - PSAP CONTINUITY OF OPERATIONSPLAN



1. FOREWORD

This section is typically used to insert a letter from the PSAP Director regarc g4 qjjitatoNotes
importance of continuity planning. This section also contains the necessary : use this section to document leadership

supportanddirection.Aplanowneris

languag@ndsignaturdlocksdesignatinghisdocumenasofficiallyadoptedoruse. e person who updates and maintains

the plan. The persons referenced here
maybe part of alargerorganizational

Contactinformation structurewith legalresponsibilities
. . . o . to carry out certain duties or they
TheContinuitfanageshouldeidentifiecherealongwithanalternatecontact. maybethat LIS NEdRsjgaea.
KeyQuestions

© Who is the accountable
leader for the plan?
© Who is the alternate owner?

BestPractices
Review the plan regularly to ensure

Pleasedirect questions and suggestions these key contacts are up to date.
regarding this plan to:

[NAME]

[TITLE] [OFFICEDEPT/AGENCY]
[PHONE] [EMAIL]
[NAME]

[TITLE] [OFFICEDEPT/AGENCY]
[PHONE] [EMAIL]

FACILITATORGUIDE 2



FacilitatoNotes

Use this section to document the
sensitivities of the plan and limit
distribution to those who require it.

KeyQuestions

o

Does the plan contain protected
or sensitive information?

BestPractices

Ask legal to provide guidance
on the appropriate restrictions
on the document.

MA publicdisclosurdaw
exemptions can be found here:
< https://www.mass.gov/

service-details/exemptions

]

https://www.mass.gov/files/2017-06/

3

Public%20Records%20Lawf.pd

2, STATEMERRCONFIDENTIALITY

This plan should be considered sensitive information and exempt from public
disclosure lawghis section should include a description of any protections provided
to prevent disclosure of the tactics and personnel information contained in the plan.
ConsultviththeMassachusetisublicrecordofficeforanyconfidentiallguestions.
TheDepartmendf Homelan&ecuritfDHSFederaEmergendylanagememgency
(FEMA) Continuity Plan Template fdrddenal Agencies provides the following
example language:

0 T lWacwemenglongwvithsubsidianylansandsupportingocumentgontains
confidentiahformatioandareforofficialiseonlyasprovideth [enterapplicable
regulation]Thesaelocumentareto becontrolledgstoredhandledransmitted,
distributecgnddisposedfin accordancsiththe standarghrocedure®llowedor
confidentiahformatiomat [organizationamelandarenotto bereleasedithouprior
approvabfthe[organizatioheaditle]tothepubli@rotheremployeeshodonothave
a valid O6need to knowd. o

COOP - PSAP CONTINUITY OF OPERATIONSPLAN
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3. RECORDFCHANGES

It is standard practice to track the changes to the document over time. This i pagilitatoNotes
futureownereftheplanto seehowit hasevolvedndpreventselearningldlessons. use this section to capture the review

The initial release of the pl an s higiecsoberoednnesbe
sections involved and ol nitial Re | (egtehnicaledisys. policychanges).
N o _ _ o KeyQuestions
Allapproveddditionand/omodificatiorts thisCOORPlarwillberecordehthis > Who is responsible for updating the
. . . planwhenchangesiremade?
sectiorfterachangésproposedndacceptedhepersonieadinghechangeffort L. voce changes disributed to
shouldlocumertheirnameandtitlealongviththedate sectionsnpactedand appropriate parties (see Section 4)?

summargfthechangesade.ltishelpfulbutnotrequiredpinclude briefrationale

- BestPractices
explaining the need for the change.

Record notable changes to the plan,
update the version number and ensure
that all parties who received the original

IMPORTANRfterrecordinthechangeletailshechangewnemusinsurghe plan, receive the updated content.
newversiowftheplanisdistributedccordintp thedistributioplandetailedn
the next section.

Change Date of Sections Summary/Rationale of ChangeOwner
Number | Change Involved Changesimplemented (Name/Title)

1

2
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FacilitatoNotes

Use this section to capture the review
and edit cycle. Determine what level of
detail needs to be recorded in the table
(e.g., technical edits vs. policy changes).

KeyQuestions

© Who is responsible distributing
updatedplans?

© How are those changes distributed
to appropriate parties (e.g.,
digital copy, hard copy)?

BestPractices

Record notable changes to the plan,
update the version number and ensure
that all parties who received the original
plan, receive the updated content.

4, RECORDISTRIBUTION

Dueto theimportancefthisplan,it shouldestoredbothdigitallyandin hardcopy

in different locations. This section is meant to help the organization successfully
track all distributed copies so they can be updated and replaced each time the
document changes.

EachimethisplanisrevisedheContinuitiPlarManagewillensuréheupdatedrersion
isdistributedccordingp theplanbelowEachimearevisiomspublishedll prior
versions of the plan should be collected and destroyed.

Allpersonna@reencouraged readtheplanandbecoméamiliawithhowtheplan
worksTosupporthis theplanshouldestorednaprominenitocationvhereall
personnareabletoaccess. Keepingersonatopiesnd/opriorversionsftheplan
isprohibitedinlesauthorizetyytheContinuitiPlarManagerUponapproval,
theContinuiti?lariManageshouldmendhedistributioplanaccordingly.

Individual Distribution Location Distribution

Position/ Role Format Location Format
CenteDirector Electronic Policyibrary Printed
Continuiti?larManager Both DriveAwayKit #1 Both
ShiftSupervisors Both DriveAwayKit #2 Both

5 COOP - PSAP CONTINUITY OF OPERATIONSPLAN



5. INTRODUCTIRNNPURPOSE

Thisagenchasessentidunctionghatmustbefulfilledeverduringimesof crisior

emergencitisnotpossible predictvhatmpact&nevenbrincidenmayhaveonthis
centeanditsabilityto execut¢heseessentidunction®Rlanninfprtheoperationfthis
centeundetheseconditionsanhelpto mitigateheimpactshatmayoccurCOORlans
ensur¢hatcenteoperationarequicklyandefficientlyesumeduringanemergency.

FacilitatoNotes

Usethis sectionto describethe
need for the plan and discuss what
a successful plan achieves.

KeyQuestions

o Is anything foundational to the
plan and the planning process the
reader needs to know up front?

© Why does this plan exist?

© What would happen if there
was no COOP plan?

BestPractices

Look at the plans of other agencies
for ideas on how to initiate the
introduction and purpose section.

FACILITATORGUIDE
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FacilitatoNotes

Usethis sectionto documentthe
purpose and important background
detailsregardingthe plan.

KeyQuestions

© What does the reader need to
understand about the purpose
and context of the plan?

BestPractices

The purpose and objectives should
tell the reader what the most
important goals are for the plan.

5.1BACKGROUND

This section tells the story of why, or perhaps how, the COOP Planitame to be.
setsthetoneforthedocumentWhathissectioncontaings notcritical providedt

conforms to any cultural norms for similar documents and describes the rationale for
theprogranfnotthedocumentandits importancéothecenterincludedhec e nt er 6 s
Mission and Vision statements in this section.

5.2PURPOSNDDBJECTIVES

Thigplandocumentheauthoritieprocesseandassignmentsquiredo effectively
maintairoperationwithlimiteddisruptionndetadverseonditionI.heobjectivesf
this plan include:

A\Assigauthoritieandresponsibilitissagenciesyganizationandindividual®r
carryingutspecifiactiongluringpa COORevent;

ADetailthemethodandprocedure® beusedbydesignatepersonneb assess
emergenciesdtakeappropriatactionso protectife limitserviceisruptiorand
restore and maintain operations;

AProvidaprocesbywhicpersonnaanefficientlgndeffectivelgreventnitigate,
prepardor,respondo,andrecovefromemergenciesddisastersnd

Aldentiftheresponsibilitieflocahgenciesndpartneringtakeholdeed
organizatiorduringg COORvent.

AAddanyadditionabbjectivethatareagencgpecific.

7 COOP - PSAP CONTINUITY OF OPERATIONSPLAN



5.3APPLICABILANDSCOPE

Thissectiorshoulddentifywhethetheplanincludesall PSAP& ajurisdictioror

just one location. It should also state that all departments are covered by the
(or provide a strong justification as to why not). This section should also ider
any circumstances where the plan should or should not be used. For examp
applicabi HHatzyarmlasyd beex cdAlldli ng pande|

Thisagenchasessentidunctionghatmustbefulfilledeverduringimesof crisisor
emergencitisnotpossibl predictvhaiimpact@&nevenorincidenimayhaveonthis
centemanditsabilityto executeéheseessentidunctionPlanninfprtheoperatiomf
thiscenteundetheseonditionsanhelpto mitigateheimpactshatmayoccurCOOP
planensurghatcenteoperationarequicklyandefficientlyesumeduring
anemergency.

APlanne&ventsr Anticipatethcidentsncidentthatcanbeplannedorin advance
suchasa hurricaneg winterstormgextremeaemperaturesjajorcrowceventsr VIP
visits, etc., and;

Almmediat&kespondacidentdncidentsuchasa tornadoairplanerash,
earthquakdire,hazmaincidentactiveshootergybeincidentetc..

5.4 SUPERSEDES

Ovetime,thecentemwillaccumulatenanyersionsfthisdocumentThissection

is meant to ensure that all previously used policies, plans, etc., are identifiec
Itisalsopossibléhatasthevariougpoliciesandproceduresvolveveltime,
conflicting directives may arise. This section helps to identify whether this
document is the definitive source when conflicting directives are identified.

TheprovisionsfthisCOORPlardated dateoflatestversionjupersedediprevious
versionsfthedocumeni heelementsfthisplanareconsidereauthoritativanless
otherwisaotedConflictindirectivepertainingo continuityjoundoutsidef this
documerghouldebroughtotheattentiorofthe Continuitilanageorcentedirector.

FACILITATORGUIDE

FacilitatoNotes
Usethissectionto definewhen
the plan applies and when it does
not. Describe any situations where
this plandoes/doesnot have
precedence over existing doctrine.

KeyQuestions

© What are the circumstances in which
the plan applies/can be used?

o Are there situations in which
this plan does not apply?

= Does this plan override any, some,
or noexistingdirectives plans,
policies, procedures, etc.?

BestPractices

Any time the plan is updated, review the
scope to ensure changes do not impact it.



5.5 AUTHORITIESIREFERENCES

There are likely federal, state, and local laws and regulations that impact the need for

FacilitatoNotes COOP as well as requirements the plan must satisfy. The plan may also be informed
B e e a variety of best practices that are shared by trade organizations and other agencies.
distribution to those who require it The authorities section includes the list of all laws, regulations, and policies that

KeyQuestions govern the document. The references section contains@aytiésiources which
> What lawsregulationsexecutive helped to shape the plan.

orders, etc., impact PSAP operations?

> What documents were used as a basis
for developingthe plan?

) Authorities
BestPractices

Thissectionservesasashortcutto ATheNationaSecurithctof 1947,50 U.S.CG401,asamended;

identify significant documents that the

lanni lied on. Periodicall -
L e e ATheHomelan&ecurithctof2002,PL107-296,enactedNovembe?5, 2002;
determine if any of the authorities or

keydocumentswereupdated.fyes,  ARoberT . StaffordisasteRelieindEmergendyssistanasctasamended

it signals a need to review the plan

and ensure continued alignment. (42 Uu.s.&121 ,etseq ),
AExecutiverder 2148, FederdEmergendylanagemeniply20,1979,asamended;

APresidentilloliciirectivéPPD30, NationaContinuitolicyNationaResponse
Framework, January 2008;

AFederaContinuitpirectivd (FCOL), FederdExecutivBranciNationaContinuity
Program and Requirements, 2017,

AFederaContinuitPirective (FCLR), FederdExecutivBranctMEFandPrimary
MEF ldentification and Submission Process, 2017;

ACodefMassachusefegulations60 CMR2.00- Appendid;and
ACOOPIaristo beupdatedinnually.

References

AComprehensiPeeparedne&iidel 01: DevelopingndMaintainingmergency
OperationBlansyersio2.0,Novembe?2010;

AContinuit@uidanc€irculaf-ebruarg018;

ATitle44, CFRPart2, Subparfd OrganizatiofunctionandDelegatioraf Authority,
October 1, 2005;

ATitle41, CFRL02-74.230througlv4.260 0OccuparEmergendyrogrameviseduly
1,2005;

ATitle36, CFRPart1 223, Managememtf VitalRecordsevisedulyl, 2005;and
AMANENAEmergendperationBlanyersion.0,revisetlovembed, 2021.
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5.6 OTHERSSOCIATENIDEPENDERIOANS

Thissectionists plansthe COOPIlanis dependentnorneeddo alignwith,including
other documents that are used in conjunction with the COOP Plan. This may FacilitatoNotes
plans such as Emergency Operations Plans (EOPs), Information Technolog Yse this section to document

other plans that this plan relies

Disaster Recovery Plans, building evacuation procedures, etc.. on or is referenced within.
: KeyQuestions
Cyber Incident ResponsePlan ewh)g plans support or are

[Describéhenatureofthedependenciés.g.p t dyleeincidentesponsplancallsor l“s"ticlz'yplfae:e:f“ecfe:é::‘l':z'tj]':r Jons
adecisioregardintheneedoactivattheCOORPlartorestorm per at i o n '

BestPractices
Evacuation Plan When listing dependent plans, add a
. .. R . - short description of the dependency
[Describ¢éhenatureoftheassociatigie.g.0 t QGOMPlarrelieonthefacility to clearly articulate when it is

important to refer to that plan.

evacuatioplanasthedefinitiv@rocesforegressluringgne mer gency 0 )

EmergencyOperations Plans (EOPS)
[Describ¢éhenatureoftheassociatiqe.g.0 t GAOMPlarrelieontheEORodefine
thestructuréoranemergenagsponsattheCounty e vel 60) ]

EMD Protocols - 0 Eme r gRwlcey6

[Describéhenatureoftheassociation,g.p t @GORelieonthec e n EMD 0 s
protocolsd E me r Rje ltodsfinevherthedispatcieentemaysuspendormal
protocolsnprovidingMDinstructiont® callergi.e.whercallvolumer other
circumstancesisha centebeyondapacity)]

*Individuahgenciesiustcustomizéhelistof associateghddependenilans.*
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FacilitatoNotes

Planning assumptions are foundational
to plandevelopmentTherearetwo
dominantapproacheso planning:
planning for the worst case/catastrophic
scenario(maximumof maximumspr
planning for capabilities aligned to daily
operations and common emergencies
Each approach has merit, and they

can be applied jointly; however, it is
important to determine what type

of plan is most appropriate with the
planning team early in the process.

KeyQuestions

© What scenarios should be
usedto createthe plan?

= To validate that the scenarios are
sufficiently different, ask what
changes between the scenarios?

BestPractices

Agree on a planning framework and
assumptions up front. These become
a central anchor to prevent the plan
from becoming too large or too small
to meet the department’s needs.
Note that personnel shortages also
poseathreatto COOPBeflexible
andmakestaffingapplicable

to the current situation.

6. PLANNING SCENARNIBSSUMPTIONS

Thissectiordefinegplanningcenariotheteammayuseto assistin creatingan
effective plaiork witlocalEMAo identify locdhreats.These scenarios can
become use cases later to test if the plan meets all expected needs.

Thissectiomescribethe planningcenariosndassumptiorthatwereusedo create
theplan.Theyprovidémportanboundarigerwhertheplancanandcannobeapplied.
Alsothesescenariosereselectetly[describéheplanningg r oc es s é ] .

11 COOP - PSAP CONTINUITY OF OPERATIONSPLAN



((3_|._1THR)EAT AND HAZARD IDENTIFICATION AND RISK ASSES
HIRA

This section will include a threat and hazards matrix where each of the FEM FacilitatoNotes

Communitylanningsuide201threatsareevaluatedrhissectioralsoidentifies Use this section o describe the threat

thetopfivethreatsandanythreatreadinestevelghataredefinedythecenter, most likely to impact the center along

aligned to the top five threats. With other planning scenarios

KeyQuestions

Theassessmemshouldncludeabusinesgmpactanalysishatanswershe See previous page.

following questions: BestPractices

A Wha.WOU|Cbetheimpa.Cﬁf theM iSSiorEssentidFunCtionQM EF) Review the plan regularly to
performance is disrupted? SR

A Whaisthetimeframdorunacceptabl®ssoffunctionsandcriticalassets?

6.2 PLANNIN&CENARIOS

Planningcenariosrienttheteamto ensureheirthoughprocessearealigned
both during plan development and implementation. This section describes
the scenarios and articulates the typical situations that may result from the
scenariog-urtherthissectiordescribefiowcentemperationareimpacted.

Threaisefukcenariogcludel) Ransomwam CybeAttack;2) NaturaDisaster;
and 3) Emergency Evacuation of Facility.

FACILITATORGUIDE
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FacilitatoNotes
Assumptionsre part of definingthe
boundarief the plan.Welldefined
assumptions make it clear to the reader
any essential concepts the planning team
usedto plan(i.e.,staffingis possibleat
least10%,or adisasterisdeclared).

KeyQuestions

©What are the things we are depending
on for this plan to even work?

°Whatfactorsarewe includingin our
decisions that would cause us to make
different decisions if they were not true?

BestPractices
Review the plan regularly to ensure these
assumptions are complete and accurate.

6.3 ASSUMPTIONS

It is not possible to document every contingency possible. Assumptions must enable
thedevelopmemiftheplanwithouit growindo thepointthatit becomesgnusable.

It is helpful to include fundamental a
restored, 6 or Omutual aid support can
work with their alternate PSAP(s) to come up with the assumptions. In addition,

the capabilities of the 911 mobile command post should be listed. Then, during
thedevelopmemirocessthefacilitatorshouldhayspeciahttentiorto additional

assumptions being made by the workgroup as decisions are made. These items
should also be documented in this section along with the context of the decisions
they influenced.

13 COOP - PSAP CONTINUITY OF OPERATIONSPLAN



7. CONCEPFOPERATIO(C®NOPS)

Thissectiorescribetthe CONOP®r continuitincludingommanendcontrol,
personnehanagemerdjternatavorksiterequirementspmmunicatiodEFs,
and phases of operation.

FacilitatoNotes

The CONOPS details the how of the
plan: who is responsible, what will
theydo; whatarethe conditions
theywill dothemunderandthe
standardtheywill dothemto.

KeyQuestions

o Key questions are detailed by section
for each component of the CONOPS.

BestPractices
When developing the CONOPS, it may
be helpful to begin by working through

MEFs and Essential Supporting Activities
(ESAFIRSTTurnto page33and50).

FACILITATORGUIDE 14



FacilitatoNotes

There are two types of delegation

of authorities:

(1) Formal Delegation of Responsibility
(2) Role/Position-Based Responsibility

KeyQuestions

©Who is legally responsible for the
execution of the plan vs. who is
operationally responsible?

°Who can legally receive the
delegation of authorities required
to facilitate the plan?

©What is the commander’s intent
for implementation of the plan?

°How do management responsibilities
change from day-to-day operations
duringplanimplementation?

BestPractices

Ensure the plan clearly delineates the
difference between a delegation of
authority and an order of succession.

7.1LEADERSHIPMMANBNDCONTROL

7.1.1 DELEGATIOCBRAUTHORITY

Thissectioroutlinesdelegationsfauthorityelevanto theplan.Therarelimitations
onwhacanmake policy decisio@mme of these limitations are relatdle division

of roles and responsibilities. Other limitations are a matter of law and/or regulations.
Predetermined delegations of authority are designed to go into effect when normal
operations are disrupted and allow decisions to be made by alternate individuals until
regular operations are resumed.

Documented delegations of authority should include the authority itself, the
circumstancesherauthorityis passedwhichresponsibilitiearebeingdelegated,

and those which are being withheld. If the authority being delegated is statutory, a
copyftheformaldelegatiomfauthorityshouldheaddedn anappendiin addition

to the details added here.

NOTBecarefuko thinkbroadlyboutthesepositionsFinancandprocurement
personnel, IT staff, other personnel are all equally important to the activation.

Position . : Limitations
Authority Holding ggggsg;g to Delegated Recipient
Authority Authority

15 COOP - PSAP CONTINUITY OF OPERATIONSPLAN



7.1.2 ORDERSFSUCCESSION

This section identifies successors to ensure there is no lapse in leadership ¢

decisioanakingauthoritwywvherincumbenpersonnedreincapabl®runavailable
to fulfill their duties. This section should include all detasiioig positions
associatewviththe COOPlanaswellasall thoseassociateavithfulfillingtheMEFs/
essential supporting activities.

NOTE: Be careful to think broadly about these positions. Finance and procu

personnel, IT staff, and other personnel, are all equally important to the acti

Itis suggestetb haveawoalternatedorall MEFs/ESA3hesalternateswillbein

charge of decision making for their position in the event the incumbent persc

not available.

Position First Alternate SecondAlternate

FACILITATORGUIDE

FacilitatoNotes

The orders of succession include
the positions designated to fulfill a
critical role should the incumbent
become unable to fulfill their duties.
These successors should name
aroleandnot anindividual.

Throughout the implementation of the
plan, data-driven decisions are needed
on a recurring basis. This section will
document the decisions to be made, the
frequency, and the critical information
needed to make a sound choice.

KeyQuestions

P Key questions for section 7.1
are listed on page 15.

BestPractices

Thinkbroadlyaboutthesepositions
and the information required to make
decisionsAmainpurposeof this
planisto ensurethat peoplewho
need to make decisions can legally do
s0,havethe informationtheyneed,
andcancommunicateo receive
information and issue their decisions.
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FacilitatoNotes

Critical information requirements
are items leadership must know to
make decisions about the situation.
This section documents not only
the information but the owners
and methods for receiving it.

KeyQuestions

o Key questions for section
7.1 are listed on page 15.

BestPractices

Ensure critical information requirements

align to decision-makers in the plan, and
the communicationplandetailshow
and when they will receive information.

7.1.3 CRITICANFORMATIGEQUIREMENTS

This section documents key decisions to be made, the frequency, and the critical
information needed to make a sound choice. Common situations and decisions
requiringnformatiommayinclude personnedccountabilitystatusof criticalsystems,

and situation updates.

Asthesdtemsaredocumentediesuretoincludehefollowingletails:
A Decision/informatioitem

A Specifidatarequirements

A Responsibjeersororteam

A Deliverabledependingnthisinformation

A Timingndfrequencypfcollection

A Authorizedistribution

L . . . Immediate
Situation or | Information Recipient Collection Frequency .
. . . Reporting
Decision Requirement List Owner Needed
Threshold
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7.14 DEVOLUTION

Devolution is a special case of delegation of authority that occurs when the i
is impacted to the point that it is no longer viable. The devolution statement : FacilitatoNotes
beginwiththedecisiorecriteria(e.g.,circumstancethatwillpreventherestoration  Devolution is the process that occurs

when the facility impacted is not able

ofmanyif notall, ofthe MEFsanddecisiorauthorityThissectiorshouldalsoinclude  to operate or decide for itself how to

reconstitute operations. This section

the successor agency that will assume these responsibilities should thisS 0CC gescrives the rare circumstance

where the center is unable to function
or make its own decisions.

IMPORTANT: Several factors, includejgtireg agreements, other regulations,
andpotentiallytheragencyoliciesegardinglevolutiomayimpachowandwhen  KeyQuestions
this decision can be made. It may also limit options for SUCCESSOr ageNCIes. iy oo camstances that
in mind that your RECC / PSAP may have specific Governance Documents 35’:180 tvj;‘u‘lf::zg d"t‘oatgykipvaefw?
DistrictAgreementhatoutlinewhatto doif yourcenteris nolongewniable Ensure the responsibilities of the
that the information captured here does not conflict with your specific goverr <" fisweretooceur?
BestPractices

Understandir)g your MEFs _is essential
IntheevenfAgenciNamejisovercombythelosoftheprimaryworksiteandall A
alternatevorksitesand/oi75%or moreofpersonneireunabléo perforntheiressential ateryoufinishsection?.s.
dutieslescribeththisPlantheneedor devolutiomayarise Devolutiomayoccur
uportheunilateradleterminatiolby[RoleName/ NextHigheAuthoritybrbasedipon
therecommendati@ithemostseniosurvivingfficiahsdeterminetlytheOrderof

Succession in Section 7.1.2 of this plan.

Effectiveanmediatelyponthisdeterminatiom)lauthoritieandessentidlinctionshall
betransferretb [Succességencylhemembersfthe[Nameof Advanc&eamijand
theremainingenioofficialsvillassisthesuccessagencassuméheperformancef
the organizationds essential funct

FACILITATORGUIDE
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7.2PERSONNEL

. 7.21 KEYERSONNEL, INDIVIBOAES, ANBEAMSSIGNMENTS
FacilitatoNotes
This section focuses on the people part

ofthe plan.Itisherethat teamsare Thissectioridentifiegshekeypersonnehatwillleadtheoperatiomwhileit is ongoing.

defined, responsibilities are assigned,

and policies associated with caring for  AS With orders of succession, it is important to name the roles and not the person. If
staffduringactivationaredefines. vy do not have the staff to assign to the roles, switch the approach based on size of
KeyQuestions PSAP staffPlan to be flexible in general.

° What are the critical roles that must
be fulfilled to achieve the MEF/
ESA described in the CONOPS? . .

e En R il Position General Responsibilities
during an adverse event?

) Director
BestPractices :
Similar to the orders of succession, Deputy Director
it is important to name the roles
and not the person in this chart.
Individual Roles Assignee Function Description

ContinuityCoordinator

Continuity Site
OperationsManager

ReconstitutionCoordinator

AlternateWorkSite
(AWS)Xoordinator

Critical SystemsManager

EssentialRecordsManager

Function

Team Leader Assignees o
Description

ExecutiveTeam

Emergency
RelocationTeam

Alternate
Site Team

ITSupportTeam
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7.22 ROLESNIRESPONSIBILITIES

The purpose of this section is to document the responsibilities and task ass
foreachroleacrossll fourphase®fthe COORfecyclePleaseustomizéhistable  FacilitatoNotes
to the needs of your agency. If needed, task columns can be removed or ad s section should detail the required

roles and responsibilities for personnel
Phase

includingdetailsonwhat, if any,can
befilled by outsideresources.

Role/Team

KeyQuestions

©What are the legal minimum
staffing requirements? What
is the operationally feasible
minimum staffing?

°How do roles and responsibilities

Phase |- changeby posit_ionfro_m

q day-to-day operations during

Preparation planimplementation?

] °What mutualaid canbe
Phase Il - accessed? How must those

. 5 resourcede supported?

ACtlvatlon and ° What do personnel need (e.g.,

Re|ocation food, housing) in order to

operate under the plan?

Phase Il - .
BestPractices

Continuity of .
Ensureanypotentialpersonnel
augmentationsapprovedby

Operations
HumanResourceandlegal,and
Phase V- any required mutual aid agreements

O ] are complete and signed.
Reconstitution

FACILITATORGUIDE 20



FacilitatoNotes

See previous page.

KeyQuestions

See questions on page 20.

BestPractices

Document certification requirements for
positions to make requesting mutual aid
simpler during an emergency or event.

21 COOP - PSAP CONTINUITY OF OPERATIONSPLAN

7.23 STAFRUGMENTATHKINMUTUAAID

Therés astrongpossibilitghatwhateveincidentcausegheactivatiorwillalso

personally impact a portion of staff. It may be necessary to find ways to augment

personnel. This section describes the roles that can be fillegtgnon

personnel along with any required qualifications. This section should also

provideletailsregardingotentiasource®ftemporarpersonndk.g.,stateor
regionallelecommunicaémergendyesponséeam§T ER Bpamdillinginfor

telecommunicator:

Severity of Impact

Primary Source

Secondary Source

Critical Position

Required Skills /
Certifications

Potential Source




724 TRANSPORTATRORAND.ODGING

Thissectiondetailspoliciesandproceduresegardingnowpersonnelretransported,
housed, and fed during an activation. Hygiene, housing, food, and contact w FacilitatoNotes
families are all important considerations for team morale when workistgeigshi Without support, staff may not be

able to continue working in their

conditions. These functions can be accomplished by entering into agreemer assigned roles. This section details
the arrangements that ensure the

other agencies or Rorofit organizations. It may be necessary to create agree stff carying out MEFS/ESAS an be
with preédentified private vendors to provide support on very short notice dur " e an sdverse event:

emergencies. KeyQuestions

See questions on page 20.

BestPractices

Consider working with non-profit
organizations and other non-traditional
partners (e.g., hospitals or universities
with large cafeterias, prisons) to
secure support. Codify agreed upon
support through Memorandums

Of Understanding (MOUs)/
Memorandums Of Agreement (MOAs).

For short duration events, develop
apolicyor bestpracticesguide
for staffto createandmaintain
aD&l 3ade |+ S az2ys
supplieon-handat the center:

o Travel size toothpaste

© Toothbrush

 Travel shampoo

> Hand sanitizer
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FacilitatoNotes

Without the right support, staff may not
be able to continue work. This section
documents the services available to
support real-time mental health care.

KeyQuestions

© Are mental health services available
on demand? Who can initiate them?

© What other support and resources
are available to assist employees
during an emergency?

© Are non-profit, faith-based, and
community organizations able to
supportemployeewellness?

BestPractices

Engage with employees and their
representative associations to determine
what kind of support might be needed
and appreciated during a major incident.
Specific examples of employee

mental health support groups

in Massachusetts include:

© Employee Assistance Program (EAP)

o Critical Incident Stress Management
PeerSupportGroups(CISM)

7.25 MENTAHEALTANCEMPLOYBEPPORT

This section details policies and procedures regarding how personnel can access
reaHimementahealthsupportaswellasanyothersupporservicege.g.,schedule
flexibilityfransportatiorjependentare etc.)availabléo personndbassisthem
withmanaginghepersonaimpaciftheincidenthatnecessitate@ OORctivation.
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7.3ALTERNAMOREITEAWSREQUIREMENTS

731 LOCATION

FacilitatoNotes
. . . . ) i Use this section to document the
This section lists the address and point of contact for each site. It is helpful t reauirements of the Aws.
document the Global Positioning System (GPS)®&¥Wtdd location (from the ,
A . . N KeyQuestions
samenameapp)alongwithdirectionsandknowrpointsofreferenceAdditionally, < what facilities are available that can be
for each location, declare the type of site (hot, warm, cold), identify the capa  utiized tomeet the requirements of the

. ) alternate work site in a sufficient time
of the site, any equipment, or systems already present, and any MOU or cor to ac:ieve Reclo_velrv TimeO_b:'ectives?
details (especially date of execution and duration of agreement). It may NOt | *gtes n geographicaly cstine
possible for all MEFs to be performed from the site. If there are any potentia 23 of operation?
exclusions, include the functions that are not possible and the rationale as tc :

. . . . e BestPractices
This section should also be used to identify any features of the facility that h e purpose of this section s
withresiliencyForexamplesthereageneratoandif so,whatisits capacityfuel P et
source, run time, and support provider? Telework should be documented as this location sitable as an AWS.
if the option exists. Include details regarding which personnel will telework a

with any specific requirements that must be met for this to remain a viable o
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FacilitatoNotes

Usethis sectionto document
leadership support and direction.

KeyQuestions

© What are minimum space requirements
to sustain operations?

© What are the technical requirements for
the AWS? What assistance is required
to activate and support required tech?

BestPractices

Plan how you will utilize the space
at the new location. Where will the
different people sit? Where will

people take breaks or sleep, etc.?
It is helpful to draw the floorplan so
it can be used as a reference.

It isnot verycommonto havean
alternate site which is ready to occupy.
Creatingadeploymentplanfor the
communicationandtechnology
equipmentwill reducethe time to

achieve Recovery Time Objectives.

7.3.2 SPACEONFIGURATION

This section includes a reference to the floor plans which can be described or drawn
here and/or placed in an Appendix and includes details regarding how the space will
be used when occupied. If rooms are to be reserved for offices or meeting space, be
sureto annotateheintendegurposelt is alsoimportanto annotateanyroomghat

are ooff | imits.

7.3.3 COMMUNICATIGNETECHNOLCREQUIREMENTS

The facilities may have existing technology infrastructure that can be used to
reduce the level of effort to transition into the space. These capabilities should be
documentedlongwithpointsof-contactif therearequestionsThesitesmayalso
havenfrastructur¢hatcanbeenablediuringanemergende.g.,phondines).These
capabilities along with a plan to activate the service should be docTinegpitzal.

may call for pistaged equipment. If the location will house a cachstafgde
equipment, document the location where the items can be found.

Technology MEFs Supported Vendor/Provider Alternate Source Special Notes
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7.34 SITE SECURANILOGISTICS

This section describes the physical security and logistics capabilities of the
alternate site(s) including perimeter fences, secure parking, CCTV, outdoor
lighting, controlled access;site security, ability to access the building with
large vehicles (e.g., sdmiler, large military vehicles), loading docks, etc. If
access for large vehicles is not possible (e.g., low hanging power lines, narr:
access routes, etc.), include details regarding why the site is unsuitable. Als
includeestimategorthelargestwehiclesizethatmightbeableto gettothesite.

FacilitatoNotes
Logisticandsecuritymaybecome
essentiaburingcertaintypesof
emergenciegandsustainedlisaster
operations. Use this section to describe
facilityneeds/deficienciesoleaders
canmakerapiddeterminations

of which alternate site is best

given the current conditions.

KeyQuestions

© Are there security concerns with
the alternate site and do they differ
depending on the planning scenario?

© What logistics are required to sustain
the alternatesite (e.g.supplies,
commoditiespndwhataccesss
there for trucks, large vehicles, etc.?

© What constitutes a secure
site?(FollowanMOU).

o Use dual authentication,
locked room, etc.

BestPractices

Some buildings are in areas that may
prove challenging for larger box trucks
or 18wheelersto enter. If accesss
possibledocumentthe route that
mustbefollowedto getto the site.

Lock things up, or ensure an officer
provides onsite security
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FacilitatoNotes

Without the ability to communicate
with staff, vendors, and the public, the
COOP Plan cannot be implemented. This
section details how different components

of communicationsvill be maintained.

KeyQuestions

o What are the essential communication
pathways that need to be sustained
during plan implementation?

BestPractices

It is easy to underestimate the challenges
of communicating during an emergency.
Havingaplanfor communications
which leverages different technologies
andsystemswill helpto minimize

the impact to the operation.

7.4COMMUNICATIONS

741 MANAGEMEGDMMUNICATIONS

Thisectiordescribehowsenioteadersvillremairin contacwitheachotherand
mayalsoincludehowtheleadershipeamwillremairin contacwithothersenior
officialsincludingelectedfficials cityorcountyadministratorsgmergency
management coordinators, etc.

It isespecialljmportanfortheplantofollowad P A @é&hbdologhyidentifying
theprimaryalternatecontingencygndemergenagommunicatiomaethodso be
usedIf speciatlevicearerequirede.g. satellitephones)}theplanshoulddentify
how these are obtained.

Communications Voice Network Conferencing Pata Store
File Exhange

Primary LMR NIPRNet(AE§ MSTeams | MSTeams
NIPRVolP
Alternate cellular

Contingency | TacticalVHF

Tactical HF/
Emergency  EpruveI
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74.2 EMPLOYE®MMUNICATIONS

This section includes the plan for how information is passed from the manac

team to employees. The plan should identify whether the mechanism suppo EacilitatoNotes

confirmations of receipt of message, information security, and reliability. Wh Usethis sectionto document
how leadership will communicate

messagearepassedtheplanshoulddentifythepreferrednechanisrandwhether  with employeesandvendors.
multiple paths should be used simultaneously. Common mechanisms includ

. KeyQuestions
A Employem” I_ISt/ Phoneree > What communications capabilities are
A Alertmessagingervices Reversg-1-1 requiredto reachemployees¥hat
A Intranetannouncements information can be shared with them?
° What communications capabilities

H are required to reach critical
A Emalbnn_ouncements vendor:'.; What infcfrmcaltilc::n
A Voicemail/lVBRnnouncements et

. o If the COOP Plan is PSAP specific,

A Hotlines el T the PSAP

PIO or to another PIO?

BestPractices

In general, vendors should be kept
on a “need to know” basis. This is

7.4.3 VE N DmM M U N ICATIONS especially true during cyber incidents.

This section will include details regarding what information can be shared wi
vendorsanyrequirementfrnondisclosuragreementsndtheimpactofvendor
communications on emergency procurement.
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