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I am writing to notify you of an unauthorized acquisition of your personal information.
The unauthorized individual who received your personal information through no fault of
their own were told by a Dept. of Unemployment Assistance (DUA) employee to destroy
the documents containing the information. ‘ " '
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Attac!led is a notice required under Massachusetts General Laws Chapter 93H that
describes your right to place a security freeze on your credit reports free of charge and
provides related information. : ” :

- Additionally, DUA is offering you credit monitoring services for 24 months through
Experian’s Identity Works at no cost to you. Please see the additional information
provided at the end of this letter. If you wish to enroll in theségservices, you will need to
do so by 5:59 p.m. Central Time on April 29, 2025, by visitiig the Experian website

. (https://www.experianidworks.com/3bplus) and providing yotifr activation code:

You will also need to provide the following Engagement Number:
o

DUA plaf:es the utmost importance on protecting the conﬁdenjgiality and security of all
personal information in its custody. Accordingly, DUA regrets this incident, and we
apologize for any concern it may give you. ‘ "i

If you have any que stions about this matter, please do not hes,iftate to call me at
(617) 626-5085. ' ,
Sincerely,‘-‘?;f
&

/s/ John Pi Bossé
John P. B(sté
Assistant él‘hief Counsel
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‘ \ HAPTER 93H
ASSACHUSETTS GENERAL LAWS CHAPTER 93H
AEASEEE NOTICE REQUIREMENTS i :

' on ] i i ice réport filed in regard to this
husetts law, you have the tight to obtain any police r5po .
: Iﬂ%ﬁa ?:‘s;lgulﬁe the vicgi,m of identity theft, you also have the‘ r1ght to file a police report an(?

' obtain a copy of it.

You may also place a security freeze on your credit rej?orts-, frefa of:;charge. A,se.cunE}sr -.i‘l;eeedz;:
prohibits a credit reporting agency from releasing any information ;‘rom'fx consumet e
report without written authorization. Howevet, please be aware thag placing a secunity ceon
your credit report may delay, interfere with, or prevent the umely %pprova} of any requests y1 ‘
thake for new loans, credit mortgages, employment, housing or other services. Und‘er federal
law, you cannot be charged to-place, lift, or remove a security fre_,e%e. :

You must place your request for a freeze with each of the thte? mgtéor consumer reporting
. agencies: Equifax (www.equifax.com); Experian (www.expmqn.qgm);,and TrapsUnion _
- (www.transunion.com). To place a security freeze on your credit rgport, you may send a wiritten
request by regular, certified or ‘overnight mail at the addresses belq@nr. S'(ou may also-place-a .
security freeze through each of the consumer reporting agencies” websites or over the phone,
_using the contact information below: : oy
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Equifax Security Freeze : S
P.O. Box 105788 | . o
Atlanta, GA 30348 - - .o : ‘ i
1-800-349-9960 L ‘ '
https://www.equifax.com/personal/credit~report~services/ i
Expetian Security Freeze =~ . .
- P.0. Box 9554 L :
‘Allen, TX 75013 ' o .
1-888-397-3742 o
https://www.experian;com/freeze/center.hunl

TransUnion Security Freeze
P.O. Box 160

Woodlyn, PA 19094
1-888-909-8872

hitps://www.transunion.com/credit-freeze
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In order to request a security ﬁ"eeze, you will need to provide somg‘%br all of the following
information to the credit reporting agency, depending on whethe j}.rbu do so onliae, by phone, or
by mail: ' . : :

S
1. Your full name (including middle initial as well és Ir., S IL, 111, etc.);
2. Social Security Number: ' ' : :
3. Date of birth;

G
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4, ¥ you have moved in the past ﬁvé (5) years, the addressgggﬁvhere you have lived over

the prior five years; - . . o ) _
5. Proof of cutrent address, such as a current utility bill, telephone bill, rental agreement,
or deed; ' .

6. A legible photocopy of a government issued identificati card (state driver’s license' :

or ID card, military identification, etc.);

‘7. Social Security Card, pay stub, or W2; , . :

8. If you are a victim of identity theft, include a copy of eitlt;;pr the police report,
investigative report, or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request
to place a security freeze on your credit report, based upon the method of your request. The
credit bureaus must also send written confirmation to you within five (5) business days and
pprovide you with a unique personal identification number (PIN) or password (or both) that can .
be t_xsec_i by you to authorize the removal or lifting of the security freeze. It is important to
ﬁx,amtam this PIN/password in a secure place, as you will need it to lift or remove the security
Jfreeze, ' i ’
To lift the security freeze in order to allow a specific entity or indiyidual access to your credit
report, you must make a request to each of the credit reporting agencies by mail, through their
yvebs.xte, ot by Pho,ne .(using the contact information above). You must provide proper:
.1dent1ﬁ:3t1on (including name, address, and social security number) and the PIN number or
g:tsiil\j;g d Qr(&\ill(}gd to you when you placed the security freeze, as ell as the identities of those .
& secued t; ;’;e;’; f‘;i‘l: you E;ould lnl_;e to ref:eive your credit teport.,You may also temporarily lift
asing the Samme contos :Pe; ed ?enod of time rathef than fora spo{.?iﬁc entity or individual,
Yotmosts o onliné) mdoxthx;uatmn aboye., The credit bureaus have between one (1) hour (for
roquest to R 1 and three (3) busmqss days (for request made by mail) after receiving your

: e security fieeze for those idlentified entities or forithe specified period of time.
Toremove the security fr . o T : :
by mail, through thei:y weli:?tz igl;;n ;ﬁig;aées;;egﬁf iﬁi‘lﬁﬁ?ﬂﬁiﬁiﬁi@?’l‘;ﬂ? v

; , IGIT WEOSILe, g ve). You mu
_ g;g:if:rgmg‘:‘i :ldt:lntt:)ﬁcanon (name, address, and social security nigimber) and the PIN nrur:rl:;tér or
P th holtazr (forereq ueys(:: ngg g:l\i; pl)aceg the security I?ce‘ze..Th?,i@ credit bureaus have between

after receiving your request to remozrl: ﬂ?: s;ﬁ;;?;isgfl - dayg_:;(for reuests mado by el
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HOW TO ACTIVATE YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

To help protect your 1dent1ty, the Massachusetts Department of
Unemployment Assistance (DUA) is offering complimentary access to
Experian IdentityWorksSM for 24 months. ;

+ If you believe there was fraudulent use of your 1nformat10n as a result of the
unauthorized disclosure of your personal 1nformat1on and would like to
discuss how you may be able to resolve those issues, please reach out to an
Experian agent. If, after discussing your situation W1th an agent, 1t is
determined that identity restoration support is needed then an Experian
Identity Restoration agent will be available to work w1th you to investigate
and resolve each incident of fraud that occurred (1nclug§1ng, as appropriate,
helping you with contacting credit grantors to dispute charges and close
accounts; assisting you in placing a freeze on your credit file with the three
major credit bureaus; and assisting you with contacting government agencies
to help restore your identity to its proper condition).

Please note that Identity Restoration is available to you 1 for 24 months from the date
of the letter from the Massachusetts Department of Unemployment Assistance
not1fy1ng you of the unauthorized disclosure of your pexrsonal information and does
not require any action on your part at this time. The Terms and Conditions for this
offer are located at www.ExperianIDWorks. com/restoratlon

Whlle identity restoration ass1stance is immediately avaﬂable to you, we also.
encourage you to activate the fraud detection tools available through
Experian IdentityWorks as a complimentary 24-month membership. This
product provides you with superior identity detectlon and resolution of
identity theft. To start monitoring your personal 1nformat10n please follow
the steps below: - i

o
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» Ensure that you enroll by 5:59 p.m. Central T1me on April 29, 2025
(Your code will not work after this date.)
= Visit the Experian IdentityWorks website to enroll

https://www.experianidworks.com/3bplus \x
Provide your activation code: if
If you have questions about the product, need ass1stance with Identity
Restoration that arose as a result of the unauthorlzed disclosure of your
personal information or would Yike an alternative to enrolhng in Experian
IdentityWorks online, please contact Experian’s customer care team at
1-877-890-9332 by 5:59 p.m. Central Time on April 29, 2025 Be prepared to
provide engagement number- as proof of e11g1b§1hty for the Identity

Restoration services by Experian.




ADDITIONAL DETAILS REGARDING YOUR 24-MIONTH EXPERIAN
IDENTITYWORKS MEMBERSHIP

A credit card is not required for enrollment in Exper1an IdentltyWorks You
can contact Experian immediately regarding any fraud issues, and have
access to the following features once you enroll in Experlan IdentityWorks:

. Experlan credit report at signup: See what mformatlon is assoc1ated
with your credit file. Daily credit reports are avallable for online
members only.* &

» Credit Monitoring: Actively momtors Experlan Equifax and

~ Transunion files for indicators of fraud. i

» - Internet Surveillance: Technology searches the web, chat rooms &
‘bulletin boards 24/7 to identify trading or selhng of your personal
information on the Dark Web.

» Identity Restoration: Identity Restoratmn spec1a11sts are
immediately available to help you address credit and non-credit related
fraud.

= Experian IdentityWorks ExtendCARETM: You receive the same
high-level of Identity Restoration support even after your Experian
IdentityWorks membership has expired.

» $1 Million Identity Theft Insurance®*: Prov1des coverage for certain

costs and unauthorized electronic fund transfers. %

\4
%

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by Amencan Bankers Insurance Company of Florida, an Assurant

comga?y Please refer to the actual policies for terms, conditions, and exclusions of coverage Coverage may not be available in ali
jurisdictions.




