Woodloch Pines and the Lodge at Woodloch
cfo Cyberscout

PO Box 1286

Dearborn, M1 48120-9998

P

1 BOWDOIN ST
APT 318
EVERETT, MA 02149

October 18, 2024

Dear ViR,

We are writing to make you awarc of a recent data security incident at Woodloch Pines and the Lodge at Woodloch
(collectively “Woodloch Properties”) that may have impacted your name and some combination of the following data
elements: and financial account information. We have no evidence that any of your personal information has or
will be misused. The security of your information is very important to us. This letter contains more information
about the proactive measures we have taken in response and the identity protection services that we are offering you
free of charge.

To reduce the risk that something like this could happen again, we have changed passwords to user accounts, and
tightened endpoint monitoring controls, among other measures. In addition, although there has been no evidence your

information was misused, we are offering 24 months of complimentary credit monitoring and identity theft protection
services through Cyberscout, a TransUnion company.

To enroll in Credit Monitoring services at no charge, please log on to fttps://ofs.cyberscout.com/activate and foliow

the instructions provided, When prompted please provide the following unique code to receive services:
§0C9C9F94244. In order for you to receive the monitoring services described above, you must enroll within 90 days
from the date of this letter. The enrollment requires an internet connection and e-mail account and may not be

available to minors under the age of 18 years of age. Please note that when signing up for menitoring services, you
may be asked to verify personal information for your own profection t0 confirm your identity.

You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Also, you will
need to reference the enroliment code at the bottom of this letter when calling or enrolling online, so please do not
discard this letter. We also encourage you to vigilantly monitor your financial statements and credit reports and
immediately report any suspicious activity.

Under Massachusetts law, you have the right to obtain any police report filed regarding this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits 2 credit
reporting agency from releasing any information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment, housing or other services.
Under federal law, you cannot be charged to place, lift, or remove 2 security freeze.

You must place your request for a freeze with cach of the three major consumer reporting agencies: Equifax
(www.eguifax.com); Experian (www.experian.com}; and TransUnion (www.{ransunion.com}. To place a security
freeze on your credit report, you may send a written request by regular, certified or overnight mail at the addresses
below. You may also place a security freeze through each of the consumer reporting agencies’ websites or over the
phore, using the contact information below:
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Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

P.O. Box 105788 P.0O. Box 9554 P.0. Box 160

Atianta, GA 30348 Alten, TX 75013 Woodlyn, PA 19094
1-800-349-9960 1-888-307-3742 1-888-909-8872
https://www.eguifax.com/personalf httgs://www.exgerian.com/ freeze/center. hﬁps:/fwww.transunion.corrn’credit-
“credit-report-services/ bt freeze

In order to request a security freeze, you will need to provide some Of all of the following information to the credit
reporting agency, depending on whether you do so online, by phone, or by mail:

Your full name (including middle initial as well as Jr., St., I, 10, etc.);

Social Security Number;

Date of birth; :

If you have moved in the past five (5) years, the addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;

A legible photocopy of a government issued identification card (state driver’s lticense or 1D card, military
identification, etc.);

Social Security Card, pay stub, or W2;

If you are a victim of identity theft, include a copy of either the police report, investigative report, OF complaint
to a law enforcernent agency concerning identity theft.
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The credit reporting agencies have one (1) to three (3) business days after recefving your request to place a security
freeze on your credit report, based upon the method of your request. The credit bureaus must also send written
confirmation to you within five (5) business days and provide you with a unique personal identification number (PIN)

or password (or both) that can be used by you to authorize the removal or lifting of the security freeze. It is important to
maintajn this PIN/password in a secure place, as you will need it to lift or remove the security freeze.

To fift the security freeze in order to allow a specific entity or individual access to your credit report, you must make a
request to each of the credit reporting agencies by mail, through their website, or by phone (using the contact
information above). You must provide proper identification (including name, address, and social security number) and
the PIN number or password provided to you when you placed the secutrity freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift a security freeze for a
specified period of time rather than for a specific entity or individual, using the same contact information above. The
credit bureaus have between one (1) hour (for requests made online) and three (3) business days (for request made by
mail) after receiving your request to lift the secutity freeze for those identified entities or for the specified period of

time.

To remove the security freeze, you st make a request to each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper identification (name, address, and
social security number) and the PTN number or password provided to you when you placed the security freeze. The
credit bureaus have between one (1) hour (for requests made online) and three (3) business days (for requests made by
mail) after receiving your request to remove the security frecze.

For More Information:

Protecting youtr information is important to us, and we sincerely apologize for any concern this incident may cause you.
If you have questions, please call 1-855-577-9017 Monday to Friday from $:00 am EST to 8:00 pm EST.

Sincerely,

Woodloch Properties



Recommended Steps to help Protect your Information

1. Website and Enrollment. We arc providing you with access to Single Bureau Credit Monitoring/Single Bureau
Credit Report/Single Bureau Credit Score services at mno charge. These services provide you with alerts for
twenty-four months from the date of enroliment when changes occur to your credit file. This notification is sent to
you the same day that the change or update takes place with the bureau. Finally, we are providing you with proactive
fraud assistance to help with any guestions that you might have or in event that you become a victim of fraud. These
services will be provided by Cyberscout, a TransUnion company specializing in frand assistance and remediation
services.

To enroll in Credit Monitoring services at no charge, please log on to https://bfs.cybcrscout.com/activate and follow
the instructions provided. When prompted please provide the following unique code to receive services:
80C9C9F94244. In order for youto receive the monitoring sesvices described above, you must enroll within 90 days
from the date of this letter. The enrollment requires an internet connection and e-mail account and may not be

available to minors under the age of 18 years of age. Please note that when signing up for monitoring services, you
may be asked to verify personal :hformation for your own protection to confirm your identity.

3. Activate the credit monitoring provided as part of your Experian IdentityWorks membership. The monitoring
included in the membership must be activated to be effective. Note: You must have established credit and access
{o a computer and the internet to use this service. If you need assistance, Kroli will be able to assist you.

3. Telephone. Contact Experian at 1-877-890-9332 if you have questions about the product, need assistance with
Identity Restoration that arose as & result of this incident or would like an alternative to enrolling in Experian
IdentityWorks online. ‘

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit
report from each of the three major credit reporting companies. To obtain a free annual credit report, g0 to
www.anmialcreditreport.com OF call 1-877-322-8228. You may wish to stagget your requests so that you receive a
free report by one of the three credit bureaus every four ynonths.

Vou should also know that you have the right to file a police report if you ever experience identity fraud. Please note
that in order to file a crime report of incident report with law enforcement for identity theft, you will likely need to
provide some kind of proof that you have been a victim, A police report is often required to dispute fraudulent items.
You can report suspected incidents of identity theft to local law enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this
after activating your credit monitoring, You can place a fraud alert at one of the three major credit bureaus by phone
and also via Experian’s or Equifax’s website. A fraud atert tells creditors 10 follow certain procedures, inciuding
contacting you, before they open any new accounts ot change your existing accounts. For that reason, placing a fraud
alert can protect you, but also may delay you when you seek to obtain credit. The contact information for all three
bureaus is as foilows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.0. Box 105069 P.O. Box 9554 P.0. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000
www,equifax.com www.experian.com www.iransunion. com

Tt is necessary to contact only ONE of these bureaus and use only ONE of these methods, As soon as one of the three
bureaus confirms your fraud alert, the others are notified to place alerts on their records as well.

You will receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge,
for your review. An initial fraud alert will last for one yeat.
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Please Note: No one is allowed to place a fraud alexrt on your credit report except you.

6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying
information will not be able to use that information to open new accounts of borrow money in your name. You will
need to contact the three national credit reporting bureaus listed above to place the freeze. Keep in mind that when
you place the freeze, you will not be able to borrow money, obtain instant credit, or get a new credit card until you
temporarily lift or permanently remove the freeze. There is no cost to freeze or unfreeze your credit files.

7. You can obtain additional information about the steps you cant take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been
misused to file a complaint with them,

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NwW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEET (438-4338), TTY: 1-866-653-4261.




