
 
 
<<First Name>> <<Last Name>> <<Date>> 
<<Address 1>> 
<<City>>, <<State>> <<Zip>> 
United States 
 
Dear <<First Name>>: 
 

At Zane Benefits (“Zane Benefits”), we value and respect the privacy of your information. We are writing to let you know 
about a recent security incident that may have involved some of your personal information. 
 

On November 2, 2024, we became aware of a security incident impacting our internal systems. As soon as we identified the 
issue, we took immediate action to investigate and remediate it. Our investigation determined that an unauthorized third party gained 
access to files within our database associated with the Zane Benefits ZaneHealth solution.  We then conducted a detailed review to 
determine whether any personal information belonging to individuals was affected during the incident. 

 
Our investigation determined that an unauthorized third party may have accessed some of your personal information stored in 

our Zane Benefits ZaneHealth solution database, including your full name, Social Security number, email address, phone number, and 
mailing address. 

 
Although we have no evidence to suggest that your information has been or will be misused, we are notifying you out of an 

abundance of caution. To help address any concerns you may have, we have arranged for you to enroll, at no cost to you, in 
comprehensive credit monitoring and identity protection services for 24 months through Norton LifeLock®. A description of this service, 
along with enrollment instructions, can be found within the enclosed “Other Important Information” document. 
 

Please review the enclosed “Other Important Information” document for further steps you can take to protect your information, 
including recommendations by the Federal Trade Commission regarding identity theft protection and details on how to place a fraud 
alert or a security freeze on your credit file. It is also recommended that you remain vigilant for incidents of fraud and identity theft by 
reviewing your account statements and monitoring your credit reports for unauthorized activity. If you discover any suspicious or 
unusual activity on your accounts, you should promptly notify the financial institution or company with which your account is 
maintained. 
 
  If you have further questions or need assistance, please contact us at support@zanebenefits.com.  
 
Sincerely, 
Jon Whitmer 
Jon Whitmer 
Senior Vice President 
Zane Benefits, Inc.  

  

mailto:support@zanebenefits.com
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OTHER IMPORTANT INFORMATION 

Enrolling in Complimentary Credit Monitoring. 
 
Zane Benefits, Inc. has retained NortonLifeLock to provide 2 years of complimentary LifeLock Standard™ identity theft 
protection. 
 
To activate your membership online and get protection at no cost to you: 
 

1. You will need the following Promo Code: ZANE2411 and Member ID: <<MEMBER ID>>, which have been assigned 
specifically to you, for one-time use. 
 

2. To begin, please click on the following URL: https://lifelock.norton.com/offers?expid=LLSTDGUC&promocode=ZANE2411 
 

3. Enter The enrollment ID from Above and click Apply. 
 

4. Once enrollment is completed, you will receive a confirmation email (be sure to follow ALL directions in this email). 
 
Alternatively, to activate your membership over the phone, please call: 1-800-899-0180 
 

You will have until 01-24-2025 to enroll in this service. 
 

Once you have completed the LifeLock enrollment process, the service will be in effect. Your LifeLock Standard™ 
membership includes: 

 
✔ LifeLock Identity Alert™ System†  
✔ 24/7 Live Member Support 
✔ Dark Web Monitoring** 
✔ LifeLock Privacy Monitor™ 
✔ Lost Wallet Protection 
✔ Stolen Funds Reimbursement up to $25,000 ††† 
✔ Personal Expense Compensation up to $25,000 ††† 
✔ Coverage for Lawyers and Experts up to $1 million ††† 
✔ U.S.-Based Identity Restoration Team 
✔ One-Bureau Credit Monitoring1** 
✔ Reduced Pre-Approved Credit Card Offers 
✔ USPS Address Change Verification 

 
1 If your plan includes credit reports, scores, and/or credit monitoring features (“Credit Features”), two requirements must be met to 
receive said features: (i) your identity must be successfully verified with Equifax; and (ii) Equifax must be able to locate your credit 
file and it must contain sufficient credit history information. IF EITHER OF THE FOREGOING REQUIREMENTS ARE NOT MET 
YOU WILL NOT RECEIVE CREDIT FEATURES FROM ANY BUREAU. If your plan also includes Credit Features from Experian 
and/or TransUnion, the above verification process must also be successfully completed with Experian and/or TransUnion, as 
applicable. If verification is successfully completed with Equifax, but not with Experian and/or TransUnion, as applicable, you will 
not receive Credit Features from such bureau(s) until the verification process is successfully completed and until then you will only 
receive Credit Features from Equifax. Any credit monitoring from Experian and TransUnion will take several days to begin after your 
successful plan enrollment. 
No one can prevent all identity theft or cybercrime. † LifeLock does not monitor all transactions at all businesses. 
** These features are not enabled upon enrollment.  Member must take action to get their protection. 
††† Reimbursement and Expense Compensation, each with limits of up to $25,000 for Standard. And up to $1 million for coverage for 
lawyers and experts if needed. Benefits under the Master Policy are issued and covered by United Specialty Insurance Company (State 
National Insurance Company, Inc. for NY State members). Policy terms, conditions and exclusions at: LifeLock.com/legal. 
 
Free Credit Report. You may obtain a copy of your credit report, free of charge, once every 12 months from each of the nationwide 
credit reporting agencies. To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 1-877-322-
8228. You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available from the 
U.S. Federal Trade Commission’s (FTC) website at www.consumer.ftc.gov) to: Annual Credit Report Request Service, P.O. Box 
105281, Atlanta, GA 30348-5281. Contact information for the national credit reporting agencies for the purpose of requesting a copy of 
your credit report and other general inquiries is provided below: 

● Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111 

https://lifelock.norton.com/offers?expid=LLSTDGUC&promocode=PPLKP2411
http://www.equifax.com/
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● Experian, PO Box 9554, Allen, TX 75013, www.experian.com, 1-888-397-3742 
● TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-888-4213 
● Innovis, PO Box 530088, Atlanta, GA 30353-0088, www.innovis.com, 1-800-540-2505 

Fraud Alert. You have the right to place an initial or extended “fraud alert” on your file at no cost by contacting any of the nationwide 
credit reporting agencies. Contact information for the national credit reporting agencies for the purposes of placing a fraud alert on your 
file is provided below. An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert displayed 
on a consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending new credit. For this 
reason, placing a fraud alert can protect you, but also may delay you when you seek to obtain credit. If you are a victim of identity theft 
and have filed an identity theft report with law enforcement, you may want to consider placing an extended fraud alert, which lasts for 
7 years, on your credit file. 

● Equifax, PO Box 105069, Atlanta, GA 30348-5069, www.equifax.com/personal/credit-report-services/credit-fraud-alerts,       
1-800-525-6285 

● Experian, PO Box 9554, Allen, TX 75013, www.experian.com/fraud/center.html, 1-888-397-3742 
● TransUnion, P.O. Box 160, Woodlyn, PA 19094, www.transunion.com/fraud-alerts, 1-800-916-8800 
● Innovis Consumer Assistance, PO Box 530088 Atlanta, GA 30353-0088, 

https://www.innovis.com/personal/fraudActiveDutyAlerts, 1-866-712-0021 

Security Freeze. You have the right to place, lift, or remove a “security freeze” on your credit report, free of charge. A security freeze 
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written authorization.  
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval 
of any requests you make for new loans, credit mortgages, employment, housing or other services. Under federal law, you cannot be 
charged to place, lift, or remove a security freeze. You must place your request for a freeze separately with each of the consumer 
reporting agencies. To place a security freeze on your credit report, you may do so by contacting each of the consumer reporting agencies 
through the contact information below: 

● Equifax, PO Box 105788, Atlanta, GA 30348-5788, www.equifax.com/personal/credit-report-services/credit-freeze,                     
1-800-298-0045 

● Experian, PO Box 9554, Allen, TX 75013, www.experian.com/freeze/center.html, 1-888-397-3742 
● TransUnion, PO Box 160, Woodlyn, PA 19094, www.transunion.com/credit-freeze, 1-888-909-8872 
● Innovis, PO Box 530088 Atlanta, GA 30353-0088, www.innovis.com/personal/securityFreeze, 1-866-712-4546 

In order to request a security freeze, you will need to provide some or all of the following information to the credit reporting agency, 
depending on whether you do so online, by phone, or by mail (note that if you are requesting a credit report for your spouse, this 
information must be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) 
date of birth; (4) current address and any previous addresses for the past 5 years; and (5) any applicable incident report or complaint 
with a law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a government-issued 
identification card and a copy of a recent utility bill or bank or insurance statement. It is essential that each copy be legible, display your 
name and current mailing address, and the date of issue. If you are a victim of identity theft, include a copy of either the police report, 
investigative report, or complaint to a law enforcement agency concerning identity theft. 

The credit reporting agencies have 1 business day after receiving your request by toll-free telephone or secure electronic means, or up 
to 3 business days after receiving your request by mail, to place a security freeze on your credit report. The credit bureaus must also 
send written confirmation to you within 5 business days and may provide you with a unique personal identification number (PIN) or 
password (or both) that can be used by you to authorize the removal or lifting of the security freeze. It is important to maintain this 
PIN/password in a secure place, as you will need it to lift or remove the security freeze. 

To lift the security freeze in order to allow a specific entity or individual access to your credit report, or to lift a security freeze for a 
specified period of time, you must submit a request through a toll-free telephone number, a secure electronic means maintained by a 
credit reporting agency, or by sending a written request via regular, certified, or overnight mail to the credit reporting agencies and 
include proper identification (name, address, and Social Security number) and the PIN or password provided to you when you placed 
the security freeze as well as the identity of those entities or individuals you would like to receive your credit report or the specific 
period of time you want the credit report available.  The credit reporting agencies have 1 business day after receiving your request by 
toll-free telephone or secure electronic means, or 3 business days after receiving your request by mail, to lift the security freeze for those 
identified entities or for the specified period of time. 

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic means maintained 
by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail to each of the credit bureaus and 
include proper identification (name, address, and Social Security number) and the PIN number or password provided to you when you 
placed the security freeze.  The credit bureaus have 1 business day after receiving your request by toll-free telephone or secure electronic 
means, or 3 business days after receiving your request by mail, to remove the security freeze. 

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft or have reason 
to believe your personal information has been misused, you should immediately contact the FTC, proper law enforcement authorities 

http://www.experian.com/
http://www.transunion.com/
http://www.innovis.com/
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and/or your state attorney general. You may also contact these agencies for information on how to prevent or avoid identity theft and to 
obtain additional information about fraud alerts and security freezes. You may contact the Federal Trade Commission, Consumer 
Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580, www.identitytheft.gov, 1-877-ID-THEFT (438-4338). This 
notice has not been delayed by law enforcement. 

● For Massachusetts residents, you have the right to obtain any police report filed in regard to this incident. If you are the victim 
of identity theft, you also have the right to file a police report and obtain a copy of it. You also have the right to request a 
security freeze, as described above. 

http://www.identitytheft.gov/

