
Subject/Title: Notice of Data Breach 
 
What happened: In the context of iCapital’s services to stakeholders in the financial sector, 
we access and handle information pertaining to individual investors, and may transfer said 
information to third parties, as required to comply with our legal, regulatory and contractual 
obligations. 
 
On November 18, 2024, iCapital determined that it inadvertently provided access to a file 
containing limited identification and contact information pertaining to you to an unrelated 
third party. The inadvertent disclosure occurred on that day. 
  
What information was involved: the information that was in the file included your name, 
address and tax ID. Please note that we have no evidence of misuse or further disclosure of 
your data, and we have determined that this event does not pose a material risk of harm to 
you or your investments. 
 
What are we doing: The confidentiality, privacy, and security of your personal information is 
a priority for iCapital, and we have technical and organizational security measures in place 
to protect the information we handle in the context of our services, including by detecting and 
addressing potential incidents affecting personal information.  
 
Upon discovery of this incident, we promptly launched an investigation into the nature, scope 
and potential impact of this incident and concluded the incorrect data was sent due to 
human error, and promptly implemented additional safeguards improving operational 
controls and aimed at preventing the recurrence of these events.   
 
While we have measures in place to protect data in our care or under our responsibility, we 
continue to review our policies, procedures and processes related to the handling of personal 
information to reduce the likelihood of a similar future event.  

To help protect your identity, we are offering complimentary access to Experian 
IdentityWorksSM for 24 months.   
 
If you believe there was fraudulent use of your information as a result of this incident and 
would like to discuss how you may be able to resolve those issues, please reach out to an 
Experian agent. If, after discussing your situation with an agent, it is determined that identity 
restoration support is needed then an Experian Identity Restoration agent is available to work 
with you to investigate and resolve each incident of fraud that occurred from the date of the 
incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three 
major credit bureaus; and assisting you with contacting government agencies to help restore 
your identity to its proper condition). 



  
Please note that Identity Restoration is available to you for 24 months from the date of this 
letter and does not require any action on your part at this time. The Terms and Conditions for 
this offer are located at www.ExperianIDWorks.com/restoration.   
  
While identity restoration assistance is immediately available to you, we also encourage you 
to activate the fraud detection tools available through Experian IdentityWorks as a 
complimentary 24-month membership. This product provides you with superior identity 
detection and resolution of identity theft. To start monitoring your personal information, 
please follow the steps below:   
  
• Ensure that you enroll by 2/28/2025 (Your code will not work after this date) 
• Visit the Experian IdentityWorks website to enroll: 

https://www.experianidworks.com/3bcredit  
• Provide your activation code: 

  
If you have questions about the product, need assistance with Identity Restoration that arose 
as a result of this incident or would like an alternative to enrolling in Experian IdentityWorks 
online, please contact Experian’s customer care team at 833-931-7577 by 2/28/2025. Be 
prepared to provide engagement number as proof of eligibility for the Identity 
Restoration services by Experian. 

 
ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS 

MEMBERSHIP 
 

A credit card is not required for enrollment in Experian IdentityWorks. You can contact 
Experian immediately regarding any fraud issues, and have access to the following features 
once you enroll in Experian IdentityWorks:   

  
• Experian credit report at signup: See what information is associated with your credit file. 

Daily credit reports are available for online members only. 
• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators 

of fraud. 
• Identity Restoration: Identity Restoration specialists are immediately available to help 

you address credit and non-credit related fraud. 
• Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity 

Restoration support even after your Experian IdentityWorks membership has expired. 
• $1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized 

electronic fund transfers. 
 



What you can do: We encourage you to remain vigilant against incidents of identity theft and 
fraud by reviewing your account statements and monitoring your free credit reports for 
suspicious activity and to detect errors over the next 24 months.  
 
For more information: We do apologize for this oversight and are available to answer any 
questions or concerns. To ensure your questions are answered in a timely manner, please 
contact us at dpo@icapital.com. 

  

mailto:dpo@icapital.com


SUPPLEMENTAL INFORMATION 

It is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account 
statements and free credit reports for any unauthorized activity.  

Free Credit Report. You may obtain a copy of your credit report, free of charge, once every 12 months 
from each of the three nationwide credit reporting companies. To order your annual free credit report, 
please visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for 
the three nationwide credit reporting companies is as follows: 

Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
www.equifax.com 
1-800-685-1111 
 

Experian 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com 
1-888-397-3742 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
www.transunion.com 
1-800-888-4213 

Federal Trade Commission and State Attorneys General Reporting. If you believe you are the victim 
of identity theft or have reason to believe your personal information has been misused, you should 
contact the Federal Trade Commission and/or the Attorney General’s office in your state. You can 
obtain information from these sources about steps an individual can take to avoid identity theft as 
well as information about fraud alerts and security freezes. You should also contact your local law 
enforcement authorities and file a police report in case you are asked to provide copies to creditors 
to correct your records. Contact information for the Federal Trade Commission and certain state 
Attorneys General Offices are as follows: 

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580, www.consumer.ftc.gov/features/identity-theft, 1-877-IDTHEFT (438-4338).  

California Residents: California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional 
information on protection against identity theft.  

District of Columbia Residents: Office of the Attorney General for the District of Columbia, 400 6th 
Street NW, Washington, D.C. 20001, www.oag.dc.gov, 1-202-727-3400.  

Fraud Alerts: You have the right to ask that nationwide consumer reporting agencies place "fraud 
alerts" in your file to let potential creditors and others know that you may be a victim of identity theft. 
There are two types of fraud alerts you can place on your credit report to put your creditors on notice 
that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial 
fraud alert be placed on your credit report if you suspect you have been, or are about to be, a victim 
of identity theft. An initial fraud alert stays on your credit report for at least 90 days. You may have an 
extended alert placed on your credit report if you have already been a victim of identity theft with the 
appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. 
You can place a fraud alert on your credit report by contacting any of the three national credit 
reporting agencies. 

https://www.annualcreditreport.com/
https://www.equifax.com/
https://www.experian.com/
https://www.transunion.com/


Credit Freezes: You have the right to request a credit freeze from a consumer reporting agency, free 
of charge, so that no new credit can be opened in your name without the use of a PIN number that is 
issued to you when you initiate a freeze. A security freeze is designed to prevent potential credit 
grantors from accessing your credit report without your consent. If you place a security freeze, 
potential creditors and other third parties will not be able to get access to your credit report unless 
you temporarily lift the freeze. Therefore, using a security freeze may delay your ability to obtain 
credit. Unlike a fraud alert, you must separately place a security freeze on your credit file at each 
credit bureau. To place a security freeze on your credit report you must contact the credit reporting 
agency by phone, mail, or secure electronic means and provide proper identification of your identity. 
The following information must be included when requesting a security freeze (note that if you are 
requesting a security freeze for your spouse, this information must be provided for him/her as well): 
(1) full name, with middle initial and any suffixes; (2) Social Security number; (3) date of birth; (4) 
current address and any previous addresses for the past five years; and (5) any applicable incident 
report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The request 
must also include a copy of a government-issued identification card and a copy of a recent utility bill 
or bank or insurance statement. It is essential that each copy be legible, display your name and 
current mailing address, and the date of issue. 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com 
 

TransUnion Security 
Freeze P.O. Box 160 
Chester, PA 19016 
www.transunion.com 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348 
www.equifax.com 

Once you have submitted your request, the credit reporting agency must place the security freeze no 
later than 1 business day after receiving a request by phone or secure electronic means, and no later 
than 3 business days after receiving a request by mail. No later than five business days after placing 
the security freeze, the credit reporting agency will send you confirmation and information on how 
you can remove the freeze in the future. 

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which 
promotes the accuracy, fairness, and privacy of information in the files of consumer reporting 
agencies. The FTC has published a list of the primary rights created by the FCRA 
(https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf), and that article 
refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list of FCRA rights 
includes: 

• You have the right to receive a copy of your credit report. The copy of your report must contain 
all the information in your file at the time of your request. 

• Each of the nationwide credit reporting companies – Equifax, Experian, and TransUnion – is 
required to provide you with a free copy of your credit report, at your request, once every 12 
months. 

https://www.experian.com/
https://www.transunion.com/
https://www.equifax.com/
https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf
https://www.ftc.gov/credit


• You are also entitled to a free report if a company takes adverse action against you, like 
denying your application for credit, insurance, or employment, and you ask for your report 
within 60 days of receiving notice of the action. The notice will give you the name, address, 
and phone number of the credit reporting company. You are also entitled to one free report a 
year if you’re unemployed and plan to look for a job within 60 days; if you are on welfare; or if 
your report is inaccurate because of fraud, including identity theft. 

• You have the right to ask for a credit score. 

• You have the right to dispute incomplete or inaccurate information. 

• Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable 
information. 

• Consumer reporting agencies may not report outdated negative information. 

• Access to your file is limited. You must give your consent for reports to be provided to 
employers. 

• You may limit “prescreened” offers of credit and insurance you receive based on information 
in your credit report. 

• You may seek damages from violators. 

• Identity theft victims and active duty military personnel have additional rights. 

 

 


