
On behalf of H&R Block, we are writing to notify you of a data security incident that may have involved certain
personal information about you and your family1. We take privacy and security very seriously, and this letter is being
sent to inform you of what happened, what information was involved, what we have done to respond to the matter, and
next steps you can take.

We recommend that you review the information provided in this letter for some steps that you may take to protect
against any potential misuse of personal information.  As a precaution, we are offering you and your family (up to 2
adults, including you, and up to 5 minors) identity theft protection services through IDX, A ZeroFox Company, the data
breach and recovery services expert. IDX identity protection services include: 24 months of credit2 and CyberScan
monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. With this
protection, IDX will help you resolve issues if your or your family’s identity is compromised.

We encourage you to enroll you and your family in the free identity protection services by calling 1-866-828-4512,
going to https://app.idx.us/account-creation/protect, or scanning the QR image and using the Enrollment Code provided
above. You will need to reference the Enrollment Code at the top of this letter when calling or enrolling online, so
please do not discard this letter. This code is unique for your use and should not be shared. Note, only one adult can use
the Enrollment Code above. Once you have enrolled, you can add a second adult and up to five minors by going to the
account detail tab and adding them under Family Management. The second adult will receive an invite to set up their
own member portal and the minors will be listed under the account that used the Enrollment Code. If you think
additional codes are required for other individuals in your family that may have been impacted, please call
1-866-828-4512 and additional codes will be provided to you if needed.

In addition, you should always remain vigilant, including by regularly reviewing your account statements and credit
reports.  If you discover any suspicious or unusual activity on your accounts or suspect identity theft or fraud, be sure to
report it immediately to your financial institutions.  You also may contact the Federal Trade Commission (“FTC”) or
law enforcement to report incidents of identity theft or to learn about steps you can take to protect yourself from identity
theft.  To learn more, you can go to the FTC’s Web site, at http://www.ftc.gov/idtheft/, or call the FTC, at (877)
IDTHEFT (438-4338).

You may periodically obtain credit reports from each nationwide credit reporting agency.  If you discover information
on your credit report arising from a fraudulent transaction, you should request that the credit reporting agency delete
that information from your credit report file.  In addition, under federal law, you are entitled to one free copy every 12
months of your credit report from each of the three major credit reporting companies.  You may obtain a free copy of
your credit report by going on the Internet to www.AnnualCreditReport.com or by calling (877) 322-8228.

1 As used in this letter, “family” refers to one or more children or dependents (as applicable).
2 All IDX identity protection services are available to minors except credit monitoring.
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You may contact the nationwide credit reporting agencies as indicated below:

Equifax Fraud Reporting
1-866-349-5191
P.O. Box 105069
Atlanta, GA 30348-5069
www.equifax.com

Experian Fraud Reporting
1-888-397-3742
P.O. Box 9554
Allen, TX 75013
www.experian.com

TransUnion Fraud Reporting
1-800-680-7289
P.O. Box 2000
Chester, PA 19022-2000
www.transunion.com

In addition, you can add a fraud alert to your credit report file to help protect your credit information.  A fraud alert can
make it more difficult for someone to get credit in your name because it tells creditors to follow certain procedures to
verify your identity.  You may place a fraud alert in your file by calling any of the nationwide credit reporting agencies.
As soon as that agency processes your fraud alert, it will notify the other two credit reporting agencies, which then must
also place fraud alerts in your file.

Under Massachusetts law, you have the right to obtain a police report in regard to this incident.  If you are the victim of
identity theft, you also have the right to file a police report and obtain a copy of it.

You also have a right to place a security freeze on your credit report.  A security freeze prohibits a credit reporting
agency from releasing any information from a consumer’s credit report without written authorization.  Please be aware,
however, that placing a security freeze on your credit report may delay, interfere with or prevent the timely approval of
any requests you make for new loans, mortgages, employment, housing or other services.

There is no charge to place, lift or remove a security freeze.  To place a security freeze on your credit report, you must
send a written request to each of the three credit reporting agencies listed above.

In order to request a security freeze, you will need to provide certain information, such as:

(1) Your full name (including middle initial, as well as Jr., Sr., II, III, etc.);
(2) Social Security number;
(3) Date of birth;
(4) Your prior addresses if you have moved in the past several years;
(5) Proof of current address (e.g., a current utility bill or telephone bill); and
(6) A legible photocopy of a government issued identification card (e.g., state driver’s license or ID card or military

identification).

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on your
credit report if a request is made by mail, and one (1) day after making a request by phone or online.  The credit
reporting agencies must also send written confirmation to you within five (5) business days and provide you with a
unique PIN or password that you can use to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity access to your credit report, you must send a request to the
credit reporting agencies by mail, telephone or online and include proper identification (e.g., your name, address and
Social Security number) and the PIN or password provided to you when you placed the security freeze, as well as the
identities of the entity you would like to receive your credit report or the specific period of time you want the credit
report available.  The credit reporting agencies have three (3) business days after receiving your request to lift the
security freeze for the identified entity or for the specified period of time if requested by mail, and one (1) hour to lift
the freeze after a request by phone or online.

To remove the security freeze, you must send a request to each of the three credit reporting agencies by mail, telephone
or online and include proper identification (e.g., name, address and Social Security number) and the PIN number or
password provided to you when you placed the security freeze.  The credit reporting agencies have three (3) business
days after receiving your request to remove the security freeze if requested by mail, and one (1) hour to remove the
freeze after a request by phone or online.

http://www.equifax.com
http://www.experian.com/
http://www.transunion.com


We strive to ensure a high level of data security and integrity and apologize for any concerns or inconvenience caused
by this incident. Should you need any assistance or if you have questions about this matter, please call 1-866-828-4512
from 8:00 am – 8:00 pm Central Time, Monday through Friday, excluding major holidays. Please note the deadline to
enroll is 90 days from the date of this letter.

Sincerely,

H&R Block




