
Re: <<b2b_text_1 (Notice of Data Breach / Notice of Data Security Incident)>>

Dear <<first_name>> <<last_name>>:

Newrez LLC dba Shellpoint Mortgage Servicing (“Shellpoint”) is writing to inform you of a data security incident that 
involved your personal information. We take the privacy and security of your personal information very seriously. This 
letter provides information about the incident and resources available to help you protect your information.

What Happened? On July 14, 2025, while reviewing an employee’s email account, Shellpoint discovered that the 
employee sent certain Shellpoint emails and documents to the employee’s personal email address in violation of company 
policy. Upon discovery, Shellpoint launched an immediate investigation into the employee’s actions and conducted a 
thorough review of all impacted emails and documents.

What Information Was Involved? The personal information involved may have included your <<b2_text_2 (data 
elements)>>. 

What We Are Doing. As soon as the incident was discovered, we took specific steps to ensure the employee’s email and 
login access were revoked and conducted a full audit of the employee’s outbound email traffic while employed at Shellpoint. 

As outlined in more detail below, we are providing you with information about steps you can take to help protect 
your personal information. We are also offering you complimentary identity monitoring services through Kroll for 
<<Monitoring Term Length (Months)>> months. Kroll is a global leader in risk mitigation and response, and their 
team has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your 
identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration. Please note 
the deadline to enroll is <<b2b_text_6(activation deadline)>>.

What You Can Do. In addition to enrolling in complimentary identity monitoring services, the Reference Guide includes 
additional information on general steps you can take to monitor and protect your personal information. We encourage you 
to remain vigilant against potential identity theft and fraud by carefully reviewing credit reports and account statements 
to ensure that all activity is valid. 

You can also activate the complementary services offered to you through Kroll by following the instructions below.
Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until <<b2b_text_6(activation deadline)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com. 

Additional information describing your services is included with this letter. 

For More Information. Further information about how to protect your personal information appears on the following 
page. If you have further questions or need assistance, please call (866) 559-4047, Monday through Friday from  
8:00 am - 5:30 pm Central Time, excluding major U.S. holidays. We sincerely regret any inconvenience or concern 
caused by this incident.

<<FIRST_NAME>> <<MIDDLE_NAME>> <<LAST_NAME>> <<SUFFIX>>
<<ADDRESS_1>>
<<ADDRESS_2>>
<<CITY>>, <<STATE_PROVINCE>> <<POSTAL_CODE>>
<<COUNTRY>>

<<Date>> (Format: Month Day, Year)

ELN-25040

<<Return to Kroll>>
<<Return Address>>
<<City, State ZIP>>

<<Date>> (Format: Month Day, Year)



Reference Guide

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: Carefully review account 
statements and credit reports to ensure that all of your account activity is valid. Report any questionable charges promptly 
to the financial institution or company with which the account is maintained. You also should promptly report any 
fraudulent activity or any suspected incidence of identity theft to proper law enforcement authorities, your state attorney 
general, and/or the Federal Trade Commission (FTC).

Order Your Free Credit Report: To order your free annual credit report, visit www.annualcreditreport.com, call toll-
free at 1-877-322-8228, or complete the Annual Credit Report Request Form (available at www.annualcreditreport.com) 
and mail it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281. You also can contact 
one or more of the following three national consumer reporting agencies:

•	 Equifax: P.O. Box 740241, Atlanta, GA 30374, 1-800-525-6285, https://www.equifax.com/personal/credit-
report-services 

•	 Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com/help 
•	 TransUnion: P.O. Box 2000, Chester, PA 19016, 1-800-916-8800, www.transunion.com/credit-help 

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not 
initiate or do not recognize. If you see anything you do not understand, call the consumer reporting agency at the telephone 
number on the report.

Consider Placing a Fraud Alert on Your Credit Report: You have the right to place an initial or extended “fraud 
alert” on your credit report at no cost. An initial fraud alert lasts 1-year and can be renewed as many times as desired. 
Upon seeing a fraud alert display on a consumer’s credit file, a business is required to take steps to verify the consumer’s 
identity before extending new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which 
is a fraud alert lasting seven years. To place a fraud alert on your credit report, contact any one of the consumer reporting 
agencies listed below. The agency you contact will then contact the other two credit agencies. 

•	 Equifax Information Services: P.O. Box 105069 Atlanta, GA 30348-5069, 1-800-525-6285, or by visiting: 
https://www.equifax.com/personal/credit-report-services/credit-fraud-alerts/ 

•	 Experian Fraud Alert: P.O. Box 9554, Allen, TX 75013-9554, 1-888-397-3742, or by visiting: https://www.
experian.com/fraud/center.html 

•	 Transunion: P.O. Box 2000 Chester, PA 19016-2000, 1-800-916-8800, or by visiting: https://www.transunion.
com/fraud-alerts 

Request a Security Freeze: You may also place a security freeze on your credit reports, free of charge. A security freeze 
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written 
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere with, 
or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing or other 
services. Under federal law, you cannot be charged to place, lift, or remove a security freeze. 

You must place your request for a freeze with each of the three major consumer reporting agencies: Equifax (www.
equifax.com); Experian (www.experian.com); and TransUnion (www.transunion.com). To place a security freeze on your 
credit report, you may send a written request by regular, certified or overnight mail at the addresses below. You may also 
place a security freeze through each of the consumer reporting agencies’ websites or over the phone, using the contact 
information below:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348-5788
1-888-298-0045
https://www.equifax.com/personal/
credit-report-services/

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
1-888-397-3742
https://www.experian.com/freeze/
center.html

TransUnion Security Freeze
P.O. Box 160
Woodlyn, PA 19094
1-800-916-8800
https://www.transunion.com/ 
credit-freeze

In order to request a security freeze, you will need to provide some or all of the following information to the credit 
reporting agency, depending on whether you do so online, by phone, or by mail: 

1.	 Full name (including middle initial as well as Jr., Sr., II, III, etc.);
2.	 Social Security number;
3.	 Date of birth;



4.	 If you have moved in the past five (5) years, the addresses where you have lived over the prior five years; 
5.	 Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed; 
6.	 A legible photocopy of a government issued identification card (state driver’s license or ID card, military 

identification, etc.); 
7.	 Social Security Card, pay stub, or W2; 
8.	 If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint 

to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a security freeze 
on your credit report, based upon the method of your request. The credit bureaus must also send written confirmation to 
you within five (5) business days and provide you with a unique personal identification number (PIN) or password (or 
both) that can be used by you to authorize the removal or lifting of the security freeze. It is important to maintain this PIN/
password in a secure place, as you will need it to lift or remove the security freeze. 

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must make a 
request to each of the credit reporting agencies by mail, through their website, or by phone (using the contact information 
above). You must provide proper identification (including name, address, and social security number) and the PIN number 
or password provided to you when you placed the security freeze, as well as the identities of those entities or individuals 
you would like to receive your credit report. You may also temporarily lift a security freeze for a specified period of time 
rather than for a specific entity or individual, using the same contact information above. The credit bureaus have between 
one (1) hour (for requests made online) and three (3) business days (for request made by mail) after receiving your request 
to lift the security freeze for those identified entities or for the specified period of time. 

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail, through their 
website, or by phone (using the contact information above). You must provide proper identification (name, address, and 
social security number) and the PIN number or password provided to you when you placed the security freeze. The credit 
bureaus have between one (1) hour (for requests made online) and three (3) business days (for requests made by mail) 
after receiving your request to remove the security freeze. 

Additional Information: You can obtain information from the consumer reporting agencies, the FTC, or from your 
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity 
theft. You can contact the FTC to learn more about how to protect yourself from becoming a victim of identity theft at: 

•	 Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580, 
1-877-IDTHEFT (438-4338) and TTY: 1-866-653-4261, www.identitytheft.gov/

The FTC also encourages those who discover that their information has been misused to file a complaint with them. You 
can obtain further information on how to file such a complaint by way of the contact information listed above. Under 
Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the victim of 
identity theft, you also have the right to file a police report and obtain a copy of it. This notice has not been delayed by 
law enforcement.

You also have certain rights under the Fair Credit Reporting Act (FCRA): You have rights pursuant to the Fair 
Credit Reporting Act, such as the right to be told if information in your credit file has been used against you, the right to 
know what is in your credit file, the right to ask for your credit score, and the right to dispute incomplete or inaccurate 
information. Further, pursuant to the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete 
inaccurate, incomplete, or unverifiable information; consumer reporting agencies may not report outdated negative 
information; access to your file is limited; you must give your consent for credit reports to be provided to employers; 
you may limit “prescreened” offers of credit and insurance you get based on information in your credit report; and you 
may seek damages from violator. You may have additional rights under the Fair Credit Reporting Act not summarized 
here. Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting www.
consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf, or by writing Consumer Response Center, 
Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

NOTICE: This correspondence is sent only for informational purposes and/or for the purpose of compliance with the 
loan documents and/or applicable law. You may be afforded certain protections under the United States Bankruptcy 
Code. By this correspondence, we are not attempting to collect a debt, impose personal liability, or in any way violate 
the provisions of the United States Bankruptcy Code. For any questions related to the bankruptcy, please contact your 
bankruptcy attorney.



Newrez LLC dba Shellpoint Mortgage Servicing (“Shellpoint”): Shellpoint is owned by Rithm Capital Corp. 
Shellpoint is located at 75 Beattie Place, Suite LL202 Greenville, SC 29601, and can be reached at 1-800-365-7107.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied 
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who will be 
able to help you determine if it is an indicator of identity theft. To receive credit services, you must be over the age of 18 
and have established credit in the U.S., have a Social Security number in your name, and have a U.S. residential address 
associated with your credit file.

Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective 
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and 
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied 
to an identity theft event.

Identity Theft Restoration
If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve 
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the work 
for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.


