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October 9, 2025
[Extra2]

Dear Sample A. Sample:

We want to let you know about a data security incident that may have affected your personal information. Hs Sy
Inc. dba HSS Services (“HSS™) is a billing services company that received your information from Anesthesia
Associates of Morristown, P.A. (“AAM”) with which you were scheduled for anesthesia services at a medical
facility.

This letter provides information about the incident, our response, and the resources available to you to help protect
your information from possible misuse.

What Happened? In February 2025, a flood damaged the HSS office. HSS hired a company to move the resulting
debris and damaged material to an HSS warehouse. On March 3, 2025, while removing the debris from the
warehouse, this company inadvertently removed boxes containing medical records and disposed of them in an
unsecured dumpster that is under 24/7 video surveillance located in a municipal complex in Hackensack, New
Jersey.

From HSS’s review of the video surveillance footage, the next day, on March 4, 2025, someone who appears to be
a representative from the municipal complex looked in the dumpster, and the police were notified. The dumpster is
then taped up with caution tape until law enforcement arrives a couple hours later. Law enforcement then waits by
the dumpster until the records are recovered from the dumpster and moved to a secure location.

AAM became aware of the event on March 5, 2025, and asked HSS to investigate the disposal of the boxes. HSS
then investigated the full nature and scope of the event, which included a review of the impacted medical records.
On August 26, 2025, based upon this review, HSS determined that your protected health information was present in
the affected files. We do not believe there is any risk that your personal information will be misused, but wanted to
let you know about this event out of an abundance of caution.
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If you believe there was fraudulent use of your information as a result of this incident and would like to discuss how
you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your situation
with an agent, it is determined that identity restoration support is needed then an Experian Identity Restoration
agent is available to work with you to investigate and resolve each incident of fraud that occurred from the date of
the incident (including, as appropriate, helping you with contacting credit grantors to dispute charges and close
accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you
with contacting government agencies to help restore your identity to its proper condition).

Please note that Identity Restoration is available to you for [Extra3) months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately avajlable to you, we also encourage you to activate the fraud
detection tools available through Experian IdentityWorks as a complimentary [Extra3]-month membership. This
product provides you with superior identity detection and resolution of identity theft. To start monitoring your
personal information, please follow the steps below:

*  Ensure that you enroli by January 30, 20266 by 11:59 pm UTC (Your code will not work after this date.)

=  Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit
= Provide your activation code: ABCDEFGHI

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this
incident, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s
customer care team by January 30, 2026 at 833-931-5665 Monday - Friday, 9 am - 9 pm Eastern Time (excluding
major U.S. holidays). Be prepared to provide engagement number [Engagement Number] as proof of eligibility for
the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR [Extra3}-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

» Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

» Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

* Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

=  $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.



What You Can Do. You should remain vigilant against incidents of identity theft and fraud by checking your bank,
credit, and health insurance statements and monitoring free credit reports for suspicious activity and to detect
errors. Suspicious activity should be promptly reported to your health insurance company, healthcare provider,
and/or financial institution. More information and resources may be found below in the Steps You Can Take to
Help Protect Personal Information.

For More Information. If you have questions, please contact 833-931-5665 from 9 am to 9 pm ET Monday to
Friday, excluding U.S. holidays. Be prepared to provide your engagement number [Engagement Number].

Sincerely,

Hs Sy Inc. dba HSS Services



Steps You Can Take to Help Protect Your Personal Information

1. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit
report from each of the three major credit reporting companies. To obtain a free annual credit report, go
to www.annualcreditreport.com or call 1-877-322-8228. You may wish to stagger your requests so that you receive
a free report by one of the three credit bureaus every four months.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please
note that in order to file a crime report or incident report with law enforcement for identity theft, you will likely
need to provide some kind of proof that you have been a victim. A police report is often required to dispute
fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the Attorney
General.

2, Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do
this after activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by
phone and also via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures,
including contacting you, before they open any new accounts or change your existing accounts. For that reason,
placing a fraud alert can protect you, but also may delay you when you seek to obtain credit. The contact information
for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Experian Fraud TransUnion Fraud
Reporting Reporting Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348- Allen, TX 75013 Chester, PA 19022-2000
5069 WWwWw.experian.com www.transunion.com

www.equifax.com

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the
three bureaus confirms your fraud alert, the others are notified to place alerts on their records as well.

You will receive confirmation letiers in the mail and will then be able to order all three credit reports, free of charge,
for your review. An initial fraud alert will last for one year.

Please Note: No one is allowed to place a fraud alert on your credit report except you.

3. Credit or Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal
identifying information will not be able to use that information to open new accounts or borrow money in your
name. You wili need to contact the three national credit reporting bureaus listed above to place the freeze. Keep in
mind that when you place the freeze, you will not be able to borrow money, obtain instant credit, or get a new credit

card until you temporarily lift or permanently remove the freeze. There is no cost to freeze or unfreeze your credit
files.



After receiving your freeze request, each credit bureau will provide you with 2 unique PIN (personal identification
number) or password. Keep the PIN or password in a safe place. You will need it if you choose to lift the freeze.

How do 1 lift a freeze? A freeze remains in place until you ask the credit bureau to temporarily lift it or remove it
altogether. If the request is made online or by phone, a credit bureau must lift a freeze within one hour. If the request
is made by mail, then the bureau must lift the freeze no later than three business days after getting your request.

1f you opt for a temporary lift because you are applying for credit or a job, and you can find out which credit bureau
the business will contact for your file, you can save some time by lifting the freeze only at that particular credit
bureau. Otherwise, you need to make the request with all three credit bureaus.

4. You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been
misused to file a complaint with them. Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue NW, Washington, DC
20580, 1-877-IDTHEFT (438-4338), www.identitytheft.gov

Additional information for residents of the following states:
California Residents: Visit the California Office of Privacy Protection (www.oag.ca gov/privacy) for additional
information on protection against identity theft. Office of the Attorney General of California, 1300 I Street,

Sacramento, CA 95814, Telephone: 1-800-952-5225.

District of Columbia Residents: Office of the Attorney General, 400 6™ Street, NW, Washington, DC 20001; 202-
727-3400; oag@dc.gov.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul
Place Baltimore, MDD 21202, www.oag state. md.us/Consumer, Telephone: 1-888-743-0023.

New York Residents: the Attorney General may be contacted at: Office of the Attorney General, The Capitol,
Albany, NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/.

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh,
NC 27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096,
www.doj.state.or.us/, Telephone: 1-877-877-9392.

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,
www.riag.ri.gov, Telephone: 1-401-274-4400. Total Rhode Island residents notified is 1.

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, https://consumer.fic.gov, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.



