NOTICE OF DATA BREACH
To whom it may concern:

We are writing to inform you of a data breach that has occurred at COSTADELSOL ENTERPRISES, LLC,
a Florida limited liability company, doing business as CBI INTERNATIONAL (“CDS”), that may have
involved your personal information. We take the privacy and security of your information seriously,
and we want to provide you with details about the breach, the actions we have taken, and the steps
you can take to protect yourself.

What Happened?

On Wednesday, January 22, CDS suffered a cyberattack that may have compromised the integrity
and security of its data and applications. As a containment measure, the servers were shut down to
prevent the spread of the attack and the possible total encryption of CDS's information. This incident
occurred despite having adequate security tools and controls, as the attackers managed to breach
the security perimeter through a VPN. The hackers accessed CDS’s physical servers located in
Miami. A third-party specializing in forensic analysis was engaged to examine the affected servers.
Until the forensic report is obtained, the full extent of the attack cannot be confirmed.

What Information Was Involved?
The following categories of personal information may have been compromised:

e Social Security Numbers

e Bank Account Numbers

o Taxpayer Identification Numbers
e Email Addresses

e Physical Addresses

What We Are Doing

We have taken the following steps to restore the security and confidentiality of the affected
information:

e |solated affected systems to prevent further unauthorized access.

o Notified law enforcement and regulatory authorities as required.

e Activated the company's IT Disaster Recovery Plan.

e Engaged forensic specialists to conduct a comprehensive investigation to determine the
extent of the data compromise.

e |mplemented enhanced security measures, including software patches, firewall updates,
and Multi-Factor Authentication for remote access.

o Updated employee login credentials.

e Began work on infrastructure improvements to ensure a stable post-attack environment.

What You Can Do

To help protect your personal information, we recommend taking the following steps immediately:



e Change your passwords for all online accounts, especially if you use the same password
across multiple sites.

e Monitor your financial statements and report any suspicious activity to your bank or credit
card provider.

o Obtain a free credit report from the three major credit bureaus (contact details below).

e Report any suspected identity theft to your local law enforcement agency and the Federal
Trade Commission (FTC).

e Remain vigilant and review account statements and credit reports regularly for any
unauthorized activity.

The Federal Trade Commission (FTC) recommends that you place a free fraud alert on your credit file.
Afraud alert tells creditors to contact you before they open any new accounts or change your existing
accounts. Contact any one of the three major credit bureaus. As soon as one credit bureau confirms
your fraud alert, the others are notified to place fraud alerts. The initial fraud alert stays on your credit
report for one year. You can renew it after one year.

Ask each credit bureau to send you a free credit report after it places a fraud alert on your file. Review
your credit reports for accounts and inquiries you don’t recognize. These can be signs of identity
theft. If your personalinformation has been misused, visit the FTC’s site at IdentityTheft.gov to report
the identity theft and get recovery steps. Even if you do not find any suspicious activity on your initial
credit reports, the FTC recommends that you check your credit reports periodically so you can spot
problems and address them quickly.

You may also want to consider placing a free credit freeze. A credit freeze means potential creditors
cannot get your credit report. That makes it less likely that an identity thief can open new accounts
in your name. To place a freeze, contact each of the major credit bureaus. A freeze remains in place
until you ask the credit bureau to temporarily lift it or remove it.

Credit and Identity Theft Protection Resources

Federal Trade Commission (FTC)

o Website: https://www.identitytheft.gov
o Toll-Free Phone: 1-877-ID-THEFT (1-877-438-4338)
e Address: Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580

Credit Bureaus (for Fraud Alerts & Security Freezes)

Equifax:

o Website: equifax.com/personal/credit-report-services
e Toll-Free Phone: 1-800-685-1111
e Address: P.O. Box 105069, Atlanta, GA 30348

Experian:

o \Website: experian.com/help
o Toll-Free Phone: 1-888-397-3742
e Address: P.O. Box 9554, Allen, TX 75013



TransUnion:

o Website: transunion.com/credit-help
e Toll-Free Phone: 1-888-909-8872
e Address: P.O. Box 2000, Chester, PA 19016

State Attorney General

Each state’s Attorney General’s office can provide additional guidance on protecting your identity
and reporting fraud. Residents may contact their state’s Attorney General using the information
below:

Alabama:

e Address: 501 Washington Avenue, Montgomery, AL 36104
e Toll-Free Phone: 1-800-392-5658
e Website: https://www.alabamaag.gov/general-contact/

Arizona:

e Address: 2005 N Central Avenue, Phoenix, AZ 85004
e Toll-Free Phone: 1-844-894-4735
o Website: https://www.azag.gov/

Arkansas:

e Address: 323 Center Street, Suite 200, Little Rock, AR 72201
e Toll-Free Phone: 1-800-482-8982
o Website: https://arkansasag.gov/

California:

e Address: P.O. Box 944255, Sacramento, CA 94244-2550
e Toll-Free Phone: 1-800-952-5225
e Website: https://oag.ca.gov/

Colorado:

e Address: 1300 Broadway, 10th Floor, Denver, CO 80203
e Toll-Free Phone: 1-800-222-4444
o Website: https://coag.gov/

District of Columbia:

e Address: 400 6th Street NW, Washington, DC 20001
e Toll-Free Phone: No toll-free number listed
o \Website: https://oag.dc.gov/

Florida:

e Address: PL-01 The Capitol, Tallahassee, FL 32399-1050



e Toll-Free Phone: 1-866-966-7226

e \Website:

Georgia:

e Address:

https://www.myfloridalegal.com/

40 Capitol Square SW, Atlanta, GA 30334

e Toll-Free Phone: 1-800-869-1123

e \Website:

IUlinois:

e Address:

https://law.georgia.gov/

100 West Randolph Street, Chicago, IL 60601

e Toll-Free Phone: 1-800-243-0618

o \Website:
lowa:
e Address:

https://illinoisattorneygeneral.gov/

1305 E. Walnut Street, Des Moines, IA 50319

e Toll-Free Phone: 1-888-777-4590

e \Website

Louisiana:

e Address:

: https://www.iowaattorneygeneral.gov/

1885 N. 3rd Street, Baton Rouge, LA 70802

e Toll-Free Phone: 1-800-351-4889

e \Website:

Maryland:

e Address:

https://www.ag.state.la.us/

200 St. Paul Place, Baltimore, MD 21202

e Toll-Free Phone: 1-888-743-0023

o \Website:

Massachusetts:

e Address

https://www.marylandattorneygeneral.gov/

: One Ashburton Place, Boston, MA 02108

e Toll-Free Phone: 1-888-830-6277

e \Website:

Minnesota:

e Address:

https://www.mass.gov/orgs/office-of-the-attorney-general

445 Minnesota Street, Suite 1400, St. Paul, MN 55101

e Toll-Free Phone: 1-800-657-3787

o \Website

New Hampshire:

e Address:

: https://www.ag.state.mn.us/

33 Capitol Street, Concord, NH 03301

e Toll-Free Phone: No toll-free number listed

o \Website:

https://www.doj.nh.gov/



New Jersey:

Address: 25 Market Street, Trenton, NJ 08625
Toll-Free Phone: No toll-free number listed
Website: https://www.njoag.gov/

New York:

Address: The Capitol, Albany, NY 12224-0341
Toll-Free Phone: 1-800-771-7755
Website: https://ag.ny.gov/

North Carolina:

Address: 114 W. Edenton Street, Raleigh, NC 27603
Toll-Free Phone: 1-877-566-7226
Website: https://ncdoj.gov/

Address: 30 E. Broad Street, 14th Floor, Columbus, OH 43215

Toll-Free Phone: 1-800-282-0515
Website: https://www.ohioattorneygeneral.gov/

Pennsylvania:

Address: Strawberry Square, Harrisburg, PA 17120
Toll-Free Phone: 1-800-441-2555
Website: https://www.attorneygeneral.gov/

Tennessee:

Address: P.O. Box 20207, Nashville, TN 37202-0207
Toll-Free Phone: No toll-free number listed
Website: https://www.tn.gov/attorneygeneral.html

Address: P.O. Box 12548, Austin, TX 78711-2548
Toll-Free Phone: 1-800-252-8011
Website: https://www.texasattorneygeneral.gov/

Virginia:

Address: 202 North Ninth Street, Richmond, VA 23219
Toll-Free Phone: 1-800-552-9963
Website: https://www.oag.state.va.us/

Washington:

Address: 1125 Washington Street SE, Olympia, WA 98504



e Toll-Free Phone: 1-800-551-4636
o  Website: https://www.atg.wa.gov/

For More Information

If you have any questions or require further assistance, please contact us at +1 305-883-1323 or
visit https://cbicorporate.com. We will continue to provide updates as more information becomes
available.

We sincerely regret any inconvenience this incident may cause and appreciate your understanding
as we work to resolve this matter.

Sincerely,

COSTADELSOL ENTERPRISES, LLC



