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Dear (NI

I am writing to notify you of an unauthorized acquisition of your personal information.
The unauthorized individual and business that received your personal information
through no fault of their own were told by a Dept. of Unemployment Assistance (DUA)
employee to destroy the documents containing the information:

Attached is a notice required under Massachusetts General Laws Chapter 93H that
describes your right to place a security freeze on your credit repor*rs free of charge and
provides related information.

Additionally, DUA is offering you credit monitoring services for 24 months through
Experian’s Identity Works at no cost to you. Please see the additional information
provided at the end of this letter. If you wish to enroll in these services, you will need to
do so by 5:59 p.m. Central Time on April 29, 2025, by visiting the Experian website
(https://www.experianidworks.com/3bplus) and providing your activation code:

. You will also need to provide the following Engagement Number:

DUA places the utmost importance on protecting the conﬁdentiéhty and security of all
personal information in its custody. Accordingly, DUA regrets thls incident, and we
apologize for any concern it may give you. S

If you have any que stions about this matter, please do not hesrcate to call me at
(617) 626-5085.

Sincerely,
/s/ John P.."-Bossé

John P. Bossé
Assistant Chlef Counsel

100 CAMBRIDGE STREET « SUITE 400 - BOSTON MA 02114
www.mass.gov/dua



HOW TO ACTIVATE YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP: :

To help protect your identity, the Massachusetj%s Department of
Unemployment Assistance (DUA) is offering compl}ij‘mentary access to
Experian IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your informatipn as a result .of the
unauthorized disclosure of your personal information’ and would like to
discuss how you may be able to resolve those issues, pléase reach ouf to an
Experian agent. If, after discussing your situation with an agent, it is
determined that identity restoration support is needed, then an Experian
Identity Restoration agent will be available to work with you to investigate
and resolve each incident of fraud that occurred (including, as appropriate,
helping you with contacting credit grantors to dispute charges and close
accounts; assisting you in placing a freeze on your credit file with the three
major credit bureaus; and assisting you with contacting government agencies
to help restore your identity to its proper condition). :

Please note that Identity Restoration is available to you for 24 months from the date
of the letter from the Massachusetts Department of Unemployment Assistance
notifying you of the unauthorized disclosure of your personal information and does
not require any action on your part at this time. The Terms and Conditions for this
offer are located at www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also
encourage you to activate the fraud detection tools available through
Experian IdentityWorks as a complimentary 24—montﬁf membership. This
product provides you with superior identity detection and resolution of

identity theft. To start monitoring your personal information, please follow
the steps below:

* Ensure that you enroll by 5:59 p.m. Central Time én April 29, 2025
(Your code will not work after this date.) .
* Visit the Experian IdentityWorks website to enroll:
https://www.experianidworks.com/3bplus
Provide your activation code: 4NN L
If you have questions about .the product, need assistance with Identity
Restoration that arose as a result of the unauthorized disclosure of your
personal information or would like an alternative to enrolling in Experian
IdentityWorks online, please contact Experian’s customer care team at
1-877-890-9332 by 5:59 p.m. Central Time on April 29, 2025. Be prepared to
provide engagement number_ as proof of eligibility for the Identity
Restoration services by Experian. i




ADDITIONAL DETAILS REGARDING YOUR 24-M®NTH EXPERIAN
IDENTITYWORKS MEMBERSHIP

A credit card is not required for enrollment in Experian| IdentltyWorks You
can contact Experian immediately regarding any fraud issues, and have
access to the following features once you enroll in Experlan IdentityWorks:

» Experian credit report at signup: See what 1nf01mat1on is associated
with your credit file. Daily credit reports are avallable for online
members only.* :

» Credit Monitoring: Actively monitors Experlan Equifax and
Transunion files for indicators of fraud. :

= Internet Surveillance: Technology searches the: web chat rooms &
bulletin boards 24/7 to identify trading or selhng of your personal
information on the Dark Web.

* Identity Restoration: Identity Restoratmn specialists are
immediately available to help you address credit aﬁd non-credit related
fraud.

* Experian IdentityWorks Extend CARETM: You receive the same
high-level of Identity Restoration support even after your Experlan
IdentityWorks membership has expired. ‘

* $1 Million Identity Theft Insurance**: Provides' coverage for certain
costs and unauthorized electronic fund transfers.

* Offline members will be eligible to call for additional reports quarterly after enroliing.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insugance Company of Florida, an Assurant

comgany Please refer to the actual policies for terms, conditions, and exclusions of coverage Coverage may not be available in all
jurisdictions.
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You may also place a security freeze on. your credit reports, free :Eharge. Asemmt%m
prohibits a credit reporting agency from releasing any information from a consumer ”
report without written authorization, However, please be aware that placing af secutity freezeou ‘
your credit report may delay, intesfere with, or prevent the timely approval o a%yéequf:c;:zl )
thake for new loans, credit mortgages, employment, housing or offjor servioes. Under federal
law, you cannot be charged to-place, lft, or remove a security freede.

* "You must place your requeit for a freeze with each of the three msjor consumer reporting ‘
. agencies: é’Quiﬁu’;c (www.equifax.com); Experian (www.experian.com); and TransU:;lpn o
+ (www.transunion.com). To place a security freeze on your credit rgport, you may 59‘ " a Wm_m

request by regular, certified of overnight mail at the addresses below. You may alsop. aﬁea .
security freeze through each of the consumer reporting agencies” We baites or over the phone,
Equifix Security Freeze : Co *«;’;

P.O. Box 105788 . : &

Atlants, GA 30348 - . S
1-800-349-9960
WMWW-eqmﬁx.com/pe&sonandi&mort&tvices/ ,
Experian Secutity Freeze - '

. P.O, Box 9554

‘Allen, TX 75013

1-888-397-3742 -
https://www.cxpeﬁm;com/ﬁ;em/cemephmﬁ

TransUnion Security Freeze “

P.0. Box 160" .

Woodlyn, PA 19094

1-888-909-8872 ,

https://fwwrw.transunion.com/credit-freeze

I .
In order to request a security fresze, you will need to provide soméyegmaﬂ of the following

mmmmmwngmm;aepenamgonmenjggﬁadosoonﬁm;byphomor,
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1. Your full name (including middle initial as well ss Jr,, S/ 1L, IT, ste.);
2! Social Security Number; i ' " ; :
3.Dateofbinth; . .



yeats, the addressa; ivhere you have lived over |

4. ¥ you have moved in the past five 5 ,
e i . L bill, rental agreement,

5, Proof of current MW,MW a cutrent utility bill, el

zAlegible photocopy of 2 govermnentisw_e,didﬁr_lﬁﬁcﬁﬁ (state driver slmense :
ormcatd,mﬂitatyiéentgz;aﬁo?etcgzz i

- 7. Social Security Card, pay stub, or W2, b o

g, I you are a victiny of identity theft, include 2 copy of either the potico repott, et
investigative report, o complaint to a law enforcofnent agency concerning identity

The credit reporting agencies have one (1) to three (3) business dayaaﬂerreoewing your request
0 place a security freeze on your credit report, based upon the method of your request, The
credit bureaus must also send written confirmation to you within fiye (5) business deys and
provide you with a unique personal identification number (PIN) or password (or both) that cen .
be used by you to autharize the removal or lifting of the seourity frgeze. It is importantto
maintain this PIN/password in a secure place, as you will need it to/lift or remove the security

To lift the security freeze in order to allow a specific entity or indiyidual access to your credit
teport, you must make a tequest to each of the credit reporting ageficies by mail, throngh their
website, or by phone (using the contact information above). You must provido proper
identification (including name, address, and social security number and the PIN number or
password provided to you when you placed the security fieeze, as well as the identities of those'
entities or individuals you would like to receive your credit teportYoumay also temporarily fif
“WmfW“BPWporiodofﬂmaWthmfomquﬁﬁcmﬁtyorindiyidual, '
using the same contact information above. The credit bureaus haveibetween one (1) hour (for
fequests made online) and three (3) business days (for request made by mail) after receiving your
Tequest to lift the security freeze for those itlentified entities or forihe specif ified period of time.

Toremove the security freeze, you must make o tfoeachofecmd!t orting agenc
,. teques 5 O 63
by mall, through their website, or by phone (using the contast inimggaﬁon abﬁ)%%ust
. mmwﬁaﬁmmm,addmm,mdmiﬂsemﬁtynﬁmbm)andthePINnumb&or
password provided to you when you piaced the security freeze, The ‘credit bureaus have between
one (1) hour (for requests made online) and three (3) business days {for requests made by mail)
after receiving your request to remove the security freeze, g




