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NOTICE OF DATA BREACH 

Re: Case No. 

Dear 

WHAT HAPPENED 

Capital One 

P.O. Box 9033 
Melville, NY 11747 

800-655-BANK (2265) 

capitalone.com 

We are writing to let you know about an event that impacted the privacy of your personal information at Capital 
One related to your bank account. 

WHAT INFORMATION WAS INVOLVED 

At Capital One, we take the safety and security of our customer information seriously. We undertake significant 
steps to protect our customer information including working with law enforcement agencies to prosecute 

offenders. Recently, however, an incident occurred that compromised the security of certain information 

relating to your bank account with Capital One, specifically your name, bank account number and balance. 

While we do not see any suspicious account activity related to this incident, and while we believe the risk of 

fraud is low, please keep an eye out for unauthorized transactions (including outside of Capital One). 

WHAT WE ARE DOING 

We are enclosing fraud prevention tools and tips and would like to offer you two (2) years of TransUnion's credit 
monitoring service, at no cost to you, to help you identify any potential identity theft. You can sign up for your 

free two (2) years of TransUnion's credit monitoring service anytime until June 30, 2025. This service will not 

auto-renew, but you can choose to continue the service at your cost after two years. Please read the enclosed 
instructions on how to set it up. 

WHAT YOU CAN DO 

We have included a list of tips for protecting yourself against potential misuse of your personal information. 

FOR MORE INFORMATION 

We understand how important your privacy is. If you have any questions, please do not hesitate to call us at 

, 8 a.m.-11 p.m. ET, 7 days a week. 

Sincerely, 
Aram Ter-Minassian 

Managing Vice President, Product Management 

Products and services are offered by Capital One, N.A., Member FDIC.© 2025 Capital One. 
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ADDITIONAL RESOURCES 

Consistent with certain laws, we are providing you with the following information about steps that a 

consumer can take to protect against potential misuse of personal information. 

You should remain vigilant for instances of fraud or identity theft over the next 12 to 24 months, including by 

regularly reviewing your account statements and monitoring credit reports.  If you discover any suspicious or 

unusual activity on your accounts or suspect identity theft or fraud, you should report it immediately to your 

financial institution(s). 

Federal Trade Commission. You may contact the Federal Trade Commission (“FTC”) or law enforcement, 

including your state Attorney General, to report incidents of identity theft or to learn about steps you can take 

to protect yourself from identity theft. To learn more, you can go to the FTC’s Website, at ftc.gov/idtheft, call 

the FTC, at (877) IDTHEFT (438-4338), or write to Federal Trade Commission, Consumer Response Center, 600 

Pennsylvania Avenue, NW, Washington, DC 20580. 

In addition, you may obtain information from the FTC and the nationwide credit reporting agencies listed below 

about fraud alerts and security freezes. 

Credit Reports. You may also periodically obtain credit reports from each nationwide credit reporting agency.  

Under the Fair Credit Reporting Act (“FCRA”), you are entitled to one free copy of your credit report every 12 

months from each of the three nationwide credit reporting agencies.  You may obtain a free copy of your credit 

report by going to www.AnnualCreditReport.com or by calling (877) 322-8228.  

You may contact the nationwide credit reporting agencies at: 

Equifax    Experian TransUnion 

(800) 685-1111 (888) 397-3742 (800) 680-7289

P.O. Box 740241 P.O. Box 9701 Fraud Victim Assistance Division

Atlanta, GA 30374-0241 Allen, TX 75013 P.O. Box 2000

www.Equifax.com/personal/ www.Experian.com/help Chester, PA 19016-2000

credit-report-services www.TransUnion.com/credit-help

If you discover information on your credit report arising from a fraudulent transaction, you should request that 

the credit reporting agency delete that information from your credit report file.  For further information about 

your rights under the FCRA, please visit: http://files.consumerfinance.gov/f/201410_cfpb_summary_your-

rights-under-fcra.pdf. 

Fraud Alert. You may place a fraud alert in your credit report file by contacting one of the three nationwide 

credit reporting agencies listed above. A fraud alert tells creditors that you may be the victim of fraud and to 

follow certain procedures, such as contacting you before they open any new accounts or make certain changes 

to your existing accounts. 

Security Freeze. You also may place a security freeze on your credit report file to restrict access to your credit 

report. A security freeze is designed to prevent potential creditors from accessing your credit report unless you 

lift the freeze. As a result, using a security freeze may interfere with or delay your ability to obtain credit. You 

must separately place a security freeze on your credit file with each credit reporting agency. To place a security 

freeze, you will need to provide the credit reporting agency with certain identifying information, including your 

full name, address, date of birth, Social Security number and other personal information. 

After receiving your request, each credit reporting agency will send you a confirmation letter containing a 

unique PIN or password that you will need in order to lift or remove the freeze. You should keep the PIN or 

password in a safe place. There is no charge to place, lift or remove a security freeze. 
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Contact Information for Certain State Attorneys General Offices. 

If you are a District of Columbia resident:  You may obtain information about avoiding identity theft from the 

FTC or the District of Columbia Attorney General’s Office.  These offices can be reached at: 

Federal Trade Commission Office of the Attorney General 

Consumer Response Center Office of Consumer Protection 

600 Pennsylvania Avenue, NW   441 4th Street, NW 

Washington, DC 20580  Washington, DC 20001 

(877) IDTHEFT (438-4338) (202) 442-9828

consumer.ftc.gov/identity-theft-and https://oag.dc.gov/consumer-protection

-online-security/identity-theft

If you are an Iowa resident:  You may report suspected incidents of identity theft to local law enforcement or 

you can contact the Iowa Attorney General at: 

Office of the Attorney General of Iowa 

Consumer Protection Division 

Hoover State Office Building 

1305 E. Walnut Street 

Des Moines, Iowa 50319-0106 

(888) 777-4590

iowaattorneygeneral.gov/for-consumers/file-a-consumer-complaint

If you are a Maryland resident:  You may obtain information about avoiding identity theft from the FTC or the 

Maryland Attorney General’s Office.  These offices can be reached at: 

Federal Trade Commission Office of the Attorney General 

Consumer Response Center Consumer Protection Division 

600 Pennsylvania Avenue, NW 200 St. Paul Place 

Washington, DC 20580  Baltimore, MD 21202 

(877) IDTHEFT (438-4338) (888) 743-0023

consumer.ftc.gov/identity-theft-and marylandattorneygeneral.gov/Pages/CPD/default.aspx

-online-security/identity-theft

If you are a Massachusetts resident:  You have the right to obtain a police report regarding this incident. If you 

are the victim of identity theft, you also have the right to file a police report and obtain a copy of it. 

If you are a New York resident:  You may obtain information about security breach response and identity theft 

prevention and protection from the FTC or the following New York state agencies: 

Federal Trade Commission Office of the New York New York Department of State 

Consumer Response Center State Attorney General Division of Consumer Protection 

600 Pennsylvania Avenue, NW The Capitol 99 Washington Avenue 

Washington, DC 20580  Albany, NY 12224-0341 Albany, New York 12231-0001 

(877) IDTHEFT (438-4338) (800) 771-7755 (800) 697-1220

consumer.ftc.gov/identity-theft-and ag.ny.gov/file-complaint/ dos.ny.gov/consumer-

-online-security/identity-theft consumer protection
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If you are a North Carolina resident:  You may obtain information about preventing identity theft from the FTC 

or the North Carolina Attorney General’s Office.  These offices can be reached at: 

Federal Trade Commission North Carolina Department of Justice 

Consumer Response Center Attorney General Josh Stein 

600 Pennsylvania Avenue, NW 9001 Mail Service Center 

Washington, DC 20580  Raleigh, NC 27699-9001 

(877) IDTHEFT (438-4338) (919) 716-6000

consumer.ftc.gov/identity-theft-and https://ncdoj.gov/protecting-consumers/

-online-security/identity-theft

If you are an Oregon resident:  You may report suspected incidents of identity theft to local law enforcement 

relating to this incident. In addition, you can contact the FTC or the Oregon Attorney General at: 

Federal Trade Commission Oregon Department of Justice 

Consumer Response Center Attorney General Ellen F. Rosenblum 

600 Pennsylvania Avenue, NW 1162 Court St. NE 

Washington, DC 20580  Salem, OR 97301 

(877) IDTHEFT (438-4338) (877) 877-9392

consumer.ftc.gov/identity-theft-and justice.oregon.gov/consumercomplaints/

-online-security/identity-theft

If you are a Rhode Island resident:  You may contact state or local law enforcement to determine whether you 

can file or obtain a police report relating to this incident.  In addition, you can contact the Rhode Island Attorney 

General at: 

Office of the Attorney General 

150 South Main Street 

Providence, RI 02903 

(401) 274-4400

riag.ri.gov/

1




