<<Address1>> <<Address2>>
<<City>>, <<State>> <<Zip>>

<<First Name>> <<Last Name>>
<<Address1>> <<Address2>>
<<City>>, <<State>> <<ij>>

<<Date (Format: Month Day, Year)>>
Subject: Notice of Data <<Variable Text 1: Breach or Security Incident>>
Dear << First Name>> << Last Name>>:

As you are likely aware, PowerSchool — a software vendor used by Enfield Public Schools (“Enfield”) — recently
experienced a cybersecurity incident involving unauthorized acquisition of certain information stored in our Student
Information System (SIS). The purpose of this letter is to notify you that the incident affected your personal information.
Please read this letter carefully as it contains information about the incident and resources you can utilize to help protect
your information, including instructions for enrolling in complimentary credit monitoring and identity theft protection
services.

Importantly, PowerSchool is providing complimentary credit monitoring and identity theft protection services through
Experian — a data breach and recovery services expert. These services include 24 months of credit monitoring, internet
surveillance, identity restoration, Experian IdentityWorks ExtendCare™, and $1 Million Identity Theft Insurance.

To enroll, please follow the steps below:

e Ensure that you enroll by May 30, 2025 (Your code will not work after this date.)
e Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/plus
e Provide your activation code: CTYU949PRK

If you have questions about the services, need assistance with Identity Restoration that arose as a result of this incident, or
would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at
833-918-9464. Be prepared to provide engagement number B138812 as proof of eligibility.

We encourage you to enroll in the Experian services PowerSchool is offering, which are at no cost to you. Please also review
the guidance included with this letter which includes additional resources you may use to help protect your information.

As a precautionary measure, we recommend that you remain vigilant by reviewing your account statements and credit
reports closely. If you detect any suspicious activity on an account, you should promptly notify the financial institution or
company with which the account is maintained. You also should promptly report any fraudulent activity or any suspected
incidence of identity theft to proper law enforcement authorities, your state attorney general, and/or the Federal Trade
Commission (the “FTC”).

You may obtain a free copy of your credit report from each of the three major credit reporting agencies once every 12
months by visiting www.annualcreditreport.com/, calling toll-free 1-877-322-8228, or by completing an Annual Credit
Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You
also can contact one of the following three national credit reporting agencies:


https://www.experianidworks.com/plus

Equifax Experian TransUnion

P.O. Box 105851 P.O. Box 9532 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
1-800-525-6285 1-888-397-3742 1-833-799-5355
www.equifax.com WWW.experian.com WwWw.transunion.com/get-

credit-report

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the victim
of identity theft, you also have the right to file a police report and obtain a copy of it.

You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will stay on your credit
file for at least one year. The alert informs creditors of possible fraudulent activity within your report and requests that the
creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your credit report, contact
any of the three credit reporting agencies identified above. Additional information is available at
www.annualcreditreport.com. For TransUnion: www.transunion.com/fraud-alerts.

Massachusetts law also allows consumers to place a security freeze on their credit reports. You have the right to put a
security freeze on your credit file for up to one year at no cost. This will prevent new credit from being opened in your name
without the use of a PIN number that is issued to you when you initiate the freeze. A security freeze is designed to prevent
potential creditors from accessing your credit report without your consent. As a result, using a security freeze may interfere
with or delay your ability to obtain credit. You must separately place a security freeze on your credit file with each credit
reporting agency. In order to place a security freeze, you may be required to provide the consumer reporting agency with
information that identifies you including your full name, Social Security number, date of birth, current and previous
addresses, a copy of your state-issued identification card, and a recent utility bill, bank statement or insurance statement.
For TransUnion: www.transunion.com/credit-freeze.

You can obtain information from the consumer reporting agencies, the FTC, or from your respective state Attorney General
about fraud alerts, security freezes, and steps you can take toward preventing identity theft. You may report suspected
identity theft to local law enforcement, including to the FTC or to the Attorney General in your state.

Federal Trade Commission
600 Pennsylvania Ave, NW
Washington, DC 20580
consumer.ftc.gov
877-438-4338

Representatives at Experian are available to assist you with enrolling in the services being offered and answer questions you
may have regarding this incident, between the hours of 8:00 a.m. to 8:00 p.m. Central Time, Monday through Friday,
excluding holidays. Please call the call center toll-free at 833-918-9464 and provide the representative with your unique
code listed above.

We apologize for the concern that PowerSchool’s data security incident has caused.

Very truly yours,

<<Signature>>
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