
[Company Logo] 
 
[Return Address] 
[Return Address] 
 
[Date] 
 
 
 
[Insert Recipient’s Name] 
[Insert Address] 
[Insert City, State, Zip] 

 
 

RE: Notice of Data Breach 
 
 

Dear [Insert customer name]: 
 
We are contacting you regarding a data security incident involving access to your personal information.  
 
What happened? 
On March 7, 2025, we received notice that some administrator accounts within an obsolete, but still online, 
email server had been compromised. After internal investigation, it was determined that throughout December 
2024, attackers downloaded the contents of the email server. On March 14, 2025, we determined that the data 
on this server included your personal information.  
 
What Information was involved? 
This incident may have included: your full name, social security number, passport number, credit card number, 
and bank account number.  
 
What we are doing. 
The email server has been taken offline and we are reviewing our policies and procedures so that all appropriate 
security measures are taken to prevent such an incident from occurring again. In addition, we have notified the 
FBI, all three credit agencies, and the applicable state agencies of this incident. We have also partnered with 
Experian to make identity detection and resolution services available to you at no charge. 
 
What we are doing to protect your information: 
To help protect your identity, we are offering a complimentary 24-month membership of Experian’s®  
IdentityWorksSM.  This product provides you with identity detection and resolution of identity theft.  To activate 
your membership and start monitoring your personal information please follow the steps below:  
 

● Ensure that you enroll by: [enrollment end date] (Your code will not work after this date.) 
● Visit the Experian IdentityWorks website to enroll:  [URL]  
● Provide your activation code: [code] 

 
If you have questions about the product, need assistance with identity restoration or would like an alternative to 
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at [customer service 
number] by [enrollment end date].  Be prepared to provide engagement number [engagement #] as proof of 
eligibility for the identity restoration services by Experian. 
 
 
What you can do. 



To protect yourself from the possibility of identity theft, the Federal Trade Commission (FTC) recommends that 
you place a free fraud alert on your credit file. A fraud alert tells creditors to contact you before they open any 
new accounts in your name, or change any of your existing accounts. Contact any one of the three major credit 
bureaus. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts. The 
initial fraud alert stays on your credit report for one year. You can renew it after one year.  
 
Equifax: equifax.com/personal/credit-report-services 
or 1-800-685-1111 
Experian: experian.com/help 
or 1-888-397-3742 
TransUnion: transunion.com/credit-help 
or 1-888-909-8872 
 
Ask each credit bureau to send you a free credit report after it places a fraud alert on your file. Review your 
credit reports for accounts and inquiries you don’t recognize. These can be signs of identity theft. If your 
personal information has been misused, visit the FTC’s site at IdentityTheft.gov to report the identity theft and 
get recovery steps. Even if you do not find any suspicious activity on your initial credit reports, the FTC 
recommends that you check your credit reports periodically so you can spot problems and address them quickly.  
 
You may also want to consider placing a free credit freeze. A credit freeze means potential creditors cannot get 
your credit report. That makes it less likely that an identity thief can open new accounts in your name. To place a 
freeze, contact each of the major credit bureaus at the links or phone numbers above. A freeze remains in place 
until you ask the credit bureau to temporarily lift it or remove it.  
 
We have attached information from the FTC’s website, IdentityTheft.gov/databreach, about steps you can take 
to help protect yourself from identity theft. The steps are based on the types of information exposed in this 
breach. 

 
ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 

  
A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following features once 
you enroll in Experian IdentityWorks:   
 

▪ Experian credit report at signup: See what information is associated with your credit file.  Daily credit 
reports are available for online members only.* 

▪ Credit Monitoring: Actively monitors Experian file for indicators of fraud. 

▪ Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify 
trading or selling of your personal information on the Dark Web. 

▪ Identity Restoration: Identity Restoration specialists are immediately available to help you address credit 
and non-credit related fraud. 

▪ Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration support 
even after your Experian IdentityWorks membership has expired. 

▪ Up to $1 Million Identity Theft Insurance**:  Provides coverage for certain costs and unauthorized 
electronic fund transfers. 

 
If you believe there was fraudulent use of your information and would like to discuss how you may be able to 
resolve those issues, please reach out to an Experian agent at [customer service number].  If, after discussing 
your situation with an agent, it is determined that Identity Restoration support is needed, then an Experian 
Identity Restoration  agent is available to work with you to investigate and resolve each incident of fraud that 

https://www.ftc.gov/now-leaving?external_url=http%3A%2F%2Fwww.equifax.com%2Fpersonal%2Fcredit-report-services%2F&back_url=https%3A%2F%2Fwww.ftc.gov%2Fbusiness-guidance%2Fresources%2Fdata-breach-response-guide-business
https://www.ftc.gov/now-leaving?external_url=http%3A%2F%2Fwww.experian.com%2Fhelp%2F&back_url=https%3A%2F%2Fwww.ftc.gov%2Fbusiness-guidance%2Fresources%2Fdata-breach-response-guide-business
https://www.ftc.gov/now-leaving?external_url=http%3A%2F%2Fwww.transunion.com%2Fcredit-help&back_url=https%3A%2F%2Fwww.ftc.gov%2Fbusiness-guidance%2Fresources%2Fdata-breach-response-guide-business
https://www.ftc.gov/now-leaving?external_url=http%3A%2F%2Fwww.transunion.com%2Fcredit-help&back_url=https%3A%2F%2Fwww.ftc.gov%2Fbusiness-guidance%2Fresources%2Fdata-breach-response-guide-business
http://identitytheft.gov
http://identitytheft.gov/databreach


occurred (including, as appropriate, helping you with contacting credit grantors to dispute charges and close 
accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting 
you with contacting government agencies to help restore your identity to its proper condition). 
 
Please note that this Identity Restoration support is available to you for __ months from the date of this letter 
and does not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity 
protection at this site. 
 
 
We value the security and privacy of your information, we regret any inconvenience, and we're working hard to 
mitigate any ongoing concerns relating to this incident.  
 
If you have any questions or need additional information about this notice, us at dit-privacy@umd.edu or 
301-405-1500. 
 
Sincerely, 
 
 
[Signed by appropriate executive - president, CEO or VP HR]  
 
 
* Offline members will be eligible to call for additional reports quarterly after enrolling 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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