Event Agenda

National Cyber Crime Conference 2025

Tuesday, April 29, 2025

8:30 AM - 9:40 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

Keynote Address - The Honorable Keechant L. Sewell
Location: Tiffany Ballroom

Spring Into Action: Whats New in Digital Investigations

Location: Room 101
Speakers: Sunita Voleppe, Matt Goeckel

Decrypting SQL Cipher encrypted Android App Databases: From RAM analysis to evidence

Location: Room 103
Speaker: Florent Chevalier

Preserving your iOS extractions with Magnet Graykey

Location: Room 104
Speaker: Chris Vance

Going Backwards to Move Forward: The Image Generation Model

Location: Room 114
Speaker: John Barahona

Unmasking the Monsters: Using Open-Source Intelligence to ID Dark Web CSAM Producers

Location: Room 108 & 109
Speaker: Griffin Glynn

Beyond the Firewall: How Burnout Creates Your Organization’s Biggest Security
Vulnerability

Location: Room 112
Speaker: Mark Yarbrough

NDCAC Resources for Law Enforcement in the Digital Age

Location: Room 113
Speakers: Alan Distajo, David Hodges, Joseph Massine

Automating the Toughest Acquisition Tasks: Fast Parallel Imaging of 25+ Drives, Data
Recovery from Damaged Media, Reassembly of RAIDs with Unknown Configuration,
Workflow Automation.

Location: Room 114
Speaker: Yulia Samoteykina

loT Awareness and Best Practices for For DFIR

Location: Room 115
Speaker: Daniel Bien

From Call Logs to Convictions: The Role of Cell Phone Records in Homicide Cases

Location: Room 117
Speaker: Katie Murphy

Corroborating Your Peer to Peer Investigation

Location: Room 201
Speaker: Jim Goodyear

Roblox: Introduction for Law Enforcement

Location: Room 202
Speaker: Matt Turner

Digital Frontiers: Navigating Emerging Technologies in 21st Century Prosecutions

Location: Room 203
Speaker: Justin Fitzsimmons



10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

Crypto 101 (Part 1)

Location: Room 204
Speakers: David Berry, John Alldredge

The Force Within: Unlocking Social Media's Native Search Powers

Location: Room 205 & 206
Speaker: Lauren Wagner

Innovation Meets Legal Process: The New Alpha Tool

Location: Room 208 & 209
Speakers: Jim Emerson, Peter Glogoza

Lab: osTriage (Part 1)

Location: Room 213
Speaker: Jeff Rich

Unlocking Hidden Potential: Bringing Structured Data with Cellebrite Physical Analyzer

Location: Room 101
Speaker: Ronen Engler

Are you on the Blockchain Train?

Location: Room 103
Speaker: Eugene Cunningham

Inside the Confidence Factor: Assessing the Accuracy of iPhone GPS Data for Digital
Forensics

Location: Room 104
Speaker: Jeff Rutherford

Kodex Training

Location: Room 105 & 106
Speaker: Aj lafrate

The Journey to Justice: NCPTF's Deep Dive into Child Exploitation Investigations

Location: Room 108 & 109
Speaker: Micah Hoffman

Understanding the Nervous System: Regulation for Resilience

Location: Room 112
Speaker: Rosie Cataldo

Lab: NDCAC Resources for Law Enforcement in the Digital Age & Putting it Together

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Unlocking the Future of Forensics: PALADIN 2025 and Beyond

Location: Room 114
Speaker: Jason Roslewicz

OSINT In Action: Investigating the Web and Beyond

Location: Room 115
Speaker: Brad Butler

Blockchain Intelligence for Law Enforcement: From Theory to Takedown

Location: Room 117
Speakers: Bob Hutt, Schuyler Hawkins

Peer to Peer for New Investigators

Location: Room 201
Speaker: Jim Goodyear

Assessing the Reliability of Geolocation Data in Your Investigation

Location: Room 202
Speaker: Darren Hayes



11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

1:00 PM - 2:00 PM

2:20 PM - 3:30 PM

2:20 PM - 5:00 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

CSLI/Tower Data

Location: Room 203
Speakers: Kevin Connolly, Elizabeth Sweeney

Crypto 101 (Part 2)

Location: Room 204
Speakers: David Berry, John Alldredge

May the Source be with You: Powerful OSINT Resources

Location: Room 205 & 206
Speaker: Lauren Wagner

When ALl gits turnt

Location: Room 208 & 209
Speaker: Chris Atha

Lab: osTriage (Part 2)

Location: Room 213
Speaker: Jeff Rich

Hope in Action: Transforming the Search for Missing Children

Location: Tiffany Ballroom
Speakers: Kevin Branzetti, Al Rollins, Melissa Kaiser

Workshop: Mapping Digital Evidence Across Multiple Devices (1)

Location: Room 101
Speaker: Dawn Frazey

Unlock Advanced Mobile Forensics Techniques: Join Our Technical Workshop

Location: Room 103
Speakers: Dave Good, Wil Hernandez

The Critical Role of Metadata in Solving a Complex Child Exploitation Case

Location: Room 104
Speaker: Chad Gish

How Recent Changes in Technology has Impacted Digital Forensics

Location: Room 105 & 106
Speaker: Darren Hayes

Understanding the Game: Inside Human Trafficking, Forced Criminality, and a Florida Case

Study

Location: Room 108 & 109
Speaker: Alina Donahue

Shielding Our Protectors: Understanding and Mitigating Vicarious Trauma

Location: Room 112
Speaker: Melissa Kaiser

Lab:NDCAC Open Source and Social Media Tools

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Top 10 Things to Know About Digital Investigations

Location: Room 114
Speakers: Joseph Remy, Nick DuBois

Hacked and Exposed: Offensive Web Attacks and Password Security

Location: Room 115
Speaker: Brandon Kondo

2025 NCCC Partner Panel - Resources to Enhance Your Investigations and Prosecutions

Location: Room 117
Speakers: Daniel Bien, Lauren Wagner, Alan Distajo, Chris Kelly, Wayne Nichols, Justin Fitzsimmons



2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

Peer to Peer for New Prosecutors

Location: Room 201
Speaker: Jim Goodyear

Digital Evidence Seizure: Do's and Don'ts

Location: Room 202
Speakers: Rosa Payano, Avery Horton

Search and Seizure Legal Process Drafting

Location: Room 203
Speaker: Justin Fitzsimmons

Crypto ATMs/Crypto for the Beat Cop

Location: Room 204
Speaker: Matt Hogan

Cause | Want It That Way: Data Manipulation and Transformation

Location: Room 205 & 206
Speaker: Brandon Gallant

Digital Forensic Standards: They are being developed, but are you implementing them?

Location: Room 208 & 209
Speakers: Brandon Epstein, Jim Emerson

Lab: osTriage (Part 3)
Location: Room 213

Anatomy of a Case

Location: Room 101
Speaker: Matt Goeckel

Split Personalities: Understanding Multiple User Account Purposes in Android

Location: Room 104
Speaker: Chris Vance

How to Develop a Mobile Phone Processing Capacity for Any Size Agency

Location: Room 105 & 106
Speaker: Debbie Garner

What's In a Photo? Identifying Child Predators Through Geolocation: Case Studies

Location: Room 108 & 109
Speaker: Griffin Glynn

Armoring the Organization: Improving Workplace Culture

Location: Room 112
Speaker: Melissa Kaiser

Lab: NDCAC Law Enforcement Tools for Research and Analysis

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

File Integrity and Content Analysis

Location: Room 114
Speaker: John Barahona

loT Awareness and Best Practices for DFIR

Location: Room 115
Speaker: Daniel Bien

From Data to Discovery: The Role of Tech in Solving Complex Cases

Location: Room 117
Speaker: Katie Murphy

Introduction to Generative Al

Location: Room 201
Speaker: Jim Goodyear



3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

7:00 PM -9:00 PM

Operation Valentines Day

Location: Room 202
Speakers: Lydia Speight, Mike Stempien

Unique Challenges to Evidence Admissibility

Location: Room 203
Speakers: Jonathan Scharf, Joseph Coliflores, David Maas

OSINT Strategies for Cryptocurrency Investigations

Location: Room 204
Speaker: Jonathan Misskerg

Sweet Tools o'Mine: Practical Tools for Insights and Analysis

Location: Room 205 & 206
Speaker: Lauren Wagner

Hiding In Plain Sight - Multi-Layered Videos

Location: Room 208 & 209
Speaker: Olin Rankin

Lab: osTriage (Part 4)
Location: Room 213

Cornhole Tournament
Location: Outdoor Patio

Wednesday, April 30, 2025

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

How Cloud Powered Digital Investigations Can Accelerate Justice

Location: Room 101
Speakers: Prajwal Shetty, Sunita Voleppe

Secure Data Storage for Evidence Workflows

Location: Room 103
Speaker: Brenden Doyle

Digital fingerprints: Unmasking a killer through digital evidence - Part 1

Location: Room 104
Speakers: Chad Gish, Jan Norman, Bobby Simmons

Documenting Digital Evidence with Screencasting
Location: Room 114

Missing Child Rescue Operation — Live Case Event

Location: Room 108 & 109
Speaker: Kevin Branzetti

UnF*ck Your Team, Relationships, Culture, and Suicide in This Thing of Ours

Location: Room 112
Speaker: John Kelly

NDCAC Resources for Law Enforcement in the Digital Age

Location: Room 113
Speakers: Alan Distajo, David Hodges, Joseph Massine

Mastering Sysdiagnose Logs for Digital Forensics Investigations (Part 1)

Location: Room 105 & 106
Speaker: Nick DuBois

OSINT in Action: Investigating the Web and Beyond

Location: Room 115
Speaker: Brad Butler



8:30 AM - 5:00 PM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

The UFED Reader — Mobile Examination for the Non-Technical User (Workshop)

Location: Room 117
Speaker: Eric Wahlberg

Important 10S Features Law Enforcement and Parents Should be Aware Of

Location: Room 201
Speaker: Wayne Nichols

The Human Cost of a Netwire Compromise

Location: Room 202
Speaker: Mark Spencer

Ether Wei | Will Find You: Using Ethereum Blockchain Techniques to Identify Your Target

Location: Room 203
Speaker: Billy Rodgers

Money Mules

Location: Room 204
Speakers: Whitney Mackay, John Paul

Decode Me Maybe: Password Attacks

Location: Room 205 & 206
Speaker: Eric Jollymore

How to Read a Forensics Report

Location: Room 208 & 209
Speaker: Olin Rankin

Lab: Updates to osTriage

Location: Room 213
Speaker: Jeff Rich

Chip-off / Chip-on For Digital Forensics

Location: Room 101
Speaker: Maggie Gaffney

Mobile Forensic, What You See is Not Always What You Get

Location: Room 103
Speaker: Wil Hernandez

Digital fingerprints: Unmasking a killer through digital evidence - Part 2

Location: Room 104
Speakers: Chad Gish, Jan Norman, Bobby Simmons

Overcoming Video and Imagery Challenges: The Power of Combining the Right Software and
Skills

Location: Room 114
Speaker: John Barahona

Missing Child Rescue Operation — Live Case Event

Location: Room 108 & 109
Speaker: Kevin Branzetti

Mental Wellness Programming on a Budget

Location: Room 112
Speaker: Debbie Garner

Lab: NDCAC Resources for Law Enforcement in the Digital Age & Putting it Together

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Mastering Sysdiagnose Logs for Digital Forensics Investigations (Part 2)

Location: Room 105 & 106
Speaker: Nick DuBois



10:00 AM - 11:10 AM Hacked and Exposed: Offensive Web Attacks and Password Security

Location: Room 115
Speaker: Brandon Kondo

10:00 AM - 11:10 AM AirTags: Overview for Law Enforcement

Location: Room 201
Speaker: Wayne Nichols

10:00 AM - 11:10 AM Telegram: Coming to America in 2025

Location: Room 202
Speaker: Stephen Arnold

10:00 AM - 11:10 AM Can a single rotten plank sink the ship of evidentiary integrity?

Location: Room 203
Speaker: Chris Atha

10:00 AM - 11:10 AM Seizing Digital Assets

Location: Room 204
Speakers: Catherine Jahn, Whitney Mackay, John Paul

10:00 AM - 11:10 AM Become a Google Jedi: Mastering Google for Intelligence and Research (part 1)

Location: Room 205 & 206
Speaker: Lauren Wagner

10:00 AM - 11:10 AM Navigating Mobile Evidence Forensic Data

Location: Room 208 & 209
Speaker: Chris Kelly

10:00 AM - 11:10 AM Lab: RoundUp eMule Forensic Artifacts

Location: Room 213
Speaker: Jim Goodyear

11:30 AM - 12:40 PM Fighting Human Trafficking Through Digital Intelligence

Location: Room 101
Speaker: Matt Parker

11:30 AM - 12:40 PM RegEx in XAMN Pro for Investigators

Location: Room 103
Speaker: Mikael Ibanez

11:30 AM - 12:40 PM An Introduction to Media File Structure for Digital Investigations

Location: Room 104
Speaker: Brandon Epstein

11:30 AM - 12:40 PM Mobile Device Faraday Shielding and Charging from Field to Lab

Location: Room 105 & 106
Speaker: Matt Miller

11:30 AM - 12:40 PM Missing Child Rescue Operation — Live Case Event

Location: Room 108 & 109
Speaker: Kevin Branzetti

11:30 AM - 12:40 PM Personal Stories of PTSD and Law Enforcement

Location: Room 112
Speaker: Mark DiBona

11:30 AM - 12:40 PM Lab: NDCAC Open Source and Social Media Tools

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

11:30 AM - 12:40 PM loT Awareness and Best Practices for DFIR

Location: Room 115
Speaker: Daniel Bien



11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

1:00 PM - 2:00 PM

2:20 PM - 3:30 PM

2:20 PM - 5:00 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

Investigating a NCMEC CyberTip (case study)

Location: Room 201
Speaker: Jeff Rich

Disk Images are Gamblers and Virtualization is Vegas

Location: Room 202
Speaker: Mark Spencer

Timing Advance & Device Location Data

Location: Room 203
Speakers: Joseph Hoy, Cory Brodzinski

Civil Asset Recovery in Cryptocurrency and Cyber-enabled Fraud Cases

Location: Room 204
Speakers: Lilia DuBois, Shantelee Christie, Jonathan Bashi, Annie Killelea

Become a Google Jedi: Mastering Google for Intelligence and Research (part 2)

Location: Room 205 & 206
Speaker: Lauren Wagner

Lab: Roundup BitTorrent Forensic Artifacts

Location: Room 213
Speaker: Jim Goodyear

The Power of On-Premise Al Processing for Financial Crime Analysis
Location: Room 114

Reversing through the Unimaginable: How a Google Reverse Keyword Search Warrant
Solved a Devastating Whodunnit
Speakers: Cathee Hansen, Neil Baker

Simplify Your Case: Walking through the Changing Digital Investigative Workflow

Location: Room 101
Speakers: Paul Lorentz, Matt Goeckel

Unlock Advanced Mobile Forensics Techniques: Join Our Technical Workshop

Location: Room 103
Speakers: Dave Good, Wil Hernandez

Following the money: Tracking mobile payment artifacts

Location: Room 104
Speaker: Chris Vance

Best Practices for an Impactful Presentation

Location: Room 105 & 106
Speaker: John Barahona

Missing Child Rescue Operation — Live Case Event

Location: Room 108 & 109
Speaker: Kevin Branzetti

Vicarious Trauma: How to Release What Doesn't Serve You

Location: Room 112
Speaker: Rosie Cataldo

Lab: NDCAC Law Enforcement Tools for Research and Analysis

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

OSINT In Action: Investigating the Web and Beyond

Location: Room 115
Speaker: Brad Butler

ABC's of Writing a Search Warrant for Digital Evidence

Location: Room 201
Speaker: Kateri Gasper



2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

Dark Web 2025: Al and Virtual Machines Breathe New Life into an Old Nemesis

Location: Room 202
Speaker: Stephen Arnold

Wellness 101

Location: Room 203
Speaker: Mark DiBona

Cryptocurrency in Legal Proceedings

Location: Room 204
Speaker: Jonathan Scharf

Rolling in the Sheets: Excel Tips for Investigations (part 1)

Location: Room 205 & 206
Speaker: Brandon Gallant

Connected Vehicle Investigations - Tips and Tricks

Location: Room 208 & 209
Speaker: Kipp Loving

Lab: Media Archive Retrieval System (MARS)

Location: Room 213
Speaker: Jeff Rich

Unraveling Al and the Technology That Makes Them Work

Location: Room 114
Speaker: Eric Jollymore

DFIR Live: Ask the Experts

Location: Room 101
Speakers: Ronen Engler, Josh Hickman, Paul Lorentz, Matt Goeckel

Exploring iOS’ "Adjust Date & Time" in DFIR

Location: Room 104
Speaker: Brandon Epstein

Let Al Do the Listening: A Proof of Concept for Triage of Large Amounts of Audio Files

Location: Room 105 & 106
Speaker: Frank Lyu

Missing Child Rescue Operation — Live Case Event

Location: Room 108 & 109
Speaker: Kevin Branzetti

Tracking Your Triggers: Awareness and Self Regulation

Location: Room 112
Speaker: Amy Butler

Lab: NDCAC Law Enforcement Tools for Research and Analysis

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Timing Advance & Device Location Data

Location: Room 114
Speakers: Joseph Hoy, Cory Brodzinski

New, Smart Evidence, Old, Tough Rules: Authenticating loT Data for Court

Location: Room 201
Speakers: Ashley Polin, Anne Yas

CSAM - Human Trafficking - Child Sex Trafficking - Investigating the Financial side of CSE

Investigations

Location: Room 202
Speakers: Gregory Schiller, Jay Houston



3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

Pre-Trial Preparation for Prosecutions Involving Digital Evidence

Location: Room 203
Speaker: Justin Fitzsimmons

Pig Butchering

Location: Room 204
Speaker: Erin West

Rolling in the Sheets: Excel Tips for Investigations (part 2)

Location: Room 205 & 206
Speaker: Brandon Gallant

What the Hex going on? Navigating MP4 Files

Location: Room 208 & 209
Speaker: Olin Rankin

Digital Forensics from Scratch

Location: Room 213
Speaker: Jeremy Dunn

Thursday, May 01, 2025

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

Follow the Money: Crypto in Digital Forensics

Location: Room 101
Speakers: Josh Hickman, Caleb Carroll

Crypto Investigations with Lukka Investigator

Location: Room 103
Speakers: Angelo Florian, Andrew Nash, Roman Lewandrowski

An overview of Al-generated results in DFIR exams

Location: Room 104
Speaker: Brandon Epstein

Diversify Your Digital Evidence Sources for Stronger Investigative Returns

Location: Room 105 & 106
Speaker: Romy Haas

The Invisible Trail: OSINT Techniques for Finding Missing Persons

Location: Room 108 & 109
Speaker: Micah Hoffman

Building Emotional Resilience in High-Stress Environments

Location: Room 112
Speaker: Amy Butler

Lab: NDCAC Resources for Law Enforcement in the Digital Age & Putting it Together

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Essential Early Case Assessment for Mobile Device Extractions
Location: Room 114

Hacked and Exposed: Offensive Web Attacks and Password Security

Location: Room 115
Speaker: Brandon Kondo

Advanced Undercover Chat techniques with Nemesis Technology

Location: Room 117
Speakers: Gregory Schiller, Jay Houston

Securing Your Home loT Network: Best Practices and Privacy Considerations

Location: Room 201
Speakers: Julie Kindle, Michael Kalmbach



8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

8:30 AM - 9:40 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

Phishy Business: An Inside Look at Email Forensics

Location: Room 202
Speaker: Alex Harbitz

Testimony Prep

Location: Room 203
Speaker: David Maas

Advanced Crypto Investigative Techniques & Tracing (Part 1)

Location: Room 204
Speaker: Jeffrey loimo

You Down With OPP (Other People's Python)?

Location: Room 205 & 206
Speakers: Lauren Wagner, Eric Jollymore

Cell Site Analysis & RF Survey: Evolving Best Practice

Location: Room 208 & 209
Speakers: Joseph Hoy, Cory Brodzinski

Memory Forensics for Investigators

Location: Room 213
Speaker: Jeremy Dunn

A Preview of RescueBox: Open-Source Software for Investigations of Child Exploitation

Location: Room 103
Speaker: Sahil Sharma

The Six Pillars of Digital Evidence

Location: Room 104
Speaker: Chad Gish

Disk Images are Gamblers and Virtualization is Vegas

Location: Room 105 & 106
Speaker: Mark Spencer

Tech Meets Tactics: Leveraging Private Sector Innovation in Criminal Investigations and
Prosecution

Location: Room 108 & 109
Speaker: Al Rollins

UnF*ck Your Team, Relationships, Culture, and Suicide in This Thing of Ours

Location: Room 112
Speaker: John Kelly

Lab: NDCAC Open Source and Social Media Tools

Location: Room 113
Speakers: Alan Distajo, Joseph Massine, David Hodges

Vehicle System Forensics

Location: Room 114
Speaker: Stephen Lewington

loT Awareness and Best Practices for DFIR

Location: Room 115
Speaker: Daniel Bien

Securing Resources and Funding for Mobile Device Forensics and Training

Location: Room 117
Speaker: Debbie Garner

ABC's of Writing a Search Warrant for Digital Evidence

Location: Room 201
Speaker: Kateri Gasper



10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

10:00 AM - 11:10 AM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

Keeping it In-House: The Benefits and Challenges of Combining Mobile and Video Forensic
Personnel

Location: Room 202
Speaker: Brandon Sailer

Hot Topics

Location: Room 203
Speakers: Jan Norman, Howard Wise, Gregory Schiller, Richard Colangelo

Advanced Crypto Investigative Techniques & Tracing (Part 2)

Location: Room 204
Speaker: Jeffrey loimo

Al Generated Media: Understanding "Alg CSAM" and its Creation

Location: Room 205 & 206
Speaker: Eric Jollymore

Connected Vehicle Investigations - Tips and Tricks

Location: Room 208 & 209
Speaker: Kipp Loving

Getting Started Using Autopsy, the Law Enforcement Bundle and Project VIC Hashes

Location: Room 213
Speakers: Cory Hall, Justin Grover

Workshop: Mapping Digital Evidence Across Multiple Devices (2)

Location: Room 101
Speaker: Dawn Frazey

Mobile Crypto Artifact Discovery by Hexordia

Location: Room 103
Speaker: Jessica Hyde

Grant Writing for Digital Forensics

Location: Room 104
Speaker: Holly Kennedy

Kodex Training

Location: Room 105 & 106
Speaker: Aj lafrate

Exigent Requests in Missing Child Cases: Best Practices for Rapid Response

Location: Room 108 & 109
Speaker: Peter Glogoza

Mental Wellness Programming on a Budget

Location: Room 112
Speaker: Debbie Garner

Starting Strong: Essential Tools for Cybercrime Investigators

Location: Room 114
Speaker: Lauren Wagner

OSINT In Action: Investigating the Web and Beyond

Location: Room 115
Speaker: Brad Butler

Crypto in CSAM: The Darkside of the Blockchain

Location: Room 117
Speaker: Caleb Carroll

Introduction to Generative Al

Location: Room 201
Speaker: Jim Goodyear



11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

11:30 AM - 12:40 PM

1:00 PM - 2:00 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

Coinbase Law Enforcement Training Deck

Location: Room 202
Speaker: Jacob Baker

Judicial Panel

Location: Room 203
Speakers: Elspeth Cypher, Margaret Ogarek, Mark McGinnis

Understanding Stablecoins

Location: Room 204
Speaker: Keven Hendricks

Investigating Alg CSAM: Working the Digital Forensics

Location: Room 205 & 206
Speaker: Eric Jollymore

Ether Wei | Will Find You: Using Ethereum Blockchain Techniques to Identify Your Target

Location: Room 208 & 209
Speaker: Billy Rodgers

The Elusive Princess

Location: Tiffany Ballroom
Speakers: Gregory Schiller, Aisha Rahman

Al-Powered Investigations: transforming Law Enforcement with Intelligence-Driven Insights

Location: Room 101
Speaker: Amelia Quan

Wave WatchTower Powered by Lukka

Location: Room 103
Speakers: Jim Robnett, Nick Sebolao, Cliff Koutsky, Roman Lewandrowski

Scrolling with Purpose: Mastering the Art of Social Media Searching

Location: Room 105 & 106
Speaker: Lauren Wagner

Understanding the Game: Inside Human Trafficking, Forced Criminality, and a Florida Case
Study

Location: Room 108 & 109
Speaker: Alina Donahue

Personal Stories of PTSD and Law Enforcement

Location: Room 112
Speaker: Mark DiBona

Forensic RF Survey Best Practice

Location: Room 114
Speakers: Joseph Hoy, Cory Brodzinski

Hacked and Exposed: Offensive Web Attacks and Password Security

Location: Room 115
Speaker: Brandon Kondo

Introduction to Cybertipline Report Investigations

Location: Room 201
Speakers: Jeff Perry, Bill Doogan

Beyond the Surface: Uncover Hidden Patterns in Unstructured Documents with On-Premise
Al

Location: Room 202
Speaker: Michelle Dulog

Judicial Panel

Location: Room 203
Speakers: Elspeth Cypher, Margaret Ogarek, Mark McGinnis



2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

2:20 PM - 3:30 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

3:50 PM - 5:00 PM

8:00 PM - 9:30 PM

8:00 PM - 9:30 PM

8:00 PM - 9:30 PM

8:00 PM - 9:30 PM

8:00 PM - 9:30 PM

Monero & Privacy Coins

Location: Room 204
Speaker: Keven Hendricks

You've Got the Power: Harnessing REGex in Digital Forensics Investigations

Location: Room 205 & 206
Speaker: Eric Jollymore

Write the question, Find the answer...

Location: Room 208 & 209
Speaker: Chris Atha

Wave Digital Asset Training Academy

Location: Room 103
Speaker: Angelo Florian

From Identification to Conviction: Leveraging Advanced Analytics to Accelerate
Investigations

Location: Room 104
Speaker: Javis Olson

The Inside Scoop on Digital Evidence Standards and Why They Matter to You

Location: Room 105 & 106
Speaker: Jesus Valenzuela

Advanced Legal Process: Finding Hidden Accounts and Missing Kids

Location: Room 108 & 109
Speaker: Kevin Branzetti

Important 10S Features Law Enforcement and Parents Should be Aware Of

Location: Room 201
Speaker: Wayne Nichols

Disk Images are Gamblers and Virtualization is Vegas

Location: Room 202
Speaker: Mark Spencer

How to Succeed as a High Tech Prosecutor - 33 Years of Mistakes | Have Made

Location: Room 203
Speaker: Howard Wise

Crypto Case Studies: How to Leverage Cryptocurrency Intelligence in Investigations Ranging
from Fraud to Homicide

Location: Room 204
Speakers: Linda DenDekker, Daniel Yi Suh

Hard Drives and Hard Truths: Forensic Cases with Unbelievable Twists

Location: Room 208 & 209
Speaker: Olin Rankin

Understanding iOS Biome V2
Speaker: Matt Goeckel

IOT - Securing Surveillance Video for Admissibility and Use During Trial
Speakers: Anne Yas, Coleen Crawford

"Link to Make the Cuffs Go Clink” — Piecing Digital Evidence Together in an Investigations
With an Eye Toward Trial

Speakers: Luke Goldworm, Kevin Connolly

E2EE: The New New Dark Web
Speakers: Stephen Arnold, Erik Arnold

How Atrtificial Intelligence Will Change the Future of Investigations
Speaker: Matthew Swenson





