
 

 

 

 

 

 

 

EXHIBIT 1 



By providing this notice, Life Choice Hospice of Southern Massachusetts, LLC dba Compassus – 
Southern Massachusetts (“Compassus – Southern Massachusetts”) does not waive any rights or 
defenses regarding the applicability of Massachusetts law, the applicability of the Massachusetts 
data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On November 13, 2025, Doctor Alliance, a third-party service provider to Compassus – Southern 
Massachusetts, became aware of an incident involving unauthorized access to certain documents 
available through the Doctor Alliance portal. This access extended from November 4 through 
November 17, 2025. On February 12, 2026, Doctor Alliance first notified Compassus – Southern 
Massachusetts of this event, its impact to patients, and continued to share information regarding 
the impacted individuals associated with Compassus – Southern Massachusetts until April 8, 2026. 
Since becoming aware of this event, Compassus – Southern Massachusetts has been working 
continuously to authenticate all impacted patient information received from Doctor Alliance, 
confirm impacted individuals’ address information, and prepare notice to impacted individuals. 

Please note, this is a third-party event that wholly occurred at Doctor Alliance; this event did not 
involve any Compassus – Southern Massachusetts computer system or network. 

The information that could have been subject to unauthorized access includes name, as well as 
Social Security number and medical information. 

Notice to Massachusetts Residents 

In compliance with HIPAA, on June 26, 2026, Compassus – Southern Massachusetts began 
providing written notice of this Doctor Alliance incident to approximately forty-five (45) 
Massachusetts residents. Written notice is being provided in substantially the same form as the 
letter attached here as Exhibit A.

Other Steps Taken and To Be Taken 

Upon learning of the Doctor Alliance event, Compassus – Southern Massachusetts promptly took 
steps to further investigate the external event. As part of its ongoing commitment to the privacy of 
personal information in its care, Compassus – Southern Massachusetts is reviewing its existing 
policies and procedures and relating to information sharing with vendors. 

Additionally, Compassus – Southern Massachusetts is providing impacted individuals with 
guidance on how to better protect against identity theft and fraud. Compassus – Southern 
Massachusetts is providing individuals with information on how to place a fraud alert and security 
freeze on one’s credit file, the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law 
enforcement to report attempted or actual identity theft and fraud. 



Compassus – Southern Massachusetts is providing written notice of this incident to relevant state 
regulators, as necessary. Compassus – Southern Massachusetts is also notifying the U.S. 
Department of Health and Human Services pursuant to the Health Insurance Portability and 
Accountability Act (HIPAA).  

Please be advised that, pursuant to G.L. c. 93H § 3(b), Compassus – Southern Massachusetts 
maintains a written information security program (WISP) for the protection of personal 
information of residents of Massachusetts. 


