Commonwealth of Massachuselts

PO Box 4405 Commonwealth of Massachusetls
Taunton, MA 02780-0419 Executive Office of Health and Human Services

[DATE]

(FIRST NAME] [LAST NAME]
[STREET ADDRESS1)

[STREET ADDRESS2]
(CITY/TOWN], [STATE] [ZIP CODE]
[MASSHEALTH ID]

Dear [FIRST NAME] [LAST NAME):

We write to notify you of an unauthorized disclosure of your protected health information. In May 2026, MassHealth
became aware of a document posted to a web page within mass.gov. The document contained your personal
information, including your name, MassHealth ID, and Social Security number, and it may have contained information
about payment for your health care and about an accident you experienced. The document was removed from the
site as soon as we learned of the incident. This letter describes the actions we have taken and describes steps you
can take to protect yourseli, including requesting credit monitoring.

What happened: Through an investigation, MassHealth found that the document was posted December 22,
2025 and remained online until it was taken down on May 14, 2026. Although there were no links to this page on
mass.gov, this document was findable via wab search.

What MassHealth has done and is doing: After learning about this incident, MassHealth immediately took down
the document from its website, confirmed that the document is no longer findable through major search engines and
the Internet Archive, and opened an investigation, MassHealth is in the process of determining how this occurred and
will take all appropriate action. MassHealth is additionally reviewing its procedures and will establish new safeguards
to reduce the risk of a future incident.

What you can do to protect yourself: This incident involved your Social Security number. The following steps may
help to protect yourself from potential harm.

1. Monitor your credit: You have the right under federal law to request one free copy of your credit report
every 12 months. You can obtain your free annual credit report at AnnualCreditReport.com.

2. Sign up for free credit monitoring: To help protect your identity, we are offering complimentary access to
Experian IdentityWorks® for 24 months.

It you believe there was fraudulent use of your information as a result of this incident and would like to
discuss how you may be able to resolve those issues, please reach out to an Experian agent. If, after
discussing your situation with an agent, it is determined that identity restoration support is needed then an
Experian Identity Restoration agent is available to work with you to investigate and resolve each incident
of fraud that occurred from the date of the incident (including, as appropriate, helping you with contacting
credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file
with the three major credit bureaus; and assisting you with contacting government agencies to help restore
your identity to its proper condition).

Identity Restoration is available to you for 24 months from the date of this letter and does not
require any aclion on your part at this time. The Terms and Conditions for this offer are located at

www.ExperianIDWorks com/restoration.
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While identity restoration assistance is immediately available to you, we also encourage you to activate the
fraud detection tools available through Experian ldentityWorks as a complimentary 24-month membership.
This product provides you with superior identity detection and resolution of identity theft. To start monitoring
your personal information, please follow the steps below:

* Ensure that you enroll by October 31, 2026, by 11:59 pm UTC (Your code will not work after this date.)

* Visitthe Experian IdentityWorks website to enroll: hitps://www.experianidworks.com/3bplusmembership.

* Provide your activation code: [ACTIVATION CODE]

It you have questions about the product, need assistance with Identity Restoration that arose as a result of this
incident or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian's
customer care team by October 31, 2026, at (833) 931-7577 Monday — Friday, 8 am — 8 pm Central Time
(excluding major U.S. holidays). Be prepared to provide engagement number B169304 as proof of eligibility for
the Identity Restoration services by Experian.

Additional Details Regarding Your 24-Month Experian |dentityWorks Membership

A credit card is not required for enroliment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access o the following features once you enroli in Experian IdentityWorks:

* Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.’

+ Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

* Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

* Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

* Experian IdentityWorks ExtendCARE™: You receive the same high-level of dentity Restoration support
even after your Experian IdentityWorks membership has expired.

* §1 Million Identity Theft Insurance :? Provides coverage for certain costs and unauthorized electronic
fund transfers.

3. Request a credit security freeze: Massachusetts law also allows consumers to place a security freeze on
their credit reports, free of charge. A security freeze prohibits a credit reporting agency from releasing any
information from your credit report without your authorization. Please be aware that placing a security freeze
on your credit report may delay, interfere with, or prevent the timely approvai of any requests you make for
new loans, credit cards, mortgages, employment, housing, or other services.

To place a security freeze on your credit report, you must send a written request to each of the three
major consumer reporting agencies—Equifax (www.equifax.com), Experian (www.experian.com), and
TransUnion (www.transunion.com)—by phone; online form; or regular, certified, or overnight mail at the
addresses below.

*Ofiline members will be eligible to call for additional reports quarterly after enrolling.

#The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant
company, Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in

all jurisdictions.



Equifax Information Services LLC

PO Box 105788

Atlanta, GA 30348-5788

(888) 298-0045

hitps://www.equifax.com onal/credit-report-services/credit-freeze

Experian

PO Box 9554

Allen, TX 75013

(888) 397-3742
hitps:/f'www.experian.com/ireeze/center. himl

TransUnion

PO Box 160
Woodlyn, PA 19094
(800) 916-8800

hitps:./fwww transunion.com/credit-freeze

In order to request a security freeze, you will need to provide the following information.

1. Your full name (including middle initial as well as any suffixes such as Jr., Sr, II, or ll)

Current address

Social Security number

Date of birth

It you have moved in the past five years, the addresses where you have lived over the prior five years

Proof of current address such as a current utility bill or telephone bili
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A legible photocopy of a government-issued identification card (such as a state driver's license or ID card,
military identification)

8. If you are a victim of identity theft, a copy of the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft

The credit reporting agencies have three business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must send you written confirmation you within five business days and give you
a unique personal identification number (PIN) or password, or both, that you can use to authorize the removal or
litting of the security freeze.

To lift the security freeze to give a specific entity or individual access to your credit report, you must call the credit
reporting agencies, or mail them a written request, and include proper identification (name, address, and Social
Security number} and the PIN or password provided to you when you placed the security freeze, as well as the
identities of the entities or individuals you would like to receive your credit report and the specific period of time you
want the credit report available. The credit reporting agencies have three business days after receiving your request
to lift the security freeze for the identified entities or specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification {name, address, and Social Security number) and the PIN or password provided to you
when you placed the security freeze. The credit bureaus have three business days after receiving your request to
remove the security freeze.



Police Reports

Under Massachusetts faw, you have the right to obtain a copy of any police report filed regarding this event. Please
note that because the release of your information was not a result of criminal activity, MassHealth has not
filed a police report. However, if you become the victim of identity theft as a result of this incident or for any other
reason, you have the right o file a police report and obtain a copy of it.

MassHealth takes the confidentiality of your personal information very seriously, and we regret any harm,
inconvenience, or concern this incident may cause you. If you have any questions, please call the MassHealth
Customer Service Center at (800) 841-2900 or email the MassHealth Privacy Office at privacy.officer @ mass.gov.

Sincerely,

Andrew Salzman

Deputy General Counsel and Chief Privacy Officer



This information is important. It should be translated right away.
We can translate it for you free of charge.
Call us at (800) 841-2900. TDD/TTY: 711.

Esta informacion es importante y debe ser traducida
inmediatamente. Podemos traducirla para usted
gratuitamente. Llamenos al (800) 841-2900 o por

TDD/TTY: 711. (Spanish)

Esta informacdio € importante. Devera ser traduzida
imediatamente. Nos podemaos traduzi-la para vocé
gratuitamente. Entre em contato conosco no (800} 841-2900.
TDD/TTY: 711,

&LBEH’JEZJH%EE » JESTEENEE - LR EES
EBIE - AT THESEERES (800) 841-2900 (TDD/TTY:
7y » Eﬁﬁﬁff’ﬁﬂﬁﬁ?& o (Chinesc)

{Brazilian Portuguese)

Enfomasyon sa enpotan. Yo fét pou tradwi li tou swit. Nou
kapab tradwi li pou ou gratis. Rele nou nan (800} 841-2900,
TDD/TTY: 711.

{Haitian Creole)

Nhimg tin tirc nay that quan trong. Tin tire nay can phai
théng dich lién. Chiing ti cé thé théng dich cho quy vi
mién phi. Xin goi cho ching 18i tai sé (800) 841-2900.

TDOD/TTY: 711.

(Vietnamese)

Ora uHdopmauns oueHs BaxkHa. Ee Hy:kHO nepeBecTH
HeMefReHHO. Mbl MOXeEM NepeBecTH ee JUIA Bac HecnnatHo.
[ToasounTe HaM 1o TenedoHy (800) §41-2900,
TDD/TTY: 711.

(Russian)

Joail Dl ol Lgian 55 Uiy T8 Lean i o Aala il gheall o3
(Arabic) .TDD/TTY: 711 .(800) 841-2900 Ai_¥ te Ly

iR ﬁmnﬁmsmmm ﬂQIﬁImSUﬁUiiﬁﬂﬂHTl"l HiﬂmﬁijﬁﬁfiﬂﬁjﬂUHSﬁ
“lﬁiﬁﬁﬁﬁﬁﬂjiGJUjﬂ AJHGIAI SHTILN YIS (800) 84]-2900'1
TDD/TTY: 7111 {Khmer)

Kel informaséu li € inportanti. El debe ser traduzidu logu.
Nu pode traduzi-l pa nhos sin kobra nada. Nhos txuma-nu

pa (800) 841 2900. TDD/TTY: 711. (Cape Verdean Creole)

Cette information est importante. Priére de la traduire
immédiatement. Nous pouvons vous la traduire
gratuitement. Appelez-nous au (800) 84 1-2900.

TDD/TTY: 711. (French)
Questa informazione e importante. Si pregha di
tradurla inmediatamente. Possiamo tradurla per voi
gratuitamente. Chiammate all (800) 841-2900.
TDD/TTY: 711. (Italian)

o] FHE FQFt. o= FA| AHslof g, A3=
Astg 9o ol & LRz Ms= 4 Y& At

5 749 (800) 841-29002, TDD/TTY 239 732
712 Al FHA L. (Korcan)
Avti 1) AAnpopopin Eival oNUAVTIKT ke TPEREL VO
HETOPPESTEl Guece. MTopolpE va TN HETAQPPAGOVUE Y1
eodg dwpsedv. KaAfote pog otov apiipd (800) 84 1-2900.
TDD/TTY: 7i1. (Greek)

To jest wazna informacja. Powinna zosta¢ niezwtocznie
przettumaczona. My tlumaczymy dla Panstwa bezplatnie.
Prosimy do nas zadzwoni¢ pod nr (800) 841-2900.
TDD/TTY: 711.

g ST AZT@YLT 1 SHHT AATE WA TSIl FrT
ST ITEM0 7 aa |10 $HHT AqaTs AT F qHha
&1 5 (800) 841-29001 TDD/TTY: 711 9T F HLI (Hindi)

{Polish)

L 1S Hedasll B. Ao dRdl % olale UG HEA,
N AR 1D dmRl HEZ Ad 53 adlR G wma
(800) 841 -2900. TDD/TTY: 711 UR Sld 3L, (Gujarati)

euutuaﬁa:u uuuammq:ﬂumejumau won(8a »
gurozoudlmautoudona. TnmawondSatai
(800) 841-2900. TDD/TTY: 711. (Lao)

This information is available in alternative formats such as braille and large print.
To get a copy, please call us at (800) 841-2900. TDD/TTY: 711,
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MassHealth complies with applicable federal civil rights laws and does not discriminate on the
basis of race, color, national origin, age, disability, religion, creed, sexual orientation or sex
(including gender identity and gender stereotyping). MassHealth does not exclude people or
treat them differently because of race, color, national origin, age, disability, religion, creed, sexual
orientation or sex (including gender identity and gender stereotyping).

MassHealth provides
> free aids and services to people with disabilities to communicate effectively with us, such as:
+ Qualified sign language interpreters
+ Written information in other formats (large print, braille, accessible electronic formats,
and other formats)
> free language services to people whose primary language is not English, such as:
¢ Qualified interpreters
+ Information written in other languages

If you need these services, contact us at (800) 841-2900. TDD/TTY: 711.

If you believe that MassHealth has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, age, disability, religion, creed, sexual orientation,
or sex (including gender identity and gender stereotyping), you can file a grievance with: Section
1557 Compliance Coordinator, 1 Ashburton Place, 11" Floor, Boston, Massachuseits 02108,
Phone: (617) 573-1704, TTY: (617) 573-1696, Fax: (617) 889-7862, or email at:
Section1557Coordinator@state.ma.us. You can file a grievance in person or by mail, fax, or email.
If you need help filing a grievance, the Section 1557 Compliance Coordinator can help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services,
Office for Civil Rights electronically through the Office for Civil Rights Complaint Portal at
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf, by mail at U.S. Department of Health and
Human Services, 200 Independence Avenue SW,, Room 509F, HHH Building, Washington,

DC 20201, or by phone at (800) 368-1019, (800) 537-7697 (TDD).

Complaint forms are available at https://www.hhs.gov/ocr/complaints/index.html.



