
 

 

01/05/2026  

John Doe​
1234 5th Avenue​
San Antonio, TX 78205 

NOTICE OF DATA BREACH  

Dear John Doe, 

We are writing to notify you about an information security incident that may have involved some of your personal information. We 
take the protection of your personal information seriously and want to inform you about this incident, what we have done to 
remediate it, and steps you can take to protect yourself. 

What Happened?​
On December 8, 2025, a malicious actor attempted to improperly access user accounts through login credentials obtained from an 
unknown non-FloatMe source.  

What Information Was Involved?​
The information included FloatMe login credentials and, for a limited subset of consumers whose accounts were successfully 
accessed, mailing address, phone number, the last four digits of their bank account or debit card number, and the last five financial 
account transactions through a linked account.  

What We Are Doing.​
We promptly conducted a thorough investigation into the incident. Our immediate steps to secure impacted accounts included 
resetting passwords and shutting off platform access to the malicious actor through technical safeguards. We have cancelled any 
advances that were fraudulently initiated from impacted accounts.  

What You Can Do.​
It is recommended that you remain vigilant by reviewing account statements and monitoring your credit report for unauthorized 
activity, especially activity that may indicate fraud and identity theft.  We also recommend that you implement multifactor 
authentical (MFA) through our mobile app to safeguard your FloatMe account if you have not already done so.  

Please review the "Additional Resources" section included below, which is part of this notice. That section describes additional steps 
that you can take to help protect yourself, including recommendations from the Federal Trade Commission regarding identity theft 
protection and details on how to place fraud alerts or security freezes on your credit files with the three major credit reporting 
agencies. 

Other Important Information.​
We have included with this letter additional information on steps you can take to protect the security of your personal information. 
We urge you to review this information carefully. 

 
If there is anything FloatMe can do to further assist you, please contact us at support@floatme.com. 
 
Sincerely,  
 
Josh Sanchez, CEO 

Float Me Inc. 
110 E Houston St 7th Floor, San Antonio, TX 78205 
830-484-6104 
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Additional Resources 

Order Your Free Annual Credit Report.  

You may obtain a copy of your credit report, free of charge, once every 12 months from each of the three nationwide credit 
reporting agencies. To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 
1-877-322-8228. 

The contact information for the three nationwide credit reporting agencies is: 

Equifax, PO Box 105788, Atlanta, GA 30348-5788, www.equifax.com,  1-888-378-4329 (1-888-EQUIFAX) 

Experian, PO Box 2104, Allen, TX 75013, www.experian.com,  1-888-397-3742 (1-888-EXPERIAN) 

TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800 

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available from the 
U.S. Federal Trade Commission’s (“FTC”) website at www.consumer.ftc.gov) to: 

Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. 

Place a Fraud Alert on Your Credit File. There are two types of fraud alerts you can place on your credit report to put your 
creditors on notice that you may be a victim of fraud: an initial alert and an extended alert. An initial fraud alert stays on your 
credit report for at least one year, and you may ask that an initial fraud alert be placed on your credit report if you suspect you 
have been, or are about to be, a victim of identity theft. You may have an extended alert placed on your credit report if you have 
already been a victim of identity theft and you have the appropriate documentary proof. An extended fraud alert stays on your 
credit report for seven years. You can place a fraud alert on your credit report by contacting any of the three national credit 
reporting agencies, who will then contact the other two. 

You Have the Right to Obtain a Security Freeze. You have the right to place a "security freeze," also known as a "credit freeze," on 
your credit report free of charge. 

A security freeze is intended to prevent credit, loans and services from being approved in your name without your consent. 
However, you should be aware that using a security freeze to take control over who gets access to the personal and financial 
information in your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or 
application you make regarding a new loan, credit, mortgage, or any other account involving the extension of credit. 

To place a security freeze on your credit report, you must send a separate request to each of the three nationwide consumer 
reporting agencies online, by telephone, or by regular, certified, or overnight mail as provided below:  

●​ Equifax Security Freeze, P.O. Box 105788, Atlanta, GA 30348-5788 1-888-298-0045​
https://www.equifax.com/personal/credit-report-services/ 

●​ Experian Security Freeze P.O. Box 9554, Allen, TX 75013 1-888-397-3742​
https://www.experian.com/freeze/center.html 

●​ TransUnion Security Freeze, P.O. Box 160, Woodlyn, PA 19094 1-800-916-8800 https://www.transunion.com/credit-freeze 

In order to request a security freeze, you will need to provide the following information: (1) full name, with middle initial and any 
suffixes; (2) Social Security number; (3) date of birth; (4) your current address and, if you have moved in the past five (5) years, 
those previous addresses; (5) if you are a victim of identity theft, a copy of the police report, investigative report or complaint to a 
law enforcement agency concerning the identity theft; (6) a copy of a government-issued identification card; (7) a copy of a recent 

utility bill or bank or insurance statement; (8) If you are a victim of identity theft, include a copy of either the police report, 
investigative report, or complaint to a law enforcement agency concerning identity theft.   

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a security freeze on your 
credit report, based upon the method of your request. The credit bureaus must also send written confirmation to you within five 

 



(5) business days and provide you with a unique personal identification number (PIN) or password (or both) that can be used by 
you to authorize the removal or lifting of the security freeze. It is important to maintain this PIN/password in a secure place, as you 
will need it to lift or remove the security freeze.  

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must make a request to 
each of the credit reporting agencies by mail, through their website, or by phone (using the contact information above). You must 
provide proper identification (including name, address, and social security number) and the PIN number or password provided to 
you when you placed the security freeze, as well as the identities of those entities or individuals you would like to receive your 
credit report. You may also temporarily lift a security freeze for a specified period of time rather than for a specific entity or 
individual, using the same contact information above. The credit bureaus have between one (1) hour (for requests made online) 
and three (3) business days (for request made by mail) after receiving your request to lift the security freeze for those identified 
entities or for the specified period of time.  

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail, through their website, or 
by phone (using the contact information above). You must provide proper identification (name, address, and social security 
number) and the PIN number or password provided to you when you placed the security freeze. The credit bureaus have between 
one (1) hour (for requests made online) and three (3) business days (for requests made by mail) after receiving your request to 
remove the security freeze. 

Reporting Identity Theft and Obtaining More Information About Ways to Protect Yourself. 

Federal Trade Commission and State Attorneys General. If you believe you are the victim of identity theft or have reason to 
believe your personal information has been misused, you should promptly contact the Federal Trade Commission and/or the 
Attorney General’s office in your home state. You may also contact these agencies for information on how to prevent or minimize 
the risks of identity theft. 

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 
20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/bcp/edu/microsites/idtheft/. 

For Maryland residents: Maryland residents may contact the following state agencies for information regarding security breach 
response and identity theft prevention and protection information: 

Maryland Office of the Attorney General 
1-888-743-0023 
1-410-576-6491 
200 St. Paul Place, 25th Floor, Baltimore, MD 21202 
https://oag.maryland.gov 

 

For Massachusetts residents: Under Massachusetts law, you have the right to obtain any police report filed in regard to this 
incident. If you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it. 

For New York residents: New York residents may contact the following state agencies for information regarding security breach 
response and identity theft prevention and protection information: 

New York Department of State Division of Consumer Protection​
One Commerce Plaza​
99 Washington Ave.​
Albany, NY 12231-0001​
dos.ny.gov/consumerprotection​
1-518-474-8583​
1-800-697-1220​
​
New York State Office of the Attorney General​
The Capitol​
Albany, NY 12224-0341​

 



ag.ny.gov​
1-800-771-7755 

For North Carolina residents: North Carolina may contact the following state agencies for information regarding security breach 
response and identity theft prevention and protection information: 
​  

North Carolina Office of the Attorney General 
1-877-566-7226 
1-919-716-6000 
114 West Edenton Street​
Raleigh, NC 27603 
https://ncdoj.gov/ 
 

Fair Credit Reporting Act. You have rights under the federal Fair Credit Reporting Act (“FCRA”), which governs the collection and 
use of information about you by the consumer reporting agencies. For more information about your rights under the FCRA, please 
visit https://files.consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf or www.ftc.gov. 

 

 


