


The Confidential Information that may have been accessible includes some or all
of the following:

• Your name and address

• Your Social Security Number (in subscription or tax documents) or the last
four digits of your social security number (in account documents)

• External bank account information, including account number and routing
number (in some subscription documents)

• Investment amounts and fund investment details

• Tax documents and tax related information, including IRS Forms 1099,
and in some cases Forms W-9

• Investment documents, including subscription agreements, account
statements, distribution statements, and trade confirmations

What We Did To Mitigate The Risk and Resolve The Issue

Upon discovery, we took immediate action to remove any access to the
confidential information and then evaluated the scope and nature of the issue.
With the exposure contained, we identified the root cause and developed the
solution, which we tested prior to restoring service. We also will be implementing
additional technology release controls to mitigate the potential for future
incidents.

Helpful Steps To Keep Your Information Secure

Because this incident may have involved Social Security numbers, external bank
account information, and tax documents, we encourage you to take the following
steps:

1. Contact Your Bank. If you selected cash distribution for your fund
investment, your bank account and routing number may have been included
in your subscription documents. We recommend contacting your bank to flag
your account and monitor for unauthorized activity.

2. Enroll in Credit Monitoring. Please contact ir@crowdstreet.com if you would
like to receive free access to a credit monitoring service at Crowd Street's
expense.

3. Monitor Your Accounts. Review your financial accounts and credit reports
for unusual activity. Check your investment account statements carefully and
report any suspicious activity immediately.

4. Consider a Fraud Alert or Credit Freeze. You can place a free fraud alert
on your credit file by contacting any one of these agencies (calling one will
notify all three):

a. Equifax: 1-800-525-6285, www.equifax.com

b. Experian: 1-888-397-3742, www.experian.com
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c. TransUnion: 1-800-680-7289, www.transunion.com

5. Place a Credit Freeze. For stronger protection, you can place a credit freeze
(also free), which prevents new accounts from being opened in your name.
Contact the same agencies above for freeze instructions.

6. Monitor for Tax-Related Fraud. Be alert for:

a. IRS notices about tax returns you didn't file

b. Unexpected tax refund deposits or rejection of your legitimate return

c. IRS letters about income from employers you don't recognize

7. File IRS Form 14039. If you suspect tax-related identity theft, file IRS Form
14039 (Identity Theft Affidavit) and contact the IRS Identity Protection
Specialized Unit at 1-800-908-4490.

8. Report Suspicious Activity. If you detect unauthorized activity:

a. Contact us immediately: compliance@crowdstreet.com

b. File a report with the FTC: www.identitytheft.gov or 1-877-ID-THEFT

c. Contact local law enforcement if desired

 
Additional resources:

• Federal Trade Commission: www.consumer.ftc.gov/features/identity-theft

• IRS Identity Theft Central: www.irs.gov/identity-theft-central

 
Our Commitment

We sincerely apologize for this incident. Protecting your information is our highest
priority. We are taking significant steps to prevent similar incidents in the future,
and we remain committed to maintaining the security and confidentiality of your
data.

Thank you for your continued trust in CrowdStreet.

Sincerely,

Shaun Mulreed, COO, CrowdStreet Inc.
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